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FlexVPN-HUB (config)# crypto key generate rsa label ROOT-CA modulus 2048

AT Y 7T2IDAEAEDRSAF —ZEH L E T,

FlexVPN-HUB (config)# crypto key generate rsa label FLEX-1 modulus 2048

FREE :

FlexVPN-HUB# show crypto key mypubkey rsa
--—- output truncated -----

Key name: ROOT-CA
Key type: RSA KEYS

Storage Device: private-config

Usage: General Purpose Key

Key is not exportable. Redundancy enabled.

Key Data:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A
00C01F04 EOAF3AB8 97CED516 3B31152A 5C3678A0 829A0D0D 2F46D86C
————— output truncated ------ ----- output truncated ------ Key
Key type: RSA KEYS

Storage Device: private-config

Usage: General Purpose Key

Key is not exportable. Redundancy enabled.

Key Data:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A
009091AE 4185DC96 4F561F7E 506D56E8 240606D0 CC1l6CCS5E E4E24EEB

ATYT3CAZHRELET,

ip http server
crypto pki server ROOT-CA
issuer-name cn=ROOT-CA.example.com
hash sha256

lifetime certificate 1095

lifetime ca-certificate 3650

eku server-auth

no shutdown

FREE :

FlexVPN-HUB# show crypto pki server

Certificate Server ROOT-CA:
Status: enabled
State: enabled

Server's configuration is locked (enter "shut" to unlock it)

Issuer name: cn=ROOT-CA.example.com

CA cert fingerprint: AS5522AAB 1410E645 667F0D70 49AADA45

Granting mode is: auto

Last certificate issued serial number (hex): 3

CA certificate expiration timer: 18:12:07 UTC Mar 26 2021
CRL NextUpdate timer: 21:52:55 UTC May 21 2018

Current primary storage dir: nvram:

Database Level: Minimum - no cert data written to storage

ATYT4: RZARRA N ERELET,

02820101
2CBC9175

name: FLEX-1

02820101
1664E42C

output truncated



interface loopback 0

ip address 10.10.10.10 255.255.255.255
crypto pki trustpoint FLEX-TP-1
enrollment url http://10.10.10.10:80
fgdn none

subject-name cn=flexvpn-hub.example.com
revocation-check none

rsakeypair FLEX-1

ATY 75 CAZERELET,

FlexVPN-HUB (config) #crypto pki authenticate FLEX-TP-1

Certificate has the following attributes:
Fingerprint MD5: A5522AAB 1410E645 667F0D70 49AADA45
Fingerprint SHAl: F52EAB1A D39642E7 D8EAB804 OEB30973 7647A860

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

ATYT6: )L—RZECAICEBRLET,

FlexVPN-HUB (config) #crypto pki enroll FLEX-TP-1

Start certificate enrollment

o0 o0 o°

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:
Re-enter password:

The subject name in the certificate will include: cn=flexvpn-hub.example.com
The fully-qualified domain name will not be included in the certificate
Include the router serial number in the subject name? [yes/no]: no

o0 o0 od° o°

Include an IP address in the subject name? [no]: no
Request certificate from CA? [yes/no]l: yes
Certificate request sent to Certificate Authority

o0 o°

The 'show crypto pki certificate verbose FLEX-TP-1' commandwill show the fingerprint.

May 21 16:16:55.922: CRYPTO_PKI: Certificate Request Fingerprint MD5: 80B1FAFD 35346DO0OF
D23F6648 F83F039B

May 21 16:16:55.924: CRYPTO_PKI: Certificate Request Fingerprint SHAl: A8401EDE 35EE4AFS8
46C4D619 8D653BFD 079C44F7

CATREBHFOIAAEEREHEL., 712 H—T UK —BITBEZBELET,

FlexVPN-HUB#show crypto pki server ROOT-CA requests
Enrollment Request Database:

Subordinate CA certificate requests:
RegID State Fingerprint SubjectName

RA certificate requests:
RegID State Fingerprint SubjectName

Router certificates requests:
RegID State Fingerprint SubjectName



1 pending 80B1FAFD35346D0FD23F6648F83F039B cn=flexvpn-hub.example.com

ATY 7T BEReqIDEEAL TARELZHTLET,

FlexVPN-HUB#crypto pki server ROOT-CA grant 1
IL—ENAREZEEERTDETHLEET (COREICLD E, 17BIC1I0BEFIVIEhE
) ) ° SySICg)(‘yt_9E¥T€l/ss?o

May 21 16:18:56.375: $PKI-6-CERTRET: Certificate received from Certificate Authority

ARENF M VARN=ILENATVR L ZBIELET,

FlexVPN-HUB#show crypto pki certificates FLEX-TP-1

Certificate

Status: Available

Certificate Serial Number (hex): 04

Certificate Usage: General Purpose

Issuer:
cn=ROOT-CA.example.com

Subject:
Name: flexvpn-hub.example.com
cn=flexvpn-hub.example.com

Validity Date:
start date: 16:18:16 UTC May 21 2018
end date: 18:12:07 UTC Mar 26 2021

Associated Trustpoints: FLEX-TP-1

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=ROOT-CA.example.com
Subject:
cn=ROOT-CA.example.com
Validity Date:
start date: 18:12:07 UTC Mar 27 2018
end date: 18:12:07 UTC Mar 26 2021
Associated Trustpoints: FLEX-TP-1 ROOT-CA
Storage: nvram:ROOT-CAexamp#1CA.cer

F72322-HBRBMHAB’OAR—b

FlexVPN-HUB (config)# crypto pki import FLEX-TP-2 pkcsl2 ftp://cisco:cisco@10.48.30.130/ password
ciscol23

% Importing pkcsl2...

Address or name of remote host [10.48.30.130]7

Source filename [FLEX-TP-2]7? flexvpn-hub.example.com.pl?2

Reading file from ftp://cisco@10.48.30.130/flexvpn-hub.example.com.pl2!

[OK - 4416/4096 bytes]

% The CA cert is not self-signed.

% Do you also want to create trustpoints for CAs higher in

% the hierarchy? [yes/no]:

May 21 16:55:26.344: $CRYPTO_ENGINE-5-KEY_ADDITION: A key named FLEX-TP-2 has been generated or
imported

ves



CRYPTO_PKI: Imported PKCS12 file successfully.

FlexVPN-HUB (config) #

May 21 16:55:34.396: $PKI-6-PKCS12IMPORT_SUCCESS: PKCS #12 Successfully Imported.
FlexVPN-HUB (config) #

IKEv2 DREE

AT Y 71:RADIUSH—/NECoAZREL £,

aaa group server radius FlexVPN-AuthC-Server-Group-1
server-private 10.48.30.127 key Ciscol23
server-private 10.48.30.128 key Ciscol23

aaa server radius dynamic-author

client 10.48.30.127 server-key Ciscol23
client 10.48.30.128 server-key Ciscol23
server-key Ciscol23

auth-type any

ATYVT2: BABITHFATIVANERELET,

aaa new-model

aaa authentication login FlexVPN-AuthC-List-1 group FlexVPN-AuthC-Server-Group-1

aaa authorization network FlexVPN-AuthZ-List-1 local

aaa accounting update newinfo

aaa accounting network FlexVPN-Accounting-List-1 start-stop group FlexVPN-AuthC-Server-Group-1

AT Y 73ikev2RBAIR) S —&ERLE T,

crypto ikev2 authorization policy FlexVPN-Local-Policy-1
pool FlexVPN-Pool-1

dns 10.48.30.104

netmask 255.255.255.0

def-domain example.com

ATYT4IKEVZO7 7 AN ZEERLET,

crypto ikev2 profile FlexVPN-IKEv2-Profile-1
match identity remote key-id example.com
identity local dn

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint FLEX-TP-2

dpd 60 2 on-demand

aaa authentication eap FlexVPN-AuthC-List-1
aaa authorization group eap list FlexVPN-AuthZ-List-1 FlexVPN-Local-Policy-1
aaa authorization user eap cached

aaa accounting eap FlexVPN-Accounting-List-1
virtual-template 10

ATYT5: NRSUARATFA—ALtY MNeipsec7O7 74N ZHERL ETT,

crypto ipsec transform-set FlexVPN-TS-1 esp-aes esp-sha-hmac
mode tunnel
crypto ipsec profile FlexVPN-IPsec-Profile-1

set transform-set FlexVPN-TS-1

set ikev2-profile FlexVPN-IKEv2-Profile-1



ATYVT6  REBTTL—M U E—TIARAZERLET,

interface Virtual-Templatel0 type tunnel

ip unnumbered GigabitEthernet3

tunnel mode ipsec ipv4

tunnel protection ipsec profile FlexVPN-IPsec-Profile-1

ATY77:O—HAILT—ILOER :

ip local pool FlexVPN-Pool-1 10.20.30.100 10.20.30.200
ATYT8 :FERITATURNOT I AZHRTBDACLEER L ET. RADKRATF ¥ DIRAE
NDEZICRK, PBLSEERDIERZEETIVLENHBYET,

-DNS hZ 71979

. IR— N80, 443, BRV8905% T LIZISEPSNAD KT T4 YD

. CPPR—ZJ)LD FQDN AET ISEPSNANDODKNZF T 1Y D

- BEBIFZE, BET—NNOKRZ 71V Y
RIZ, BEY—NDOBEVWACLOKIZRLET, 10.0.0.0/24% Y ND—U OBERHBIEEHN R4
NDHIZBMEN, BEO Tdenyip any anys NACLOREICEELET,

ip access-list extended DENY_SERVER
permit udp any any eq domain

permit tcp any host 10.48.30.127 eqg 80
permit tcp any host 10.48.30.127 eq 443
permit tcp any host 10.48.30.127 eq 8443
permit tcp any host 10.48.30.127 eqg 8905
permit tcp any host 10.48.30.128 eqg 80
permit tcp any host 10.48.30.128 eqg 443
permit tcp any host 10.48.30.128 eqg 8443
permit tcp any host 10.48.30.128 eqg 8905
deny ip any 10.0.0.0 0.0.0.255

ATYVT9  ERISAT U MNDT I AZHATDACLEZERL LT,

ip access-1list extended PERMIT_ALL
permit ip any any

ATYT10: ATVY NKNRILOBRE (A7>3a)

TF72)IRNTRE, IXTORNT T4 Y VRVPNBRATEREENET, NTT71YVIUEREBESQLE
XY RND=ORFICNRUTTBICE. Tikev2 authorization policys 293> TRhZ 7 4
VOZREETEET, BHOAT—MXNZzEMLEY, BETIOEAVANZEALLZYT
EET,

crypto ikev2 authorization policy FlexVPN-Local-Policy-1
route set remote ipv4 10.0.0.0 255.0.0.0

ATYTM: UE—RNISATUORNDA U R—ZYNTORAR (AT723r)

VDE—RNTIORARIZATURDEAVEZ—RY NADKRARNDOT INI Y REHKZ, )L—
ZOTJO—=/N)LIP7 RLACNATER TS ICIE, NATEBRZREL KT,

ip access-1list extended NAT



permit ip 10.20.30.0 0.0.0.255 any
ip nat inside source list NAT interface GigabitEthernetl overload extended

interface GigabitEthernetl
ip nat outside

interface Virtual-Template 10
ip nat inside

AnyConnect 754 F >N 707 74 I ORE

AnyConnectZ7O7 7A N IF1 B2 Z2FEALTIOSATN7A7 74N EERELE T, Windows
78 &K TF10_E M Anyconnect Security Mobile Client® 7’07 7 A4 )L &,
%ProgramData%\Cisco\Cisco AnyConnect Secure Mobility Client\Profilelc R EZEE hTWVWET,

ATV FA¥TT4TR=—F)RHEBEEBENICUE T, FlexVPN/\7 ThttpH—/\AEMIC
B2 TVWEWEE, AnyConnect® ¥ 7’7 1 7 R—Z )L EHEEIC & > TEENMKKBLET,
CAH—NEFEHTTPH—N\ABVEBELAVCEICERL TS EZL,

&, AnyConnect Profile Editor - VPN

File Help
4
| VPN s Preferences (Part 1)
405 Prefe t 1] - . - . .
{‘% references (Part 1) Profile: ...\Cisco AnyConnect Secure Mobility Client\Profile\FLEXVPN.xml
----- % Preferences (Part 2)
----- Backup Servers
..... Certificate Pinning Ige Start Before Logon | User Controllable
----- o Certificate Matching
_____ I Certificate Enroliment Show Pre-Connect Message
{233 Mobile Policy Certificate Store
----- 1@ Server List
Windows | All -
macos All -
Certificate Store Override
Auto Connect On Start | User Controllable
| Minimize On Connect | User Controllable
Local Lan Access | User Controllable
| Disable Captive Portal Detection User Controllable
| Auto Reconnect User Controllable
Auto Reconnect Behavior User Controllable
ReconnectAfterResume -

ATY72: H—NJUANDRE :



L‘}l AnyConnect Profile Editor - VPN
File Help

| VPN | Server List

Client\ProfilelCcfREZL . ACEBHRELFT,

eferences (Part 1)

- Preferences (Part 2)

il

o Certificate Matching

ER Mobile Paolicy

- aiel Server List

Profile: ...\Cisco AnyConnect Secure Mobility Client\Profilel\FLEXVPN.xml

Backup Servers Server List Entry

Certificate Pinning

Server | Load Balancing Servers | SCEP I Mobile I Certificate Pinning|

Certificate Enrallment
Primary Server

Connection Information

a. Display Mame (required)  |FLEXVFN

Primary Protocal | IPsec - C.

FQDN or IP Address User Group ASA gateway
b. | [fexvpn-hub.example.com Auth Method During IKE Negotiation  [EAP-MDS -
Group URL IKE Identity (I0S gateway only)
example. com
Backup Servers
Host Address Add
oK Cancel

RREZANLET,

FlexVPN/\7 OFQDNZE = (ZIPP RLAZA DL TLEE L,

[7Z4xVDZ7OKR3JL]E L T[IPsec]ZERL £ 7,

[ASA gateway]F TV JRY U RA%ZF7IZ L. [Auth Method]lZ[EAP-MD5]Z38EL £,

FlexVPN/\7 QIKEV27’ 07 7 A LZEE £ 2 12 <FLUIKE IdentityZE A H L EF(Z OHI TR
. IKEV27'07 7 4 )LI& "match identity remote key-id example.comy N> RTEREE N T

W3 7%, example.com#ZIKE Identity U THERTIHBEFHYET),
AT Y73 : 707 7 4 )L %Z%ProgramData%\Cisco\Cisco AnyConnect Secure Mobility

CO7O77A)NICHETS XML :

<?xml version="1.0" encoding="UTF-8"7?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemaLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">

<ClientInitialization>
<UseStartBeforeLogon UserControllable="true">false</UseStartBeforeLogon>

<AutomaticCertSelection UserControllable="true">true</AutomaticCertSelection>

<ShowPreConnectMessage>false</ShowPreConnectMessage>

<CertificateStore>All</CertificateStore>

<CertificateStoreMac>All</CertificateStoreMac>




<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AllowLocalProxyConnections>false</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocalLanAccess>
<DisableCaptivePortalDetection
UserControllable="false">true</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">false</ClearSmartcardPin>
<IPProtocolSupport>IPv4, IPv6</IPProtocolSupport>
<AutoReconnect UserControllable="false">true
<AutoReconnectBehavior
UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>
<AutoUpdate UserControllable="false">true</AutoUpdate>
<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstablishment>LocalUsersOnly</WindowsVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>
<PPPExclusion UserControllable="false">Automatic
<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>
<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="true">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false
</RetainVpnOnLogoff>
<AllowManualHostInput>true</AllowManualHostInput>
</ClientInitialization>
<ServerList>
<HostEntry>
<HostName>FLEXVPN</HostName>
<HostAddress>flexvpn-hub.example.com</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>EAP-MD5</AuthMethodDuringIKENegotiation>
<IKEIdentity>example.com</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>
</ServerList>
</AnyConnectProfile>

ISE DERE
Admind® &K O'CPPRIEA B DREE
i BEEIIAEERLETH L, AHEENTESNLE/ —RAIBEBLET,

AT Y 7°1:[Administration] -> [System] -> [Certificates] -> [Certificate Signing Requests]ic BB L
. [Generate Certificate Signing Requests (CSR)|Z22 U Y VL &7,



Identity Services Engine

Home » Context Visibility » Operations + Policy « Administration » Work Centers

- System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing = Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

~ Certificate Management Certificate Signing Requests

System Certificates Generate Certificate Signing Requests (CSR)

Trusted Certificates A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to dewnload one or more CSRs so that they may be ¢
"bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
OCSP Client Profile

Certificate Signing Requests JPview @oeExpot | M Delete || Bind Certificate

Certificate Periodic Check Setti... [ Friendly Name Certificate Subject Key Length Portal group tag | Timestamp

» Certificate Authority No data available

ATY 72 AWER—DTHERBZPSN/ — RZERL, RELHT 11— RICAHL, /—KRD
FQDN, enroll.cisco.com, cpp.example.com, 8 XUSANT 1 —J)LRIZ/—R®DIP7 RLA%ZE
L. [Generate]z V') Y VL %Y,

il |dentity Services Engine

Home » Context Visibility » Operations » Policy ~ Administration + Work Centers

+ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ¢ Feed Service » Threat Centric NAC

Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

o Usage
~ Certificate Management Certificate(s) will be used for |Multi-Use | s, You can use a single certificate for multiple services, but
~ doing so is not a recommended practice. Rather, you
System Certificates should obtain individual certificates specifically for each
service (for example, one certificate each for Guest
Trusted Certificates Portals, EAP, and pxGrid).
Allow Wildcard Certificates  [] &
OCSP Client Profile
Certificate Signing Requests Node(s)
Certificate Periodic Check Setti.... Generate CSR's for these Nodes
» Certificate Authority Node CSR Friendly Name
pustyugo-ise23-1 pustyugo-ise23-1#Multi-Use
[ pustyugo-ise23-2 pustyugo-ise23-2#Multi-Use
Subject
Common Name (CN) | $FoDNS | d
Organizational Unit (OU) | TAC ] d
Organization (0) | Cisco | i
City (L) | |
State (ST) | |

Y —



Subject Alternative Name (SAN) | DNS Name v ‘ ‘ pustyugo-ise23-1.example.com

|
| DNS Name " ‘ enroll.cisco.com ‘
| DNS Name " ‘ cpp.example.com ‘
| 1P Address +| | 10.4830.127 | i
* Key type |RSA h | i
* Key Length |2048 ]
* Digest to Sign With | SHA-256 - |

Certificate Policies ‘

Gorrae JEETR
¥ ZOATY T T[MuUlti-Use] 2RI B &, R—FIICERUIIAEZERATEET,

RRENkED4>2 RITExport2 7)Y UL, CSREpemERTO—NILDT—IAT—3 I
REFELEY,

x

Successfully generated CSR(s)

Certificate Signing request(s) generated:
pustyugo-ise23-1#Multi-Use

Click Export to download C5R(s) or OK to return to list of CSR(s) screen

epor JETS

ATV T3 EETEBCAZHEAL TCSRZEITL., CANSIIAET 7 A )LECARIAED TS
BFI—2(I—BFBKLTHE) ZRBLET,

AT ¥ 7°4:[Administration] -> [System] -> [Certificates] -> [Trusted Certificates](c BE L .
[Import]Z2 2 Y U LEYT. ROEMET, [Choose file]Z 2 ') ¥ U L T[Root CA certificate file] & &
RU T, BEICRLU T[Friendly name] & [Description]lc A L, %4 E % [Trusted For options] & i&
R L T[Submit:



aluh. - |dentity Services Engine

Home » Context Visibility » Operations » Policy  Administration » Work Centers

- System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

L<]
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File | Choose File |PUSTYUGODC1.pem
System Certificates
Trusted Certificates Friendly Name | PUSTYUGO ROOT CA

OCSP Client Profile Trusted For: -
! |
Certificate Signing Requests
gnngiseq [ Trust for authentication within ISE
Certificate Periodic Check Setti...

Trust for client authentication and Syslog
» Certificate Authority

[¥] Trust for authentication of Cisco Services

(] validate Certificate Extensions

Description | PUSTYUGO ROOT CA

o QT

FI-2HOIXNTOFEAREN H2HERF. COFIEZRIELET,

AT ¥ 7°5:[Administration] -> [System] -> [Certificates] -> [Certificate Signing Requests]iCc &),
PEXCSRZRERL . [Bind Certificate]Z2V VY I LET,

* Identity Services Engine

Home + Context Visibility » Operations » Policy

« Administration » Work Centers

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging b Maintenance  Upgrade  » Backup & Restore

» Admin Access b Seflings

~ Certificate Management Certificate Signing Requests

System Certificates Generate Certificate Signing Requests (CSR)

Trusted Certificates A Certificate Signing Reguests (CSRs) must be sent to and signed by an external authority. Click "export" to download one or more CSRs so that they may be signed by an exterr
"bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound. it will be removed from this list.
OCSP Client Profile

Certificate Signing Requests ) View & Export ¥ Celete | Bind Certificate
Certificate Periodic Check Setti ]| Friendly Name Certificate Subject Key Length Portal group tag  Timestamp

« Host
» Certificate Authority ] pustyugo-ise23-1#Multi-Use CN=pustyugo-ise23-1.... 2048

Sun, 10 Jun 2018 pustyugo-ise

ATY 76 FAWER—T T, [Choose File]2 V)Y VL, CAASZITE - IAET 7ML %
BIRL, HEICSLU T[Friendly Name]Z A B L T, [Usage:EE (A : CSRA Multi-Use THER &
NTVBBEERE., CCTR—FINZZERL, [Submit|Z2o )Y VU TEET,



"decs Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

~ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~ Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

o
~ Certificate Management Bind CA Signed Certificate

System Certificates * Certificate File Signed CSR.cer

Trusted Certificates

OCSP Client Profile Friendly Name | pustyugo-ise23-1 Admin i

Certificate Signing Requests
Validate Certificate Extensions [ i
Certificate Periodic Check Setti. .

» Certificate Authority
Usage

Admin: Use certificate to authenticate the ISE Admin Portal

] EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
[ RADIUS DTLS: Use certificate for the RADSec server

[ pxGrid: Use certificate for the pxGrid Controller

I:l Portal: Use for portal

Cs.ome T

ATYTT  BERYTTYTT, EWVZEIVYILTAVR—NERTLET, BEEIAEHED
TEOEEZZTD /—RIBEBLET,

Enabling Admin role for this certificate will cause an application server restart on the selected node.

MNote: Make sure required Certificate Chain is imported under Trusted Certificates

R—ZILICROHEERFER TS558, CPPAIHEAZLZE IS FIEZRYVIERLET, ATV
67T, [Usage]ZBIRULET, R—RIIL T[Submitfz VY ILET,



il Identity Services Engine Home

cisco » Context Visibility » Operations » Policy

 Administration

» Work Centers

~System b ldentity Management b Network Resources b Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC
Deployment  Licensing  «Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
(<]
~ Certificate Management Bind CA Signed Certificate
fi
System Cantficates * Certificate File | Choose File |Signed CSR Portal.cer
Trusted Certificates
OCSP Client Profile Friendly Name | pustyugo-ise23-1 Portal i
Certificate Signing Requests
Validate Certificate Extensions O a
Certificate Periodic Check Setti. ..
} Certificate Authority
Usage
[ Admin: Use certificate to authenticate Admir al
ﬂ EAP Authentication; Use certific AP protocols t I TLS

[ RADIUS DTLS: Use certificate
ﬂ pxGrid: Use certificate for the pxGrid Controlle
Portal: Use for portal

* Portal group tag | Default Portal Certificate Groupw | (;

Portal(s) using this tag  BYQD Portal (default)
Certificate Provisioning Portal (default)
Hotspot Guest Portal {default)
My Devices Portal (default)
Sponsor Portal (default)

[s.omic JECTE

ISERFED I XNTOPSNICHL TFIEZ#RVIELE T,

ISETOO—HIILI1—H DR

Blacklist Portal (default)

Client Provisioning Portal (default)
MDM Portal (default)

Self-Registered Guest Portal (default)
Sponsored Guest Portal (default)

X : EAP-MDSAR TR, O—ANI—HEFNISETHR—RNREIhET,

AT ¥ 7°1:[Administration] -> [Indientity Management] -> [Identities] -> [Users]ic BB L ,

VY OLET,

Identity Services Engine Home

» Context Visibility » Operations + Policy ~ Administration

» Work Centers

[Add] %

» System | v ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service
~ldentities  Groups  External ldentity Sources  Identity Source Sequences  » Settings
—
o
Network Access Users
Users

Latest Manual Network Scan Results

J Edit obAdd (B8 chan

Status Name

iedo Impart el Export =
a  Description

3¢ Delete

=1

» Threat Centric NAC

(f5 Duplicate

First Name

Last Name Email Address

User Identity Groups Admin

Mo data available

ATV 72 BWER=DT, I—H&, NAT—R, $LTTOHOMLERRHBEAIL, [

E1z20VYIOLET,



Hm

cisco  ldentity Services Engine Home + Context Visibility » Operations » Policy ~ Administration » Work Centers

» System « ldenlity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC
ridentiies Groups External Identity Sources  Identity Source Sequences  » Settings
I

Metwork Access Users List > New Network Access User
Users

» Network Access User
Latest Manual Network Scan Results

* Name [ vpnuser

Status Enabled «

Email |

v Passwords

Password Type: Internal Users =]
Password Re-Enter Pasgsword

* Login Password |nn- | |....n | | Generate Password :| i
| |

Enable Password | | [ Generate Password |

+ User Information

First Name [ |

Last Name | |

¥ Account Options

Description |

Change password on next login CJ

» Account Disable Policy

O pisable account i date exceeds | 2018-07-27 (yyyy-mm-dd)

» User Groups

£ [ALL_ACCOUNTS (default) )

EE ( Concel )

FlexVPN HUBZRADIUSY Z /4 P> h& L TEMY S

AT Y 71:[Work Centers] -> [Posture] -> [Network Devices]iCBBL ., [Add|Z27 VYOI LET,

csco  ldentity Services Engine Home: + Context Visibility » Operations » Policy » Administration - Work Centers

b Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler | = Posture | » Device Administration  » PassivelD

Cwverview  Network Devices  » Client Provisioning b Folicy Elements  Posiure Policy  Policy Sets  Troubleshoot  Reports  » Seflings
I

Network Devices

’.'?’ Edit :ﬂ:Add |:|"_1-| Duplicate | @almport g Export O Generate PAC | 3 Delete
MName a | IP/Mask Frofile Name Location Type Description

Mo data available

AZ—2: BW\WEAR—2 T, [Device Name], [IP address], TN SEZIFHREZADL,
[RADIUS Authentication settings]F I Y 7Ry J A%ZF>ICL T, [Shared Secret]Z A L. R
—OTHICHZ[Submit|ZV2UY ILET,



csco  ldentity Services Engine Home: » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access b TrustSec » BYOD » Profiler « Posture » Device Administration » PassivelD

Cwerview  Network Devices ¢ Client Provisioning » Policy Elements  Posiure Policy  Policy Sefs  Troubleshoot  Reports ¢ Sefiings

Metwork Devices List » New Network Device
Network Devices

* Name | FlexVPN-HUB |

Description | FlexVEN HUB |

[ Paddess  +| *IP: [10.48.71.183 N E

@ IPvS is supported only for TACACS, At least ane IPv4 must be defined when RADIUS is selected

* Device Profile | g Cisco » | &

Software Version :l

* MWetwork Device Group

Location [a)| Locations © | | Set ToDefault |

IPSEC [IsIPSEC Device @ | [ SetToDefault |

Device Type [all Device Types © | | Set To Default |

~ RADIUS Authentication Settings

RADIUS UDP Settings

Frotocol  RADIUS

* Shared Secret

T | | Show |

Use Second Shared Secret []

Show
CoA Port | 1700 | [ Set To Default ]
RADIUS DTLS Settings (7
DTLS Required [ i
Shared Secret | radiusidils i
CoA Port | 2083 | [ set To Default |
Issuer CA of ISE Certificates for CoA |Se|ect if required (optional) v | i
DNS Name | |
General Settings
Enable KeyWrap O
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format ‘= ASCI HEXADECIMAL

| » TACACS Authentication Settings
L1 |y sNMP Sattings

LIy Advanced Trustsec Seftings

(o)




V4T N 7AOEDaZ T 0OKE
Zn S5 E AnyConnect [REZERBITBDLEHDATY T TY,

AT Y 7 1: Anyconnect /NY T —OA > O— R, Anyconnect /NY 77— B4KIE ISE A S D
EEADO-RICEEATEZLVOT, BABISHIICACH PC LTHAFAETHI L&l
RLTLKEEV, COUIRACA D O—RICEATEET,
http://cisco.com/go/anyconnect IC 7 VAL T EEZW, <O RF 1 X2 ~NTIlF, anyconnect-
win-4.5.05030-webdeploy-k9.pkg/\ Y o — &2 AL £,

ATYT2ACNYT—D&ZISEICT Y 70— RTBICIE, [Work Centers] -> [Posture] -> [Client
Provisioning] -> [Resources]ICBEIL . [Add]Z7 )Y U UEF ., [Agent resources from local disk]
ZBIRLET, HILLWD 12 RIT, [Cisco Provided Packages]Zi#R L, [Choose File]& 2 )
Y 2 LT, PCT[AC package]ZiZIRL £ 7,

'::'.';';I‘;' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access b GuestAccess  » TrustSec  » BYCD  » Profiler | ~Posture | » Device Administration  » PassivelD
COverview  Network Devices - Client Provisioning b Policy Elements  Posture Policy Policy Sets  Troublesheot  Reports  » Setflings
I

o
. R . Agent Resources From Local Disk > Agent Resources From Local Disk
Client Provisioning Policy
Agent Resources From Local Disk
Resources

Client Provisioning Portal

Category Cisco Provided Packages

Choose File | anyconnect- _ploy-kS pkg

v AnyConnect Uploaded Resources

Mame - | Type Version Description

AnyConnectDesktopWindows 4.5.503...  AnyConnectDesktopWindows — 4.5.5030.0 AnyConnect Secure Mobility Clien...

m | Cancal

[Submit] 27V Y JLTAVKR—RNERTLET, NV T—20/N\v 2128580, [H#E)Z2H/HL
xY.

ATV 3:AVTTFATVAEDI—INRISEICTY7O—RIBVEN HYVET, ABUR—
< ([Work Centers] -> [Posture] -> [Client Provisioning] -> [Resources] ) C[Add] 227 U Y U L.,
[Agent resources from Cisco site] ZBRLET, VY—AVARNT, AT AT VAT 1—
L Z TR N [Save] ZOVYOLET, CcORFIXH @i’%% AnyConnectComplianceModuleWindows
435007 1 —)LAMERZENET,


http://www.cisco.com/go/anyconnect

r

Download Remote Resources

MName

AgentCustomizationPackage 1.1.1.6
AnyConnectComplianceMaduleCSX 3.6.11682.2
AnyConnectComplianceModuleCSX 4.3.290
AnyConnectComplianceModuleWindows 3.6 116822
AnyConnectCompliance MaduleWindows 4.3.50.0
CiscoTemporaldgentOSx 4.5.02036
CizcoTemporaldgentWindows 4.5.02036
ComplianceModule 3.6.11510.2
MACComplianceModule 3.6.11510.2
MacOsXAgent 4.9.4 3

MacOsXAgent 4953

MacOsxXSPWizard 1.0.0.18

MacCsxXSPWizard 1.0.0.21

MacOsXSPWizard 1.0.0.27

MacOsXSPWizard 1.0.0.22

MacOsXSPWizard 1.0.0.30

DOo00ooooooooxrOoooodg

FY

Description

This is the NACAgent Customization Package v1.1.1.6 for Wir
AnyConnect OS5 X Compliance Module 3.6.11632.2
AnyConnect OSX Compliance Module 4.3.29.0

AnyConnect Windows Compliance Module 3.6.11682.2
AnyConnect Windows Compliance Module 4.3.50.0

Cisco Temporal Agent for OSX With CM: 4.2.1019.0 Works wi
Cizco Temporal Agent for Windows With CWM: 4.2.1226.0 Work
NACAgent CompliancelModule v3.6.11510.2 for Windows
MACAgent ComplianceModule v3.6.11510.2 for MAC QSX
MNAC Paosture Agent for Mac OSX w4 894 3-1SE1.2  ISE1.1..
MNAC Posture Agent for Mac OSX v4.9.5.3 - 1SE 1.2 Patch 12,
Supplicant Provisioning Wizard for Mac OsX 1.0.0.13 (ISE 1.1
Supplicant Provisioning Wizard for Mac CsX 1.0.0.21 (for ISE
Supplicant Provisioning Wizard for Mac CsX 1.0.0.27 (for ISE
Supplicant Provisioning Wizard for Mac ©sX 1.0.0.29 (for ISE

Supplicant Provisioning Wizard for Mac Csx 1.0.0.30 (for ISE

>

hitp:ffcisco.comigofanyconnect

o JEETN

d

ATYTAEACRAF Y 7O77AINEERTRILEN HYET, [Add] 22 Y UL, NACI—

IV MNEEZR AnyConnect RAF ¥ 7O7 74 EBRLE T,

s ie]ia
CISCO

Identity Services Engine

Home

» Metwork Access b Guest Access » TrustSec

» BYCD

b+ Context Visibility

» FProfiler

» Policy Elements

» Operations » Policy ¢ Administration  \Work Centers

+ Posture » Device Administration » PassivelD

Posture Policy  Policy Sets  Troubleshoot  Reports

ISE Posture Agent Profile Settings > New Profile

AC-4.5-Posture

Cverview  MNetwork Devices  + Client Provisioning
<]
Client Provisioning Policy
Resources Posture Agent Profile Settings
Client Provisioning Portal a. |Any€onnect d
). * Name:
Description:

TO77AIMNDORATEZBIRLET, CD>F ATk AnyConnect 2R T2 HEN B 1)

x9,

LJO774IMBEEELE T, 7O7 7 4 )L® [Posture Protocol] 2> a>v cBEBL XY,

» Seftings



Parameter Value Notes

PRA retransmission time 120 SeCs

Discovery host | |

need to be blank by default o force admin to enter a

* Server name rules | * | a. i -
value. "*" means agent will connect to all

List of IP addresses, FQDMs with or without port must be
comma-separated and with colon in betwaen the IP
pustyugo-ise23-1.exampl | b. address/FQDN and the port. Example:
IPaddress/FQDN:Port (Fort number should be the same,
specified in the Client Provisioning portal)

Call Home List

Enter value of back-off imer in seconds, the supported

Back-off Timer 30 s8cs range is bstween 10s - 600s.

Note: It is recommended that a separate profile be created for 'Windows and 08X deployments

EZ3 (G

. [Server Name Rules] ZIEELETo cDT7 1 =)L REZBICTDERFRTEXREA, 71—
RICIE, BYBBRZEAS PSNADO ACRAF Y EZ1—)LEGZHRT S FQDN Z,
DA RA—REZFEHALTEDRDCENTEXERT, VTN HDFQDN ZFFATHHEN H S
BEk, BEFTET,

L CCTEELERHEIPR, RAFYREOAT—I2THEAETATVET( NISE220K R
FrY¥ 70— O AVDATY T14% S R), BRRRAINTRYDZENTEERT, R
—RrhESE, FQDN/IP OZICOOVZFEAL TEMNMTEX T,

AT Y 7T5ACEREZERL F9 ., [Work Centers] -> [Posture] -> [Client Provisioning] ->
[Resources]icBE L, [Add]Z%~ ') Y U L. [AnyConnect Configuration]ZiBR LU £ ¥,



https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc9
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc9

cisco  ldentity Services Engine Home + Context Visibility + Operations + Policy » Administration ~ Work Cenfers

» Network Access » Guest Access » TrustSec » BYCD » Profiler | « Posture » Device Administration » PassivelD

Cwerview  Network Devices  + Client Provisioning ¥ Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports  » Seftings

(<]
Client Provisioning Policy AnyConnect Configuration > New AnyConnect Configuration
Resources
Client Provisioning Portal * Select AnyConnect Package] AnyConnectDesktopWindows 4.5.5030.0 v| a.
* Configuration Name:| AnyConnect Configuration | b.
Description;
e

DescriptionValue
* Compliance MOUU|9| AnyConnectComplianceModuleWindows 4.3.50.0 | €

AnyConnect Module Selection

ISE Paosture v
VPN
Network Access Managed |
Web Security_]
AMP Enablerl_]
ASA Posture[]
Metwork Visibilitd_]

Umbrella Roaming Securi
Start Before Logon[J
Diagnostic and Reporting Toal_

Profile Selection

* ISE Posture] AC-4.5-Posture »| d.
VPN -
Network Access Manager -
Web Security| -
AMP Enablen -
Netwaork Visibility -
Umbrella Roaming Security| -
Customer Feedback -

CACNYT—IBIRLET,
-ACREBZANLZET,
CAVTTAT VA ED I-LON—2 3V ZBRUET,

ROYTHI DARNDS, ACRAFFREREZOAV/7AIINZERLET,
ATV 6: 947N 7AEDIZT R —2FRELE T, [Work Centers] ->
[Posture] -> [Client Provisioning] L.Eibbi?o VIR EDEZEE. T7AILKNTERRENDRI D
—ICENEZANTEET, BFEORAFYREICRV —ZEMTEIHLEN HBEEE. BF
AT&3%KR)—ICBEHLDuplicate AboveE > <HFHL VARV —ZERTDEETEET,

ChFCORFIXNTEATEIRI—OHITT,

‘Ouce’ \dentity SeracesEngine  Home b ComedVisely  »Operatons b Poscy  » Aoministraton [Te R g Chomrs Warkg &

¥ Network Access b GuestAccess b TrustSee  » BYOD  »Profier | -Posture  » Dévice Adminstration  + PassivelD
Cuerdew  Network Devices = Clent Provisioning  » Polcy Eléménts  Postre Policy  Pokcy Sets  Troudleshoot  Reponts b Seftings

a

Chent Frovsioning Poley client Provisiening Policy
Resources

Client Provisioning Portal

Conditions Resufis
Conditicnis) ] AnyConnect |
Agent Configuration <
Agert [AyConrect Configuration  © |

Native Supplicant Configuration

Config Wizard| Chooss a Config Wizard

Wigard Profie:| Choass 3 Wizard Profiie




HEROEOaTACKREZEBIRLET,
RAF ¥ RIS —BRUTEH

BEBRAFY FIYINERAENET, ISElX, IT> RFNALAAADOT 7 A4 )LC\TEST.txtD 1F
EEZFIVITREIDICHRETCNTVET, EBOF VAN ICEMBBEEN HYETH
. RN BREFIEKELTY,

ATYVT1: RAFY¥ AT—Z2ADER. RAF Y ORHGE, [D—0E2ER—]->[RAF¥]->
[RUS—EXK] > [RBFICHYVET, RAFYRHBEORA( T %ERL, [Add|ZVJUYIULET,

PDEBBRZEEEL. RFIZIVYIULET. RIC, CATESTIXI T ZAIIUNBFEETEIHEDSH
EERITDH—EAZHEOHERLET,

atfian]ia

cisco  ldentity Services Engine Home » Context Visibility » Operations + Policy L]~ Work Centers

» Metwork Access » Guest Access » TrustSec » BYOQD » Profiler - Posture » Device Administration » PassivelD

Owverview  Network Devices ¥ Client Provisioning = Policy Elements  Posiure Policy  Policy Sefs  Troubleshoot  Reports v Seftings
|

<]
File Conditions List = TEST _txt
~ Conditions ) .
File Condition
Hardware Aftributes Condition + Name | TEST bt |
Application Description | |
Firewall Condition . : -
* Operating System | Windows A
Anti-Malware
Compliance Module Any version
Anti-Spyware
, *File Type | FileExistence M
Anti-Virus
Compound File Path | ABSOLUTE_PATH | |[coTEST.¢t
Dictionary Simple * File Operator | Exists "|

Dictionary Compound m |'—_
Resat
Disk Encryption

File

Fatch Management
Reqgistry

Senvice

UsSB

ATY T2 RAF ¥ EHDRE. [Work Centers] -> [Posture] -> [Policy Elements] ->
[Requirements]ic BEIL £ ¥, TESTtxt7 7 AL OB ERICRLET,

[ e xistonce ] for W g = g [amcomea +]1  metit | TEST ] en [ essage Done
Note: Supported Remedation Actions are fllered based on the Operatng Systems and Stealtn Mode selestion: p
mediation Astions 3 appiicable for Hardware Conditions and Application Conditions configured using the Provision By Category of Provision By Everything options Action |Message Teat Only
Message Shown to Agent User | Create TEST.tdt ke on disk C:

HMUVWEHTRAFYREZRRL, BET7 I3V ZEELEY,

AT Y 7" 3 : Posture policy configuration.[Work Centers] -> [Posture] -> [Posture Policy](\c #E L
FT, CORFIAIXINTHEAETNTWVWABRU—OFIEUATICRLET, RU—ICE "7 7
AINOBEE, ENFBAELTENHTSNTHEY, tOZFHREEIETShTVWEEA,



il jgentity Services Engine Home  » ContextVisiniity — » Operalions  » Policy  + Administration [JEEUUHUTeRUE=GY

+ Device Administration  » PassivelD

* Network Access  » GuestAccess » TrusiSec  » BYOD  » Profiler  ~Po

Overview  Network Devices  » Client Provisioning  » Policy Elements  Postur Policy $ets  Troubleshoot  Reports  » Settings

Posture Policy

Define the Posture Policy by configuring rules based on operating system andlor other conditions,

-

Identity Groups Operating Systems Compliance Module Posture Type

Gther Conditions Requirements

Status Rule Name
~ [ File Policy | Any [ Windows A1 4% o Jater AnyConnect

[ (Optional) Dictionar. File Existance

I9SATF>N7AESaZ Y R—EILOBRE

VAL I2aVBULRAFYOBEICE., 94T 703 Z0Y R—RIIOREEZR
EIRBENBUET, [V—IEVR—]>[RAF¥]>[VF(4F>NTOESa > J]-> [0
SAF7>h7OEZ3aZ2T0R=ZINCBEBLET., F72IIRNR—ZI)I2ERATHH. HED

R—BILEERTERT,

e Identity Services Engine

Home: + Context Visibility » Operalions » Policy » Administration ~ Work Centers

b Network Access b Guest Access b TrustSec  » BYOD  » Profiler | ~Posture | » Device Administration  » PassivelD

Overview  Network Devices = Client Provisioning  » Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports  » Seftings
—

Client Provisioning Policy

Resources ¥ Portal Settings

HTTPS port® | 5443

(8000 - 8959)

Client Provisioning Portal

Aliowed Interfaces:® For PSNs Using Physical Inierfaces

For PSNs with Bonded Interfaces Configured

| Gigabit Ethemet 0
Gigabit Ethemet 1
Gigabit Ethemet 2
Gigabit Ethemet 3
Gigabit Ethemet 4

Gigabit Ethemet 5
Certificate group tag: * | pefaul: Portal Certificate Group ¥
Configure certificates

dministration > éyétem > Certificates »
All_User_ID_Stores

System Certificates
v a.

A ion > Identity >
Identity Source Sequences

Authentication method: *

Configure autherized groups

User account with Super sdmin privilege or ERS admin priviege

! Bond 0

Uses Gigabit Ethernet 0 as primary interface, Gigabit Ethemet 1 as backup
Bond 1

Uses Gigabit Ethernet 2 as primary interface, Gigabit Ethemet 3 as backup
Bond 2

Uses Gigabit Ethernet 4 &5 primary interface, Gigabit Ethemet 5 as backup

I ALL_ACCOUNTS (defauit)

Avsiable
|

AD: = [/Builtin/Administrators

AD: /BuiltinfUsers
AD: JUsers{/Domain Computers

AD: [Users{Domain Users
AD: [Users{1SE Admins °
AD: JUsers{VPN Admin
ADccor— .oon.fUsere/VEN Usar °
Employse

GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)

4 Choose all

Fully qualified domain name (FODN): | cpp.example com ] C.

Idie timeout: | 10 1-30 (minutes)

 Clear all

ChEORER., VAL IRV FTUATRAR—ZIILRETHRETILENHYET,

. [Authentication] Tl&, SSO T1—HNEY>a>E#RBO2FSshABEWVEEICEATSIDY—

ATV AEZEELERT,

CBRENEIDY—RAD—T2ALRE>T, FRATRBTIL-—TOIVARNFADEIET,
COBRRT, A=) OTAVHAHFAEhZIIN—TZ2EBRIZDVENFHVET,

OTATNTOEZIZYY R—2)LO FQDN ZEEETIHLEN HVET, 0
FQDNIZISE PSNs IPIZfRRTE D MENHY ET. RUOEHKRORTHIC. Web7 ZIHT
FODNZEET D LD ICI—HICETRITDILEN BT,



BA7O07 741UV BLTRUS—ORE

RAF ¥ AT—RANFMBTEBVERICE, 94T NONBT VL AZFIRTIHLEN D
WET, chROVKDIADFETRERRTERT,

- Radius 74 J)LZID: COEMICEKY), NAD TO—ANICERLIZACL Z, RAF ¥ AT
—RANTRBLI—YICEHVVEHTRIZENTELRT.,. ChBFEEORFCEMETHZ 12D, C
DT 7O0—FR>INTONAD ARV E—IZBEHMTT,

. Cisco:cisco-av-pair = ip:interface-config:Radius Filter-IdIZ3EE ICK K ELTH Y, NADTO—7

LNMNIERBENIZACLIE, THEBRAFYFARAT—RADI—HICEVHETBDENTEET,

= EH :

cisco-av-pair = ip:interface-config=ip access-group DENY_SERVER in
ATV BEYZ7A7 74N ERELET,
BEESY., RAFYICE 2 2OFRATAO77AUNIBETT, KA, EOLDIBERY KT—
DT VEAHREEDIRBEN HYET, COTOAT7 7M. RAF ¥ AT—RANFEHRICE
ULLKBVERELICHEHATEER T, 2EBORU7O7 7M., FAT7 IV EAOANFEENDES
o), BRIZZEVLVWRAFY AT—RAOEY A VIZERATEET,

WAZ7O7 74N EHEKTSIZIE. [Work Centers] -> [Posture] -> [Policy Elements] ->
[Authorization Profiles]ic BEIL £ 7.

Radius Filter-ldZ2 R LU E=FIRSFETORAT7O7 714N OHI :



s

cisco  ldentity Services Engine Home » Context Visibility ¥ Operations » Policy » Adminisiration
b Metwork Access b Guest Access  » TrustSec  » BYOD  » Profiler | = Posture | » Device Adminisiration  » PassivelD
Overview  Network Devices ¢ Client Provisioning = Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports  » Settings
o
Austhodization Profiles > LIMITED_ACCESS
= Conditions S
Authorization Profile
Hardware Attributes Condition *Name | LIMITED_ACCESS |
Application Description |
Firewall Condition * Access Type |AC£ESE_£'.E£EF’T = |
Anti-halwarg
% e i 447
i Metwork Device Profile | &% Cisco |« | &
Anti-vinus Service Template [
Compound Track Movement [
Dictionary Simple
iy o Passive identity Tracking [ ;
Dictionary Compound
Disk Encryption
File
» Common Tasks
Fatch Management
LR ) DACL Name
Service
use ¥ ACL (Filter-ID) DENY_SERVER in
¢ Remediations
Security Group
Requirements
Allowed Pratocols
WLAN
Authorization Profiles
Downloadable ACLS
w Advanced Attributes Settings
 [selectan item O = 5]

+ Attributes Details

Access Type = ACCESS ACCEPT
Filtar-ID = DENY_SERVER.In

cisco-av-pairZ A L ZHIRNAZE T O A7O7 71O -



'::ll":él:"- Identity Services Engine Hame » Context Visibility » Operations P

» Network Access b GuestAccess b TrusiSec  » BYOD ¢ Profiler  ~Posture | » Device Administration  » PassivelD

Owerview  Network Devices  » Client Provisioning  ~ Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reporls ¢ Settings

[ <]
Authorization Profiles > LIMITED_ACCESS
~ Conditions L.
Authorization Profile
Hardware Aftributes Condition "Name | LIMITED_ACCESS |
Application Description | )
Firewall Condition * Access Type |ACEE55_ T = I
Anti-Matware
el ] vl B
Anti-Spyware Network Device Profile ak Clsco 4]
Anti-virus Service Template )
EEnETd Track Movement [ ;
Dictionary Simple
3 o Passive Identity Tracking [ ;
Dictionary Compound
Disk Encryption
File
 Common Tasks
Paich Management
Reglsiry ) DACL Name
Semvice
use = ACL (Filter-1D)
r Remediations
- Security Group
Requirements

Allowed Prolocols
L wvaiAaN
Authorization Profiles

Downloadable ACLs

+ Advanced Attributes Settings

|Cisco:cisco-av-pair ~] =|ip:inl:arfa|:e-conﬁg-i|: ACCESS-]... QI

» Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:interface-config=ip access-group DENY_SERVER in

Radius Filter-ld&2fEA L = &FR 7O EA7O7 714 IILOHI :



cisco €MLY Services Engine Ome ~ontext Visibility ¢ Operations + Policy » Administration ~ Work Centers

b Metwork Access b GuestAccess  p TrustSec  » BYOD  » Profiler | = Posture | » Device Administration  » PassivelD

Qverview  Network Devices  » Client Provisioning  wPolicy Elements  Posture Policy  Policy Sets Troubleshoot  Reports  » Settings

o Tame | UNLIMITE D_ACCESS |

= Conditions Description [ 45
. " *Access Type [access aCCERT -]
Hardware Attributes Condition
Application Network Device Profile as Cisco| | (23]

Firewall Condition
Service Template )

Anti-Malware
Track Movement [ ;
Anti-Spyware
Passive Identity Trackin v
T ‘asgive Identity Tracking ) 5
Compound
Dictionary Simple
Dictionary Compound ~ Common Tasks
Digk Encryplion
) DACL Name
File
Patch Management )
¥ ACL (Filter-1D) IPERMIT_ALL ]-ln
Registry
EERLED ! Security Group
USB
+ Remediations ) WLAN
Requirements

Allowed Protocols

Authorization Brofiles v Advanced Attributes Settings

Downloadable ACLs

£ [select an item Q] =| =l

w Attributes Details

Access Type = ACCESS_ACCEPT
Filter-ID = PERMIT_ALL.in

cisco-av-pairZ A L LEFIRT7 O A7O7 74 IL0H



'::I.'g'.':ll;' Identity Services Engine Home » Context Visibility + Operations » Policy » Administration ~ Work Centers

b Metwork Access b GuestAccess » TrustSec  » BYOD  » Profiler = Posture | » Device Administration  » PassivelD

Overview  Mebwork Devices  » Client Provisioning = Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports v Settings

o = TName | UNLIMITED_ACCESS |

~ Conditions Description | y
: *Access Type [ACCESS_ACCEPT ¥
Hardware Aitributes Condition
Application Network Device Profile b Cisco | ~| &

Firewall Condition ;
Service Template

Anti-Malware
Track Movement i
Anti-Spyware
Passive |dentity Tracki i
AntiVirus Vil @4
Compound

Dictionary Simple
Dictionary Compound + Common Tasks
Digk Encryption

DACL Name
File

FPatch Management
ACL (Filter-ID)

Registry
Senvice Security Group
UsB

+ Remediations VLAN

Requiremenis
Allowed Protocols
Authorization Profles w Advanced Attributes Settings

Downloadable ACLS

Cisco:cisco-av-pair \j| = |i;l:interface-c0rrﬂg=ip acCess-g... b

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsinterface-config=ip access-group PERMIT_ALL in

FIE2: FARV—ORECOATYZOBIC, 2 DOBARVS —HFERENET, 1 2]
HFRAERETABRATF Y AT—FALRETRILHOEDNT, €51 DGR EEBRAF ¥
J7OEAQRICTILTIVEAZEVETRZZHDOENTT,

:h‘g\ L—@%A@i%m,;wu 7]':'):/—0){5“'5‘3'0

¥ Authorization Policy (12)

Resulls

Stalus  Rule Name Conditions Profiles Security Groups Hits  Actions
B netwon_access_aumestcaton_Passed

@ unown_Complance_Redrect  AND = LINITED_AGCESS + -+ 5 &
B  compiante_uninown_Devices
B metwor_access_puthenticaton_Passed

@  MonComplian_Devices_Redinect  AND = LIMITED_ACCESS + -+ 3 .3
B Non_Compant_Davices
B netwon_Access_suthenticaton_Passed

@ Compliany_Devices_Actess AND = UNLINITED_AGCESS + -+ ] .3
B compiant Devices

AR —DRERFCORFIXNO—HTREHY)TEAN, FBRERV—DOREBZFHKET
PHEICFRIZRUNEC BRI MLEN BB EITERLTSEET W,

RS



7O0—OEEKRIAERK, XRO3ID2OXFERATY T TEHRTEET,

AT Y 7 1:FlexXVPN/\7 TORAVPNE Y < 3> OfESR :

show crypto session username vpnuser detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

Interface: Virtual-Accessl
Profile: FlexVPN-IKEv2-Profile-1
Uptime: 00:04:40
Session status: UP-ACTIVE
Peer: 7.7.7.7 port 60644 fvrf: (none) ivrf: (none)
Phasel_id: example.com
Desc: (none)
Session ID: 20
IKEv2 SA: local 5.5.5.5/4500 remote 7.7.7.7/60644 Active
Capabilities:DNX connid:1 lifetime:23:55:20
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 10.20.30.107
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 499 drop 0 life (KB/Sec) 4607933/3320
Outbound: #pkts enc'ed 185 drop 0 life (KB/Sec) 4607945/3320

show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 5.5.5.5/4500 7.7.7.7/60644 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: RSA, Auth

verify: EAP
Life/Active Time: 86400/393 sec
CE id: 1010, Session-id: 8
Status Description: Negotiation done
Local spi: 54EC006180B502D8 Remote spi: C3B92D79A86B0ODF3
Local id: cn=flexvpn-hub.example.com
Remote id: example.com
Remote EAP id: vpnuser

Local reqg msg id: O Remote req msg id: 19
Local next msg id: 0 Remote next msg id: 19
Local req queued: O Remote req queued: 19
Local window: 5 Remote window: 1

DPD configured for 60 seconds, retry 2
Fragmentation not configured.

Dynamic Route Update: disabled
Extended Authentication configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assigned host addr: 10.20.30.107
Initiator of SA : No

IPv6 Crypto IKEv2 SA
ATY 72 BRI 7O0—0ORKREE (RadiusZ4 7 0%
) :



Time Status Details Iddentity Posture Status Endpoint ID Authentication P...  Authorization Policy Authorization Profiles IP Address

Ben

1. ¥IHARREE. COARTYFICH LT, BBRAIZAO7 74N BEEATVSIRILICGEETES
9, FRAORT7O7 74D ﬁﬁﬁéhtb\é%Aus B EREEL R—hEREL TL
ZEW, [Details] FITIEARARTZ VY ITRE, COLR—NERKZENTEET, 5F
MEREEL R—RANEHIK, BETRIFENRARIS —HAORHFELBETEET,

2. Z0BITIRR., v arF—2OEEIE. NotApplicabler 5CompliantiC ZEEE N TVET

o

3.XYND—=U FTUOEAFINAAAND COA, ZDOCOAKE, NADAIASHFHL LWEREE T Y >
2L, ISEAITHLVWERAIRUS —B)HTET Y I1THIHEN HET, COANKRBL
EEAR., FHLA—MNERVTERHEFAETEE T, COATEL S TREMN H D —RHY
BEBICERDEDHK HYET, COARALTIN : ZOBE, EREZEELZ PSN A
NAD I T COA VTZA T RELTREEATVWEWS, £k COAERNEHNIERT
ROYZ7ENEAOVTNATT, COABEACK : COA I NAD ICZITERS N EL =5
ASHDERT COARERBETERN 2 ECEERLET, COTFUADES., il
LAR—RNICESICHMAGFHANBREEIATVET,
ZOBITIE, IOSXEXR—ADIL—ZNFNADELTHEATNTWVWS S, I—HICHT2EEDER
MEREWETEETEA. ChiE, ISENIOSXENCOAT Y 1% EAL, VPNY—E ADHH
ZEBITDLEHTT, cOESIBIFTIATIE, COABEKICHLULVRANTGX—=FFEENTV
3%, BRIARTETT,

AT Y 73 RAF ¥ LR— N DOIREE - [Operations] -> [Reports] -> [Reports] -> [Endpoint and
Users] -> [Posture Assessment by Endpoint]ic BEIL £ 7.

‘il Identity Services Engine Home  » ContextVisibiity (oLl

» RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Metwork Control Reports

Repart
Posture Assessmen tbyE dpoin tﬂ + Agy o
Audit 018-06-07 00:00:00 018-06-07 19.52.420
o
+ Device Administration
Diagnostics T R o
. ises Logged At Status Detalls  PRA Action @ Icentity @ Endpoint ID IP Address
Tod:
on Sul
I 1 a
(-] ]
-] a
] a
a
-] Q

Profiled Endpoints Surmm Rows/Page g . 1 6 Total Rows

BRIDEAXRY NIDODVWTOFMLAR—NZ2ZIASHWT, LEAFZEOLR—KIIETD &
v>32ID, IV RARAMIHULTISE TERENEBBEERAF Y EH, SLTREHDOAR
T—RAZRETELRY,

NZ7L>1—b

TR, BREORS TN 1—F 14T ICERATERBRERLETS,



1.

w

AY RIVRASPREEND IKEV2 TNV T

debug crypto ikev2

debug crypto ikev2 packet
debug crypto ikev2 internal
debug crypto ikev2 error

ANV EHEVE-RNEHEDOE) I TZRTRIBZDLEHD AAATNY T

debug aaa authorization
debug aaa authentication
debug aaa accounting

debug aaa coa

debug radius authentication
debug radius accounting

. AnyConnect 774 7> NH 5 D DART,
RAFY JORA RSN 21—F142000BE, CNSOISEAVR—F NE, RA

FYOTOCLANRITENDCEN BB ISE /—RETTFNY TN ERDCHE > TVBIHEN
HY)ET, client-webapp : T— x> M F7OEZaZ>J#BS5A0R—%2 b 2—F
Y N A% 774 )l guestlog & & ise-psc.log. guestacess : V747> N 7O a3
VO R=Z) AVR—FhetYIID F—F—0IYvoOTY T EESIVKR—FUH
(ERNBEOLEPSNICEFENDES ). X—7'vYy ~0OY 774 : guest.log.
provisioning—- 724 FP > NOZ7OED a - RV —aBEBYEFEZIAR—F N,
K—=4"y NOJ 77 14 )l —guest.log. posture - S XTHDRAF YEEANRY ~y Z—4Y
NOY 7 74 )l -ise-psc.log

OTZAT NN TN 2—F 42 I Tk, WTEFERATEE T, AnyConnect.txt : C

D77 AI)EDARTNY RILAIZHY), VPNO KRS TN 1—FT 1 JICERATEERT,
acisensalog: VA T NBITOOZAFT N 7AED I ZVTBREOEE. COT7A
JLENSAHFR D O—RENATVBRODERU 7 AT HIZERENET (Windows DIFE
(B & (& Downloads 4 L2 K1) T9 ), AnyConnect ISEPosture.txt : D7 7 1 )L I
Cisco AnyConnect ISE Posture Module 51 L 7 M) ® DART /N> RILHIZH Y E T, ISE
PSN F4 AANVICETRIXNTOBRERAF ¥ 7O0—0O—BWEFIEE, COT77A
NCERBEENET,
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