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ODBC DB connection details

Heostmame/IP[:por 18.2
Database name
Admin username
Admin password | sssssss
Timeatt  Test connection xﬁ
* Retries | 1 Connection succeeded
* Database type  Oracle Stored Procedures

F E » Plain text password authentication - Mot Configured
i E' » Plain text password fetching - Mot Configured

F E v Checl username or machine exists - Mot Configured
i E' » Fetch groups - Mot Configured

F E » Fetch attributes - Mot Configured

| Close
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-- DDL for Table USERS

CREATE TABLE "ISE"."USERS"

("USER_ID" NUMBER(*,0) GENERATED ALWAYS AS IDENTITY MINVALUE 1 MAXVALUE
9999999999999999999999999999 INCREMENT BY 1 START WITH 1 CACHE 20 NOORDER NOCYCLE
NOSCALE ,

"USERNAME" VARCHAR2 (120 BYTE),
"PASSWORD" VARCHAR2 (120 BYTE)
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"

CREATE UNIQUE INDEX "ISE"."USERS_PK" ON "ISE"."USERS" ("USER_ID")
PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"

ALTER TABLE "ISE"."USERS" MODIFY ("USER_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USERS" MODIFY ("USERNAME" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USERS" MODIFY ("PASSWORD" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USERS" ADD CONSTRAINT "USERS_PK" PRIMARY KEY ("USER_ID")
USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS" ENABLE;
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B3 Create Table X
Schema: [ISE "] [w] Advanced g
MName: UsERs |
IaHeT?pe:[Nonnd ']
Q, Search
Columns: Q. name g ¥
-----m&:nstraints PK  MName Data Type Size Mot Mull Default Comment
- Indexes E®  USER_ID b INT <Identity Calu...
.. InMemary USERNAME VARCHARZ 120
o I O
- Partitions 0
- Comment {}
... OOL
i
F .
Data Type  Constraints  Indexes Identity Column
(3) Simple () Complex () Virtual
CQumnT?pe:[VARCHARZ ']
Size: [120 | Units: | <Not Specified> -
Help 0K Cance
T
g Y
2.1—% 0B
INSERT INTO "ISE"."USERS" (USERNAME, PASSWORD) VALUES ('alice', 'passwordl')

INSERT INTO "ISE"."USERS" (USERNAME, PASSWORD) VALUES ('bob', 'passwordl')
INSERT INTO "ISE"."USERS" (USERNAME, PASSWORD) VALUES ('admin', 'passwordl')

3.7L—YTHFARNNAT— REBEEDFIEZERL T ( PAP, EAP-GTCAESA X, TACACSIC
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create or replace function ISEAUTH_R
(
ise_username IN VARCHAR2,
ise_userpassword IN VARCHAR2
) return sys_refcursor AS
BEGIN
declare
c integer;
resultSet SYS_REFCURSOR;
begin
select count(*) into ¢ from USERS where USERS.USERNAME = ise_username and USERS.PASSWORD =
ise_userpassword;
if ¢ > 0 then
open resultSet for select 0 as code, 11, 'good user', 'no error' from dual;
ELSE
open resultSet for select 3, 0, 'odbc', 'ODBC Authen Error' from dual;
END IF;



return resultSet;
end;
END ISEAUTH_R;

4.7L—YFFARNDNSAT— REEBOFIEZERL £F ( CHAP, MSCHAPV1/NV2, EAP-
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create or replace function ISEFETCH_R
(
ise_username IN VARCHAR2
) return sys_refcursor AS
BEGIN
declare
c integer;
resultSet SYS_REFCURSOR;
begin
select count(*) into c¢ from USERS where USERS.USERNAME = ise_username;
if ¢ > 0 then
open resultSet for select 0, 11, 'good user', 'no error',6 password from USERS where
USERS.USERNAME = ise_username;
DBMS_OUTPUT.PUT_LINE('found') ;
ELSE
open resultSet for select 3, 0, 'odbc', 'ODBC Authen Error' from dual;
DBMS_OUTPUT.PUT_LINE('not found') ;
END TIF;
return resultSet;
end;
END;
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create or replace function ISELOOKUP_R
(
ise_username IN VARCHAR2
) return sys_refcursor AS
BEGIN
declare
c integer;
resultSet SYS_REFCURSOR;
begin
select count(*) into c¢ from USERS where USERS.USERNAME = ise_username;
if ¢ > 0 then
open resultSet for select 0, 11, 'good user', 'no error' from USERS where USERS.USERNAME =
ise_username;
ELSE
open resultSet for select 3, 0, 'odbc', 'ODBC Authen Error' from dual;
END TIF;
return resultSet;
end;
END;
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ODEC List > OracleDB
ODBC Identity Source

General Connection Stored Procedures Attributes

Stored procedure type | Returns recordset -
Plain text password authentication | ISEAUTH_R i (13}
Flain text password fetching | ISEFETCH_R i (13}
Check username or machine exists | ISELOOKUP R | i
Fetch groups | | i
Fetch attributes i B
Search for MAC Address in format | soi-o-s--oi-n v | (i

7. [Connection] 2 7 IZER '), [Test Connection] R &I YO LET

g

Test connection X

Connection succeaded

Stored Procedures

Plain text password authentication - Exists
Plain text password fetching - Exists

Check username or machine exists - Exists
@ Fetch groups - Mot Configured

@ Fetch attributes - Mot Configured

| Close |

ATV 7 4: TIN—TEHR/ORE

Groups

1LA—YIL—TEEETF—TLE, BREIVELIBATIT—TLEERLET

CREATE TABLE "ISE"."GROUPS"
("GROUP_ID" NUMBER(*,0) GENERATED ALWAYS AS IDENTITY MINVALUE 1 MAXVALUE

9999999999999999999999999999 INCREMENT BY 1 START WITH 1 CACHE 20 NOORDER NOCYCLE NOKEEP



NOSCALE ,
"GROUP_NAME" VARCHAR2 (255 BYTE),
"DESCRIPTION" CLOB
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"
LOB ("DESCRIPTION") STORE AS SECUREFILE (
TABLESPACE "USERS" ENABLE STORAGE IN ROW CHUNK 8192
NOCACHE LOGGING NOCOMPRESS KEEP_DUPLICATES
STORAGE (INITIAL 106496 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE O
BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)) ;

CREATE TABLE "ISE"."USER_GROUPS_MAPPING"
("USER_ID" NUMBER(*,0),
"GROUP_ID" NUMBER(*,0)
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER_POOL DEFAULT FLASH_ CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"

CREATE UNIQUE INDEX "ISE"."GROUPS_PK" ON "ISE"."GROUPS" ("GROUP_ID")
PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_ CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)
TABLESPACE "USERS"

CREATE UNIQUE INDEX "ISE"."USER_GROUPS_MAPPING_UKl" ON "ISE"."USER_GROUPS_MAPPING" ("USER_ID",
"GROUP_ID")

PCTFREE 10 INITRANS 2 MAXTRANS 255 COMPUTE STATISTICS

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)

TABLESPACE "USERS"

ALTER TABLE "ISE"."GROUPS" MODIFY ("GROUP_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."GROUPS" MODIFY ("GROUP_NAME" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."GROUPS" ADD CONSTRAINT "GROUPS_PK" PRIMARY KEY ("GROUP_ID")
USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)

TABLESPACE "USERS" ENABLE;



-- Constraints for Table USER_GROUPS_MAPPING

ALTER TABLE "ISE"."USER_GROUPS_MAPPING" MODIFY ("USER_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USER_GROUPS_MAPPING" MODIFY ("GROUP_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."USER_GROUPS_MAPPING" ADD CONSTRAINT "USER_GROUPS_MAPPING_UK1" UNIQUE
("USER_ID", "GROUP_ID")

USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255 COMPUTE STATISTICS

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_ CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE "USERS" ENABLE;
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B3 Edit Table X
MName: USER. GROUPS_MAPPING
Q, Search
Columns: Q. name g ¥
Constraints PE  Mame Data Type Size Mot Mull Default Comment
In-Memory GROUP_ID MUMEBER -
Storage {F
Comment {}
DDL {}
@
b W
Data Type @ Constraints  Indexes Identity Column
Constraints on Column:
Constraint Name Constraint Type Other Columns -
USER_GROUPS_MAPPING_LK1 E= Unigue GROUP_ID
Help QK Cancel
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-- Adding groups

INSERT INTO "ISE"."GROUPS" (GROUP_NAME,
administrators')
INSERT INTO "ISE"."GROUPS" (GROUP_NAME,

-- Alice and Bob are users
INSERT INTO "ISE"."USER_GROUPS_MAPPING"
INSERT INTO "ISE"."USER_GROUPS_MAPPING"

-- Admin is in Admins group
INSERT INTO "ISE"."USER_GROUPS_MAPPING"

DESCRIPTION) VALUES ('Admins' 'Group for

DESCRIPTION) VALUES ('Users' 'Corporate users')

(USER_ID, GROUP_ID) VALUES ('l', '2')
(USER_ID, GROUP_ID) VALUES ('2', '2')
(USER_ID, GROUP_ID) VALUES ('3', '1')

BIN—THBFIREZERLET. I—FEH ™1 OBE, IXNTOTIL—THFEEINET

create or replace function ISEGROUPSH
(
ise_username IN VARCHAR2,
ise_result OUT int
) return sys_refcursor as
BEGIN
declare
c integer;
userid integer;




resultSet SYS_REFCURSOR;
begin
IF ise_username

= '*' then
ise_result := 0;

open resultSet for select GROUP_NAME from GROUPS;
ELSE

select count(*) into ¢ from USERS where USERS.USERNAME = ise_username;

select USER_ID into userid from USERS where USERS.USERNAME = ise_username;
IF ¢ > 0 then

ise_result := 0;

open resultSet for select GROUP_NAME from GROUPS where GROUP_ID IN ( SELECT m.GROUP_ID
from USER_GROUPS_MAPPING m where m.USER_ID

= userid );
ELSE
ise_result := 3;
open resultSet for select 0 from dual where 1=2;
END TIF;
END TIF;
return resultSet;
end;
END ;

AT7ITYVFIN-TIERYTLET,
ODEC List = OracleDB
ODBC Identity Source

General Connection Stored Procedures Attributes Groups

Stored procedure type | Returns recordset

Plain text password authentication | ISEAUTH_R

Plain text password fetching |ISEFEI’CH_R | i :

Check username or machine exists | ISELOCOKUP R |

Fetch groups | ISEGROUPSH | G

Fetch attributes | |

Search for MAC Address in format | === i

57 )—7%HEB L. ODBC Identity SourcelZ BMULE¥



Select Groups from ODBC

Sample User or Machine | = | i |' Fetrneve Groups '|
[]| Name Mame in ISE

[] Admins Admins

[] Users Users

0
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ODBC List = OracleDB

ODBC Identity Source
General Connection Stored Procedures Attributes m
Edit ofAdd v 3 Delete
[]| Name MName in ISE
[] Admins Admins
] Users Users

ATY7 5 REMBORE
1.200| %8t I3 010, BEICER7SY NeF—T I E2ERALET

CREATE TABLE "ISE"."ATTRIBUTES"
("USER_ID" NUMBER(*,0),
"ATTR_NAME" VARCHAR2 (255 BYTE),
"VALUE" VARCHAR2 (255 BYTE)
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER_POOL DEFAULT FLASH_ CACHE DEFAULT CELL_FLASH CACHE DEFAULT)

TABLESPACE "USERS"



CREATE UNIQUE INDEX "ISE"."ATTRIBUTES_PK" ON "ISE"."ATTRIBUTES" ("ATTR_NAME", "USER_ID")
PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)

TABLESPACE "USERS"

ALTER TABLE "ISE"."ATTRIBUTES" MODIFY ("USER_ID" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."ATTRIBUTES" MODIFY ("ATTR_NAME" NOT NULL ENABLE) ;

ALTER TABLE "ISE"."ATTRIBUTES" ADD CONSTRAINT "ATTRIBUTES_PK" PRIMARY KEY ("ATTR_NAME",
"USER_ID")

USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255

STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS 2147483645

PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1

BUFFER_POOL DEFAULT FLASH_CACHE DEFAULT CELL_FLASH_CACHE DEFAULT)

TABLESPACE "USERS" ENABLE;

GUI A5
B Edit Table X
Marne: \TTRIBUTES
Q Search
Columns: Q. name g XK
: mﬂonst’aintﬂ PK  Mame Data Type Size Mot Mull Default Comment
Indexes USER_ID __ |NUMBER I Y - I N
In-Memory %  ATTR_MNAME  VARCHAR2 255 -
Storage VALUE VARCHAR2 255 i @
Comment p
DOL 4}
<@
F .
Data Type  Constraints ~ Indexes Identity Column
Constraints on Column:
Constraint Name Constraint Type QOther Columns -
ATTRIBUTES_FK1 @5 Foreign Key
ATTRIBUTES_PK @5 Primary Key ATTR._MAME
Help oK Cance
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INSERT INTO "ISE"."ATTRIBUTES" (USER_ID, ATTR_NAME, VALUE) VALUES ('3', 'SecurityLevel', '15'")



INSERT INTO "ISE"."ATTRIBUTES" (USER_ID, ATTR_NAME, VALUE) VALUES ('l',
INSERT INTO "ISE"."ATTRIBUTES" (USER_ID, ATTR_NAME, VALUE) VALUES ('2',

'SecurityLevel',
'SecurityLevel',

|5|)
‘lO')
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create or replace function ISEATTRSH
(
ise_username IN VARCHAR2,
ise_result OUT int
) return sys_refcursor as
BEGIN
declare
c integer;
userid integer;
resultSet SYS_REFCURSOR;
begin
IF ise_username = '*' then
ise_result := 0;

open resultSet for select DISTINCT ATTR_NAME, 'O' as "VAL" from ATTRIBUTES;

ELSE

select count(*) into ¢ from USERS where USERS.USERNAME = ise_username;

select USER_ID into userid from USERS where USERS.USERNAME = ise_username;

if ¢ > 0 then
ise_result := 0;

open resultSet for select ATTR_NAME, VALUE from ATTRIBUTES where USER_ID

ELSE
ise_result := 3;
open resultSet for select 0 from dual where 1=2;
END IF;
END IF;
return resultSet;
end;
END ;
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DDBC List » OracleDB

ODBC Identity Source
General Connection | ]

Sitored procedure type | Returns recordset

Attributes

Plain text password authentication | ISEAUTH_R

Plain text password fetching | ISEFETCH_R

Check username or machine exists | ISELOOKUP_R

Fetch groups | ISEGROUPSH

Fetch attributes | ISEATTRESH

Search for MAC Address in format | sx——d-we-wm-ay
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= userid;
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Select Attributes from ODBC X

Sample User or Machine | = | i | Retrieve Attributes :I
[] MName Type Default Value Mame in ISE
[] SecurityLevel STRING ] SecurityLevel

Coc JETER
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& Asow admin network access & OrackeD® ExemalGroups EQUALS Admins = PermitAccess + .+ 1 o
@ SecwityLevel toa low & OracleD8 Securtylevel EQUALS § = DenyActess +* . o o

(@ Asowusers network access. & OrackDE ExtemalGroups EQUALS Users * PermitAccess + d

SecurityLevel =50 1 —HY—RFEBRE N E T,
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[Administration] > [Identity Management] > [Identity Source Sequences]iCBEIL, >—T > X %&i&
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|dentity Source Sequences List = All_User_ID_Stores
Identity Source Sequence

w» Identity Source Sequence

*Name | All_User_ID_Stores

Description | A built-in Identity Sequence to include all User Identity Stores

w Certificate Based Authentication

Select Certificate Authentication Profile |Pre|uaded_Certiﬁtate_P o

w Authentication Search List

A sef of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints - Internal Users -
Al_AD_Join_Points
Guest Users
CracleDB
=

+ Advanced Search List Settings
IT & selected identity store cannot be accessed for authentication

0 Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

(®) Treat as if the user was not found and proceed to the next store in the sequence

Ty
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Time
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