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Client connects
b the network Authorization Policy is assigned by ISE
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I5E Requests VA Scan
Clualys scans the Endpoint for Vulnerabilities

Qualys reports the CVSS score

Coi is done based on scan results
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Qualys AF ¥ FIE OVA 77 AN SEATEET, Qualys V77V RICOT 1> L, [Scans] >
[Appliances and select New] > [Virtual Scanner Appliance] DJEICBEIL £,

Vulnerability Management v

Dashboard Scans Reports Remediation Assets KnowledgeBase Users

Scanner Appliance...

= ID
Virtual Scanner Appliance... F
Replace Scanner Appliance... 20539994589436
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Add New Virtual Scanner x

You have 4 virtual scanner license(s) available. Choose one of the options balow to get started,

Get Started Download Image | Have My Image
Only
Help me to salect the right | want 1o download the I'm ready (o complate the
virtual image and configure virtual imacge now and configuration of my scannar.
MY SCANMET. configure my scanner later.

(oounins conr >

[Scans] > [Appliances and select New] > [Virtual Scanner Appliance] IZ# &) L T [| Have My
Image] Zi&IRL ., 7UOT14R—>32 J—RZEEBLET,

Add New Virtual Scanner x |

Name Your Virtual Scanner

Virtual Scanner Namea ‘
| ekarneye_gualys

Close

ki

AFXYFEBEANTRE, BTHEAITZIRAI—RAIFEEhET,
FME 2 : Qualys AF ¥ FDORE
OVA ZEBRU LRBILTZY N7 —AICBELET, ETLES, ROBREZITVET,

L RXYRNT—=Y (LAN) DY RTYT



-WAN A2V B—TILADRE (22DAVE—TIAAZHERATZHEE)
7OFDORE (TOFEFEATREES)
CAFYFON-VFTAX

@UALTSGUARD‘ VIRTUAL SCANNER

QualysGuard® Scanner Conscle
Name: ekorneyc _qualys, LAN IP: 10.62.145.82

Set up netwaork (LAN) =
Change WAN interface =
Disable WAN interface >
Enable proxy =

Reset network config =
System shutdown =
System repoot =

Version info: 3.11.16.5.11.0
Exit this menu? (/M)
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Perscnalize
Update in progress 12%
I
Personalize this scanner >  Enter personalization code:
set up network (LAN) =
Enable WAN interface >
Enable proxy =
Reset network config »
Systern shutdown =
Systemn reboot =
Version info: 3.9.7.5.11.0

Exit this menu? (/M)
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CVSS Scoring

CVSS stands for Common Vulnerability Scoring System, the emerging open standard for
vulnerability scoring. CVS5 scoring provides a common language for understanding
vulnerabilities and threats. When enabled, an overall CVSS score is displayed for
vulnerabilities in scan reports (automatic).

Enable CVSS Scoring
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Edit User Launch Help [ o

“ Infarmation: Usars mus] bo amplowoes of ooniracions of wour company who an bownd o conlidentialty obligations as proleciv as those containad in Bhe Cuakys®
Sarvion Agroomont

Ganoral Information

User Role
Uiser Role b

Liser Pbe: = Manager j
Dptiona

Aliow BoOcESS bo: 8 G 8 art
Account Acthvity

Bustingas Linit: = LS j
Secusity

_canom | _—

- [Vulnerability Management] > [Assets] > [Host Assets] > [New] > [IP Tracked Hosts] T. A58
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New Hosts Launch Help »

General Infermation:
Host IPs

Eer s angs 1 e ol sk S e For proprrmac

Host Attributes [P *
10.62.148.1-10.62.148.1 Eﬂ

Add to Policy Compliance Module

(e 192.168.0,200,192.168.0.87-192.168.0.92)

Validate IPs through Whois

_ cancel =S
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[Administration] > [Deployment] > [Edit Node] T, TC-NAC H—EAXZEFMLLET, FI VY
[Enable Threat Centric NAC Service ]| FI Y IRY VALY —0 & ITET,

F:TC-NAC /—RIFE, BAZEIL12EFFELET,
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Edit Node
Profiling Configuration
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FOON ISE21-3ek example.com

IP Address 10.62.145.25

Hode Type Identity Services Englne (ISE)
Personis
¥ Adminitration Aoie STANDALONE Make Priman,
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¥ Maonitoring Fioky PRIMARY - Othar M ng
¥ policy Servics
*| Enable Session Services | Inchude Node in Node Group | None - i

¥ Enable Profiling Service

(] Engiie Threat Centric NAC Service ;
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[Administration] > [Threat Centric NAC] > [Third Party Vendors] > [Add] DIEICEBEL £,
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Qualys 1 > AR > AN [Ready to configure] JREEICER L 125, [Status] 5T [Ready to
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Vendor Instances -~ CUALYS_Wh

Enter Qualys Configuration Details
Enable CWS5 Soading in Qualys (Repos-»Selup->CV3S Scoinge-Enabie CVES Sooring) and add the 1P
Bodress of your endpoints i Cualys (Assets = Host Assets)

REST API Host
guahrsouind o2 apps. qualys.oom

The hostname of the Qualys platform wheng your sccount 5 lecatng,

REST API Port:
443

The port used by the REST APT host

Username
CROS

User acoount with Manager privileges tn the Qualys platfomm

Paszword of the user
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HTTP Proxy Port
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cancor | (EEED)

ISE([C&V), Qualys V7V RICEHREIATVWEIAF vy FICEIBZBEH/RAIA UV O—REIhET,
CDOR—I T, PSN to Scanner Mapping ZRE T D ENTEET, COREICKY, T
RRANEERTD PSNICETVWTAF Y FHFBIRENBKRSICTEERT,



Homs b Conbeat Visibiity + Operations

» Bystern P dentity Managemsn * Natwork Risscurces b Dewic Portal Managemant  poGiid Serdces ¢ Feed Sanice r PasshiD = Trenat Canmtric NAC

Third Pay Vandon

‘endor Fdtances - QUALYS VA
Scanner Mappings
Dafault Scanmnar
R OPRT_GEHYS .

Dpfaull scanner to wse for SCns

PSN to Scanner Mapping
ap Policy Sénvice Nodeé [FSN) Bo 3 Quihyvs scannér applianae. This confliguralion ensures that the Seleched
sCanmer appilance [or Scan 5 based on the PSN which authorizes Hhe andpoint

Hap ISEZ1-3ek to:
= Ty Gisalyd

ot D

HHEREICOVWTIEE, TISE21 BEEHA Ry BSBLTLKEESV, ZOHARADI VDI,
CORFIXIAND "SR, OEICEEENTVWET, [Next] & [Finish 22Uy U LET,
Qualys 4 > AZ > AN [Active] IREEIZA& V), FLYD R—ADA T O—RFBHABLET,

A:Qualys 1 ARV ARF, BAZEIL 1 2ETFELERT,

'é!l'l'l‘n" Identity Sarvicas Enging Homa » Context Visibiity v Operations » Policy = Administration

¥ Sysiam b idaniny Managamant Nabwork Resources P Davicn Portal Managomant  paedng Sandioes b Fied Soraca  » PRESAVID  ~ Thigat Cantric MAC

Thind Pty Visndon

Vemdor Instances

CRefesh dasd  ETash-  EEm ¥ rmpe= &
Instanca Mame Wiendor Naime Type Hostname Connactivity  Siatusm

S
AMPE_THHEAT AMF THHEAT Filps S Am. Sourcatng Gom Conneciad Fatel W]
CRUALYS Wil Cluakys WA quakrsouaed g2 apps qualys com  Connecied Acien

FonraACion D cowniond

In-progrnEs

FIE4:VARF Y ZNVS—TBO0KFT7O7 71 ORE
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-— Location:
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QualysGuard® Scanner Console
Name: ekorneyc_qualys, LAN IP: 10.62.145.82
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Detailed Results

= 10.62.148.563 (ekorneyc-pc.example.com, EKORNEYC-PC)

w Vulnerabilities (6) [F [
P HEEEE 5 Microsoft Windows Remote Desklop Protocol Remote Code Execution Vulnerability (MS12-020)

* RN 3 SSU/TLS use of weak RC4 cipher

¢ BEN 3 Windows Remote Desklop Protocol Weak Encryption Method Allowed
> HN 2 NetBIOS Name Accessible

» BR 2 SSL Certificate - Signature Verification Failed Vulnerability

L3N | 1 ICMP Timestamp Requast

p Potential Vulnerabilities (1) EE
p Information Gathered (26) @G

NSTLY1—F 44
ISE TOTF/INY T
ISE ETF/N\NY JZBMICTSICIE,. [Administration] > [System] > [Logging] > [Debug Log

Configuration] © TC-NAC /— R%&iEIR L. [Log Level va-runtime] & [va-service] 1 R—F >
k% [DEBUG] ICZEL £,

'4':';;11:' identity Services Engina Homa ¥ Contod Viskilty b Oiperations ¥ [Prodicy

= Sysinm b dgnity Maragemant b Notwork Resources ¢ Devioe Portel Managemen!  poGind Senaces 1 Fiisbd Senvios b PragigiD  * Treonl Contric NAG
Depknynirt  Licending ¢ Contfcates ~Loggng ¢ Manenancsd Upgrade Backup S Restcie ¢ Adwin Accedds ¢ Sefttrgs

]
Local Log Settings Mg List » 153 - Bk eocmenpla.com
Debug Level Configuration

Parmobe Logoing Tangets
Logging Catogonies ) Piat i Deflialt
Mozsage Capiog COMpanent. Mama w LG Lived DusCription
Detuy Log Configuration [ ] | |
Colpction Fiers ) varruntime DEBLG Wulnerabdity Assesement Runtime messages

F o veservice S DEBLIG Widnerpbity Arseosment Service meRraoes

FI v IORKOOYJE varuntime.log TY, ISECLI A SERRD tail AN REZRITLET,

| SE21- 3ek/ adm n# show | oggi ng application varuntine.log tail

TC-NAC Docker A", HEDILIY RRAVNIRNTRIAF Y U ETOETREZTRYET,

2016- 06- 28 19: 06: 30, 823 DEBUG [ Thread-70][] va.runtinme.adm n. mt. Endpoi ntFil eReader -::::: --
VA: Read va runtine.

[{"[{"operationType": 1, " macAddress": " CO: 4A: 00: 14: 8D: 4B", "ondenandScanl nterval ": "48","i sPeri odi cS
canEnabl ed": f al se, "peri odi cScanEnabl edString":"0", "vendor| nstance": "796440b7- 09b5- 4f 3b- b611-

199f b81a4h99", "psnHost Name": " | SE21- 3ek", "heart Beat Ti ne": 0, "l ast ScanTi nme": 0}]

2016- 06- 28 19: 06: 30, 824 DEBUG [ Thread-70][] va.runtine.adm n.vaservice. VaServi ceRenoti ngHandl er
-:iii -- VA received data from Mnt:

{"{"operationType": 1, "nmacAddress": " C0: 4A: 00: 14: 8D: 4B", "ondemandScanl nterval ": "48","i sPeri odi cSca
nEnabl ed": f al se, "peri odi cScanEnabl edStri ng": " 0", "vendor | nstance": " 796440b7- 09b5- 4f 3b- b611-



199f b81a4b99", " psnHost Nane": "1 SE21- 3ek", "heart Beat Ti me": 0, "| ast ScanTi me": 0}

BReZEFEIDE, INTOMRBUET—R2ZITFANTALINICREFELET,

2016- 06- 28 19: 25: 02, 020 DEBUG [ pool -311-thread-8][]

va. runtine. adm n. vaservi ce. VaServi ceMessagelLi stener -::::: -- Got nessage from VaServi ce:
[{"[{"rmacAddress": " CO: 4A: 00: 14: 8D: 4B", "i pAddress": "10. 62. 148. 63", "I ast ScanTi me": 1467134394000, "v
ulnerabilities":["{\"vulnerabilityld\":\"Q D-90783\",\"cvel ds\":\"CVE-2012- 0002, CVE- 2012-
0152,\",\"cvssBaseScore\":\1"9.3\",\"cvssTenporal Score\":\"7.7\" ,\"vulnerabilityTitle\":\"M croso
ft Wndows Renote Desktop Protocol Renpte Code Execution Vulnerability (MsS12-

020)\",\"vul nerabilityVendor\":\"Qual ys\"}","{\"vulnerabilityld\":\"Q D

38173\",\"cvelds\":\"\", \"cvssBaseScore\":\"9.4\" \"cvssTenporal Score\":\"6.9\" ,\"vulnerabilityT
itle\":\"SSL Certificate - Signature Verification Failed

Vul nerabi lity\",\"vul nerabilityVendor\":\"Qualys\"}","{\"vulnerabilityld\":\"Q D

90882\ ",\"cvelds\":\"\", \"cvssBaseScore\":\"4. 7\" ,\"cvssTenporal Score\":\"4\" \"vul nerabilityTit
le\":\"Wndows Renpte Desktop Protocol Wak Encryption Method

Al 'l owed\",\"vul nerabilityVendor\":\"Qualys\"}","{\"vulnerabilityld\":\"Q D

90043\ ",\"cvelds\":\"\" \"cvssBaseScore\":\"7.3\",\"cvssTenporal Score\":\"6.3\",\"vul nerabilityT
itle\":\"SMB Signing Disabled or SMB Si gni ng Not

Requi red\",\"vul nerabilityVendor\":\"Qualys\"}","{\"vul nerabilityld\":\"Q D

38601\ ",\"cvel ds\":\" CVE-2013- 2566, CVE- 2015-

2808,\",\"cvssBaseScore\":\"4.3\", \"cvssTenporal Score\":\"3.7\",\"vul nerabilityTitle\":\"SSL/TLS
use of weak RC4 cipher\",\"vul nerabilityVendor\": \"\"Qualys\"}"]}]

2016- 06-28 19: 25: 02, 127 DEBUG [ pool -311-thread-8][]

va. runti ne. adm n. vaservi ce. VaSer vi ceMessagelLi stener -::::: -- VA Save to context db,

| astscantine: 1467134394000, nmc: C0: 4A:00: 14: 8D: 4B

2016- 06- 28 19: 25: 02, 268 DEBUG [ pool -311-thread-8][]

va. runti nme. adm n. vaservi ce. VaAdm nServi ceContext -::::: -- VA sending elastic search json to
pri-lan

2016- 06- 28 19: 25: 02, 272 DEBUG [pool -311-thread-8][]

va. runti ne. adm n. vaservi ce. VaPanRenoti ngHandler -::::: -- VA Saved to elastic search:

{{C0: 4A: 00: 14: 8D: 4B=[{"vul nerabi lityld":"Q D-90783", "cvel ds": " CVE- 2012- 0002, CVE- 2012-

0152, ", "cvssBaseScore":"9. 3", "cvssTenporal Score":"7.7","vulnerabilityTitle":"Mcrosoft W ndows

Renot e Desktop Protocol Renote Code Execution Vulnerability (Ms12-
020) ", "vul nerabi lityVendor":"Qual ys"}, {"vulnerabilityld":"Q D

38173","cvelds":"","cvssBaseScore":"9. 4", "cvssTenporal Score":"6.9","vul nerabilityTitle":"SSL
Certificate - Signature Verification Failed Vulnerability","vulnerabilityVendor": ""Qualys"},
{"vulnerabilityld":"QD

90882", "cvelds":"","cvssBaseScore":"4.7","cvssTenporal Score":"4","vul nerabilityTitle": "W ndows
Rermot e Desktop Protocol Wak Encryption Method All owed", "vul nerabilityVendor": ""Qualys"},
{"vulnerabilityld":"QD

90043", "cvelds":"","cvssBaseScore":"7.3","cvssTenporal Score":"6.3","vulnerabilityTitle":"SMB
Si gni ng Di sabl ed or SMB Si gni ng Not Required", "vul nerabilityVendor": ""Qualys"},

{"vulnerabilityld":"Q D 38601", "cvel ds": " CVE- 2013- 2566, CVE- 2015-
2808, ", "cvssBaseScore":"4. 3", "cvssTenporal Score":"3.7","vulnerabilityTitle":"SSL/ TLS use of weak
RC4A ci pher","vul nerabilityVendor": ""Qualys"}]}

FIYvORKOOYE vaservicelog TF. ISECLI ASEEAD tail AV RERTLET,

| SE21- 3ek/ adm n# show | oggi ng application vaservice.log tail
ROMEET EAXY RERFTHTRIIEEEIET,

2016- 06-28 17:07:13,200 DEBUG [endpointPollerSchedul er-3][] cpmva.service.util.VaServiceltil -
i1t -- VA SendSysl og systenisg :

[{"[{"systenm\Vsg":"91019", "isAutol nsert Sel f Acsl nstance":true, "attributes":["TC

NAC. Servi ceNanme", "Vul nerability Assessnent Service","TC NAC. Status","VA request subnmitted to
adapter","TC NAC. Detai |l s","VA request subnmitted to adapter for processing","TC



NAC. MACAddr ess", " C0: 4A: 00: 14: 8D: 4B", " TC- NAC. | pAddr ess", " 10. 62. 148. 63", "TC
NAC. Adapt er | nst anceUui d", " 796440b7- 09b5- 4f 3b- b611- 199f b81a4b99", " TC
NAC. Vendor Nane", " Qual ys", " TC- NAC. Adapt er | nst anceNane", " QUALYS_VA"] }]

AdapterMessagelListener &, AFx ¥ R TITRDETEDEICARAF Y OREZHFAELET,

2016- 06- 28 17:09: 43,459 DEBUG [ Si npl eAsyncTaskExecutor-2][]

cpmva. servi ce. processor . Adapt er MessagelLi stener -::::: -- Message from adapter

{"{" Adapt er I nst anceNane": " QUALYS_ VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adb0-

627f 30248ad0", "Vendor Nane": " Qual ys", " Oper at i onMessageText ": "Nurmber of endpoi nts queued for
checki ng scan results: 1, Nunber of endpoints queued for scan: 0, Nunber of endpoints for which
the scan is in progress: 0"}

2016- 06-28 17:14: 43,760 DEBUG [ Si npl eAsyncTaskExecutor-2][]

cpmva. servi ce. processor. Adapt er MessagelLi stener -::::: -- Message from adapter

{"{" Adapt er I nst anceNane": " QUALYS_ VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adb0-

627f 30248ad0", "Vendor Nane": " Qual ys", " Oper at i onMessageText ": "Nurmber of endpoi nts queued for
checki ng scan results: 0, Nunber of endpoints queued for scan: 0, Nunber of endpoints for which
the scan is in progress: 1"}

2016- 06-28 17:19: 43,837 DEBUG [ Si npl eAsyncTaskExecutor-2][]

cpmva. servi ce. processor . Adapt er MessagelLi stener -::::: -- Message from adapter

{"{" Adapt er I nst anceNane": " QUALYS_ VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adb0-

627f 30248ad0", "Vendor Nane": " Qual ys", " Oper at i onMessageText ": "Nurmber of endpoi nts queued for
checki ng scan results: 0, Nunber of endpoints queued for scan: 0, Nunber of endpoints for which
the scan is in progress: 1"}

2016- 06-28 17:24: 43,867 DEBUG [ Si npl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor. Adapt er MessagelLi stener -::::: -- Message from adapter

{"{" Adapt er I nst anceNane": " QUALYS_ VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adb0-

627f 30248ad0", "Vendor Nane": " Qual ys", " Oper at i onMessageText ": "Nunmber of endpoi nts queued for
checki ng scan results: 0, Nunber of endpoints queued for scan: 0, Nunber of endpoints for which
the scan is in progress: 1"}

TR7H2H QID, CVE, $KRV CVSS AOATZEELE T,

2016- 06- 28 17: 24: 57,556 DEBUG [ Si npl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor . Adapt er MessagelLi stener -::::: -- Message from adapter

{"{"request edMacAddr ess": " C0: 4A: 00: 14: 8D: 4B", "scanSt at us": " ASSESSMENT_SUCCESS", " | ast ScanTi neLong
":1467134394000, "i pAddress”: "10. 62. 148. 63", "vul nerabilities":[{"vulnerabilityld":"Q D
38173","cvelds":"","cvssBaseScore": "9. 4", "cvssTenporal Score":"6.9","vulnerabilityTitle":"SSL
Certificate - Signature Verification Failed

Vul nerabi lity", "vul nerabilityVendor":"Qualys"}, {"vul nerabilityld":"Q D

90043", "cvelds":"", "cvssBaseScore":"7. 3", "cvssTenporal Score":"6.3","vulnerabilityTitle":"SMB

Si gni ng Di sabl ed or SMB Si gni ng Not

Requi red", "vul nerabi l i tyVendor": " Qual ys"},{"vulnerabilityld":"Q D 90783", "cvel ds": " CVE- 2012-
0002, CVE- 2012-

0152, ", "cvssBaseScore":"9. 3", "cvssTenporal Score":"7.7","vulnerabilityTitle":"M crosoft W ndows
Renot e Desktop Protocol Renmpte Code Execution Vul nerability (Ms12-

020) ", "vul nerabi l i tyVendor": " Qual ys"}, {"vul nerabilityld":"Q D 38601", "cvel ds": " CVE- 2013-

2566, CVE- 2015-

2808, ", "cvssBaseScore":"4. 3", "cvssTenporal Score":"3.7","vulnerabilityTitle":"SSL/ TLS use of weak
RC4 ci pher”,"vul nerabilityVendor":"Qualys"},{"vulnerabilityld":"Q D

90882", "cvelds":"", "cvssBaseScore": "4.7","cvssTenporal Score":"4","vul nerabilityTitle":" W ndows
Renot e Desktop Protocol Wak Encryption Method All owed", "vul nerabilityVendor”: ""Qualys"}]}
2016- 06-28 17:25: 01,282 INFO [ Sinpl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor . Adapt er MessagelLi stener -::::: -- Endpoint Details sent to IRF is

{"CO: 4A: 00: 14: 8D: 4B": [{"vul nerabi lity":{"CVSS_Base_Score":9.4,"CVSS Tenporal _Score":7.7},"time-
stanp": 1467134394000, "title":"Vul nerability", "vendor": " Qual ys"}]}

2016- 06- 28 17: 25: 01, 853 DEBUG [endpoi nt Pol | er Schedul er-2][] cpmva.service.util.VaServicelil -
1iii -- VA SendSysl og systenisg :

[{"[{"systemVsg":"91019", "i sAut ol nsert Sel f Acsl nstance":true, "attributes":["TC

NAC. Servi ceNanme", "Vul nerability Assessment Service","TC NAC. Status","VA successfully

conpl eted”, " TC-NAC. Det ai | s", "VA conpl eted; nunber of vulnerabilities found: 5","TC

NAC. MACAddr ess", " C0: 4A: 00: 14: 8D: 4B", " TC- NAC. | pAddr ess", " 10. 62. 148. 63", "TC

NAC. Adapt er I nst anceUui d", " 796440b7- 09b5- 4f 3b- b611- 199f b81a4b99", " TC



NAC. Vendor Nane", " Qual ys", " TC- NAC. Adapt er | nst anceNane", " QUALYS_VA"] }]

*<HDEE

BN 1:ISE AABL L R— KTk CVSS_Base_Score (& 0.0, CVSS_Temporal_Score (&
0.0 4, Qualys V7TV ROLAR—NCREBEEhERBYEF RREATVS,

IR :

Qualys 75 RASOLAR—NIRBREENERFIEA RIS TVS A, ISE ICKRBHEN &K
RENEL,

vaservice.log IC XD TNY THFRREN TV S,

2016- 06- 02 08:30: 10,323 I NFO [ Sinpl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor. Adapt er MessagelLi stener -::::: -- Endpoint Details sent to IRF is

{"C0: 4A: 00: 15: 75: C8": [{"vul nerabi lity": {"CVSS_Base_Score": 0.0, "CVSS Tenporal _Score":0.0},"ti nme-
stanp": 1464855905000, "title": "Vul nerability", "vendor": " Qal ys"}]}

FRRE

CVSS AOA7HFEOICHKD DI, MBEHEABZVEHH, £hEF. Qualys VZ T RTOH CVSS A
A7 0EMEF VI ZERALTTE TR ERETDEICTONBA 12 TT, CVSS AOT
BEOEMLAREETNLEFTLY D R—AR, PHTENFNOTHREEC N ERICATIO—RE
NET, CVSSOEMLE., ISEICTETRAVARANERENDHICTOIXEN HYVET
o < NE, [Vulnerability Management] > [Reports] > [Setup] > [CVSS] > [Enable CVSS Scoring]
TRITTEET,

BFERK2: ELWHFTRVS—HF—BIICELPDHST, RN Qualys V5T KRAS ISE IC
RixEhixV,

RIS :

BEENLEHARIS —F—HLELD, VARF YNNI A—ENBRBTTHB. ICELH
HsTF, AF T UNERTEhEL,

vaservice.log IC XD TNY THFRREN TV S,

2016- 06- 28 16:19: 15, 401 DEBUG [ Si npl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor. Adapt er MessagelLi stener -::::: -- Message from adapter

((Body: ' [ B@®da5e620( byt e[ 311] ) ' MessageProperties [headers={}, timestanp=null, nmessagel d=null
userld=null, appld=null, clusterld=null, type=null, correlationld=null, replyTo=null

cont ent Type=appl i cati on/ octet-stream contentEncodi ng=null, contentLength=0,

del i ver yMode=PERSI STENT, expiration=null, priority=0, redelivered=false

recei vedExchange=irf.topi c. va-reports, receivedRoutingKey=, deliveryTag=9830, nessageCount=0])
2016- 06- 28 16:19: 15, 401 DEBUG [ Si npl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor. Adapt er MessagelLi stener -::::: -- Message from adapter

{"{"request edMacAddr ess": "24: 77: 03: 3D: CF: 20", "scanSt at us": " SCAN_ERROR", "scanSt at usMessage": "Erro
r triggering scan: Error while trigeringon-demand scan code and error as follows 1904: none of
the specified IPs are eligible for Vulnerability Managenent

scanni ng. ", "l ast ScanTi neLong": 0, "i pAddress": "10. 201. 228. 102"}
2016- 06- 28 16:19: 15, 771 DEBUG [ Si npl eAsyncTaskExecutor-2][]
cpm va. servi ce. processor. Adapt er MessagelLi stener -::::: -- Adapter scan result failed for

Macaddr ess: 24: 77: 03: 3D: CF: 20, | P Address(DB): 10.201.228.102, setting status to failed

2016- 06- 28 16:19: 16, 336 DEBUG [endpoi ntPol | er Schedul er-2][] cpm va. service. util.VaServicelti
i1t -- VA SendSysl og systenisg :
[{"[{"system\Vsg":"91008", "isAutol nsertSel f Acsl nstance":true,"attributes":["TC



NAC. Servi ceName", "Vul nerability Assessment Service","TC NAC. Status","VA Failure","TC

NAC. Detai |l s","Error triggering scan: Error while trigering on-denand scan code and error as
follows 1904: none of the specified IPs are eligible for Vulnerability Management

scanni ng. ", " TC- NAC. MACAddr ess", "24: 77: 03: 3D: CF: 20", " TC- NAC. | pAddr ess", "10. 201. 228. 102", " TC
NAC. Adapt er | nst anceUui d", " 796440b7- 09b5- 4f 3b- b611- 199f b81a4b99", " TC-

NAC. Vendor Nane", " Qual ys", " TC- NAC. Adapt er | nst anceNane", " QUALYS_VA"'] }]

BRE

Qualys 777 RIE, TVRKRARMDIPTRLANFAF Y ORKRTREVCEZRLTVE
F, [Vulnerability Management] > [Assets] > [Host Assets] > [New] > [IP Tracked Hosts] T, IP 7
RLANFI RRAVBNIEMENRTWSD CEZERAL TS EZ L,

SERH
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