FATTA4aT714 b—EADEHD ISE &
FirePOWER #f6D NS 7N a1 —F 120

=PA

FELU®IC

Bl R SRt

EZ#®
FEAIBZAVR—F b

B

BE
XY BRI—DOK
ISE
Active Directory
XYRND=DTFTIOELATFNAA
pxGrid & £V MnT D =% OEFEAE
pxGrid H—EA
BAR)S —
EMC
TOT47 F4LO9KRY LILA
Admin & & ¥ pxGrid D =% QI E
ISE &
AR S —
7O AHIHKR) S —

o
VPN v 3 T
MNT AS5tv>a>F—RZ2AFTS FMC
HROBLS, BHEXYRND)—DO TIOtA
FMCOX>J 70+tA
NSTNa—F12F
FMC #N\v J
pxGrid Ic& % SGT 2TV
it APIAND MNnT IC&DdtvS 3> 9T
ISE TNV T

B=

CDERIC TrustSec b A2 TWBRIU—% on Cisco SREL R T B FEE X HREBEABEHS
27 L (NGIPS ) SBRE hTWET (NGIPS ). NGIPS /N— 3> 6.0 iFEEIIC& > THET<
HDAI2TVWBRRIS—%BET D &EEV) LTS Identity Services Engine (ISE ) &9 2
mE'RYR—KNLET,




Bl R SR
B

ROERICEI MBI HERENET,

- Cisco BISBEEF1UT 1 T7ZA4F>2A (ASA) VPN OFRE
. Cisco AnyConnect ¥ 17 EEUT A4 V954 TF > MNDORE

. Cisco Firepower Management Center EZ2Rz&E

. Cisco ISE MF&E

. Cisco TrustSec Y ) 1—<>3 >
FAHITZIAVR—ZFB
CORFIXNOEBERIFE., ROV IRIITEN—RIITON—>2aVICEILKENDTT,

- Microsoft Windows 7

- Microsoft Windows 2012 §23E/@ ( CA )

. Cisco ASA /N\—>32 9.3

-CiscolISEV 7 hIVTT7 N—232 14

. Cisco AnyConnect ¥ 17 EEUT 1 V9ZA4TF 2N N—=232 42
. Cisco Firepower Management Center ( FMC ) /N\—>r32/ 6.0

. Cisco Firepower NGIPS /\—> 32/ 6.0

RUE

Firepower Management Center ( FMC ) |& Firepower D= NDEBTZSY N7 #—AT9Y, ISE
MECHETHHELICE 2 DOENFHYET:
GABE-RSNERY ND—OU TORAZRBIBDT IV EATFNA ADEATELT BRIALAT
—BATHBD ISEICL > THEEZRETZEHETFMC, cDVYJI1—-320220
ERDHYET:

1.ISEADTIVRARANRE H—ERX (EPS) API J—)LZERITZLH— N—ILARD
)7 Ko

2. ISEA® pxGrid 7O KR A= Z2FEATHEYFLVED1-I)L (ZOED1-I)IE
6.0 THR—KREABEWN—232 54 TEGF-61) FTEENDRAT A THR—K HR—
REhZET,

AR —-TrustSec X1 VF A TIN—7 &Y (SGT) ICEDIKRUI—ZBRETHEIN Y
T FMC,

COFEMBRIEE 2 et ICERZEDEET, BEICEL TEHIIE References 0> a> %
mAELE

XY ND—IR



Audit Server
172.16.34.100

_“*\_ Cisco
An'g.rcl:m nect
Internet Mobile
SECLJI'IW VPN
1

172.16.32. 1

External

Cutside: Inside:
Gig 0/0 172.16.32.10 Gig 01 172.16.31.100

Internal

L ASA-VPN
NGIPS VPN assigned IP: ISE
172.16.50.50

EthD: Management
(172.16.31.205)
Ehtl: Internal {bridge)
Eth2: External (bridge)

FMC
172.16.31.206

FMCE 2 D2DIIL—IIHFEENTVRTIEAFERI S —TREENET:

cHARLURL (RERAURL) D HTTPRS 74 Y DO DIER
c HARLURL (REBRAURL) DHTTPRS 714 v U &TBEICLALEEREF (9) SGT
RO EEBETDEHICI—YNISEICK2>TEIHTSNID
BEBEIIN—TIZBL., JRYRND—=O FTIOEADLEHIZ ASA-VPN FNA A%ZFERTSISE T
RTODTITAT FA4LYVRN) I—HICEERITEE)HTHEICLET,

ASA @ VPN ##ilC k21— T7IVEA XY D=0, I—HREThAS URL FERA URL &

FERALTEEENEY—NCT I EARATRCEZHAKRETTN, -SCTIIL—TZEEITHI-OHIC
BABNEHTSNBA2EOTRHELET., ThHNEELRS., BERKEETT,

ISE

Active Directory

AD REWREREL, ELWIIIL—TEBHIMXEN HYET (BEEEITIN—TRBFEFRARED
EHIZFERAENET ) :



' ldentity Services Engine Home » Operations v Policy b Guest Access w Administration » Work Centers

F System + |dentity Management » Metwork Resources } Device Portal Management pxGrid Services F Feed Service ¥ Identity Mapping

¥ Identities Groups External Identity Sources Identity Source Sequences b Settings

External Identity Sources Connection Authentication Domains | | Attributes Advanced Settings

v = -

- - Hdit opAdd v Delete Group  Update SID Values
» [ Certificate Authentication Profile
M =1ln]

[ Active Dirsctory L] Name -

<5 example.com D example com/Builtin/Administrators example.com/S-1-5-32-544
- TDAP D example.com/Builtin/Guests example.com/S-1-5-32-546
» [ RADIUS Token O example.com/Builtin/IS_IUSRS example.com/5-1-5-32-568
» [ RSA SecurlD |:| example.com/Builtin/Users example.com/S-1-5-32-545
r O SAML Id Providers D example.com/Users/Domain Computers 5-1-5-21-914949363-206684 3066-3727110587-515

O example.com/Users/Domain Users 5-1-5-21-914949363-206684 3066-3727110587-513

RYNI=O FOEATFNAA

ASAREZRY ND—=OFNAARELTEMENET, DAZAL TI—7T ASAVPN EEEF DA
X—DICRTEDIC, FHENET:

cisco  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System ¢ Identity Management ~ Metwork Resources ¢ Device Portal Management pxGrid Services + Feed Service v Identity Mapping

= Network Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM ¢ Location Services

Metwork Devices List > ASA
Network Devices

MNetwork devices

Default Device

*IPAddress: [ 172.16.31.100 | /[32 |

* Device Profile | Cisco| = | &

somwareverson [ 7]

* Network Device Group

Location [all Locations | [ Set To Default |

Device Type [ASAVPN-Audit | [ Set To Default |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol  RADIUS

* Shared Secret [ esses | [ Show |

pxGrid $ & T MnT O =% OIEHE

FMC (& ISE DA DY —ERAZRAHLXT:

L SGTHLBTOATF7AULY F—& HTUD =D pxGrid

LT £V AV O—ROEHDEZRUSIHETLE—K (MnT)
MnT PRASEUFARBIE chi £y 23>0 IPFPRLAK, £-1—FEHEV SGT &
JTHBMS>ThIEFMC A ABOH>TVBOTERICEETT, THILESLNT, ELL
RS —EEALET, NGIPS A ASA D& S SGT 87 (42542 BFUYT ) Bk ¥R



—rLBVZEZEEBELTTEV, LAL ASAANDORTT, ThRFELETORYIC SGT BalZz
HBR—BNLET,

TNSHNEXNEBHTISEB R FMC EAAEY—ERX (FIHE ) EVZEEIILEN HYF
T MNTIREE&SEG—NQEIAEZFEALET., pxGrid 7954 T > S KU —/NAIGEH
EZzWMAFEALET,

Microsoft CA A" I X TDIBHEICEBEITANDICHERAThTVET,

MnT (Admin B2 ) CEL TR ISERCDAX—JIZRT LS ICGIAEBLER (CSR) %,
EWMIBDLENHYVET:

.::||'s.éroh Identity Services Engine Home + Operations ¥ Paolicy » Guest Access ~ Administration » Work Centers

* System » Identity Management » Network Resources » Device Portal Management pxGrid Services » Feed Service * Identity Mapping

Deployment Licensing  Certificates ¥ Logging » Maintenance Upgrade Backup & Restore ¥ Admin Access b Settings

(<]
~ Certificate Management Certificate Signing Request

Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:
Overview

ISE Identity Certificates:
System Certificats

LRI IR + Multi-Use - Client and Server Authentication
Endpoint Certificates * Admin - Server Authentication
) * EAP Authentication - Server Authentication

Utk e « Portal - Server Authentication
OCSP Client Profile & pxGrid - Client and Server Authentication

Certificate Signing Requests ISE Certificate Authority Certificates:

Certificate Periodic Check Sefings * |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.
# |SE Intermediate CA - This is an Intermediate CA Signing Reguest.
b Certificate Authority * Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by

the ISE Root CAJISE Intermediate CA

Usage
Certificate(s) will be used for |Admin| -
Allow Wildcard [J
Certificates
MNode(s)

Generate C5R's for these Nodes:

Node CS5R Friendly Name
[ lisezo lise20#Admin
Subject

Common Name (CN) | $FQDN$ | i

Microsoft CA Ik 2 TEBRBDETTIhE NI RIIABRBA S>3 VI 2TAVR—NTBIHE
FHY)ET,

BLUXSBTOLAK pxGrid Y —E AN EDHICRHSHEN HYET, IHBEAS3a> ok
HIC pxGrid ZBIRL TESDOBEITNERY EEA EHEhET,

B—OH7IORNBEAVD 2 DDOIAEN HZBEERVOTOUFEF ORI I (£
EAE pxGrid ) DRIZEMT R L FTHICZHEUEFTMLUET T,

B ISEB LT FMC AAENBRLBHRACI>%E (FQDN) OkoHic, ELWDNS LI—
RADNSH—/NTHREENDEZEAOTTEL,

Admin & pxGrid FEEAENOHE—DEVRBE7OLAEH Y ET., pxGrid AEAEN B LICED
WEWOTHEATF—FERAEATT 3 EEFNIC Microsoft CADIZA T N BRT H—/\FR
MAARL TTL—NERATDENTEXT:



= & Certificate Templates Console

File  Action  Wiew Help

e« B XE = HE

] Certificate Templates (iIN-GIH Template [ |SE-pugrid Properties _ ded Purpt ~
& Admini
5] Avthent Subject Mame | lszuance Reguirements

Loc 5] Basic EF General | Compatibility | Request Handling | Cryptography | Key Attestation
All 9 5] CA B Superseded Templates | Extensions | Security I Server bte Key Ar
& CEP End
& Code Si

AD E Compu E stenzions included in this template:
AD  Cross C [ | &pplication Policies
e 5 Directo [] Basic Canstraints ctony Servi
H Dornain D Certificate Template [nformation
DM 5] Dormain D lszuance Policies t Authent
File 5] EFS Rec Ke_l,lUsage
] Enrallm
15 E Enrallrm
E Exchang .
= Exchang
E Exchang Dezcription of Application Policies:
) IPsec
H1Psec (]
EISE—pxg “lignt Authenticat er Authernt
H] Kerbera t Authent
5 Key Rec > Recovery 4
FocsPr P Signing
] RAS ang t Authent
H Root Ce
H Router
] Srnartcd

H] Srnartcd | 0K || Carcel | Apply

BFEIAIOY 7 ROWeb H—E A% pxGrid CSR ICBETBDICHIATAC DA XA—I TRE
hTVWERT:

]
=

To modify an extension, select it, and then clhick Edit.

AD

TaAlk® @




Microsoft Active Directory Certificate Services — example-WIN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded

Saved Request:

ABZ4skS+gVGugYC4ls1jHcXGIejph2h2ndn/ri2d &
Base-64-encoded |FibxEHKK1tAymQO9GEWXIELAASXZzVE11VnWFzZL)3
certificate request |/E2PTchIgFkSzeyXConTNWA0IE/Robkd7DIxduVC
(CMC or 6CodawW+GKhFTbOF jacvr15K1RWod /XQZ560ZAz1c

PKCS #10 or pB+rROT3dKOW ~

PKCS #7):  |----- END CERTIFICATE REQUEST----- | »
< <y

Certificate Template:
ISE-pxgrid W

Additional Attributes:

Attributes:

Submit =

WICISE DA X—DICRTRSICFEEENL CA (Microsoft ) ICK 2 TEE TS Admin &
¥ pxGrid nﬁﬂﬂib‘tﬁ'h@f&‘) i‘d‘/b

huale \dentity Services Engine Home
w System » Identity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Identity Mapping
Deployment  Licensing  wCertificates b Logging b Maintenance  Upgrade  Backup & Restore b Admin Access b Settings.
(<]
~ Certificate Management System Certificates / For disaster recovery itis recommended to export certificate and private key pairs of all system certificates.
Overview # Edit ||k Generate Self Signed Ceriificate | (g Import | @ Export | [ Delete || View
System Certificates Friendly Name Used By Portal group tag Issued To ssued By

Endpoint Certificates v/ e

Admin Admin, Portal Default Portal Certificate Group(i lise20 example com example-WIN-CA

Trusted Certificates =
N EAP EAP Authentication lise20.example .com example-WIN-CA

OCSP Client Profile —
pxgrid pxGrid lise20.example.com example-WIN-CA

Certificate Signing Requests

Certificate Periodic Check Settings

pxGrid —E A

FULWIEEBREIZK > THEND /—RDLEHD pxGrid ®ENF DA X—JIZRTEDICAZ—T )
L%, BDENFHYET:



Nl

cISCo Identity Services Engine Home v Operations v Palicy » Guest Access w Administration » Work Centers

* System ¥ Identity Management » Network Resources ¥ Device Portal Management pxGrid Services } Feed Senvice ¥ Identity Mapping

Deployment Licensing b Certificates k Logging k Maintenance Upgrade Backup & Restore F Admin Access F Settings
I

Deployment Deployment Nodes List > lise20
el - Edit Node

General Settings Profiling Configuration
» c;?;;: Deployment

L] -
ol PAN Failover

i
4

Hostname lise20
FQDN lise20.example.com
IP Address 172.16.31.210
Mode Type ldentity Services Engine (ISE)

Personas
| Administration Role STANDALONE | nfake Primary |
o Momnitoring Role | PRIMARY i Other Monitoring Node

¥| Policy Service

¥| Enable Session Services'd

Include Node in Node Group | 10T v| @
¥| Enable Profiling Service

Ul Enable SXP Service

Use Interface | GigabitEthernet 0 v| G

Ul Enable Device Admin Service

Ul Enable Identity Mapping i

Gl Gl
ZLULTEHBRRBREAZ—TINICB2EICRETDIHEN HYET:

el Identity Services Engine Home
» Sysiem  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Services | » Feed Service  » Identity Mapping
[EEnable Auto-Regisiration Jal e I NES ration
View By Gapabilite:
§fEnable @Disable @Approve @ Group W Decline @@ Delete » G Refresh | Total Pending Approval(0) v 1404 Show 35 | porpage Page |1 9]
O Client Description Statu: Log
Or e Online View
O ise onli View
[ » iseagentifirepawerexample.co... Capabilities(0 Pub, 3 Sub) Online View
[J » fresightisetest-firepowerexampl. Capabiliies(0 Pub, 0 Sub) Offine View

BARYS—

F7ZRORBE RV —RGO—AILI—HFPFBVEE ) EFERAEIhET (ADILYITYTREE
TEni,

ARRV—RBRELBRYND—O TOEA (ERZREMITDLHICEEENEL 12: ASA-VPN
R TRIAL, FOTA47 F4LIN) JU-—TERELCRLTIVAI-HETO
PermitAccess ) -ENSNDI1—H SCT BT A—F12OIHIC.. . RENET:



wilvat|n.

cisco Identity Services Engine Home » Operations - Policy » Guest Access ¥ Administration » Wark Centers

Authentication Authorization Profiling Posture Client Provisioning + Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

| First Matched Rule Applies v

» Exceptions (0)

Standard

Status Rule Name Conditions {identity groups and other conditions)
ASAVPN example.com:ExternalGroups EQUALS example.com/Builtin
/Administrators DEVICE:Device Type EQUALS All Device

Types#ASA-VPN-Audit

FMC

FOT147 F4LIMNV LA

ISEMEEBRETDIEDICLILAREN BVEERBYET (BBIRY>—ZEAL,

Permissions

PermitAccess Auditors

Ha & &% [

FICZBHNICEBIZEORIAEALI— ). LILLRTIT147 F14L KU Lightweight
Directory Access Protocol (LDAP ) D1z ICRETDENTEET, COPHITAD FERAEH

TVWET, YATA>HE>LILLLS:



Overview Anal ysis

AD-Realm

Directory Realm Configuration User Download

AD Primary Domain * example.com

Directory Username * Administratori@example.com
Directory Password * sesssens

Base DN * CN=users,DC=example,DC=com
Group DN * DC=example,DC=com

Group Attribute Member

User Session Timeout
Authenticated Users 1440
Failed Authentication Users 1440

Guest Users 1440

* Required Field

BETFALIVNIRERERAEIET:

Overview Analysis Policies Devices

=k

=k

=M

=k

domain.com

useri@domain

ou=userdc=cisco,dc=com

ou=group,dc=cisco,dc=com

minutes

minutes

minutes

AD-Realm

Realm Configuration  User Download

URL {Hostname/IP Address and Port)

172.16.31.103:389



TLTT7VEAHHOEIMREN XBHTEIEDIC ) WS DADAD FIL—TIEMEBEIhET (£
AEhsi-:

Overview Analysis Polic

AD-Realm

Directory  Realm Configuration User Download

+ | Download users and groups

Begin automatic download at |12 || | AM | | America/New York Repeat Every |24 | | Hours

| &y Download Now |

Available Groups & Groups to Include (5)

ch by n

| S = £ Administrators

£ Users

£ Domain Admins
£ Domain Users

5 Enterprise Admins

>

£ Terminal Server License Servers

£ Access Control Assistance Operators
£ Cryptographic Operators

£ Metwork Configuration Operators

Admin & &K T pxGrid M 7= & O FEA K
BEBEENEZVD, admin TOEADEHD CSREZERTDIHFFELVEEN, COAMX—=JICR
TEOICEFENEAD ZFEALTEDCSRIC, 1V KR—KRBEAVYRIE, AL TTEL:

w Analysis Policle Syslem

Configuration  Users  Domains | Integration = Updates  Licenses Health v Monitoring Tools ¥

| © Generate New csR || € 1mport HTTPS Certificate |

Informati
information Current HTTPS Certificate
> HTTPS Certificate

External Database Access Subject
upiee firepower. example.com L Krakow TaC vy Krakow
Database
Management Interfaces Issuer e =
Frocess Not Ber Not Aft
Validity ore i

Remote Storage Device Mov 28 12:23:55 2015 GMT  Nov 28 12:23:55 2016 GMT

Change Reconciliation

Version 0z
Aecess Control Prefercnces Serial Number 1700000008D365AAF7D2097EAE000000000005
Access List

Signature Algorithm shal WithRSAEncryption
Audit Log
Dashboard HTTPS Client Certificate Settings
DNS Cache

il Notification Enable Client Certificates

Intrusion Policy Preferences —_—
Language -
Login Banner

Network Analysis Policy Preferences

v

STIG Compliance

Time

Time Synchronization

Shell Timesut

Vuinerabilty Mapping

VMware Tools

PRl E ERE NICRERREBICBNENDLEN B ET:

Analysis Policies D«

Object Management  Intrusion Rules

Disriss

AMP for Network Status
58 Network A | Name Value

S A firepower.example.com - Camno connec
o
@ Verisign Class 3 Public Primary Certification Authority - G5 CN=VeriSign Class 3 Public Primary Certification Authority - GS, ORG=\eriSign, Inc., OU=(c) 2006 VeriSign, Inc. - For auti
Security Zones
[ Application Fiters Verisign Class 4 Public Primary Certification Authority - G3 CN=Verisign Class 4 Public Primary Certification Authority - G3, ORG=VeriSign, Inc., GU=(c) 1999 Verisign, Inc. - For authorized use only, C=US S8
VLAN Tag
Verisign Universal Root Certification Authority CN=Verisign Universal Root Certification Authority, ORG=VeriSign, Inc., OU=(c) 2008 VeriSign, Inc. - For authorized use only, C=US J 8
Visa cCommerce Root GN=Visa eCommerce Root, ORG=VISA, GU=Visa International Service Association, C=US &

Variable Set

Visa Information Delivery Root CA CN=Visa Information Delivery Root CA, ORG=VISA, OU=Visa International Service Association, C=US 8
4 18 security Intelligence

& Network Lists and Feedd | VRK Gov. Reot CA CN=VRK Gov. Root CA, ORG= ikeskus CA, OU= | C=F1 & 8

(B DN Lists and Feeds

Wells Fargo Root Certificate Authority Ch=Wells Fargo Root Certificate Authority, ORG=Wells Fargo, OU=Wells Fargo Certification Authority, C=US il
)/ URL Lists and Feeds
® — WellsSecure Public Root Certificate Authority CN-WellsSecure Public Reot Certificate Authrity, ORG=Wells Fargo WellsSecure, OU=Wells Farge Bank NA, C=US il
File List Win2012 Ch=example-WIN-CA &8
§ Cipher Suite List
a ;E, D‘zmgmsm o XRamp Global Certification Authrity CN=XRamp Global Certification Authority, ORG=XRamp Security Services Inc, OU=www.xrampsecurity.com, C=US &8

[ Individual Objects
3 Object Groups

4 e
[ Internal CAs
[E] Trusted cas

BREODATY 7F ISE pxGrid H—ERIZERT B DIZ FMC I[CK 2 THEAE 15 pxGrid FEFRE




ZERTBD_ETT, CSRCLIZERTD LR FEATNIMBEN HYET ( F£/ld openssl Y
— AV TVRMHOEDATEII>E ),

adm n@irepower: ~$ sudo su -

Passwor d:

root @i r epowner : ~#

root @i repower: ~# openssl genrsa -des3 -out fire.key 4096
Generating RSA private key, 4096 bit |ong nodul us

e is 65537 (0x10001)

Enter pass phrase for fire. key:

Verifying - Enter pass phrase for fire. key:

root @i r epowner : ~#

root @i repower: ~# openssl req -new -key fire.key -out fire.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Code []:PL

State or Province Nane []:

Locality Nane []:

Organi zation Nane []:Ci sco

Organi zational Unit Nanme []: TAC

Comon Nane []:firepower.exanpl e.com

Emai | Address []:

root @i r epowner : ~#

£ E N T fire.csr l& Microsoft CA ( pxGrid 7> 7'L—K ) Z2ERAL T, ThICBRALET,

FMC AEREERERBREIC T T A R— N+ — (firekey ) B LT EBR AV FREL ( fire.pem ) 41 >
R—BMLTTEW, 754X —NF—ICBAL TIEF— (openssigenrsa A K ) DERDOEIC
BRETDDICNAT—RZFEHL TTE L

Add Known Internal Certificate

Mame: | pxgrid |

Certificate Data or, choose a file:

AwICAGCAMAL GC CaGSIb3DAMEAgIAGDAHBgUIDgMCEzAKBagqhkiGIwODBEZANBokg
hkiGIwDBAQUFAAOCAQEASObDPO4NTYpHEChwz 1 nusKoaPIUe YHAJZU7 TraWh 1WV
Xe JET3TrUj3a09mu+gjndyoL C/+qyaMIBUZIzb2bhLaxu336/0XGLy/ABS39gnh
NZRPXr111dSY OkTZWW22yuDvyo TGWn PxF3VGeKigCZXx814 SphMPeWC hx0kuT!
PZmDelSKMLIdWayldLgojlEfiNgnd5XVHAZdsaT1eVE97dOL HRp+15BulYXu
TBAIMEI4XbOGAa2GY VD igfrm1 ciTaTedEyB4oFcabMBNDEOpxcSH/7rOTIDYUB
QgnHOPvdUIPAIEn+dYWip3IiXoHMydmREbrafz6g==

CUEND CERTIFICATE-

Key or, choose a file:

HXBNIIGM+NBUALCEIUbVET BtkKNuPySUTSKSBO4i6E97253hal 41Syq Yy TiRQa
G50qjWiMD0B5sUvCayzGh400hpZiicECggEAAUZT CpeulSdLIDSKmIKTAbgbykN
HGthr/T2p8iG++gFOFOMC+Gsq7PkaR 1WLH/HFcFUMwWP4 1 Xd2WkilTNamVjopMZB80
On/iBoo/MNe460Kr1 ZuToUWISfD0 1 Jjvaw TeTnlyZ5D SoXFmiwX2 TuEmSXWabycl
T/IEpEUdGhkJTdyUDFsJHTEW3dmnFkWerB55Cw+eWqCOQacObxMBSOpwDzwiPVG
om+WZNH+2LWLvM2dh2dATdywrad0ZjG7 RpdV5uYPkSZOWLigJHI 1m+3FpILiMIT
SVwssCFKO04DVJhidHERgA3VFawWL/psTUbWknMFEdrvBIxd SF1dUdqoA==
——END RSA PRIVATE KEY—

<> O >

OO

“._/.I Encrypted, and the password is:

[ Save J [ Cancel J

ISE &



IRTCDIAABN AV AR—ILERATVESSATALA>HEN SO ISEREEREL TTE LN

Status

i" ISE connection status:
Primary host: Success

pxGrid & & T MnT Y —EAMGAAE RADLOIC AV R—hEhiz CAZERALTTEL,
REXIXRNIAZY=IL(MC) ICEL TRREKRE NS pxGrid DIz HICAEERAEZEALTT
=L,

RBIARU>—

BRAIRYY—ZRELTCTEVZHRAO LD ICAHE>THREENLZAD LILLZFALTVS:

tion Actions

FOEABHRY S —

COBICELTIRAAZALIE URLERENEL



Edit URL Objects

Name: attack-url

Description:

URL: attack-url

Allow Overrides: )

ZTLTHAZRL T EAGEARIS—D 2 O2DIL—)L:

overview Analysis [EIISERN Devices Objects | AMP

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions ¥

CustomPolicy

{Enter 2 deseription

Ldentity Policy:JISEPalicy SSL Policy: None

Tz Inheritance Settings | [F], Policy Assignments (1)

Security Intelligence  HTTP Responses  Advanced

# Fiter by Device (@ Add Category (@) Add Rule | Search Rules

TR Ee-

v Mandatory - CustomPolicy (1-2)

1 PermitPrivileged-HTTP an) an) an an any & AD-Realm/Administrat [ HTTP an @ attack-url  Allow J Lo & B

=P an @ attaccurt Hooccwinreser L) [ o 28

«mw g |
PermitPrivileged HTTP JL—)Li& AD BB EJIL—TICBLTWS SGT 2JZ& W HTsn T
XTOI—HZEWNHETET, IXTORX—TYNOHTTP AFERAZEITIBDFT—T1 X,
DenyUnprivileged HTTP &t I XTOI—HIC T DREEZETELE T,
FEUBINCERENEBRIRI S —HNFZOT IV EAFBRIS—ICEYE TSN EIDEREL
TTFEL,

CNRT SCTRIZRZDLTAHEMENDHDELALETNSTEICRAEEEDIL—ILZERL

TV, FEEmELET:

Editing Rule - PermitPrivileged-HTTP

Name | permitprivileged-HTTP | v Enabled Hove

Action |+ Allow [v| 1PS: nopoiicies  Variables: n/a Files: no inspection Logging: connections: Event Viewer

Zones Networks  VLAN Tags Users  Applications Ports URLs m Inspection Logging Comments
Available ISE Session Attributes © Available ISE Metadata € Selected Source ISE Metadata (1)
[ Search oy neme or vatue | & audrors ]

[ et oy e o vt

@ security Group Tag e &
& Device type &
0 Location 18 & srop
@ contractors 40d to Ruie
& Developers
& Development_Servers
& Employess
& Guests
& Netwerk_Services

& e servers c A a Location P Address

RUZ—HA NGIPS ICEI) HTS5h, IXNTOEENEBRAENDLSICLTTEL.




Overview

Analysis

Access Control » Access Control Network Discovery Application Detectors Correlation Actions *

Access Control Policy Status

Targeting 1 devices

CustomPolicy Up-to-date on all targeted devices

HRR
FRTHELSBEENAERISE REYS IV —ER (AVSAYTATF—RR ) oW Th
pxGrid 9547 N EBR IR L ZRDEFTTT,

i
Cis5Co

Identity Services Engine

Home } Operations » Policy » Guest Access * Administration + Work Centers

» System b Identity Management » Network Resources + Device Portal Management pxGrid Services » Feed Service b Identity Mapping

| I Live Log

«f Enable @) Disable @_\pp:-.--.-. @ Group ‘ Decling eDelete v @.Refresh Total Pending Approval(0) -

|:| Client Name Client Description Capabilities Status Client Group(s)
ise-adminise apabilities(4 Pub, 2 Su nline ministrator

D L dmin-lise20 c bilities(4 Pub, 2 Sub) Cnli Administrat:
ise-mntlise apabilities(2 Pub, 1 Su nline ministrator

D L tHise20 c bilities(2 Pub, 1 Sub) Cnli Administrat:

[ » iseagentfirepowerexample.co... Capabilities(0 Pub, 3 Sub) [Cnling] Session
resightisetest-firepowerexampl... apabilities(0 Pub, 0 Su ine ession

D ¥ firesightisetest-fi | c bilities(0 Pub, 0 Sub) Offli S i

O A 5 & FMC A" TrustSecMetaData ( SGT 24 ) H—E AN LS ICEHERL L& &k
WCEET-INTORITZE. EHBREMBRLEL I,
= Administration

cisco |d8ﬂtit}l’ Services Engine Home r Operations » Paolicy v Guest Access
b System b ldentity Management r Network Resources v Device Portal Management pxGrid Services r Feed Service v lde
Clients | ] iseagent-firepower.example.com-07 3% dead20cc77eldccTcdd200f661 e

Refres

€JClear Logs [T Resync

Client Mame

Capability Name
firesightisetest-firepowerexampl. ..
firesightisetest-firepowerexampl... TrustSecMetaData-1.0
firesightisetest-firepowerexampl... SessionDirectory-1.0
firesightisetest-firepowerexampl... EndpointProfileMetaData-1.0
firesightisetest-firepowerexampl... SessionDirectory-1.0
firesightisetest-firepowerexampl... TrustSecMetaData-1.0
firesightisetest-firepowerexampl... EndpointProfileMetaData-1.0

firesightisetest-firepowerexampl. ..

VPN Y > 3>y

Event Type

Client offline

Client unsubscribed
Client unsubscribed
Client unsubscribed
Client subscribed
Client subscribed
Client subscribed

Client online

Timestamp

11:53:14 PM CET, Dec 1 2015
11:53:14 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:12 PM CET, Dec 1 2015
11:53:12 PM CET, Dec 1 2015

RYODTANEZFIFADZOHIZ ISEDFAAEL WV SCT 2T ZREBZVEERTE I

(NGIPS BEEETARZHREICLEEA )



VPN Y2324 AnyConnect 1—H' AR —T7 I/ A (Ul) DLEICKY S DFFHERHITE
hiEdHniE:

@ Cisco AnyConnect Secure Mobility Client (beta)

il AnyConnect Secure-Mobility Client

Statistics | Route Details | Firewall | Message History

Y Cisco AnyConnect Secure Mohility Client

g

Ceonnectien Information
State: Connected
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPve): Drop All Traffic
Duration: 00:00:34

VPN
Connected to 172.15.32. 100,

| San Jose - S5L

Address Informaticn
Client (TPwv4): 172.16.50.50
Client (IPvé): Mot Available
Server: 172.16.32.100
Bytes
Sent:
Received:

Network:
Connected (192,168, 10.67)

Collect diagnostic information for all Frames
installed components.

ASA FRENENETEYI IV EERTEET:

asav# show vpn-sessi ondb anyconnect

Sessi on Type: AnyConnect

User nane © Admi ni strator I ndex 1

Assigned IP : 172.16.50.50 Public IP : 192.168. 10. 67

Pr ot ocol : AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
(1) AES128

Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel:
(1) SHAL

Bytes Tx : 11428 Byt es Rx

24604

Goup Policy : POLICY Tunnel G oup :

SSLVPN

Login Tinme © 12:22:59 UTC Wed Dec 2

2015

Dur ati on

Oh: 01m 49s

Inactivity

Oh: 00m 00s

VLAN Mapping : NA VLAN




none

Audt Sess ID: acl01f6400001000565ee2a3

ASANCHERIFICOVTRRED SCTRIZRBDZEIZEFELTTEW, ASA (& TrustSec M 7=
HIZFRAEICHALKAFYTENBDRDICEKREShEL A

ISE (& V) £ RO K (23:36:19 OO ) -ED SCT RTWEL £ 7

>Icll‘s';‘o“ Identity Services Engine Home *Operations. » Policy » Guest Access + Administration » Work Centers.

RADIUS Livelog TACACS Livelog Reports. } Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices ' RADIUS Drops @ Client Stepped Res
0 ] 278 0
[ Show Live Sessions {54 Add or Remove Columns = & Refresh ) Reset Repeat Counts Refresh[
Status f f £ f i
Time o Det.. Repeat C.. Identity Authentication Policy Authorization Policy | Authorization Profiles Network Device | Server Event
\ | | | | ||l |
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default == Default Default >= ASAVPN PermitAccess, Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess,Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... a Administrator  Default == Default >= Default Default >> ASAVPN  PermitAccess ASA lise20 Authentication succeeded

MnT A5+tv<3a>7F—R%EAFTS FMC

FNDAT— T Ivarllog/messages O FMC X A#ALENEBEND 1 —FBEH KUY peform AD )L
YOTYTDEHOFLVWEYS I %E (pxGrid H—ERADESOHTAITANELTEIFE
2RE)HRELET:

firepower SF-1MS[3554]: [17768] ADI:adi.LdapReal m[INFQ search
" (| (sAMAccount Nane=Admi ni strator))' has the follow ng DN
' CN=AdMi ni strat or, CN=User s, DC=exanpl e, DC=coni .

EROZL, REXYRND—OU TOEA

FOARAT—TA—HRE Web7 SO ERK CEAERK. BEEEENEY—NCTI9ERATS
EHIZ., EREgbyET:

£ Internet Explorer cannot display the webpage - Windows Internet Explorer
@Q @ ] http://172.16.34.100/ attack-ur

File Edit View Favorites Tools Help

¢ Favorites | (& Internet Explorer cannot display the webpage

Internet Explorer cannot display the webpage

What you can try:

| Diagnose Connection Problems |

= More information




ThEISAFUN (FMCREICLD TCPRSTRE ) A SERMEND NTY RF ¥ TF v (2
EOTHRTDENTEET:

. Cisco AnyConnect VPN Virtual Miniport Adapter for Windows x64: \Device\NPF_{BF9293D2-3A19-4BBO-86B6-5CFC21AB4AAB]} [Wireshark 1.84 (SVN Rev 46250 from /trunk-1.8)]
File Edit VYiew Go Capture Analyze Statistics Te\ephnnz Tools Internals  Help

B e CExXge acrsoT2 EE QA #08 % B
Filter: |E|Expres;ion‘.. Clear Apply Save
Mo, Source Destination Protocol Length Info
1172.16.50.50 192.168.10.151 TCP 66 59916 > http [SYN] 5eq=0 Win=8192 Len=0 M55=1346 W5=4 SACK_PERM=1
2 172.16.50.50 172.16.34.100 TCP 66 59917 > http [S¥YN] Seg=0 Win=8192 Len=0 M55=1346 WS=4 SACK_PERM=1
3172.16.34. 172.16.50.50 TCP 66 http > 59917 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=1346 SACK_PERM=1 WS=128
4 172.16.50. 172.16.34.100 TCP 54 59917 > http [ACK] Seg=1 Ack=1 wWin=65952 Len=0

5172. . 16.34.100 HTTP 588 GET Jattack-url HTTP/1.1
5 2 72.16.50.50 54 http > 59917 [RST, ACK] Se Ack=535 win=0 Len=0

: 588 bytes on wire (4704 bits), 588 bytes captured (4704 bits) on interface O

# Ethernet II, Src: Cisco_3c:7a:00 (00:05:9a:3c:7a:00), Dst: Cimsys_33:44:55 (00:11:22:33:44:55)

= Internet Protocol version 4, src: 172.16.50.50 (172.16.50.50), Dst: 172.16.34.100 (172.16.34.100)

# Transmission Control Protocol, src Port: 59917 (59917), Dst Port: http (80), Seq: 1, Ack: 1, Len: 534

= Hypertext Transfer Protocol

# GET /attack-url HTTP/1.1%r%n

Accept: application/x-ms-application, image/jpeq, application/xaml+xml, image/gif, image/pjpeg, application/x-ms-xbap, application/vnd.ms-
Accept-Language: pl-PLA\rn
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; wWindows NT 6.1; wWowé4; Trident/4.0; 5LCC2; .NET CLR 2.0.50727; .NET CLR 3.5.307289; .NET CLR
Accept-Encoding: gzip, deflatelrin
Host: 172.16.34.100%r%n
Connection: Keep-Alivel\rin
S rhn
[Full request URI: http://172.16.34.100/attack-url]

ISE/RAPLEHICHREETNNEEEZT ASA Y a2 ERELET:

asav# show vpn-sessi ondb anyconnect

Sessi on Type: AnyConnect

User nane : Admi nistrator I ndex 1

Assigned |P : 172.16.50.50 Public I P : 192.168. 10. 67

Pr ot ocol : AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
(1) AES128

Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel:
(1) SHAL

Bytes Tx © 11428 Byt es Rx

24604

Group Policy : POLICY Tunnel Goup

SSLVPN

Login Tinme : 12:22:59 UTC Wed Dec 2

2015

Dur ati on

Oh: 01m 49s

Inactivity

Oh: 00m 00s

VLAN Mapping : NA VLAN

none

Audt Sess ID: acl01f6400001000565ee2a3
Security Gp : 9

ISE B ERL|MELXIFELDKI (23:37:26 DOV ) -SCT BT A —TF A RZRVEIHYET



~Operations

RADIUS Livelog TACACS Livelog Reports ¥ Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops & Client Stopped Res

0 o] 278 0

Show Live Sessions {04 Add or Remove Columns + 4 Refresh ) Reset Repeat Counts Refresh|_
Time . Status Identity ' Authentication Policy ‘ Autherization Policy | Authorization Profiles "' | Network Device | Server * Event

Det... |Repeat C..
\ | | ||l | |

2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default >> Default Default >=> ASAVPN PermitAccess,Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess, Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... Q Administrator  Default == Default == Default Default == ASAVPN PermitAccess ASA lise20 Authentication succeeded

TLTA—YRENSNEY—EALCLT IV EATERT:

& hitp://172.16.34.100/ attack-url - Windows Internet Explorer

— I
u T ||| http// 1721634100/ sttack-url

File Edit View Favorites Tools Help
v Favorites | @ httpe//172.16.34.100/ attack-url

succeaded

FMCOX¥> T 7oA

COTITAETARERANRYN LR-BMIKR > THRRBIDENTEET:

Context Explorer ~ Connections » Events  Intrusions¥  Files¥  Hostsv  Users¥  Vulnerabilities ¥  Correlation ¥ Custom ¥ Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events

@ Info x
Deleted 9 Connection(s)
o 201512 s
Connections with Application Detsils > Table View of Connection Events Wl 2015-12-01 21:74:00 - 2015-12- nx;:p::ﬁ:zu

» Search Constraints (Edit Search Save Search) Disabled Columns

Jump to... ¥

|| v lLast Packet x Action X InitiatorIp X  Initiator User X Responder %  Ingress X  Applieation %  Access Control X  AccessControl X  Security X Ingress X  NetBIOS X  Initiater X Inibiater X  Count
I Security Zone Protocol Policy Rule Group Tag Interface Domain Packets Bytes

3 2015-12-0123:38:19 Allw 172.46.50.50 5 ator (LDAP) 172.16.34.100  Internal [ urTe CustomPolicy PermitPrivileged-HTTP  Auditors etht 10 1.660 1

3 zosa201233805 Alow 172165050 5 A stor (1DAP)  ©1/172.16.34.100 Internal ) rrre Custompolicy Permitprivleqed-HTTP  Auditors et 2 1512 1

3 201512-012326118 Allow 172165050 5 tor (LDAP) 172.16.34.100  Internal [ urTe CustomPolicy PermitPrivileged-HTTP  Auditors ctht 8 1312 1

3 | 201512:0123:25:11 Allow 172165050 [ ap- ator (LDAP) 172.16.34.100  Internal [ rrre CustomPolicy etht 22 3752 1

= Block with reset 172165050 [ ator (LDAP) 172.16.34.100  Internal [ wre Custompoli DenyUnprivileged-HTTR et 2 3,938 5
Page| 1 |of1 Displaying rows 1-5 of 5 rows

| View J| Delete |

[ viewan |[ opetetean |

BAIC, 1—HE SCT RITZE|)HTTESDLAEN 2 7/=L, DenyUnprivileged HTTP JL—)L %
BEO20TVWELE, FA—F1RXOXINISE (BIVHTSH, FMCIZ&E>TEHEBEhEL L
) IL—ILIZ& 2T, PermitPrivleged HTTP Ik fEAEh, 7O LARHFTEhET,



EEFARTLAER OO TNICEBL T TS VEET VAP — LB LTEFIUF
A IN—T BTN BEDNTARRENDDTEROFGBRANELE (BLTKERSO—
LNA—D1ELTHEAENBRENBYET ). NARIAXENEE I—EERRES A,
AERTHCENTEDIL,

NSTANYa1—F142Y
FMC #)\v J

BE Y—ERCEEN B adi IVAR—XMOOTEF I Y U T BHIC /varllog/imessages
TJ77A4NEFIYOLTTEL:

[23509] ADI _| SE Test_Hel p: ADI _| SE Test_Help [INFQ Parsing conmand |ine arguments...
[ 23509] ADI _| SE Test_Hel p: adi . DirectoryTestHandl er [INFO test: |SE connection.
[ 23509] ADI _| SE Test_Hel p: adi . | SEConnection [INFO Preparing | SE Connection objects...

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [INFO Preparing subscription objects...

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnection [I NFQ subscribed successfully to

Endpoi nt Prof i | eMet aDat aCapability

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnection [INFQ registered callback for capability
Endpoi nt Prof i | eMet aDat aCapability

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ subscribed successfully to

Trust SecMet aDat aCapabi l ity

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnection [INFQ registered callback for capability
Trust SecMet aDat aCapabi l ity

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ subscribed successfully to

Sessi onDirectoryCapability

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnection [INFQ registered callback for capability
Sessi onDirectoryCapability

[ 23509] ADI _| SE _Test _Hel p: adi . | SEConnection [INFOQ Connecting to | SE server...

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [I NFO Beginning to connect to | SE server...

[23510] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 44 [
INFQ : _reconnection_thread started

[23510] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 44 [
INFQ : pxgrid connection init done successfully

[23510] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 44 [
INFQ : connecting to host |ise20.exanple.com.......

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 44 [
INFQ : stream opened

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 44 [
I NFQ : EXTERNAL aut hentication conplete

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 44 [
INFQ : authenticated successfully (sasl nmechani sm EXTERNAL)

[23510] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : successfully subscribed

nessage repeated 2 tines

[ 23510] ADI _| SE Test_Hel p: adi . | SEConnection [INFO Queried 1 bul k downl oad

host nanes: | i se20. exanpl e. com 8910

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [INFQ ...successfully connected to | SE

server.

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnection [INFQ Starting bul k downl oad

[23514] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : curl __easy_setopt() for CURLOPT_URL:

"https://1ise20. exanpl e. com 8910/ pxgri d/ mt/ sd/ get Sessi onLi st ByTi e’

[8893] ADI: ADI [INFQ : sub command emits:'* Trying 172.16.31.210..."

[8893] ADI: ADI [INFQ : sub command emits:'* Connected to |ise20.exanple.com (172.16.31. 210)
port 8910 (#0)'



[ 8893] ADI : ADI

[INFO

sub command enmits:'* Cipher selection:

ALL: ! EXPORT: | EXPORT40: | EXPORT56: ! aNULL: ! LON ! RC4: @STRENGTH

[8893] ADI: ADI [INFQ sub command emits:'* SSL connection using TLSvl.2 / DHE- RSA- AES256-
SHA256'

[8893] ADI: ADI [INFQ sub command emts:'* Server certificate:'

[8893] ADI: ADI [INFQ sub command emts:'* Al subject: CN=lise20.exanple.com

[8893] ADI: ADI [INFQ sub command emts:'* Al start date: 2015-11-21 14:40:36 GVI'

[8893] ADI: ADI [INFQ sub command emits:'* Al expire date: 2017-11-20 14:40: 36 GVI'

[8893] ADI: ADI [INFQ sub command emts:'* Al common nane: |ise20.exanpl e.com (matched)’

[8893] ADI: ADI [INFQ sub command emits:'* Al issuer: DC=com DC=exanple; CN=exanple-W N

CA

[8893] ADI: ADI [INFQ sub command emts:'* Al SSL certificate verify ok.'

[8893] ADI: ADI [INFQ sub command emits:'> POST /pxgrid/ mt/sd/get Sessi onLi st ByTi ne

HTTP/ 1. 1"M

[8893] ADI: ADI [INFQ sub command emts:' Host: |ise20. exanple.com 8910"M

[8893] ADI: ADI [INFQ sub command emts:' Accept: */*"M

[8893] ADI: ADI [INFQ sub command emts:' Content-Type: application/xm” M

[8893] ADI: ADI [INFQ sub command emts: ' user:firesightisetest-firepower.exanple.com
0739edea8200c77eO4cc7c44200f 66le@grid. ci sco. comM

[8893] ADI: ADI [INFQ sub comrand enits:' Content-Length: 269"M

[8893] ADI: ADI [INFQ sub command enmits:' "M

[8893] ADI: ADI [INFQ sub comrand emits:'* upload conpletely sent off: 269 out of 269 bytes'
[8893] ADI:ADI [INFQ sub command enits:'< HITP/ 1.1 200 OK"M

[8893] ADI: ADI [INFQ sub command enmits:'< Date: Tue, 01 Dec 2015 23:10:45 GVMI*"M

[8893] ADI:ADI [INFQ sub comrand enmits:'< Content-Type: application/xm ™M

[8893] ADI: ADI [INFQ sub command enmits:'< Content-Length: 1287"M

[8893] ADI: ADI [INFQ sub command enmits:'< Server: "M

[8893] ADI: ADI [INFQ sub command emts:'< "M

[8893] ADI: ADI [INFQ sub command emits:'* Connection #0 to host |ise20. exanple.com | eft
intact'

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [I NFQ bul k downl oad processed O entries.

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [I NFQ di sconnecting pxgrid

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : Starting reconnection stop

[23510] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : _reconnection_thread exited

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : streamcl osed; err_done(null) 2015-12-01T23:10:45 [ INFQ: clientD sconnectedCb ->
destroying client object

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : pxgrid connection shutdown done successfully

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : Exiting fromevent base | oop

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : successfully disconnected

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : connection di sconnect done .....

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [I NFO destroying pxgrid reconnection

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnecti on [I NFQ destroying underlying pxgrid

connecti on

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [I NFO destroying pxgrid config

[ 23509] ADI _| SE Test_Hel p: adi .| SEConnection [INFO |SE identity feed destructor called

[23509] ADI | SE Test_Hel p: ADI _| SE Test_Help [INFQ /usr/local/sf/bin/adi_iseTestHelp cleanly
exits.

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : pxgrid library has been uninitialized

[8893] ADI:ADI [INFQ Parent done waiting,

FVWELLLBZLEHICENZETT adi 7O0EA%Z (sudo DEDIL—KAHS
THCEARKEOHZTNYILET:

/=

TElBEThERT

Cc

hild conpleted with integer status O

) EBHEETL, TINY



root @i repower:/var/log# ps ax | grep ad

24047 ? Sl 0: 00 /usr/local/sf/bin/ad

24090 pts/0 S+ 0: 00 grep adi

root @i repower:/var/log# kill -9 24047

root @i repower:/var/log# /usr/local/sf/bin/adi --debug

Dec 01 23:14:34 firepower SF-1MS[24106]: [24106] ADI:adi.Adi [DEBUG adi.cpp: 319: Handl eLog():
ADI Created, awaiting config

Dec 01 23:14:34 firepower SF-1MS[24106]: [24106] ADI:config [ DEBUG
config.cpp: 289: ProcessConfi gd obal Settings(): Parsing global settings

< a lot of detailed output with data....... >

pxGrid IC& % SGT VIV

ANRL—23 @G T IORARFER)S—DI—)LEZEML TVSE Test RE> K ISE &t
23> ToIYIENBDD, FEEESCTUARARAUTILYY1EhBEERTENET,

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] AD: adi.| SEConnection [ DEBUG

adi . cpp: 319: Handl eLog(): Querying Security Goup netaData...

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] AD :adi.pxG i dAdapter [ DEBUG

adi . cpp: 319: Handl eLog(): pxgrid_connecti on_query(connection*:0x10c7da0, capability: 0x1064510,
request: <get SecurityG ouplLi st Request xm ns="http://ww. cisco.conl pxgrid/identity'/>)...

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] AD :adi.pxG i dAdapter [ DEBUG

adi . cpp: 319: Handl eLog(): returns [ OK| <ns5: get SecurityG ouplLi st Response

xm ns: ns2="http://ww. ci sco.com pxgrid xm ns:ns3="http://wwmv. ci sco. com pxgri d/ net

xm ns:ns4="http://ww. ci sco.conl pxgrid/adm n' xmns:ns5="http://ww. ci sco.com pxgrid/identity’
xm ns: ns6="http://ww. ci sco.conl pxgrid/eps' xmns:ns7="http://ww.cisco.conl pxgrid/ netcap'

xm ns: ns8="http://ww. ci sco. conl pxgrid/ anc' ><ns5: SecurityG oups><ns5: SecurityG oup><ns5:i d>fc6f9
470- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>Unknown</ ns5: name><ns5: descri pti on>Unknown
Security

Group</ ns5: descri pti on><ns5: t ag>0</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:i d>fc7c8c
c0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>ANY</ ns5: nane><ns5: descri pti on>Any Security

G oup</ ns5: descri ption><ns5:tag>65535</ ns5:t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fc
f 95de0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>Audi t or s</ ns5: name><ns5: descri pti on>Audi t or
Security

Group</ ns5: descri pti on><ns5:tag>9</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fdl4fc
30- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>BYCOD</ ns5: name><ns5: descri pti on>BYOD Security
G oup</ ns5: descri ption><ns5:tag>15</ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fd2fb
020- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: nanme>Cont r act or s</ ns5: name><ns5: descri pti on>Contractor Security
Group</ ns5: descri pti on><ns5: tag>5</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5: i d>f d4e34
a0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>Devel oper s</ ns5: name><ns5: descri pti on>Devel oper
Security

Group</ ns5: descri pti on><ns5:tag>8</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5: i d>f d6d2e
50- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Devel opment _Ser ver s</ ns5: nanme><ns5: descri pti on>Devel opnent
Servers Security

G oup</ ns5: descri ption><ns5:tag>12</ns5: t ag></ ns5: Securi t yG oup><ns5: SecurityG oup><ns5: i d>f dal0
f 90- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>Enpl oyees</ ns5: nanme><ns5: descri pti on>Enpl oyee
Security

Group</ ns5: descri pti on><ns5: t ag>4</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5: i d>f dbcd4
f 0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>CGuest s</ ns5: nanme><ns5: descri pti on>Guest
Security

Group</ ns5: descri pti on><ns5:tag>6</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5: i d>f dd9ab
c0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: nanme>Net wor k_Ser vi ces</ ns5: nane><ns5: descri pti on>Net wor k Servi ces
Security

Group</ ns5: descri pti on><ns5:tag>3</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5: i d>f df 4d4
e0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>PCl _Ser ver s</ ns5: nane><ns5: descri pti on>PC|
Servers Security

G oup</ ns5: descri pti on><ns5:tag>14</ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fella
bb0- 6d8f - 11e5- 978e-



005056bf 2f 0a</ ns5: i d><ns5: name>Poi nt _of _Sal e_Syst ens</ ns5: name><ns5: descri pti on>Poi nt of Sale
Security

Group</ ns5: descri pti on><ns5:tag>10</ ns5: t ag></ ns5: SecurityG& oup><ns5: SecurityG oup><ns5:i d>f e2d2
2f 0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Pr oduct i on_Ser ver s</ ns5: name><ns5: descri pti on>Pr oducti on Servers
Security

Group</ ns5: descri pti on><ns5:tag>11</ns5: tag></ ns5: SecurityG& oup><ns5: SecurityG oup><ns5: i d>f e487
320- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Pr oduct i on_User s</ ns5: nane><ns5: descri pti on>Producti on User
Security

Group</ ns5: descri pti on><ns5:tag>7</ ns5:tag></ ns5: SecurityG oup><ns5: SecurityG& oup><nsb5:id>fe62d8
f 0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Quar ant i ned_Syst ens</ ns5: nanme><ns5: descri pti on>Quar anti ne
Security

Group</ ns5: descri pti on><ns5:t ag>255</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:i d>f e7d
3ec0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>Test _Ser ver s</ ns5: nane><ns5: descri pti on>Test
Servers Security

Group</ ns5: descri pti on><ns5:tag>13</ns5:tag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:i d>fe99c
770-6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Tr ust Sec_Devi ces</ ns5: nane><ns5: descri pti on>Trust Sec Devi ces
Security

Group</ ns5: descri pti on><ns5:tag>2</ ns5: t ag></ ns5: SecurityG oup></ns5: SecurityG oups></ns5: get Sec
urityG oupli st Response>]

KHNEVWELI— XML OBEZTOOTHASHBRE XML 774 I)ICOAE—E N, Web7 TIHIC&
DTHLKZENTEET, AHESCT (BEE)ANZITWMSNTVWD, £t SGT "IN T ISE
TEZBENTVB L E2HRATEET:



= D Filey// fempy/xxml

—<nsi:getSecurityGroupListResponse>
—<ns3:SecurityGroups>
—<ns3:SecurityGroup>
<ns3:id>fc6f9470-6d8f-11e5-978e-005056bf2f0a</ns3:id>
<nsi:name>Unknown</ns3:name>
<ns3:description>Unknown Security Group</ns5:description>
<nsi:tag>0</nsi:tag>
</ms3:SecurityGroup>
—<ns3:SecurityGroup>
<ns3:id>fc7c8cc0-6d8f-11e5-978e-005056bf2f0a</ns5:id>
<nsd:name>ANY</nsd:name>
<ns3:description>Any Security Group</ns5:description>
<ns3:tag>65535</nsi:tag>
</ns3:Securi

—<ns3:SecurityGroup>
<ns3:id>fd14fc30-6d8f-11e5-978e-005056bf2f0a</ns3:id=>
<nsi:name>BYOD</ns3:name>
<ns3:description>BYOD Security Group</ns3:description>
<ns3:tag>15</ns5:tag>

</ns3:SecurityGroup>

s API AD MNT kDY a2 9TV

TREEFEEMNT  RAREBEBRER—MD pxGrid IC& 2 TEENDZ LI ) TANARL—T 3
O—ETT (EBELTTFEV, NILY Ev>2ar Ao O0—-REFEAENET:

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] ADI: adi.| SEConnection [ DEBUG

adi . cpp: 319: Handl eLog(): Querying Security G oup netabData...

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] ADI: adi.pxG i dAdapter [ DEBUG

adi . cpp: 319: Handl eLog(): pxgrid_connection_query(connection*: 0x10c7da0, capability: 0x1064510,
request : <get SecurityG ouplLi st Request xm ns="http://ww. ci sco.conlpxgrid/identity'/>)...

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] ADI: adi.pxG i dAdapter [ DEBUG

adi . cpp: 319: Handl eLog(): returns [ OK| <ns5: get SecurityG oupLi st Response

xm ns: ns2="http://ww. ci sco.conm pxgrid xm ns:ns3="http://wwmv. ci sco. com pxgrid/net'

xm ns:ns4="http://ww. ci sco. conl pxgrid/adm n' xm ns:ns5="http://ww. ci sco.com pxgrid/identity’
xm ns: ns6="http://ww. ci sco. conl pxgrid/ eps' xm ns:ns7="http://ww.cisco.conl pxgrid/ netcap'

xm ns: ns8="http://ww. ci sco. conl pxgrid/ anc' ><ns5: SecurityG oups><ns5: SecurityG oup><ns5:i d>fc6f9
470- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>Unknown</ ns5: name><ns5: descri pti on>Unknown
Security



Group</ ns5: descri pti on><ns5:t ag>0</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fc7c8c
c0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>ANY</ ns5: nanme><ns5: descri pti on>Any Security
Group</ ns5: descri pti on><ns5: t ag>65535</ ns5: t ag></ ns5: SecurityG oup><ns5: Securi t yG oup><ns5:i d>fc
f 95de0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>Audi t or s</ ns5: name><ns5: descri pti on>Audi t or
Security

Group</ ns5: descri pti on><ns5:tag>9</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fdl4afc
30- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>BYCD</ ns5: name><ns5: descri pti on>BYOD Security
Group</ ns5: descri pti on><ns5:tag>15</ns5: t ag></ ns5: SecurityG& oup><ns5: SecurityG oup><ns5:id>fd2fb
020- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Cont r act or s</ ns5: name><ns5: descri pti on>Contractor Security
Group</ ns5: descri pti on><ns5:tag>5</ ns5:tag></ ns5: SecurityG oup><ns5: SecurityG& oup><nsb5:id>fd4e34
a0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nanme>Devel oper s</ ns5: nanme><ns5: descri pti on>Devel oper
Security

Group</ ns5: descri pti on><ns5:tag>8</ ns5:tag></ ns5: SecurityG oup><ns5: SecurityG& oup><nsb5:i d>f d6d2e
50- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Devel opment _Ser ver s</ ns5: nanme><ns5: descri pti on>Devel opnent
Servers Security

Group</ ns5: descri pti on><ns5:tag>12</ns5: t ag></ ns5: SecurityG& oup><ns5: SecurityG oup><ns5: i d>f dal0
f 90- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>Enpl oyees</ ns5: name><ns5: descri pti on>Enpl oyee
Security

Group</ ns5: descri pti on><ns5:tag>4</ ns5:tag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5:i d>fdbcd4
f 0- 6d8f - 11e5- 978e- 005056bf 2f Oa</ ns5: i d><ns5: nane>Cuest s</ ns5: name><ns5: descri pti on>Guest
Security

Group</ ns5: descri pti on><ns5:tag>6</ ns5:tag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5:i d>f dd9ab
c0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Net wor k_Ser vi ces</ ns5: nane><ns5: descri pti on>Net wor k Servi ces
Security

Group</ ns5: descri pti on><ns5:tag>3</ns5:tag></ ns5: SecurityG oup><ns5: SecurityG& oup><nsb5:id>fdf 4d4
e0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nanme>PCl _Ser ver s</ ns5: nanme><ns5: descri pti on>PC|
Servers Security

Group</ ns5: descri pti on><ns5:tag>14</ ns5: t ag></ ns5: SecurityG& oup><ns5: SecurityG oup><ns5:id>fella
bb0- 6d8f - 11e5- 978e-

005056bf 2f 0Oa</ ns5: i d><ns5: name>Poi nt _of _Sal e_Syst ens</ ns5: name><ns5: descri pti on>Poi nt of Sale
Security

Group</ ns5: descri pti on><ns5:tag>10</ ns5: t ag></ ns5: SecurityG& oup><ns5: SecurityG oup><ns5:i d>f e2d2
2f 0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Pr oduct i on_Ser ver s</ ns5: name><ns5: descri pti on>Producti on Servers
Security

Group</ ns5: descri pti on><ns5:tag>11</ns5: t ag></ ns5: SecurityG& oup><ns5: SecurityG oup><ns5: i d>f e487
320- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Pr oduct i on_User s</ ns5: nane><ns5: descri pti on>Producti on User
Security

Group</ ns5: descri pti on><ns5:tag>7</ ns5:tag></ ns5: SecurityG oup><ns5: SecurityG& oup><nsb5:i d>fe62d8
f 0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Quar ant i ned_Syst ens</ ns5: nanme><ns5: descri pti on>Quar anti ne
Security

Group</ ns5: descri pti on><ns5:t ag>255</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:i d>f e7d
3ec0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>Test _Ser ver s</ ns5: nane><ns5: descri pti on>Test
Servers Security

Group</ ns5: descri pti on><ns5:tag>13</ns5: tag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:i d>fe99c
770-6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Tr ust Sec_Devi ces</ ns5: nane><ns5: descri pti on>Trust Sec Devi ces
Security

Group</ ns5: descri pti on><ns5:tag>2</ ns5: t ag></ ns5: SecurityG oup></ns5: SecurityG oups></ns5: get Sec
urityG oupli st Response>]

TLTBMENERER (BB E1AOT7OTa47 Y3 )

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] ADI: adi.| SESessionEntry [ DEBUQ

adi . cpp: 319: Handl eLog(): Parsing incoming DOMresulted in follow ng | SESessi onEntry:
{gid = acl101f 6400007000565d597f, tinmestanp = 2015-12-01T23: 37: 31. 191+01: 00

state = Started, session_id = 91200007, nas_ip = 172.16. 31. 100

nmac_addr = 08:00:27:23:E6: F2, ip = 172.16.50.50, user_nanme = Adm nistrator,



sgt = Auditors, domain = exanple.com device_name = W ndows7-Wr kst ati on}
ZFOAT—ITNGIPSELIAAD I—HEICETDI1—HE (BLRFRXIV%E )BEEES
CERABHAETTHYET:

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] AD:adi.Real nContai ner [ DEBUG adi.cpp: 319
:Handl eLog(): findRealm Found Real m for domai n exanple.com

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] ADI: adi.| SEConnectionSub [ DEBUG

adi . cpp: 319: Handl eLog(): userName = 'Adninistrator' realmd = 2, ipAddress = 172.16.50.50

LDAP A" 1 —HHB I VHANKLEZRODTRDICHEATNTVRT:

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] ADI:adi.LdapReal m[INFQ adi.cpp: 322:
Handl eLog(): search ' (]| (sAMAccount Name=Admi ni strator))' has the foll ow ng

DN: ' CN=Admi ni st rat or, CN=User s, DC=exanpl e, DC=com

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] ADI:adi.LdapReal m [ DEBUG adi.cpp: 319:
Handl eLog(): getUserldentifier: searchfield sAMAccount Nane has display naming attr:
Admi ni strator.

ISE /Sy J

pxGrid AV R—FXV RDEEHORL—ZA LRI FNY T4 Z—TIICLIEEEFRL—> 3
VEFIVIVIBREARMEDOHD (LALRAO—R/F—EZBELTFMC THATTEW ),

SGT 27 %%RzZRW\3fi:

2015-12- 02 00: 05: 39, 352 DEBUG [pool -1-thread-14][]
ci sco. pxgrid.controll er.query. CoreAut hori zati onManager -::

.- checking core authorization (topic=TrustSecMetaData, user=firesightisetest-
firepower. exanpl e. com
- 0739edea820cc77e04cc7c44200f 661le@gri d. ci sco. com operati on=subscribe)..
2015-12- 02 00: 05: 39,358 TRACE [pool-1-thread-14][] cisco.pxgrid.controller.common.
LogAdvice -:::::- args: [TrustSecMetaData, subscribe, firesightisetest-firepower.exanple.com
0739edea820cc77e04cc7¢c44200f 661le@g
rid.cisco.coni
2015-12- 02 00: 05: 39, 359 DEBUG [pool-1-thread-14][] cisco.pxgrid.controller. persistence
XgridDaolnpl -:::::- groups [Any, Session] found for client firesightisetest-firepower.
exanpl e. com 0739edeaB820cc77e04cc7c44200f 661le@xgri d. ci sco. com
2015-12- 02 00: 05: 39, 360 DEBUG [pool-1-thread-14][] cisco.pxgrid.controller.persistence
XgridDaolnpl -:::::- permtted rule found for Session TrustSecMetaData subscribe
total rules found 1

Av
CSCuv32295 - ISE B A—HET7 1 —ILRO RXAUVEREXE T2HELhEHA
CSCus53796 -/N)LY VTV D= DHRARD FODN 2152 Z £ AT A&

CSCuv43145 - PXGRID RU'BRINYE> T H—EABES., EEARNT O A > HR— NHIBR

sEER

- ISE & Firepower DS THREEY—ERADRRE
. D8 ISE IIFED pxGrid DERTE



https://tools.cisco.com/bugsearch/bug/CSCuv32295
https://tools.cisco.com/bugsearch/bug/CSCus53796
https://tools.cisco.com/bugsearch/bug/CSCuv43145
//www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/119370-configure-ise-00.html
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf

. Cisco pxGrid AFVWT WA EIEAREZEMTD/\VY—: CAEBEZE ISE pxGrid /— RB LY
CA BE[ZE pxGrid V54 TF > NDERE

- IPSpxLog PZU 4 —23> £ ® ISE /S— 3> 1.3pxGrid &

. Cisco Identity Services Engine BB EHA R V1J—X 2.0

. Cisco Identity Services Engine V7 7L 2R AL K, VIJ—2R 1.2 -4 RESTful S \ DR
...

. Cisco Identity Services Engine U7 7L >R A4 K, VI)—2R 1.2 B RES \DE...

. Cisco |dentity Services Engine EBEH A K VIJ—2Z 1.3

- TOZHhIL BHR—bE RFI XN - Cisco Systems



/content/dam/en/us/td/docs/security/ise/how_to/HowTo-89-CA_signed_pxGridISEnode_CAsigned_pxGridclient.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-89-CA_signed_pxGridISEnode_CAsigned_pxGridclient.pdf
//www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/118688-technote-pxlog-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html
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