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Operations | ¥ Policy

A message displays to guests when they reach the maximum number of supported devices.

. Allow guests to register devices
You can set the maximum number of supported devices in the guest type settings.

Device information will be stored in the endpoint identity group specified in the guest type of the |

Configure guest types at:
Guest Access > Configure > Guest Type

IVRRAENFNAA(MACTRLA)EBEDIVRRAUN TIL—T (Z0HID
GuestEndpoints ) TRHICERENTVWET,

s ae s I Ie /> Home  Operations |¥  Policy | v

os System [l Network Resources |24] Device Portal Management

Identities Groups External Identity Sources Identity Source Sequences Settings
Identities Endpoint List = CO:4A:00:14:6E:31
[ o ] Endpoint
v
*MAC Address C0:4A:00:14:6E:31
v
- @, Static Assignment |
[ Users » .
* Policy Assignment | Windows 7-Workstation -
__| Endpoints »
Static Group Assignment |«
[ Latest Manual Network Scan Resu... 2 * Identity Group Asslgnment| GuestEndpoints -
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@Hu;a Operations | ¥ Policy | v

! Manage Accounts ! Sellings

Guest Type

Guesl type name: * ] Contractor (default)

Description: ] Default settings allow network access for up to a year.

Language File «

Collect Additional Data | Custom Fields... |

Maximum Access Time

Maximum account duration

365 Defaull 90 (1-999)

_ Allow access only on these days and times:

From | 9:00 AM To  5:00 PM —sun ¥ mMon ¥ Tue ¥

Login Optlons
¥ Mazimum simultaneous logins 3 [1-9849)

When guest exceeds limit:
2 Disconnect the oldest connection
. Disconnect the newest connection

. Redirect user to a portal page showing an emor message |
This requires the creation of an authonzation policy nie

Maximum devices guests can register EI {1-293)
Endpoint [dentity group for guest device registration: | GuestEndpoints _‘I
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Configure Manage Accounts Bl Settings

+ Portal Settings

HTTPS port: * {8000 - 8999)

Allowed interfaces: * | Gigabit Ethemet 0

. Gigabit Ethermnet 1
' Gigabit Ethermet 2

' Gigabit Ethermet 3

Certificate group tag: * | Default Portal Certificate Group |

Configure certificates at:
Administration > System > Certificates > System Certificates

Authentication method: * | Guest Portal Sequence ;l i

Configure authentication methods at:
Administration > Identity Management > Identity Source Sequences
Administration > External Identity Sources > SAML Identity Providers

Employees using this portal as guests | Contractor (default) ;I
inherit login options from: *
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| &) Authentication B Authorization |4 Profiling | Posture |&3) Client Provisioning |5] Trustsec & Policy Elements

Authorization Policy

Define the Authorization Paolicy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies v

» Exceptions (0)

Standard

Status Rule Name Conditions (identity groups and other conditions) Permissions
Fa AuthenticatedGuest GuestEndpoints Wireless_MAB PermitAccess
RedirectToPortal Wireless_MAB GuestPortal
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Identity Services Engine
cisco ity ng 73> Home  Operations | v Policy | v Guest Access | v Administration | ¥

c;°;~ System ﬂ- Identity Management i MNetwork Resources ||‘_51 Device Portal Management L*: pxGrid Services lﬁz Feed Service L8 pxi

[
Identities Groups External Identity Sources Identity Source Sequences
Settings
= User Custom Attributes Define the EndPoint Purge Policy by configuration rules based on identity groups and/or other conditions. Drag and drop rul
- User Password Policy First Matched Rule Applies
- Endpoint Purge v Never Purge
Status Rule Mame Conditions (identity groups and/or other conditions)
z EnrolledRule DeviceRegistrationStatus Equals Registered
v Purge
Status Rule Mame Conditions (identity groups and/or other conditions)
v GuestEndPointsPurgeRule GuestEndpoints ElapsedDays Greater than 30
RegisteredEndPoints PurgeRule RegisteredDevices ElapsedDays Greater than 30
v Schedule

Purge endpoints from the identity table at a specific time

Schedule : Every| Everyday v| at | 03 v| | 00 v|
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| &) Authentication B Authorization | Profiling |®) Posture |G Client Provisioning |5) Trustsec & Policy Elements

Authorization Policy

Define the Authorization Paolicy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies v

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
[~ AuthenticatedGuest Wireless_MAB Network Access:UseCase EQUALS Guest Flow PermitAccess
| RedirectToPortal Wireless_MAB GuestPortal
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Identity Services Engine e
cisco ity LY > Home Operations|¥  Policy| ¥  GuestAccess |¥  Administration | ¥
Aulhentlcatlons " Reports "%} Adaptive Network Control % Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops
0 0 0

m Show Live Sessions ‘u'i'u‘ Add or Remove Columns = @» Refresh @ Reset Repeat Counts

—— | Sz Det... Repeat C... Identity Endpoint D Authorization Policy | Authorization Profiles| Event

|l
2015-08-15 00:28:36... @ a 0 guest C0:4A:00:14:6E:31 Session State is Started
2015-08-15 00:13:58... a guest CO:4400:14:6E:31 Default == Authent.. PermitAccess Authorize-Only succeeded
2015-08-15 00:13:58... a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-15 00:13:56... a guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-15 00:13:25.., a C0:4A:00:14:6E C0:4A:00:14:6E:31 Default >> Redirec... GuestPortal Authentication succeeded
2015-08-14 22:36:58... Q guest CO:4A00:14:6E:31  Default == Authent.. PermitAccess Authorize-Only succeeded
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alnafie
Identity Services Engine |
s L) L /1> Home Operations | ¥ Palicy | ¥ Guest Access | ¥ Administration | ¥

[ Authentications " Reports | Adaptive Network Control % Troubleshoot

Misconfigured Supplicants ' Misconfigured Metwork Devices ¢ RADIUS Drops ' Client
0 0 0

Show Live Sessions u:m Add or Remove Columns + @» Refresh @ Reset Repeat Counts

Time Status Det.. Repeat C.. Identity £ Endpoint ID £ Authorization Policy i Authorization Profiles | Metwork Device Event ©

| || J ]
2015-08-14 22:25:45... (@ a 0 guest C0:4A4:00:14:6E:3 Session State is Terminated
2015-08-14 22:12:40... a guest C0:44:00:1 4:¢ Default == AuthenticatedGuest  PermitAccess wlcl Authorize-Only succeeded
2015-08-14 22:12:40... a C0:44:00:1 4:¢ wlcl Dynamic Authorization succeeded
2015-08-14 22:12:32.., a guest CO:4A:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:10:18.., a CO:4A:00:14:6E CO:4A:00:14:6E:31 Default >= RedirectToPortal GuestPortal wlel Authentication succeeded
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ntity Services Engine

/0t Home  Operations | ¥  Policy | ¥  Guest Access | ¥ Administration | v
[7] Authentications * Reports i Adaptive Network Control " Troubleshoot
Misconfigured Supplicants ' Misconfigured Metwork Devices ¢ RADIUS Drops ¥ Client
0 0 0

m Show Live Sessions {é} Add or Remove Columns + @» Refresh o Reset Repeat Counts

Status

Time Det.. Repeat C.. |Ident\ty ‘ Endpoint ID | |Authorizat\on Policy = Authorization Profiles Metwork Device Event

2015-08-14 22:28:18... @ a 0 CO:4A:00:14:6E CO:4A:00:14:6E:31 Session State is Started
2015-08-14 22:28:15.., a C0:44:00:14:6E CO:44:00:14:6E:31 Default >= Authent.. PermitAccess wlcl Authentication succeeded
2015-08-14 22:12:40.., -] guest CO:44:00:14:6E:31  Default == Authent.. PermitAccess wicl Authorize-Only succeeded
2015-08-14 22:12:40.., Qa C0:4A:00:14:6E:31 wicl Dynamic Authorization succeeded
2015-08-14 22:12:32.., a guest C0:4A:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:10:18... a C0:44:00:14:6E C0:44:00:14:68:31 Default >> Redirec... GuestPortal wicl Authentication succeeded
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ntity Services Engine

uthentications

Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops %
0 0 0

7> Home Operations|¥  Policy | ¥  GuestAccess |¥  Administration | v

* Reports i@ Adaptive Network Control "¢ Troubleshoot

m Show Live Sessions -LE!} Add or Remove Columns "Qp Refresh o Reset Repeat Counts

Status

T . Det... R.. Identity Endpeint ID Authorization Policy Authorization Profiles  Event

| | |l | |l | |l |
2015-08-14 22:34:35... o a 0 guest C0:44:00:14:6E:31 Session State is Started
2015-08-14 22:34:34,, a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:34:34,, a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:34:33... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:33:51... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded
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F. PARNFIEOLEDICBEUAALIKNEhET,

ntity Services Engine

/> Home  Operations|¥  Policy | ¥  GuestAccess |¥  Administration | v
* Reports i@ Adaptive Network Control "¢ Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops %
0 0 0
m Show Live Sessions -LE!} Add or Remove Columns "Qp Refresh o Reset Repeat Counts
- o Status Det... R | Identity Endpoint ID Authorization Policy Authorization Profiles Event
Al v |
2015-08-14 22:36:58... o a 0 guest CO:4A:00:14:6E:31 Session State is Started
2015-08-14 22:36:58... a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:36:58... a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:36:56... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:36:27... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded
2015-08-14 22:34:34,, a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:34:34... Qa C0:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:34:33... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:33:51... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded
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c;°;= System Gf Identity Management i Network Resources B‘l Device Portal Management [_,‘ pxGrid Services l‘_'u

Groups External Identity Sources
Identities
L =3
[ Users »
[_| Endpoints »
] Latest Manual Network Scan Resu... »

Port al User guest

St epDat a 5=MAB, 8=Aut henti cat edGuest

UseCase Guest Fl ow

Av

CSCuu41157 ISEENH CoA T AN AU NEIRFE KR IEOREEEKRZIET,

(TANTADYNBIRAKRILEDETT AN Y2 32287 I 2HBEHRER )

SERH

Identity Source Sequences

NAS-IP-Address
NAS-Identifier

NAS-Port

NAS-Port-Type

Network DeviceGroups
Network DeviceName

oul

OriginalUserMame
PolicyVersion

PortalUser
PostureApplicable
PostureAssessmentStatus
PreviousDeviceRegistrationStatus

SelectedAccess3ernvice

Settings

10.62.148.101

WLC1

1

Wireless - IEEE 802.11

Location#All Locations, Device Type#All Device Types

wic1

TP-LINK TECHNOLOGIES CO. LTD.

c04a00146e31
4

guest

Yes
NotApplicable
NotRegistered

Default Network Access

SelectedAuthenticationldentityStores  Internal Endpoints

SelectedAuthorizationProfiles

PermitAccess

Service-Type Authorize Only, Call Check
StaticAssignment false

StaticGroupAssignment true

StepData 5=MAB, 8=AuthenticatedGuest
Total Certainty Factor 60

UseCase | Guest Flow
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/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-software/118741-configure-ise-00.html
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