ISE & FirePOWER O#t& - 8EY—E AN H
B

FELU®IC

Bl R SRt

EZ#®
FEAIZAR—FT b

B

EXE
XY RNI—=UK
FirePower
FireSight Management Center ( Defence Center )
T O AFIEAR) S —
ISE € 1—)
HHEIR ) S —
ASA
ISE
XY RNID—=DO TOtAFINAA (NAD ) OFEFE
BEREZY ND—DHEHZEMCTD
B3t DACL
REAFERA7O0774)
2o A #% 8Y
7o
AnyConnect #* ASAVPN v < 3> #BHKATS
1—HYICKBD T IO AELT
FireSight #HE§/R) > —DE Y b
ISE V' IE#Z3E1TL. CoAZx{ET S
VPN v > a>FriiEhd
HRAETFOELADO VPN Y 3> (BE)
NSTNa—F12F
FireSight ( Defence Center )
ISE
AN
B E 5 R
Cisco HAR—hN X1 -7 1 - FEXE

B=

—® RF¥ 1 X NTI, Cisco ldentity Services Engine (ISE ) Z/ R — H—/NELTHEAL T
REERBENEERHEEERRT IS, Cisco FireSight 77’Z A F7 AL TEEED 1—
NWEFEATRIHFECODVTHBLET, CORFIXNTHATATVSHE, ISEZHRTHE
AETBUVE—NVPNII—HOBEOLEHICEAENDIAEEZRTEDOTTN,
802.1x/MAB/WebAuth D ERE - FEREI—YICEMFEATETT,



A CORFIXVINTEZRENZBEETD 21—/, ERXCBEZAOTHR—KEHhTL
FtA, ChREOZ1ZT 4 R—FIITHAEEh, HTEEATEXT, N—232 54
BT, pxGrid ZORJWICESI<HLWERED 1 —-ILARATETT, cOED2
=ik, N—=232 6.0 TEYR—REATLIREAN, ROV -ATHR—-—rEND
FTETY,

B SRHF

BH
ROERICETDMBAERENIET,
. Cisco B tx1 T4 FT7S5A4T7 A (ASA) VPN DFRE
. Cisco AnyConnect 217 EEUT A V954 T > MDOERE
. Cisco FireSight D EA&5%E
. Cisco FirePower O EZAEEE
. Cisco ISE DF&E
FATRIAR—F>b
CORFIXVRNOBRIEF. ROVYITRNIVITEN—RIITON-23VICEIKENTT,
- Microsoft Windows 7
. Cisco ASA /N\—2 3> 9.3 LAR&
- CiscoISEV 7 RNDITF7 N—232 1.3 LR
. Cisco AnyConnect Secure Mobility Client /N\—= 32 3.0 JA&
. Cisco FireSight Management Center /\—=> 3>/ 54
. Cisco FirePOWER /N\—> 3> 54 ({R¥EX> > (VM) )
REOEHRIE, BEOSRREICLHDTNAAICETVTHERENEEDTT, CORFIXY
NTEATZINTOFNA AR, #18 (TF7#4)ILK ) REORELSEBLTVET, &EEH

DY RNIT—OTHEZITSHBE, ANV ROFEIIODVTHHICERLIESATHEEL TLKE
=L

E

DATLAERETDICR., COEIVIVTHATIHEREFEALTSEZL,

ﬁl{!ll

\

F OO IDTHERATNATVSR AN ROFMERANSIZIE. Command Lookup



//tools.cisco.com/Support/CLILookup/cltSearchAction.do

Tool (BEI—YER ) Z2FEAL TSEEL,

XY ND—IR

CORFIXYNTHAETNTOVZHITRE, RORY NT—IRENERATNTLRT,

Cisco

Anyconnect
Mobile

Security VPN

1
1?2-15-32I1 \
External k —
Outside: Inside:

Gig 0/0 1¥2.16.32,100 Gig 0/1 172.16.31.100

!: Internal e

ammmns’ ASAVPN

FirePower VPN assigned IP: - ISE
172.15.31.205 172.16.50.50
[Management)

FireSight
172.16.31.206

RYRD—OFBED7O—ZXICRLET :

1. 1—HEFASAEDUE—RM VPN Y>3 ZBEKRLET ( Cisco AnyConnect Secure
Mobility /N\—3> 4.0 1CkB ) o

2. 1—H& http/172.16.32.1 NDF Yt A& RAET, (RFTAY IR VMICAVAR—
ILENTVT, FireSight IC&k > TEEBE N FirePOWER BEHTEBELET, )

3. FirePower l&, TOREDRS T4V IE (A 2FA40T)7AYVITEIRDICEREENT
WEIHNF(TIVEARDVS—), NUH—EhBHEEBERV—EHYET, TOHER.
REST 77U —>3> J7A953220 42 &2—7 T4 A (API) ( QuarantineBylP X)
YR)ICKD ISEBENHBENET,


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

4. ISE A" RESTAPI - )LZ2%ET5&, Ev>a>rzKEL, ASA IC RADIUS Change of
Authorization ( CoA ) ZELET, ThiICKY, Ev2 a2 BETLET,

5.ASA & VPN 1—H%#4IHL £ 3, AnyConnect I& Always-on ® VPN 7 7 ATEREE h
TWB®H, HILLWEY AU FEIEhET, £EL, SEERO (B hZRANS
N=HD ) ISERBTAL—=ILIC—FKL, BEENDZYRNDT—U TOEAGHREhLEEDIC
BYVET, COBRBETE., I—9PEDLSICRY ND—DICEREL, BIAETHELTE
. BB RVREAIC ISEFFERHENSRY ., I—HOXRY NI—U 7O ARRHD D
FREhEEDICKYET,

BICHBAL ARSI, CO>FUFE, ISENRIAICFEREN, XYNDT—D TIOERAFNAA
" RADIUS CoA ( ZATIANIRNTDORHFNDTNA R ) 2HR—KNFTBRY, REEFx v 3>
( VPN, &, 74 4L A 802.1x/MAB/Webauth 802.1x/MAB/Webauth ) DEED X A 7 TEE
LET,

EXh: I-HORBMEMRISICE. ISEGUI Z2FATEET, BEED1-IL0SE
ON—23> TR, ThHFYR-—RNENDAEMESNI B KT,

FirePOWER

FCORFIXINTHATNTWBRHITRE, VM T TSA T ANERAENTVET,
HIEREND &K, CLIICKR 2 TEITENET, RS —IFFXT Cisco Defence Center H*' 5
REESNET, FHMICOVWTE, CORFIXND "TEHEEHK, otV a>zsBL
TLEEL,

COVMIZIE, BEOLEHIZ1 D, 1TAVKREDLEDIC2D (AT/AE ). §5F3 204
IBR=TIAANHYNVET,

VPN I—HAS5DIXTOKRT 7 1Y Tk, FirePOWER Z#ZHL X7,
FireSight Management Center ( Defence Center )

FORARBRYS —

ELWSAEAZALARN—=)LL T, FirePower 7/\14 A%ZBML #=#%. [Policies] > [Access
Control] (CBEL., 172.16.321 ANDHTTP RZ 74 v UV Z ROV T T2 LOICFERENDT IO
ARV —ZERLET :




HORSTAYIFIRNTZIFANSNET,
ISEf#8ET 21—/

1254 R—Z)THEENBDISEED 21— )LOBEON—>3 K, ISE1.2
Remediation Beta 1.3.19 T4,

- smefr e nom w

SOURCE 7= NATION

We am in e process of mgrating 5F Mation o Cisco fones infasinectam. The naw fonam location s hare: Saurcedre AP Foum G
If yeur have a Cisco supporl fonem sar 10 should wank an Bis link. Fnod, please sat up & new user pooaunt

Ask question
Sourcelire Downloads Laarch Dowrisak G
¢ ISE 1.2 Remeadiation Bata 1.3.19

Fabriary B, 1018 | J0E KB | e &

= mwd da

[Policies] > [Actions] > [Remediations] > [Modules] I-B&8L, 774 I)IL&EA4ARN—=ILET,

Cverview  Analysis Jlif-le-8 Devices Objects | AMP

ACCEss Lontrm Inkresan « Filias Metwork Liscovary S50 Apphcation Letactors LIsers correlakion Actlons * Modulas

& Success "
Module successiully install=d

Installed Remeadiation Modules

Maodule Hame Version Description

LA T05 Rl Raiits 1.0 RBlkek an TP address inoa CEen TS roiba

Lo ML Squwn 1.1 Shun a1 IF sddress in the PLE fireveal |

ISE 1.Z Remediakion 1.3.1% Cuarantine IF addresses using ldendity Services Engine 1.2
HNiman Remeddiation z.0 Parform an Mmap Scan

==t Alinbute valu= L =0 a1 Abinbute YValus

RIZ, ELWA VAR AZER LB TNIERY EH A, [Policies] > [Actions] > [Remediations]
> [Instances] ICBEBL, RUZ—BEB /—R (PAN) D IP 7 RLA, 8KV RESTAPI ICHE

ZISEEBEBILFTVIYI (ERSAdmin DEEIZREEhRBEO I - Z2#RE ) ZEEL X

C



Edit Instance

Instance Name

Module

Description

Primary Admin Mode IP
Secondary Admin Mode IP foptional}

Lsername

Fassword
Ratyoe to confirm

SYSLOG Logging

White List
[an aptranal list of networks )

ise-instance

ISE 1.2 Remediation (v1.3.19)

172.16.31.202

admin

.® On \_ Off

Create H Cancel J

EETIP7RLA(KREE) S, BELCEALEThERYEREA

Configured Remediations

Mo configured remediations available

Add a new remediation of type [Quarantine Source IP

v]| Add |

RS —



CCT, REDHEIL-—ILZRETIHLENfHYVET, COIL—ILE. UEIICEEEhLETI/E
AL —I ( DropTCP80 ) IC— BT 2 EHOBEBEICN U H—EhET, L—IILEERETSIC
l&. [Policies] > [Correlation] > [Rule Management] I-#BEL £7,

Dverview Analysis ld=-E0 Devices

Access Controd Intrusion = Flles Metwork Discovery S5L Application Detectors Lisers Correlation Actions »

Policy Managemeant Rule Managemant White List Traffic Profilas

Rule Information

Rule Mame CorrelateTCPE0Black
Fule Description
Rule Group Ungrouped

select the type of event for this rule

a connection event occurs v | | at the beginning of the connection |  and it mests the following conditions:

| @ &dd condition _' | @ Add complex condition J

¥ | Access Control Rule Name w | containg the string v |D.'u|.'-T1:PB|:||

Rule Options

sSnoaze IF this rule generates an event, snooze ford nours el
Inactive Perieds There are no defined inactive pericds. To add an insctive period, click "Add Inactive Period".

COII—=IIE, HERVS—TFERAETIhET, HLVRUS—ZERKT S 8H. [Policies] >
[Correlation] > [Policy Management] ICB8L, BREEhiIL—I/ILZEMLET, AREOD
[Remediate] 20y OL, RO 2 2OFU>3a>zEBMLULET., remediation for sourcelP ( 2A
BIICERE ) B KUY syslog :

MRS —AFBNTHD L ZBIELRT,



-2 Create Policy

Sort by | State v

(a2l i

., e W

ASA

FoaLlC ISE ZEA T2, VPNT—KRIJIAELTEETS ASA Z

DT A2 TE RV RADIUS CoA ZBMICT B EEHETT,

tunnel - group SSLVPN- FI RESI GHT general -attri butes
addr ess- pool POOL- VPN

aut henti cati on-server-group | SE
accounting-server-group | SE

def aul t - group-policy PCLICY

aaa-server | SE protocol radius

i nteri maccounting-update periodic 1
dynami c- aut hori zati on

aaa-server |SE (inside) host 172.16. 31. 202
key *k k k%

webvpn

enabl e outside

enabl e inside

anyconnect - essential s

anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

ISE

XYRND—=O FTOEAFINMA(NAD ) OFRE

RELET,

T, 7AH

[Administration] > [Network Devices] I_#& L. RADIUS 754 7> N L TEET S ASA 2B

mLUET,

BHEXY ND—U6ZREMCTS

fREt APl B KU #EEE BRIIC TS =%, [Administration] > [System] > [Settings] > [Adaptive

Network Control] ICBEL £,



/0> Home  Operations | v Policy | ¥

&+ Syslem Zgt Identity Management i MNetwork Resources |24 Device Portal Management
Deployment Licensing Certificates Logaging Maintenance Backup & Reslore
Settings Adaptive Network Control i
E_f Chent Provisioning
S| FIPSs Service Status Enabled »
= Alarm Settings ' '
E ;mm
2= Frofiing Save Beset
» [ Protocois

EN-23aVAHUEIEEVT, COBBRB I KA1 MREY —EXERFIATVE
EE

PR DACL

[REEE NI-ARARNTEAE MDA O0—-RAETI7EA D> vO—)L VAN (DACL ) Z4ERK
9B, [Policy] > [Results] > [Authorization] > [Downloadable ACL] ICB &L £ 7,

REEARTO774)

[Policy] > [Results] > [Authorization] > [Authorization Profile] (CBEL . # L \\ DACL (Z& V) §2H
707740 EERLET,

¢ Home Operations|¥  Policy| ¥  GuestAccess
|5 Authentication M Authorization ILfH Profiling E Posture IEH Client Provisioning I; TrusiSec
Diclionaries Conditions m

Authorization Profiles > LimitedAccess

Results
[ = ] Authorization Profile
~ *Name |} imitedAccess |
AT IE".-: = Eﬂi, o
» B A ation Description |
* [ Autherization * Access Type [ACCESS ACCEPT |
¥ Em&mw
» [ Downloadabie ACLs Service Template | |
» [55] Infine Posture Node Profies
b [ Profilng
3 EPaﬁm
b [0 Clent Provisioning w Common Tasks
» ﬁTﬂJ-SISI:E

* DACL Name DENY ALL QUARANTIME -




R A

2DO0RBAN—INEZERTIVENHVET. DL —)L (ASA-VPN) [& ASA THKiIxT S
VPN EY 232 IXTADOTLN TIOERAZRBLET, RARN T TICRBMESATVWEES.
ASA-VPN_quarantine )l =)L BRI VPN Y I VICEYNLET (XY RND—0 T
VEARHIRMGE TRMEENET ),

chsD)I—I)LEERT S8, [Policy] > [Authorization] ICBEIL £,

. )
&m Engine "_':_\ Home Cperations | * Palicy | * Suest Aocess | F Adminestration | *

| &} Authensication B autharizasen |4} Frofiting [, Pasture |t} Giient Frovisioning |&] Tusisee & Policy Elements

Authorization Policy
Define the Authonzation Pollcy by configuring rules based on ldentity groups andlor other conditons, Drag and drop rules (e change the order
For Policy Export go te Administration = System = Backup & Hestore = Policy Export Page

[ First Matched Rule Applies -

¥ Exceplions (0)

Sialue Fula Mama Conditione (identity groupe and ciher conditiena) Permizsions
ASANPN_quaranline DEVICE:Davica Type ECQUALS All Device TypaslASAPN [ LimiledAccess

SassionEPSSkatus EOUALS Quarantine

AEA-WFH DEVICE Devica Type ECAUJALS All Device TypessASA- VPN ParmilActess

B

TH5E
RENBEYICHETDICEEZBRIDLHIC, COBEICERIZEREFALTLEEL,

AnyConnect * ASAVPN &Y< 3> #BHRTS

'Y Cisco AnyConnect Secure Mobility Client o @ |3l

.. Fommommoooor

Connected to 172.16.31.100.

172.16.31. 100

00:00:09

ASAEDACLBLTEYZ a2 ZERLET (ZIL XY RND=D TIOERX),

asav# show vpn-sessi ondb details anyconnect

Sessi on Type: AnyConnect



User nane . cisco | ndex . 37

Assigned IP : 172.16.50.50 Public IP : 192.168.10. 21

Pr ot ocol : AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect -Parent: (1l)none SSL-Tunnel: (1) RC4 DILS-Tunnel: (1)AES128
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHA1
Bytes Tx : 18706 Byt es Rx : 14619

Group Policy : POLICY Tunnel G oup : SSLVPN FlI RESI GHT

Login Tinme : 03:03:17 UTC Wd May 20 2015

Dur ati on : Oh:01m 12s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400025000555bf 975
Security G p : none

DTLS- Tunnel :
<sone output onmitted for clarity>

A—HL&LDT IV EAORT

T—HA http/172.16.32.1 K P I EAL &> EFBE, FPURRKRUI—HFEY AL, HET
BRTTAVIRRAUTATTAY IE N, syslog XY £— A FirePower B2 IP 7 RL A
ASREEFEENET,

May 24 09:38:05 172.16.31.205 SFIMS: [Primary Detection Engi ne

(cbed5720- f Obf - 11e4- a9f 6- bc538df 1390b) ] [ AccessPol i cy] Connection Type: Start, User:
Unknown, Cient: Unknown, Application Protocol: Unknown, Web App: Unknown,

Access Control Rule Nane: DropTCP80, Access Control Rule Action: Bl ock,

Access Control Rule Reasons: Unknown, URL Category: Unknown, URL Reputation:

Ri sk unknown, URL: Unknown, Interface Ingress: ethl, Interface Egress: eth2,

Security Zone Ingress: Internal, Security Zone Egress: External, Security
Intelligence Matching I P: None, Security Intelligence Category: None, Cient Version:
(nul'l), Nunmber of File Events: 0, Number of |IPS Events: 0, TCP Fl ags: 0xO,

Net BI OS Domain: (null), Initiator Packets: 1, Responder Packets: 0, Initiator Bytes:
66, Responder Bytes: 0, Context: Unknown, SSL Rule Name: N A, SSL Flow Status: N A,
SSL Cipher Suite: N A SSL Certificate: 0000000000000000000000000000000000000000,

SSL Subject CN: NNA, SSL Subject Country: N A SSL Subject OUJ NA, SSL Subject Og:
N A, SSL Issuer CN:. NNA, SSL Issuer Country: N A, SSL Issuer QU N A, SSL Issuer Og:
NA SSL Valid Start Date: NA, SSL Valid End Date: N A, SSL Version: N A SSL Server
Certificate Status: N A, SSL Actual Action: N A, SSL Expected Action: N A SSL Server
Name: (null), SSL URL Category: N A SSL Session ID:
0000000000000000000000000000000000000000000000000000000000000000, SSL Ti cket Id:
0000000000000000000000000000000000000000, {TCP} 172.16.50.50: 49415 -> 172.16. 32. 1: 80

FireSight i8R > —nk Y

FireSight Management ( Defense Center ) R —HFEY NLET, hik, Defense
Center A" SIEEE D syslog XY £—P THEETIET,

May 24 09:37:10 172.16.31.206 SFIMs: Correl ati on Event:

Correl at eTCP80BI ock/ Correl ati onPolicy at Sun May 24 09: 37:10 2015 UTCConnection Type:

FireSI GHT 172.16.50. 50: 49415 (unknown) -> 172.16.32.1:80 (unknown) (tcp)

— D EBE T Defense Center l&, ISE (CX 9% REST API ( fgs# ) FOH L ZFERALET. Chid
HTTPS v < 3> T&'). ( Secure Sockets Layer (SSL) 7554 > H KU PAN EIRZHE
DwEREZFEHL T ) Wireshark TEBILTEET,



120 142,16, 31, 2068 142,16, 31 . 20 Liw] b Client Hella

121 1/2.16, 31 . 22 154, 16,31 . X6 L 6 https = 22046 [aCd] Seq=1 Ack=h1E win=1651E [an=0 |Sva =01 | Secr=3 220010
15 182016, 20 2000 15216, 31 . 500 (42 A5 [P segnert of a reassenbled POUL

174 177218, 2 s 152,016,316 | 5wl 681 Server Hella, C=rtificats, Certificete Hequest, Server Hello Done

124 175216, A0 157, 168,21 . A0 £ Eh QHDSE = nhips [acs] Se=alE Ack=12449 Win=1/"05 Len=0 TSyal SSCAHDDE TSecr=2Ea] RS
128 172,16, 3 . 2% 152,16, 31 . A0 g SH QEGSS = qbips [ACE] Seq=31H sck=REsd Win=SD4ED L en=D TSyal=SEAHDIDE [hsor=ERlatES
126 1/72.16,.31 . 2% 172,16, 31 .5 [ Sh dR0eS = hbips [ACK] Seq=51H Ack=E2512 Win=24795 | en=0 TSvnl SSEAHDNDE Theor=3E01 RN
127 172,16, .20 172.16.31.: 1 5wl a3 Certificele, Clienl Hey =schange, Chamge Cipher Spec, Finished

178 1770830 20 171,310 T g 73 Charge Cipher Soer

175 1721631 .20 172.16.31. T 5wl 19 Finishsd

130 172,163 .206 172.16.31. TCR G OABGSE > Hllps [ACK] Seq=BR6 Ack=3571 Win=RE295 L en=D TSwdl=SPRRN07 Thucr=301634657
13 172.16.31 . 200 172.16.31. TR A hilps = 48046 [ACK] Seq=2571 Ack=1CHS Win=17750 Len=0 TSea]=389166000 TSecr=97200111
136 172.16.31 .20 172.16.31. HTT=7 5 473 RKTTRS1.1 200 0K

F Ld T L T L T El T

Sucare Sockets |ayer
M5l Recasd Layes: dpplocation Data Frotacal: Boip
Canlert Tyae: Appt icalion Data (2F)
Warsicny T 5 1,0 [OxC307)
Lenglis 724
Frorypled dpplicalion Delar = lee28lsa3ee TE3SGne 9 e a2 9 d 2 cidai o 11 deh 7es,
- Hyperlesl Transler Sraloeet

TE: dellaie,geipg=l. 2550
Cormnsclicn: TE, class=hryn
I dutharizazion: Basic YWRLaWdES haXa Tz
Hest: 1721831, 205y
Ugar_fpanT: Libwasw-perl /6. 05
K]
Call reduest LRT: hitp: /01720 16,31 2020 e fensQua -ant ineby T20 172, 1550, 50]

GETERTIE, WEBEDIP 7 RL A (172.16.50.50 ) N"EEh, TORANN ISE (C&k V)t
EhET,

BEAEEICRTE AL EHER TS0, [Analysis] > [Correlation] > [Status] ICBEILE T

o

Conteak Eaplossr  Conneschioes ®  Bebresions e Rles®  plosts e Alses e Velneebilese  Correlstien o Simtus Custom v Sesnih

Bockrmart Ths Paga

Remeaediation Status

| JFHA
iz Swarch Conwrs res (EE Search

|, D= Aembdinlon Hust - Bl = Rul = Bl e

B UL B8 L fa: S v P S T o vl son Felics o vel wied! P S8 o o’y | caveecr of rerescali

. RLEg-pe | (LD i S0ay 1P Rve] L v prioen Pl el e -y SLCCecehy | COgEriph of remeqarie
g 1 of i Cis plpwing rows. | =T of ¥ rows
Wi Db
il bl [eee &l

ISE XIBBE%ZRITL., CoA ZEETS

ZDERBET, ISE @ prrt-management.log \=, CoA ZAE TR MHEN HD N BHEIhET,

DEBUG [RM TCP Connection(142)-127.0.0.1][] cisco.cpmprrt.inpl.PrRTLogger | npl
-::::- send() - request instanceof D sconnectRequest
clientlnstancel P = 172. 16. 31. 202
clientlnterfacel P = 172.16. 50. 50
portQption = 0
server| P = 172.16. 31. 100
port = 1700
tinmeout =5
retries = 3
attributes = cisco-av-pair=audit-session-i d=ac10206400021000555b9d36
Calling-Station-1D=192. 168. 10. 21



Acct - Ter mi nat e- Cause=Adm n Reset

S84 L (prrt-serverdlog ) IC&KV), Y>3 (ASA) ¥ T35 NAD I, CoA D
terminatemessage A" EEENE T,

DEBUG, 0x7f ad17847700, cnt x=0000010786, CPMSessi onl D=2e8cdb62- bcOa- 4d3d- a63e- f 42ef 8774893,
Cal | i ngSt ati onl D=08: 00: 27: DA: EF: AD, RADI US PACKET: Code=40 (
Di sconnect Request) Ildentifier=9 Length=124

[4] NAS-1P-Address - value: [172.16.31.100]

[31] Calling-Station-1D - value: [08:00:27: DA: EF: AD]

[49] Acct-Term nate-Cause - value: [Adm n Reset]

[55] Event-Tinestanp - value: [1432457729]

[ 80] Message- Aut henticator - val ue:
[ 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00]

[26] cisco-av-pair - value: [audit-session-id=ac10206400021000555b9d36],
Radi usd i ent Handl er . cpp: 47

ise.psc I, RDELSEBHNEEELET,

INFO [admi n-http-pool 51][] cisco.cpmeps.prrt.PrrtMnager -:::::- PrrtMnager

di sconnect sessi on=Session CallingStationl D=192. 168. 10. 21 Fr anedl PAddr ess=172. 16. 50. 50
Audi t Sessi onl D=ac10206400021000555b9d36 User Nane=ci sco PDPI PAddress=172. 16. 31. 202

NASI PAddr ess=172. 16. 31. 100 NASPort | D=nul | opti on=Port Def aul t

[Operations] > [Authentication] IC# &9 % &, [Dynamic Authorization succeeded] A"&RRE N
F9'TI,

VPN 2y < a> e hsd

ITRI—HREEY I ENTVD L ZRILEHICEBHNEZEAEFELET
( 802.1X/MAB/TANERRIVA VL ADBE, COTOLAERH ).

@Ciscu AnyConnect Secure Mobility Client | = | =] | 0 |

b & v
The secure gateway has terminated the VPN connection.
The following message was received from the secure

172.16.31. 100 - Connect

2 ®

Cisco AnyConnect % @ show 1Y > RDEE4A -

10: 48: 05 AM Est abl i shing VPN. ..

10: 48: 05 AM Connected to 172.16. 31. 100.

10: 48: 20 AM Di sconnect in progress, please wait...

10: 51: 20 AM The secure gateway has term nated the VPN connecti on.

The foll owi ng nessage was received fromthe secure gateway: COA initiated

FOEAFR (RlE) DH5 VPN Y>3y



always-on VPN A'SREE N TVB E®H, HLLWEYZIaUHFBESICERENET. SHEIEE. IR

fE&ZxY ND—0 7Ot A%ZRM TS ISE ASA-VPN_quarantine L—ILAFEY NLE T,

mﬁul"ﬂhﬂﬁfl‘nlﬁ o K Aduplive Molwork Cenliol PMIE TR

dlarnrdnurad Suppleants ! M zcontigured hatweark Dedees 7 RALILS Drops Slark Stoppa
Lo} o o o
Ei] Shum Lue Scuuionu :_ Az or Perzwe Csluirrs - '\-J:-\*\- ad vk ﬂ Rusel Pepeal Zounks Pelreuh ?r_,]
e . status Det. |Pepeat b ety =ndpuirk 1L ‘ sathorzator ooy | suthoration Predies . bBvent
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Z: Bl{E® RADIUS ERT DACL XU O—REIET,

TIOEANBRSNTVWES Y 3> ICDOVWTIE. show vpn-sessiondb detail anyconnect ® CLI 1

R RZeFEAL T, ASA THRTEET.

asav# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane : cisco I ndex : 39

Assigned IP : 172.16.50.50 Public IP : 192.168.10. 21

Pr ot ocol . AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Bytes Tx : 11436 Byt es Rx : 4084

Pkts Tx : 8 Pkts Rx : 36

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : POLICY Tunnel G oup : SSLVPN FlI RESI GHT

Login Tinme : 03:43:36 UTC Wd May 20 2015

Dur ati on : Oh: 00m 10s

Inactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400027000555c02e8
Security G p : none

DTLS- Tunnel :
<some output ommited for clarity>
Filter Nane : #ACSACL#-1P- DENY_ALL_QUARANTI NE- 5561da76

NZTNSa1-F42T
COEVZIVTR, BEORZ TN 1—FT 1 JICRIDERERBELET,
FireSight ( Defence Center )

ISEBAVUT NIRODBIAICHYET,

root @ef ence:/var/sf/remediations/I1SE 1.3.19#% |s



_lib_ ise-instance ise-test.pl ise.pl nodule.tenplate
— NIFIZEZE SourceFire (SF ) OF VI BT RATLA%RERT2EEL perl ROUZATE, &
ENRITEND &, Nvar/log/messages THREREMIBTEEXT,

May 24 19:30: 13 Defence SF-1Ms[2414]: ise.pl:Sourcel P-Renedi ati on [INFQ [2414]
quar _i p: 172.16.50.50 (1->3 sid: 1) Starting renediation

May 24 19:30: 13 Defence SF-1Ms[2414]: ise.pl:Sourcel P-Renedi ati on [INFQl [2414]
quar _i p: 172.16.50.50 (1->3 sid:1) 172.16.31.202 - Success 200 OK - Quarantined
172.16.50.50 as adnin

ISE

ISE EOBERBEZY NTD—J4IHY—EAZBMCTBIENEETT., F02/44L 7T7OEAT
#7207 ( prrt-management.log & prrt-server.log ) &R~ 9 %2k, Runtime-AAA @ DEBUG
LRILZBMCTIREN BYET.,. FNYTZBMZT S, [Administration] > [System] >
[Logging] > [Debug Log Configuration] [CEEL £9,
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https://tools.cisco.com/bugsearch/bug/CSCuu41058

-IPSpxLog P7V =232 & ® ISE )N—2 22 1.3pxGrid &

. Cisco Identity Services Engine EBEHA K, VDU—R 14-BREEZXY NDO—O HfIH—E
ADRE

. FCisco Identity Services Engine APl U7 ZL A HA R, V=R 120 ® "BSEE XY b
— O H#HY—EADERTE

. _TCisco Identity Services Engine APl Reference Guide, Release 1.24 ® "Introduction to the
Monitoring REST APIs 4

. Cisco |dentity Services Engine EBEH A K VIJ—2Z 1.3
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//www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/118688-technote-pxlog-00.html
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_01101.html
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//www.cisco.com/cisco/web/support/index.html
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