ISE 2.0: ASA CLI TACACS+ RBEES KT IV
RE8T O E Bl

=PA

FELU®IC

Bl R SRt

EZ#®
FEAIBZAVR—F b

B

BXE
FYRI—=TUK

B

ax rE

PRI B LUV ERAINEH D ISE DERE

XY RD—=0 FNAADE

1—Y 1D IIN—7DE’E

I1—HYnEE

TNAREBY—ERADEML

TACACS N R Y NDERE

TACACS Z7O7 7 A )L DERFE

TACACS AR 2 —DFRE

FABLVRADESHD CiscoASA 77 AT I #—)LDE/RE
B

CiscoASA 77 AT I #— )l DR

ISE 2.0 D #&EE

NSTNa—F12F

B E 3R

Cisco HAR—h X1 "5 1 - $3EXEE

B=

CORF I X NTIE, Identity Service Engine ( ISE ) 2.0 SABEZ &L £ Cisco BALEEF 2 1)
T4 TTTA4T A (ASA) IZ TACACS+ RIS KAV RFAZRET D HEICDOVWTEHA
LET, ISElFR, 1—Y, X2, JIL—T, IVRRAVKNBEEDIVY—-RAERETIEHIC
A—AILIDANTZFERALET,

Bl SRAF
B

ROERICEIAHMBIERENET,

\I

cASATTATOF—=I)ANEEICHEL TVWD L
. ASA & ISE B #E&:
ASEH—=NHFT—RARSYTEhTVWBCZ E



AT R-F2 N
ZORFIXYNOBERIE. ROYTRTITEN—RIITON—DIAVILET<EDNTT,

- Cisco Identity Service Engine 2.0

- CiscoASA V7 hox7 )J—R95(1)
RTEDRRIE, BEDTRREILHDITFNAAILESTVTERETINEZENTT, CcORFIXY
RTEATZIXNTOTFNA AR, 91 (F72)N ) BEDRELASEHLTVWET, HEF
NDERY ND—DUTHXEZITSIHE., ANV ROBEBICODVTTHICEBBLUESATHELTLKE
=L\,

REFIXDNREOFME, ZRAATI_HANTAYTAOREES 25RLTEE L,

E

CORENEBEBFRXDESTT,

%I%II

.RNEID ARNTZEZNLTssh I—H%5BET S
.ssh A—H%ZFBAILT, I—YHFOT A RBIZBEEXEC E—RICAD&LSICTS
CRIEEDLESH ISEIC, RITENEOV RZH#EEL, RETS

XY ND—IR

Network ISE Server
Administrator 10.48.17.88

ASA Firewall
10.48.66.202

BRE


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

RS LTRTD=HD ISE DERE

2BEOI—YHFERESNET, administrator 1—H (&, ISE @ Network Admins O—AJL ID &
W= DOAN—TF, COI—HFEIXTOCLI#ERZFE>TVWET, user 1—HIk. ISE
@ Network Maintenance Team 01— ID I —TOX>N—TF, <OI1—HE, show IV
Y REpPIng DHERITTEXT,

XY RND—U FNAADEM
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ciscoasa(config)# username cisco password cisco privilege 15
2. TACACS H—/\D ISE ZE&L., 1>2—7I4A4 X, ZOKIIL IP 7 RL A, tacacs ¥+—%
BELET,

ciscoasa(config)# username cisco password cisco privilege 15

EH—NF—RFISET—NTUREELLEEOE—HLTVEIRENFHVET,

JRIERTLSIC, aaa AIX Y R IC&V), TACACS H—NDREFREMZT AR LET,

ciscoasa# test aaa authentication ISE host 10.48.17.88 username administrator Krakowl23
INFO: Attempting Authentication test to IP address <10.48.17.88> (timeout: 12 seconds)
INFO: Authentication Successful

BOIN ROHATEE, TACACS H—/\NEEFEETHY), I—NFEEICRIEchil L%
RLTVWET,

4. RICRT KD, ssh o TSR, EXEC A, OV RFT%ZH/ELEXT, aaa
authorization exec authentication-server auto-enable (Z & V). BEIR(C 454 EXEC E— RIZAY)
£,

ciscoasa# test aaa authentication ISE host 10.48.17.88 username administrator Krakowl23
INFO: Attempting Authentication test to IP address <10.48.17.88> (timeout: 12 seconds)
INFO: Authentication Successful

F: EREOOR I RICK 2T, ISE TRIANETEA, I—UNEZICEBET—RICAY,
AR REBAINMTHNET,

5mgmtA4 > E—7IAATHshh ZFATLET,

ciscoasa# test aaa authentication ISE host 10.48.17.88 username administrator Krakowl23
INFO: Attempting Authentication test to IP address <10.48.17.88> (timeout: 12 seconds)
INFO: Authentication Successful
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ssh LE¥ 9, Network Admins 7/ )L—7"A". ISE T ShellProfile & PermitAllCommands 1< > R
Yy NCXYETEhES, JINT7IORZHREIZDINREETLET,

EKORNEYC-M-KO04E:~ ekorneyc$ ssh administrator@10.48.66.202
administrator@10.48.66.202's password:

Type help or '?' for a list of available commands.
ciscoasa#

ciscoasa# configure terminal

ciscoasa(config)# crypto ikevl policy 10
ciscoasa(config-ikevl-policy)# encryption aes
ciscoasa(config-ikevl-policy)# exit



ciscoasa(config)# exit
ciscoasa#

2. TV AR ®HBDI—HIDIIL—TICBT user& LT, ASAT77ATJA4—)LICssh LE
T, Network Maintenance 7' )L—7°#", ISE T ShellProfile & PermitPingShowCommands 1<
YREYRNIRYVEVTENET, FEOIN REEITL T, show & ping X RO IKAF
TENDEZRAELET,

EKORNEYC-M-K04E:~ ekorneyc$ ssh user@10.48.66.202
administrator@10.48.66.202's password:

Type help or '?' for a list of available commands.

ciscoasa#

ciscoasa# show version | include Software

Cisco Adaptive Security Appliance Software Version 9.5(1)
ciscoasa# ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/24/30 ms
ciscoasa# configure terminal

Command authorization failed

ciscoasa# traceroute 8.8.8.8

Command authorization failed
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H015-08-19 13:42:04.886 B o  Sdministrator Autthorization Tacacs_Defaul >> ASAPermitARCommands Joirg
SONE-0E-15 134802575 Q administrator Authorization Tocas_Defaul = AGAPRTMILARCOMIMands Joy
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Message Text Failed-Attempt: Command Authorization failed
Usermame uSer

Authorization Policy Tacacs Default >> ASAPermitShowPingCommands
Shell Profile
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Command From Device traceroute 8.8.8.8
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