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— = Radius
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Group Policy Management Editor

File Action  Usew  Help
e A = HE T kS Specily intranet Microsoit update serice location [- [= [T
1 Security Canter - ifw irtanet Mo date lorati
| Sareerfor S H Specify irtanet Micrazaft update sensce locatinn | Prime Eel-hng | | Nmﬁetﬁng
_| Shutdoom Oplions
| Snart Card ) Mat Carfigured Carnment; #
| Saund Recakder
__I () Enabled
2| Sy wour setlings
I ] Tablet PC 1 Diisabled -
= toat Fubvdul i Supmorted ani | arjoger Windows 1P Mrofessional Sandce Pack 1 or Windows 2000 Sandce Pack 3,
] Mind o Calendar ezt luding Windows RT
T Windows Color Syster il
7| Windoews Custarner E o
. w0 Helpx
pe L indoews Defender bt -
B YHindowws Error Keporl — - ——
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1 Windoas Logon Oprti ) update corpputers onyour netior
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T Wind o Pausesihel serverfram which the &utarnate Updat:_s client detects and
| W¥indows Beliabaly & dnmaloads updates, and the serarto waich updated
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) SAITIE J2NgEr
O Windowws Remote She
| Wind o Updats B I the statug i5 set bo Enabled, the Suetornatic Updates client
| Work Falders = comaects 1o the specified intanet Microsoft update serice,
1 Wadkplace Inin instead of Windaws Update, to search far and download
*al Settans updates. Enabling this setting means that end wsers in your
. " Al 2t g organization doa't hivae bo go through a fireaall to ger updates,
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| Windows Update

Turn on recommended updates via
Automatic Updates

Edit policy setting

Reguirements:
At least Windows Vista

Description:

Specifies whether Automatic Updates
will deliver both important as well as
recommended updates from the
Windows Update update service,

When this palicy is enakled,
Autematic Updates will install
recommended updates as well as
important updates from Windows
Update update service.

When disabled or not configured
Automatic Updates will continue to
deliver important updates if it is
already configured to do se.

setting

|=| Do not display 'Install Updates and Shut Down' option in Sh..,
iiz| Do not adjust default option to 'Install Updates and Shut Do...
liz| Enabling Windows Update Power Management to automati...
li2] Always automatically restart at the scheduled time

| Configure Automatic Updates

|=Z| Specify intranet Microsoft update service location

|==] Automatic Updates detection frequency

|==] Do not connect to any Windows Update Internet locations
|==] Allowe non-administrators to receive update notifications

|==| Turn on Software Motifications

|2 Allowe Sutornatic Updates immediate installation

5] Turn on recommended updates via Sutomatic Updates

li| Mo auto-restart with logged on users for scheduled automat...
iiz| Re-prompt for restart with scheduled installations

liz| Delay Restart for scheduled installations

liz| Reschedule Automatic Updates scheduled installations

|=Z| Enable client-side targeting

|=] Allowe sigred updates fror an intranet Microsoft update ser..

State
Mot configured
Mot configured
Mt configured
Mot configured
Enabled
Enabled
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
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Microsoft Active Directory (AD ) AE 21— AT FICEI<KRAF Y RUS—ZFHATESR
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ASA
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T (HMICOVTRCORFIXS RTRIHBALELA ),

RIZREGZRLET,

interface G gabitEthernet0/0

namei f out si de

security-level 10

ip address 172.16.32. 100 255. 255.255.0

interface G gabitEthernet0/1

namei f inside

security-level 100

ip address 172.16.31. 100 255. 255.255.0

aaa- server | SE protocol radius

i nteri maccounting-update periodic 1
dynami c- aut hori zati on

aaa-server | SE (inside) host 172.16. 31. 202
key cisco

webvpn

enabl e outsi de

anyconnect - essenti al s

anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

group-policy POLICY interna
group-policy POLICY attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel - group SSLVPN type renpte-access
tunnel - group SSLVPN general -attributes
addr ess- pool POOL- VPN

aut henti cation-server-group | SE
accounti ng-server-group | SE

def aul t - group- policy PCLICY

ip local pool POOL-VPN 172.16.50.50- 172. 16.50. 60 mask 255. 255. 255. 0
ASATTUVEAVARNERETDCENEETT., cOTFIVEAVANE, (FERI-FDZ
BIE)ISEANVRALINTRIRBENHBDRNT 74V VZHBTREHICEARAEINET,

access-1ist Posture-redirect extended deny udp any any eq donmin
access-list Posture-redirect extended deny ip any host 172.16.31. 103
access-list Posture-redirect extended deny ip any host 172.16.31.202
access-1ist Posture-redirect extended deny icnp any any

access-list Posture-redirect extended pernit tcp any any eq ww

RN —HDBE, FTENTWBRS T4 Y IR RXAY Z—L T AFLA (DNS) ., ISE,



WSUS, & & T Internet Control Message Protocol (ICMP ) RS 74 Y U1EFTY, TOMOL
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ISE

3: AnyConnect4 Z7OEZ I ZVJERAFFIZOVWTR, CORFIXMNTRERBHHAL
FHA. ASAERY RD—U FINAAELTEREL., Cisco AnyConnect7 7 7' )r—=<
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1.3 OfE : FZEH, ZZRBLTLLEEV,

WSUS ORAF v &5
WSUS DRAF Y EEZRETDICE., XOFIEZEITLET,

1. FRIL—ILZERT S =%, [Policy] > [Conditions] > [Posture] > [Remediation Actions] >
[Windows Server Update Services Remediation] [CE&L £ 9,

2. [Microsoft Windows Updates] 22 EE A" [Severity Level] ICEREENTVD L ZBRBLE T,
COREICKY, BETOLANHBRENTVEILESHERHTEDLSICBEYET,

Microsoft Windows Update Agent A" WSUS (IC##t L. Z&& PC IZ4 > A M— )L A &% [Critical]
EH7TOTSLNGZINESH ERIBLET,

¥ Authenlicalion |GJ Authorization |,a;., Profiling |$.I|' Posbure | [ Client Provigioning | = TrustSec .-_i' Palicy

Dictionanes Conditions I =10

Windows Server Update Services Hemediabions List > WSUS-Remediation
Results ) ] _ _
Windows Server Update Services Remediation

( o

o NEI‘I'|E| WSUS-Remediation | £
= - Dcsl:,riph'{:ln|
¥ [ Autheniicaticn Remediation T1,r|:ue| Automatic -]
» [ Authonzeton |I'I|.t:n-'1'||| 0
: E :;f: Retry Count| 0
v BS Ramsdisbi Acfions Validate Windows updates using ) Cisco Rules (8] Severity Leval
_h-. ———— Windows Updales Severity Level| Critical -|
h‘. A Remediation [ Update o latest 03 Service Pack
{3 Fiie Romadiation windows Updates Installation Source () Microsoll Server (8) Managed Server
{3 Launch Program Remediation Ingtallation Wizard Inlerface Seting () Show Ul ) Na Ul
i3 Link Remediation Save Raset

H'. Paich Management Remediation
!,"._ Windows Server Update Services Remediation
¥ Windows Lipdate Remediation

= Reguirements

WSUS ORAF v EH

FRIL—IL&2EKT B8, [Policy] > [Conditions] > [Posture] > [Requirements] ICEEL £,
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([Criticall EF 7’ O 5 A ) O&MHZHETSHHIC, WSUS ICEHELET,
CORBIC—HITZEHEE, TOPCIKLTREREENTVWAREHRI OIS LN WSUS ICKVY 1>
Ah—=LlEhET, ChICERERELRIINFBVEHR O LZRF LU, H5PB2 X1 TDOE
M7O0ZLNFEENET,

Requiremenls

Mame Operaling Systems Caondilions Remedialion Actions
Any_AS_Definition_Mac Mac OSX ANY_as_mac_def AnyASDelRemeadiationil
ac
Any_AV_Installaton_Win ‘Windows All AMNY _av_win_inst Message Text Only
Any_AY_Definition_Win ‘Windows All AMNY_av_win_def AnyavDefRemediation\Wi
n
Any_AS_Installation_Win Windows All AMY_as_win_inst Message Text Only
Any_AS_Definition_Win Windows All AMY_as_win_def AnyASDeMemediationVWi
n
Any_AV_Installation_Mac Mac 05X AMNY_av_mac_inst Message Text Only
Any_ AW _Definition_Mac Mac OSX ANY_av_mac_del AnyivDefemeadiationk
E 1=
Any_AS Installation_Mac Mac 05X ANY_as_mac_inst bessage Text Only
WsUS Windows All pr_WSsUSRula WsUS-Remediation
AnyConnect 7O7 7 1)l

RAF¥ ED2—)L 7O77A4)L& AnyConnect4 7O 7 A )L &FREL ET ( "AnyConnect
4.0 L ISEN=23>2 1.3 DG - BEH, 258 ).
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B Authenlication IEH Authorization I_._';' Pradiling B Posture LF,,. Clienl Provisioning |=—‘ TruslSec ' Policy Elemants
Dictionaniss Conditions

Besults
( 2)

Hw = w
r - -

5] Authertication * Select AnyConnect Package: | AnyConnectDesktopWindows 4.1.2001.0 -

Anyionnect Configumbon = AnyConnect Condiguration

| Autharization

(5] Prating = Configuration Mame: | AnyConnect Configuration |

£ Posture

|| Tl Provisinnig Descriphon:
i= Resources

v | TrustSec

¥y v w W

4

Description Value

* Compliance Module | AnyConnectComphanceModuleWindows 3.6.5«

AnyEonnect Module Selection
IZE Poslure
WEN
Metwork Access Manager |
Weh Secundy [
AMP Enabler [_]
AsA Posture |
Slart Before Logon |

Dimgnostic and Repering Tool ||

Profile Ssl=ction

* ISE Posture | AC4 profile -

VPN | -

9Z4F> N 7OEDAZUT -

AnyConnect 7O 7 7 4 )L D A" T & =5, [Client Provisioning] RU>—ASZO7O7 7 A
ILESRBRTEET,

7 Home  operstions |+ Palicy | = Gunat dccess | v Admintsimadion | 1

|2} Awilhanbcation | Awthorzation [4] Predling |7 Poslure [&] Trusizec s Falicy Elemnenls
Client Provisioning Policy
Diafing tha Clignl Provisiening Policy o debermme ahal aeens will receive upon kie ard wssr ssesion inidalivn:
For Agent Conhigurabion: versicn of agsnl, agenl predle, agent comphancs module, ardior agesni cuslomizabion package.
For Natws Supphcand Conbgurabon: wizard prohle andsor wizard. Urag and drop nules o change the order.
b4
Rule Mo Klgnlily Groups Ciparaling Syalema CHisar Carsditiong Fa=uille
ﬂ AT T ANy Wirsdoes Al i Condilieniah thar AnyCannael

Configuralion

T7VT—2a B EREN T RRAUVNIAVARN=ILEh, T RKRA > M [Client
Provisioning] R—Z ) R—=ZICVRX AL I REND KSRV ET, AnyConnect4 K7 v 7Y
L—Reh, BMOED 1= (RAF¥ )NFAVAR=IENDENBYET,

A7 07 7 14 )L ( Authorization Profiles )



Client Provisioning 7O 7 7 A ILAQOUR AL VMO EOORAZ7O7 74N ZERLET,

|*u Authendcation ||:||_‘ Authornzation _._-L'M Frofling |'_'."ill Posaurs El Client Prowisioning |:‘, Trusts=c -5. Fuolicy Elements
Dictionaries Condilicns

Authorizatlon Profiles = Poshure
Resulls
- Aunthorization Profile
> ame [ |
— " Namwe wture
L 1':: s Ll=F
¥ 5] Authsmicaton Description |
= Authamaton * hiwers Tw [ACCESS ACCEPT *|
¥ [ Authoreaion Profies
= . sk
+ [ Downioadabis ACLs Fanvice Tampla
v [ Iniine Posture Node Frofles
v [ Frofng
L _.P‘!'I"J."I'.
v | Slant Froviiedng » Common Tasks
L]

TiEt e
—

WLAM

“aloe Domaln Permisslion

¥ Web Redirection CEWA, MEM, MSE, TPF)

Client Prosisioning (Posture) = ACL - Poshure-redirect wales | Client Provisioning Portal =

RURA

BRFFEAIL—ILZRLET,

Authorization Policy

Dafne he Aulhorizalicn Palicy by configuding rules basad o idenlity growps andfor atfier condilions. Drag and drop adlas o change e order.
For Policy Expor go bo Administration = System = Backup & Restors = Policy Export Page
First Matched Rule Applies v|

b Exceplions (0)

o
oLandard

Statis Rule Mame Condiions (idenlity gréups and othar condiions) Parmisaians

(%]

ASANPMN_guaranting Session PoslureSalus ECUALS Unknown Sassion PogluieSiatus Poslura
EQUALS NonCormplianl

ASAVPM_compliant Session:PostureStarius EQUALS Compliand PermitAcorss

&AIC ASA-VPN_quarantine )L =LA ERENET, TOHER, [Posture] BAZOT 7 A ILA
REh, T2 RRA2 D AnyConnect4 ( RAF ¥ ED1—J)LFE ) 7O0EZ3aZ>J0kd
I Client Provisioning R—ZJ)ICUA AL I RENET,

YT D E, ASA-VPN_compliant )L =LA EREh, 7L XY RND—0 FORANFAEhE
ED

CCT, RENELKBBELTVWACLZRIITHEHICHEATESERERHELET,



GPO RV —HE#ME hi=PC

PCHARXANCOTA 2 LIEERT, RXA2 RUS—EWSUSREREZT Y 1THHENHY)
£, chlk, VPN EYZIVOBIUG (TINAT N R)ICETTEH. £ [Start
Before Logon] #48E ( < DH#EEIE 802 1x BRR/DA VL A T UV AICEFERATEE ) Z2FEAL TV
PHEREIRICKRITTEET,

Microsoft Windows 754 7> NORERENIEL VEE. < hik Windows Update DERED S K BR
TEEY,

| | « System and Security » Windows Update » Change settings - | +3 | | Search Control Panel

Choose how Windows can install updates
iﬁl Some settings are managed by your system administrator. More information.

When your computer is onling, Windows can automatically check for important updates and install them

using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?

Important updates
L\T Download updates but let me choose whether to install them
Install new updates: | Every day at |9:00 AM

Recommended updates

Give me recommended updates the sarme way [ receive important updates

Who can install updates
[¥] Allow all users to install updates on this computer

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy staternent cnline.

MBEBEIIBLUT, IN—=TRIUS—FTZ U N (GPO) EH & Microsoft Windows Update
Agent —N\#&HZFEATEET,

C:\ User s\ Admi ni strat or >gpupdate /force
Updating Policy...

User Policy update has conpl eted successfully.
Conputer Policy update has conpl eted successfully.

C: \ User s\ Adni ni strat or>waucl t. exe /detectnow

C.\ Users\ Adm ni strat or>



WSUS THOEEZEH7OT 5 LADER

AR7OtRAR. 94T FANE—TT14 2V T2RATEXRT,

=1 Update Services
&7 File  Action  View Window Help

«= E =

ﬁ Update Services Security Updates ({5 updates of 395 shown, 1085 total)
4 55 WIN-LTB0ZKSCFOU _
4 51 Updates Approval: Ary Except Declined ~ Status: Any ~ () Refresh
ﬁ[ All Updates 1 Title

Ifs... Spproval
Security Update for Windows 7 forx64-based Systems (KB300048%) 100%% Install (273

& Critical Updates
&1 Security Updates — _
ST WYSUS Updates ecurity Update for Windows 7 (KB3000423) 100% Install 2/
4 B¢ Computers
4 B¢ Al Computers
¥ Unassigned Corny % To approve an update, select the group from this list of groups, click the arrow;, and ¢
¢ Computer-Updat ¥ of approval.
% Dowenstrear Servers

£# Synchronizations Cornputer Group Bpproval Deadline
&l Reports & 7 &1 Computers Mot approved  MAA
| Options I_Ir'|a.~'--.-'-i-_qr'|fu:i Computers Install Mone
E Cormputer-Updated Install Mare
< | m

l@ The selected update does not suppart rermowal.

MBEIZHUT, wuauclt 2 ERALTLAR—NEBEELET,

WSUS TMH PC AT— X AN

RDEKE, WSUS TDO PC AT —RADHERFEZRLET,



Action

= 5=

31 File

,ﬁ Update Services
4 3] WIN-LT802K5CFaU
4 E Updates
551 Al Updates
& Critical Updates
&) Security Updates
&1 WIS Updates
4 K Computers
4 & Al Cornputers
&4 Unassigned Comyg
£ Computer-Updat
@ Dowmnstreanm Servers
& Synchronzations
&l Reports
_Enl Options

Wiews  Mindow  Help

All Com puters

i1 cornputers of 2 shown, 2 total)

skatus Ay = [} Refresh

IP Address
192.162.10.21

(1 Mame

A admin -pe-example com

admin-pc.example.com

Ciperating System

‘Windowes 7 Profes..,

Insta.. Last Status Report
o BT2015 1241 A

Status

B Updates with errors: 0
1 Updates needed: 1
I Updates installed/not applicable: 1035
I Updates with no status: ¥

Group membership,

WSUS OREEFHIFICZ 1 DOEHTOAVTLNAVARN—ILENDBENFHY)ET,

VPN v 23> oL

VPN Y=< 3> 0mEIE,

Al -
Compuber
sf
Urnassigne
d
Computer

ASA-VPN_quarantine ISE 827 )L— LA EA & 1, Posture 57O
T7AIINHRENET, TOHER, AnyConnect4 DEFHERAF ¥ T2 a1—)L 7O a -
TDEHIZ, TVRKRKAVIIDSOHTTP RS T4V IOFVAALLIRNENET,
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| @ Device Security Check lE|

é a :“l'.tp'.-"'IiE].-i.E‘l!EI."I‘IFI-lE'.CDm.'ﬁ-l-;-:i,-"PCiTa!,-'k_|IE“|T|-'rC.' sionStart.action c " oogle .-D E" "’ 'ﬁ‘

ciai]ua

cISCOo Client Provisioning

Device Security Check

Your computer reguires secunty software fo be installed before you can connect to the network.

2 Detecting if AnyConnect is installed and running...

Connected to SSLVPH-ASA.

SELVPN-ASA

COBATASANEYS3Y ATF—RARF,. HTTP RS T7AYIDISEADIUAALLIKNCH
WTT IV EAERNFIRENATWVWACEERLET,

asav# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detail ed

User name . cisco I ndex . 69
Assigned IP : 172.16.50.50 Public IP :192.168.10. 21

<...sone output omtted for clarity...>

| SE Post ure:

Redirect URL : https://iseld.exanpl e.com 8443/ portal/gateway?sessi onl d=ac101f 64000
45000556b6a3b&por t al =283258a0- e96e-. . .

Redirect ACL : Posture-redirec

RAF¥ TED2A1-ILHFISELSKRKIS—ERFELBEERTIS

RAFY EDZ1-IRISELSRUS—ZZITEVY) ET, isepsclog T/NY TIZkY), RAF
Y ED1I-NICEBENLEERHNI RENET,

2015- 06- 05 07:33:40,493 DEBUG [portal -http-servicel2][] cisco.cpmposture.runtine.
Post ur eHandl er I npl -:cisco: ac101f 6400037000556b40c1:::- NAC agent xni

<?xm version="1.0" encodi ng="UTF- 8" ?><cl eanmachi nes>

<ver si on>2</ver si on>

<encrypti on>0</encrypti on>



<package>
<i d>10</i d>
<nane>WsUS</ nane>
<version/ >
<descri ption>Thi s endpoint has failed check for any AS installation</description>
<type>10</type>
<opti onal >0</ opti onal >
<pat h>42#1</ pat h>
<remnedi ati on_t ype>1</renedi ati on_t ype>
<renedi ati on_retry>0</renedi ati on_retry>
<renedi ati on_del ay>0</r enedi ati on_del ay>
<action>10</acti on>
<check>
<i d>pr _WBUSCheck</i d>
</ check>
<criterial>
</ package>
</ cl eanmachi nes>

RAF¥ ED2—=)INNJAH—IZ%V), Microsoft Windows Update Agent A" B B1#9(Z WSUS (Z
BEBHL, WSUSARUS—DOREICR>TEH/O07FL2FVO0—RLET (IXNTI—HY0D
NABLUTCEHBNICERTENET )

@uvl ] » Control Panel ¢ System and Security ¥ Windows Update - H-| | Search Control Panel 2
£ NAC Agent WSUS Updste L]

;I The updates are being installed

Installation status: computer.

Initizlizing installaton. .. dome! -
Installing Security Update for Windows 7 for x64-based Systems (KB3000:433) (update 1 of
1)..

View update history
Ern administrator
es from Windows Update

bility Client = =HIES

Installimg:

. Cancel |

L System Scan:
Updating requirement 1 of 1.
-

See also

- 0%

Installed Updates
"3. Windows Anytime Upgrade

0 0

A -MOEHT7OTZLTR., SATLZBEDIZDHVENHYVET,
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@luwl"-_i ¢ Control Panel » System and Security » Windows Update - | H| | Search Control Panel D
. NAC Agent WSUS Update = L7
—

£ Installation complete
You must restart your computer for the updates to take effect.

computer.
Views update history

Ern adrinistrator

es from Windows Update

hility Client [o| =[]

(0 system Scam:
Updating requirement 1 of 1.
St

——— | 30%

See also
Installed Updates
g Windows Anytime Lpgrade
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AnyConnect RAF ¥ EZ 1 —ILICKWAT—2a U FERELTHRESNEET, UTOKS
BEEAANRTENET,



[ @]=]

@Uv| Y » Control Panel » Systemn and Security » Windows Lipdate - | -Hrl | Learch Conirol Pane!

©

Contral Panel Home .
Windows Update

Check for updates
Change settings = g q
. ) 5 Windows is up to date
View update history P i
i There are no updates available for your computer.
Restore hidden updates
Updates: frequently asked
questions Mast recent check for updates:  Today at 310 PM
Updates were installed: /2572015 at 11:59 AM. View update history
You receve updates: Managed by your system administrator
Check online for updates from Windows Update
@ Cisco Anannnact Secure Mobility Client = & [
l:umened b SELVPN-ASA,
SELVPM-ASA
Complant.
Sea also . Hetwork access allovwed,
Instalied Updates
“; Windows Anytime Upgrade

LAR—KAISE IZIEEE N, ISEAF RV —ZHFFMEL. ASA-VPN_compliant ZRIIL—ILIC—3
LET, ChickY, ZI XY RNT—D FUOEAN (Radius CoABHT )t 5chFEd,
h%zMEE T 52k, [Operations] > [Authentications] ICBEL £,

'1
gllmﬂn Fervices Engine < Home  Opsrabons | v Folicy | ¥ Guest Access T i siratan | *
E |- \uthsnacaione HE ity ] q:lﬂ'.'-ﬂl."'."ﬂ: Meteork Coniro ‘ Iraubleshool
Misconfgured Supplicarss 7 Mizconfigurad Metwork Dewces RADILS Draps F
0 0 0

[i] Show Live Sessions 58 Add o Remowvs Solernns = 9 Felresh  EF Resel Repast Counle

Time . Status Det.. |Repeat ¢ ldertiy 2 Authorization Follcy L suthorization Frofles| Event *

201%06-05 11:13213... B a ParmitAccass ymames Authonzabon succeedad
201506-05 11113110, . n a 0 clscg Session Stata is Postured
201540805 11:11:33.. a clsco Default == &5ANPN_guarartine  Posture Suthartication succeeded

TN T (ise-psclog) TEEHRAT—R A, CoA NUF—, BRUPRAF ¥ DREKREN R
ThET,

DEBUG [portal-http-servicel7][] cisco.cpm posture.runtine. PostureManager -:cisco:
acl101f 6400039000556b4200: :: - Posture report token for endpoint mac

08- 00- 27-DA-EF- AD i s Heal t hy

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtime. PostureCoA -:cisco:
acl101f 6400039000556b4200: : : - entering triggerPostureCoA for session



acl1l01f 6400039000556b4200

DEBUG [portal-http-servicel7][] cisco.cpm posture.runtime. PostureCoA -:cisco:ac
101f 6400039000556hb4200: : : - Posture CoA is schedul ed for session id

[acl101f 6400039000556b4200]

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtine.PostureHandl erlnpl -:cisco:
acl101f 6400039000556b4200: : : - DM PKG report non- AUP: htm = <!--X-Perfigo-DM Error=0-->
<l --error=0--><!--X-Perfigo-DrLogof f - Exi t =0- - ><!I - - X- Per f i go- Gp- Updat e=0- - >
<!I'--X-Perfigo-Auto-C ose-Logi n-Scr=0--><!--X-Perfigo-Aut o- Cl ose- Logi n- Scr - Ti me=0- - >
<I--user role=--><!--X-Perfigo-OigRol e=--><!--X-Perfigo-UserKey=dunmykey- - >
<I--X-Perfigo-RedirectUl =--><!--X-Perfigo-Show nfo=--><!--X-Perfigo-Session=-->
<I'--X-Perfigo-SSO Done=1--><!--X-Perfigo-Provider=Device Filter-->

<!I'--X-Perfigo-User Nane=ci sco- - ><! - - X- Per f i go- DHCP- Rel ease- Del ay=4- - >

<!'--X-Perfigo- DHCP- Renew Del ay=1- - ><! - - X- Perfi go- d i ent - MAC=08: 00: 27: DA: EF: AD- - >

DEBUG [ pool -183-thread-1][]cisco.cpm posture.runtime. PostureCoA -:cisco:

acl101f 6400036000556b3f52:::- Posture CoA is triggered for endpoint [08-00-27-da-ef-ad]

with session [acl01f 6400039000556b4200]

F /=, [ISE Detailed Posture Assessment] L’ R—KNT, AT— 3 HFERL TVWD Z & &2ER
TEXT,



Posture More Detail Assessment

Tirne Range: Fram O0S/E20/2015 12:00:00 AM to 0EF05/20L5 11:55:55 P
Generated Ak 2015-0&5-05 200500, 047

Client Details

Username: cisco

Mac Address: 08:00:27:DAEFAD

IF address: 172.16.50.50

Session 1D: acl01f6400036000556b3f52

Client Operating System: Windows 7 Professional 64-bit

Client MAC Agent: AnyConnect Posture Agent for Windows 4.1.02011
PRA Enforcement: 0

Codk: Received a posture report from an endpeint

FRA Grace Time: 0

PRA Interval: 4]

FRA Action: MfA

User Agreement Status: MotEnabled

System Mame: ADMIM-PC

System Domain: e am ple.com

System User: Administrator

User Domain: EXAMPLE

AV Installed: ClamWin Free Antivirus 0,598,555, 2061 5:06/26/201 5
AS Installed: Windows Defender;6.1.7600.16385;1.201.171.0;06/26/2015;

Fosture Report
Posture Status: Compliant

Logged At 2015-06-05 07:28:49.194
Posture Policy Detalls
Palicy Mame Enfarcement Statu @ Passed Failed Conditions
WSS WsLUIS Mandatory Missing windows updates: 0
3: ACIDEX #Ii3RIC &K V). Microsoft Windows PC O#JIEZRY RD—9 A VB —T I 4 AD
Media Access Control (MAC ) 7 RL AA¥BEL £ T,
NZTNa—F4142T

REDECA, COREICEIBDRNZ T 1—FT12IEREBEEA

EEEH

CCTR, CORFIXAVNTHAITZIREICHIZDEESZRICODVWTHALET,



WSUS 80 A7 3> O

EHORXRHEBEZXBTEIENEETT, AnyConnect I& Microsoft Windows Update Agent
% N1 F—L. Microsoft Windows Update Agent (2 1&185%E % £/ L T [Validate Windows
updates using] ICJISU TEREZERLE T,

Windows Server Update Services Remediation
* Name | WSUS-Remediation | @

Description | |
Remeadiation Tj,.rpe| Automatic v |
Inlenra]| 0 | (in sees) (Valid Range 0 to 9999)
Retry Count| 0 | (valid Range 0 to 99)

Validate Windows updates using(_) Cisco Rules () Severity Level

Windows Updates Severity Level| Medium v |
[ | Update to latest 05 Service Pack

Windows Updates Installation Source 'f::' Microsoft Server l@} Managed Server

Installation Wizard Interface Setting(®) Show Ul () No UI

COBITIE, [Severity Level] ZFAL TWET, [Critical] BRE T, REHFD (1AM &
NTVWEVW) BEEREH OIS LN HBDH ESH % Microsoft Windows Agent ¥ FIT Y UL &K
T, FEITDEERE. BEfMRRENET,

BET7OEATIE, WSUS DEREICESVWT, EEREFHVOTSLE, ThEEEETEAW
BEFH7O0 LN INTAVARN—ILENET (BEDND VZEHNREL TERENEEH 7O
TSL),

[Validate Windows updates using] A" [Cisco Rules] ICEREE N TW2HE,. EHTHLLKKRES
NTVBEHICE 2T, AT—23UHNERLTVBEIHAESHIHBIENET,

Windows Update Service

WSUS H—/N\NZFERALAWVEAIZIE, Windows Update Remediation £ FEIEND BIDISEER AT
EEATEET,

Windows Update REemediations st > New Windows Update Eemedlation

Windows Update Remediation

* Mame | WindowslIpdate | ]

Description |
Remediaton Type | Automatic rl
interval | 0 | (in secs) (valid Range 0 to 9999)
Rebry Count | li] | Valid Range 0 o 99)

Windows Updats Sstting | Automatically do -]

Crverride User's Windows Update
selting with adminisirators

CDIEEZ A 7 TlEk. Microsoft Windows Update SR EZ#IfHTE, BIBEHRERITTEET, <
NIEEZA T THERT MR %EMEE pc AutoUpdateCheck T3, ChiZktV), I RKRA>
N T Microsoft Windows Update DERENBEMICBE>TVWBI A ESH EERETEET, BMCHE



DTWEWEER., BMCILTEHR7 OV LZRITLET,

SCCM ¥4

ISEN—>32 14 OFBEETHB/VYFEBICKY, BEOY—R/N—F 14 RUA—EHRET
EEXT, RUFA—ICL2TR, RHBEBEOEFENRELEEROA T > a2 A ERAIETT

o

Microsoft Tk, Systems Management Server ( SMS ) & System Center Configuration
Manager (SCCM ) OEAFFHR—KhEhET,

BOE1E

.CiscoISEd>714F¥FaL—>3>2 HARORAF ¥ H—ER

. Cisco |dentity Services Engine EBEH A K VJ—2Z 1.4

- Cisco |dentity Services Engine B EH A K VIJ—2Z 1.3

. Windows Server Update Services Z 0 Ic BB T2

- TOZHAIYR—=B & RF 21 X - Cisco Systems



//www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/c/ja_jp/support/index.html
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