]

ISE/N\—>32 1.4 BFX—)L& SMS BHDER
E

Im
>

&
C.
&
i}

A
_H'.

=

e

i
_H

FAITRIVR—F b
BRIE

SMTP 2 E

SMS 5&E

SMTP #/tLESMS 4 —KhD I A

HTTP #A LAk SMS 4 —hD I A
EFX=—NICEBILTv ) EFRALESANBA
SMS IC&B LT ¥ )V EaEALESTANES
TJAN I—Y (HEEFEH )
EFX—I)LICLDT AN DEE

EFX—IISMS ICLDTAN THY NEMHR
EFX—NICE2TEEEIETI—LA

REST APl I &% SMS D%E

NS> a—FT42T

B E SR

B=

CORFIXVINTR, BEY—EATOEFA-IEDI—N AV E—D H—EXA
(SMS) ICk2BEHZHYR— KT 3K Cisco Identity Services Engine ( ISE ) /N\—> 3> 1.4
ERETDHECOVTHALET,

B FRHF

EH

Cisco ISE ETAN H—EANEAXRWBHABEBREETHDI_ENfHRETIET,

FERATZIIAR-—KT B



CORFIXYNOERE., RON—RIITEVIRIITON-ZI3A2VICETOVTVET,

. Cisco AnyConnect 17 EEVUFT 1 V54T > N N—2 32 3.1 Z{&HA = Microsoft
Windows Version 7

- Y7 RTIIT 15.0.2 AR % RE1TT B Cisco Catalyst 3750X 1) —X AA Y F

. Cisco ISE/N—> 3> 1.3 L&
KENHBERIE. BEEODSABEBILCHADT/NAAIZEIVTERENEENDTT, CORFIXY
RTERATEIIXNTOFNA AR, B (F7A4I)EN ) BZEORELASEBLTVERT, &HEF
NDERY ND—OTHEXEETSHE, ONVROFEICODVTTDICEBBLES A THEELTLE
=L\,

cOtEI>3>TR, ISETOD, EERTEBH—EATERATIEFX—I)LBEHAE SMS BHO
HR—NZRETHDHEICODVTHALET,

SMTP £&7&

BEFAXA—IY—ERAZFERATBHEIC, ISE IZIFEREF & D Simple Message Transfer

Protocol (SMTP ) UL — H—N\HNFHUETT, Y—/NZRETSIZ(F. [Administration] >
[System] > [Settings] > [SMTP ServerlE B& L £9,

N mim ) i _
cisco Identity Services Engine

‘a> Home Operations | ¥ Policy
;_'7-. |dentity Management s MNetwork Resources (£, Device Portal Management
Deployment Licensing Certificates Logging Maintenance Backup & Restore
Settings SMTP Server Settings
= Client Provisioning " SMTP Server| 10.62.145.48

Endpoint Protection Service
FIPS Mode

= Alarm Settings

v || Posture
= Profiling

» || Profocols
= Prosy

TrustSec Sellings
= SMTP Server

COY—NE, FBAPESILELTISELSOIRNTDEFXA—INZZTANDENTEDL
BENFHUET,

HE:SMTP UL — H—NREDHFE. ISEIP T RLAZBFIAVAN (B LELGEER



At ) ICBMLU, OITXTORARNDYSOFAZERIDCEZ2HBHOLET,

SMS RE

SMS H—E A% ISE £ EEESHEBICEK. BEEOSMST—KNIJIA ZRETRIHENHYVET,
ISE & Smtp2SMS & & T Http2SMS 7*— R I A4 ZHR—KMLET, F72IILBMTR., K<4H
ShTWA7AONAFZ—RATICERFRESNEI DO —NIIANHYET (LELEAFIC
HRENSVEBBESEHYVET )., chsSZRET S ICIE. [Administration] > [System] > [Settings]
> [SMS gateway]t*%ib LET,

Identity Servi Engi - "
Seesn ¥ g i Home Cperalions | * Padicy | = Gues| fooess ¥ Administration | =
L ldentty Managemant i Metwork Resources |5, Device Porial Management |5y preiSnid Servicas |Ed) Feed Service
Deplowment Licensing Cartficates Logging Mairtenance Backup & Restore Admin Accoss |
Settings SMS ﬂatnw.a}' Providers
Cleri] Provigioning
Erdpait Pretechon Service J Edit =jpidd 3 Dalete
FIFS Mo [ ] SMS Gatewsy Provide... o SMS Gateway Provide .. SMS Gateway Provider URL
= alamn Sattings O ar mims. aktnet
+ IR Fosm O clickatellViaSMTP
= Prodll s
= ™ | Clobal Default htkp: lickatell.com/http'sen
r Prafocale .
i . O nmaokbile itEp L inrna blle kAR G e LS
= Praxy
O oOrange orange. noct
TrustSes Sellings | .
o — Sprint mnessaging. sprintpos.c...
e —m — — — — & T=M iy Emomail.he
S By | I_ [-Mablle momall. nat
= Systam Tms O TheRingRingCompary Rt punali cgateway ringring. he/M
Polley Sets [l Werizon YZWPLX. Col:

SMTP ZNt L/ SMS 44—k XA

SMTPSMS #— KRV IA/ZRETDHEE. HE—DOXET 14 —)L RE [Provider Domain]7 1 —JL
RTF, <hlZDWTIE FCisco Identity Services Engine BEZEH 4 K U 1J—2X 1.45 @ "SMS
EFX—NT—RIIAADOSMS = bV IAFRE, [REE] THHEIATLET,

FT7AIRNERE () Tk, SMTPAPI ZAXFT>7L—K~ 7 1 —)L KD{ElF $message$ DE &
ELLBYET,

F7FILRNOXY =D, FRIZDY—ERAICEK>TEAYVET, BAY—ERAOZE (¥
ANTAIVRNOERE )., ChEARHY—R—FI)I HAZI A X R— ([Notify Guest] &
7z [SMS Notification] ) TERETEE T, chETF7FI)INETT,


/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0

Page Customizations

Message text:

X . o

L=

Hello Sui_first_name$, Your account details: Username: $ui_user_name$ Password: $ui_password$

SMTPAPI ZX 7> 7L —K 71—/ KOBEBEHDAZIAATEET, T7FIINEICKDS,
HR—RNEh2BHWEBHRIE. $mobilenumber$s & T $message$ TT., &z, testtemplate
$message$ EZHRETHE, TDTF—RIE SMTP RAO—RIZEFEIFET,

10,62, 145,48 IFF from; =trom@example.com=, subject: Your Guest Account Credentials, (text/pledinl

[* Frame 15: 4925 bytes on wire (3408 bitsl, 426 bytes captured (3408 bits)
[+ Ethernst 1L, Src: Vmware 58:ch:ad [00:0c:28:%8:ch:ad), [Dst: Ymware cQ:O0:01 (00:50:5%5: cf:060:01)
[+ Internet Protocol Wersiom 4, Src: 172 16.31.202 (172.16.31.202), Dst: 10.52.145.48 (1d.52.145._43)
[+ Transmission Control PFrotocol, Src Port: 13072 (13072), Dst Port: smbp [25], Seq: 75, Ack: 241, Len: 350
[+ Simple Mail Transfer Protocel
= Internset Massage Format
[+ From: <fromEexample.coms=, 1 item
[+ Ta; =tofexample.com=, 1 item
Feszagqe- [ =1H19655749. 5143281118161 5. Javaail . iseadminportalgise14=
Subject: Your Cuest Account Credentials
MIM=-Version: 1.0
[+ Conbent-Type: Lexl/plain: charsel=ull-28
Content-TransTer-Encoding: Foityrin
= Line-hased text data: text/plaim
test template Hells rin
text:Your accaunt details:yrin
text:lUssrname: zuwtbhrnbryn
text:Password: MO21ATAKN TN

test template XF 5 DED $message DEREEMASNET ( COFITIEF. SMS BAY—E
ACBE®]RR ),

SMTPAPI ZXX 7> 7°L—K 7 14 —)L RIEEDOBIDOFIE. test template2 $mobilenumber$ T9
chiFk, COEAERAENDEZICEFEENZIRAIO—RTT,



— Internet Message Format
I From: =from@example.com=, 1 item
" To: <to@example.com=, 1 item
Message-ID: <1598789688.71432843368072. JavaMail. iseadminportal@iseld=
Subject: Your Guest Account Credentials
MIME-Version: 1.0
I Content-Type: text/plain; charset=utf-8
Content-Transfer-Encoding: 7bit\rin
— Line-based text data: text/plain
test+template24+666666666Y rn

$mobilenumber$ B E $message EHDODOTHABEBVICKNAIK LR EETY, BE, IX
TOZERXF (AR—A)RIAT—T7&Eh, +NFTEEWMASNET, $message$ BN E
AEhaEECE, ThSOZAXFEREEAET,

SMTPAPI ZX 727 L—KN 71—l RKCEBOETREE NS SMTPSMS '—Kh DT A

( ClickatellViaSMTP ) ® 1 2D BIA BV ET, chSOINTOERFEBNTT (L
$message$ fEL $mobilenumber$ BIFBREET ), ChSDENREENDIENE. TOXRS
O— RAFHAGETH Y, SMTP 7ONAEX —ICE > THEBLEE NI HEENHIBNDT—2 %
RETMETHDICEERITLEDTT, ANFTRRENTVSRER, 7ONM A —(C&V)RHE
NBPELWMETEZEBRADMLENHYET (ThSRETOT7AONAZT—ICKYEFEhDINT
NEFA—ITRALTT ),

RIZHIZRLUET,

— Line-based text data: text/plain
apli id:[API+ID]%r\n
user: [USERNAME] \ r\n
password: [PASSWORD] Y rin
to: /77777777 r\n
mo: 1y rin
from: [FROM+NUMBER] \ r\.n
text:Hello ttt,\r\n
text:Your account details:\r\n
text:Username: tODOOOO7\ry\n
text:Password: Z:u*DKQ.\r\n

HTTP ZNLESMS 4 —Ko x4

HTTP2SMS #— KR T 4 MFE. HTTP Getrequest XV Y REFEHA TS IZ(E. SMS HTTP API
ZEABDLET,



m ‘:l Idenlity Managamsant i Matwork Rasswnces |£';. Devica Porlal Managemant Fd, pGrid Sanvices |z Faad Servica
Dieployrmeant Licansing Cerliicales Logaing Mainlenance Backup & Reslore Admin Accass ' Sablings !

SME Gateway Provider List > New S5MS Gateway Provider

SMS Gateway Provider

Sellings
= Clien| Provisianing

i= Adapiwe Hetwork Conlrol SMS Gatewsy Provider Namea: * |

1= FIPS Mode
i Alrm Settings Select Provider interace Typa:
3 Poatura ) SMS Email Gateway
— =5
.= Praliing LB SMSHTTR AP
B [ Profccols LEL: ™
i Praxy
= TrustSes Soffings Data (U encoted poricn);
= SMTP Sarver
1= SMS Galeway
= — I: Lise HTTP POST method far data parfion
i= Gystem Time
i= Paboy S=is HTTF POST dala conbant bype:
i= ERS Satiings HTTPS Vesmame:| |

HTTRS F'us-*:-wmd.l

HTTRS Host| |

HTTRS Port |

(Cancel ]

BE. SMS 7ONAF—id. REAREOBMEAEOEY. EETIAEN H5XTHOEE
ER—NEE (80 UADEE ) EATIERLET,

UTFICRT DI, Awaldawaly SMS H—E X Z7ONAZ—ICES3<HITHY) . FFAE S URL
BEFRXOEH TT, http://awaljawaly.awalservices.com.sa:8001/Send.aspx

RDBE/INZX—=ZNFHVIET,
. BRZ A7 ( SMSSubmitReq )
- Username
- Password
. [Select] ##3

A=
RDA723> )VEX—=ZNHYET,

RERT KL
BT

. BAERZ

- HRHR

. R

- K

oy
Cu



- BRAILDV BN
cDTAT RN XY E—2 1D

. 1—% F—8% AYH— (UDH)
chig, COFITEAETND URL TT,

http://awaljawaly.awalservices.com.sa:8001/Send.aspx?REQUESTTYPE=SMSSubmitReq&Usern
ame=&Test&&Password=123456&MOBILENO=$mobilenumber$&MESSAGE=$message$

¥ INXNTOMET1—I)LRIE, BIOURLICEENET, 73> 714—=I)LRIFE, RE
THNEXZRHICEBMTEEXT,

7232 74—=)RIEDVTE, KDXSBLVL DA DEESENI HYVET,

1. 1—HFRBENRT—REZOVVVIZEHZDMVENfHYVET (LF1VTAETEEEND
WEIH, U7 TFANEZEALET ),

2EFTERNESR, ARIY— R—FILTTANMERBRERIC, EFEFES7 71—/ KHS
BENICEBSENET,

BXYE—2T71—)LRICKE, ROBAASEBWICADENET, [Sponsor portal] >
[Portal Page Customization] > [Notify Guests] > [SMS notification] >[Message text].
[Use HTTP POST method for data portion]2 &1L 7=5. HTTP POST ERAERAEhET,

[] Use HTTP POST method for data portion

HTTF POST data content type:
HTTPS Username:

H-rrPS PEEE-WDI'I:I'. FRERRERE R R SRR RN REE F AR

HTTPS Host:

HTTPS Port: | 443

POST AR ZEA T 258k, plainftext X application/xml B ED AT B4 T &IBELE
T, OITXNTOEHKE. SMSH—ER J7ONAME—EHBETIRENHYET,

F—2 TJ14—=)LRIF, ELVTLVOIHEEPOST XV Y RTEHENET, GET XV VY RAICTF—
X T7A4—=)L RTHEAETNZITXNTOEHIE. GET HTTP ER® Uniform Resource
Identifier ( URI ) DEREBICEMENET,

LRL: *| ame=BAdmin8&&Password=1234568MOBILEMNO=$maobilenumbers&M ESSAGE=$messagE$|

| Hello World ! |

AT GETHTTP ER® URI OflZRLET,



s .
WOBTLENO=12345£TAILNESEACE=Hol lo+laar 19 2Ck0AYsar+asooune+dotal 1513AWIADaername s Sh+uuaarl0 15 0AT s awards IA+ASET LS EmyvgdHel lo+HaE 1d+R3 1+ |

$message$ BN URL UV THERAEATLVAEVEDOD, BH/AT—X 71 —ILRICADESHh
TVW3EE, TOEHRIE GETHTTP ERO URI OABME (XY E—2 714 —=I)LR) ICRRE
h&ET,

URL: *| :Reg8lUsername=8Admin&&Password=123456&MOBILENO=%mobilenumbers&MESSAGE=

| Hello World ! |

AT GETHTTP E5R® URI Ol ZRLET,

GMOBILENO=12345570SHEESAGEF ] Lot Kor Ld+ 221 hilal Lo+ User 1 4 204 0AYour+ acoount Sdetail 5% IAR0AIs arnanet I oz er00 1R 0APSsswardy A+ 85E7 p LEY ==

COIOA—FA2TIZDOVTOEERRFROEBY TY,

c[URL] 71— R: ZO74—)LREURLI>OA—RTREROYEEA, TANTHIUHN
DEFTEFDNDESIE, URLICEEMASNET, HR—FNEhIBNEHRE.
$mobilenumber$ & &V $message$ TT .

TF=R TJ714=)LR: 207 1—)L R, application/x-www-form-urlencoded > AT AlZ &K 2
TIVA—REATVET,

cAR=R CURLIVOA—FA VTG 220 R4 THHY, AR—AERSIHFENERBEST
WEF, 1 DBEDNKAT (RFC1738 TEE D ) ld. AR—A% URL ADFEXZED 1
2ELTHRV, %20 TT>A—RULET. 2 DHDO XA T ( application/x-www-form-
urlencoded ¥ AT LANRER ) (., AR—A%Z +XFTIVI—RL, JIVXFSEER
ITREHICERAENET, 2EBBOFT> 3> Tk, urlencode( ) & & T urldecode( ) B¥ %=
FALET, chsiEO—0OX (RFC1738) &ldk, AR—ARAZES—T A %20 DRH VI
EfFS (+) TIA—RIBEVSIROANELZ>TVET, ISERETF—X 71—ILRD
B 5 1L(Z application/x-www-form-urlencoded > AT LAZERAT B, AR—ARF + XFE
LTEStEehET,

X: Smessage$ BN URL D VATEEFERAET DD, £k $message$ BN T —
B 74— ROKZTHEAENDHE. BRI [SMS notification] DTFD X ¥ £— FF I A
' SEEE hET ([Portal Customization Page] > [SMS notification] ) o X ¥ —2 FFX
NR74=ILROIXNTOF—RIEFE, URL TIOA—RENTVET,

RIZHlZE 2 DRUET,

LRL: * |amE:EaMrnin&&Fasswc:urd:123455&MDEILEND:$mﬂbiIenumberSEuMESSAGE:$messagE$|

LURL: *| Reg&lsername=8Admin&&Password=123456&MOBILENO=$mobilenumber$&MESSAGE=

fmessages |

BURIC GETHTTP ER® URI OflZ2RLET,



MESSACE=Hello+Userl#2CilAYour+account+detailsi A% 0AUsernamei3h+auser (013 0APassword: 3A+35E7 4 5Bmvvyg |

FEGET XYY RIFHTTPS ZHR—KRLEEBA (ZNhE POST XYY ROKNFFR—KNL
*9)o

BIA-NCRZIILTFUO YN ZERLETANEA

AR = R=BIWILE2>TTANTAD N EZERTZI—HE, TOBEOI-—HWICILT
DUV TEFA-NBHZEEITDENTEET,

Account Infarmation
Dalivier natification using:

Print
M3

Emall

Copy me

Sponeed's Email address®

SpOnEsrEeLan liJ'-:l.Lrl.lI"

COEBEFX-IEF, BRICKREENESMTPUL—ZH LT, TARDEFX—I)L 7RLAI
EEETNERT, ARIY -, BETELTHERATEREFX I ZRHATERT, ARV Y —
ATHAIVNODERPICTARDEFA—I T RLAZRHLBEVES, ISERXDTZT 1Y
V1Y% A42UR—=—TI/4A(GUI)IZ—=2BLEXY,

Unabl e to send enail.

SMTP H—/NRUS—ICkVY), TOEOSBEFX—INZZFTAND A ROV T ITEILNREEH
F9, LEAE, RXA 2 example.com DS NDEFA—INDHEZITAND LS ICH—/N\N%E
KTBDENTEXT,

SMS IC&k®IVLFoov I 2ERALESANEA



COATI AV EHESERICRE, ARV -, BENBICBE>TVWBRARYY— T -7
RICBTRER) XA

Send SMS notifications with guests' credentials

FT7AILRNDAR Y — FIL—7 (ALL_ACCOUNTS ) Tlk, TOERIEEMICEYET, Ch
ZZEIBIZIE. [Guest Access] > [Configure] > [Sponsor Groups] > [ALL_ACCOUNTS|E B &L
£9,

Sponsor Can

¥ View guests' passwords

¥ Reset guests' account passwords

Extend guest accounts

Send SMS notifications with guests' credentials

Delete guests' accounts

LRKK

Suspend guests' accounts
Require sponsor o provide a reason

3

Reinstate suspended guesis' accounts

<,

Approve requests from self-registering guests

Access Cisco ISE guest accounts using the programmatic interface (Guest REST API)

SMS ZNM L TEBHMZERTZHEE. T74)NTRHREED SMS T7ONAE—Z BRI D FT>
IVEBEVES, F7AIILNOBHANERAENET, ChEEETRICE. ARV —R—F)
BHARIAXTEERT,

AR —R—=BIBEHARZIAXTBIZIE. [Guest Access] > [Configure] > [Sponsor Portals]
> [Sponsor PortallE BB L £, JXIZ [Portal Page Customization] 477> 3> &i8R L, [Create
Account for Known Guests] F CTAIO—ILRX I TEET,



w Create Accounts

Guest Types

Create Account for Known Guests

Create Account for Random Guests

Create Account for Imported Guests

Guest Access Information

w Notify Guests

ARA AT, fE% [Previous]H S [Settings] ICEEL, TOR—JTEHHO SMS 7’O/N/4F —
EBRUET (),



Freview Se ::ings

» Settings specific to known guests

Fields to include Required

First name ]
Last name ]
Ermail address [
Phone number [
Company ]
SMS Service [
Provider

Guests can choose from these SMS providers:
¥|Global Default

(Y| T-Mobile
[VEaTT
[ Iverizon

| IClickatelViasM TP -

Person being ]
visited

Reason for visit [
| Custom Fields... |

[.m [ »

» Settings for known, random and imported
guests

Allow sponsor to tag accounts as belonging to a
group

Allow sponsor to choose notification language
] Include AUP link

] Require acceptance

[Guest portal Create Account for Known GuestiR—I A HAZRN A Reniks, R—R ) Z2EH
FTRDARIY—, TYANTHOY NOEREIZ SMS 7ONA A —%BIRTEDLSICHYE
I, coRLZ7ONAA—H", LABEO SMS BAICERAEhET,



Create Accounts Manage Accounts (10} Pending Accounts (0} Matices (0]

Guest type:

Canfractor {detaul)

Warimum devices that can be connecled 5
Naximurn access durabon: 365 days

Guest Information Access Information
Duration:”
B0 Ciays {Masimum; 368}
Firsi name:
From Date {yyyy-mim-dd) ¢ Frriwm Tirme *
2015-05-17 1306
Lasl nama;
To Date {yyyy-mm-dd) * To Time *
2015-05-14 1303
Email address:
Locatien:
San Jage

Phone number:

Cormpany:

SME provider:

ATT
Glabal Defaui
T-Nabile

SMS =R IV IAABETEZVEERPIZ—Z2REZEVHEEICE., ISE GUI AR DB & &1
LEXY,

il

Unabl e to send SMB.

E:SMS i, I—H¥HNMEREThTVEWESREBGENEEAN, I—HFERNFETLT
[Notification] RX> &V )Y VTR EEFENET,
AN 1Y (H2E&ZEH® )

TANTHI2 NiE, [Self-Registered Guest] R—Z I TEEWICERTEET., AN I1I—Y
. ROKSIZLTHEBOT AV NEERTEEXRT,



CI1SCO Sponsored Guest Portal

Create Account

Provide us with some information 20 we can create an account for you.

Username

test

First name

test

Last name

Email address

mgarcarzigheisco.com

Phone number
Company
Person being visited({email)

Reason for visit

ChoE (F7FLBTRE)RBU Web R=JTILFUIFYILEEEICLRDEISICRRENR
ER



v
CISCO Sponsored Guest Portal

Account Created

Use the following information to sign on to the network.

Username: test
Password: o0
First name: test
Email: mgarcarz@cisco.com
Location: San Jose
SMS provider: Global Default

cNSODILFUoOYIEE, BFAXA—IINEEEFESMS THIETHD_EETEEXT,
BENDBSERITANIH L TERD SMS F'— NI I A Z2FATSICIE, [Guest Access] >

[Configure] > [Guest Portals] > [Self Registered Guest Portal] > [Self Registration Page Settings] &
BELET,

..........

v SMS Service Provider v

Guests can choose from these SMS providers:
v Global Default

v T-Mobile

v ATT

__Merizon

<)

=Y L P O L W e

Guest see providers list only if multiple are selected

TANE, THAOY SOEEKIC SMS 7ONA A —2BRTEET., chid. BEFBFICIL
TV NEBREITREOICERENET,



T
CISCO Sponsored Guest Portal

Create Account
Provide us with some information so we can create an account for you.

Username

test

First name
Last name
Email address
Phoene number

43666666666

Company

SMS provider
ATT

Glabal Default
T-Mabile \

Reason for visit

BENFETIRDE, NAT—RBEROR—DICRRENET, TORSICLESBEVEERE. R
— & )L 0 [Self Registration Success Settings] 292 3 TEMICTEERERT, TORLR—IH
5, FANMIEFA—INFLEESMS L& > TEBHNEFE TERF I EFUITEET,



v Self-Registration Success Settings

Include this information on the Self-Registration Success page:
v User name
v Password
¥ First name
¥ Last name
¥ Email address
¥ Phone number
+ Company
v Location
¥ SMS Service Provider
v Person being visited

+ | Reason for visit
Allow guest to send information to self using:
. Print

. Emall

. SMS

EFA—LNFLEEFSMS (HBVEFETOWES ) TILF Y I ZBEBNICIEETHICE, [Self
Registration Page Settings] D J{END I 3> EHARIINAALET,

Send credential notification automatically using:

v Email

COT—ATR, BEFXA—IN T RLALEBFEESHNTANTAIY NOERKICANENDILE
FHYNERT,



chid (I—YHFERLEERIC ) BNZEBNICEETES, BE—OJ AN 7O0—T9%, A
NIA—H THIORFARIH—ICE>TERENEHBEER., COATIVRFEATET, B
HE AR H—A" [Notification)] R ZFETO U Y UL ERICEFENETT,

BFA-NECRDTANDOER

BOEIZaAVTHALELSIC, TANGBEZBEEZERL., THUV N ZEBNICERTS
CENTEFRT, EEL, COTORRACHULTARY Y —0OERBEEMICITZDEETERT

o

TDFE, ARV —RBEARETOVEN HIEFX—NZZFBLET (EFA—ILAOEED
)20V YILTERBLET ). TOXRSILTHT, YANTAHIVRNETIT147behn
F9, CcOMBEZRETSICK (TF7FINTREMICEZ>TVWET ). [Guest Access] >
[Configure] > [Guest Portals] > [Self Registered Guest Portal] > [Self Registration Page Settings] &
BB L. [Require self-registered guests to be approved] 77> 3> &2 FICLET,

v Require self-registered guests to be approved

Guest Access > Settings > Guest Email Settings

Email approval request to: | sponsor email addresses listed below -

5pc:n5c:r@example.cc:m|

TSI, FANTFHIY RERRTEB ARV Y—DBFA—)L FRLAEANTHHEN BV
£7.

BLFRIZRT DIk, [Guest Email Settings]R— THRETEDBIMOFREEBE T,

v Guest Email Settings Identify the SMTP server and specify the email address

SMTP server: 10.62.145.48

Configure SMTP server at:
Administration > System > Settings > SMTP

Default 'From' email address:* | donotreply@example.com |
®) Send notifications from sponsor's email address (if sponsored)

() Always send notifications from the default email address

CNSDRER, INTORATOTARNBRAICERAEIAET (AR T—FEFEOXIZHRE
FEA )



BFA—ILISMS CLRBDTAN FHIY NEDRR

AN A=Y, FHOMOBMHERNAEIVWTELLEICBHNEZITMD CENTEET,
CNZE (TANRATZEID ) BRET I, [Guest Access] > [Guest Types] > [Contractor] &

BEBLET,

cisco  Tdenlily Services Engine

4" Home  Opertions |¥  Policy | ¥ Guest Accass| ¥ Administration | ¥

i Manags Accounts I Settings

Acoount Expiration Hotification

|

Sponsor Groups

Sand accounk expietion notification 3| days bafare account axpires

Wigw messageas n:

English - Englsh =]
Errzl
Use custorrization from: | SeffRegisterad Guest Portal (dex |
IMessagas: Copy text fram: | [+]

Your account ig golng to expire im 3 dave. Flease noclfy your aponasr oo extend wour
account now to awvoid any delsys.

Sand test emall to me at:
emal address Send

pure SMTE server s Adminiskration > Systems > Settings » SHTP senwer

SMS
Messages: Copy text from; | [=]

Tour account i8 golng to expire in 3 daya, Fleade notilfly ¥our apondocr ©o extend your
account now ta avoid any delays.

Sand test SMS to me at:
phone aumber Global Defaut x || Send
- P TN mﬂm e

15

SkS Gateway

dar atr Adr T-Mobie
ATT
Thase sponsor groups can creake this | Vesizon
ClickatalvesMTR
ALL_ACCOUNTS {defaulty  GRO Orange
inmobie
O ACCOUNTS (default) TheRingRingCompany

Sprink

HPYETHBDINTODTARNE, PFHONOBFRMHRNFYINS 3 BRIICBHZZTEY ET,

COBEHAE, SMSFELEREFA—IL (HDVEFTOEE ) TEETEEFT, SMSEFEOZ7ON
AA—%BIRLT, IXNTOTANCFERITEDCENTEET (BFEODTANY, BEERL L
WEID SMS Z7ONAZ—DERANFIEhTVWEY TI2HEETETDLSICTEET ),

BUE2232(C, [Sendtestemailtome atl]l A 7> 3 HFHVET, ZhiZkt), SMTP H—
NOTRAMEREZTANTEET, EFX—IILTRLAZAALES, ROEFX—) Xv
E-IOHFREBENET,



Your account is going to expire in 3 days. Please notify your sponsor to extend your account now
to avoid any delays.

BFA-IINLCR>TEFENBITF—A4A

ISE l&. REENEZATATI—RNIRTZIEFA—NZEETEET, COMEZEMICT
% (ZI&. [Administration] > [System] > [Alarm Settings] > [Alarm Notification| e BE&IL . EETH
RPEFLEEFA—IN T RLAICAHLET,

#» Home  Operations |*  Polioy ¥  GuestAccess ¥ Administraton | v

& Identity Managemeant [ Metwork Resourcas [z Device Portal Management |5 pxeGrid Services |3 Feed Semvice
Caployment Licensing Cortficales Logging Maintenance Backup & Restone Admin Accoss

Seltings Alarm Sellings
= Cliant Frovisionineg
__ Endpolnt Protaction Sence Alnrm Configuration
= FIFS Moda
= Aarm Sattirgs Enter Emall addresses to recelve alarm notification
v [ Postre
= Prefling

mgarcarz @cisco.com
b [ Frofocois g &

2 Proky Enler rmullple e-mails segarated wilh comema

= ThelSac Seliings

= EATE Scrver Erfir sender &-mail | ine-alertmes ample, com

= EME Gabaway

= Swstern Time
= Falcy Saols

= EHRE Soltings

BEDT Z— LA [Alarm Configuration| 2V > 3 TEMICK D TVWA L ZHBRLET,

Alarm Settings

Alarm Configuration Alarm Notification

Alarm Mame: CA Server is up

Description: CA Server is up

Suggested Actions: A notification to inform the administrator that the CA server is up
&F Status: Enable =~

Submit Cancel




BRHCB2TWAE, P2—LORNUA—RBICEFX-IIEEENET, UTICRITOR, &
BEEhB2BENETZ—MOFITT,

ISE Alarm: Warning : No Accounting nmessages in the last 15 mns
No Accounting Start

Details :
No Accounting nessages in the last 15 mns

Description :
No Accounting nessages have been received from Network Device(s) in the past 15 m nutes
for any of the session(s) authorized by ISE Policy Service Nodes

Suggest ed Actions :
Ensure RADI US accounting is configured on the Network Device(s), Check Network Device(s)
configuration for local Authorization

*** This message is generated by Cisco lIdentity Services Engine (ISE) ***

Sent By Host : isel3

REST API IC &k % SMS DX fE

ISE &, AN I—YDEKIC. TANRESTAPI ZFATEET, AN I—HZELL
SMS 7ONA X —THKTBE, SMS Z7 AN RESTAPI TEETEDLSICRYET, RIC
PlERLET,

PUT https://<I SE- ADM N- NODE>: 9060/ er s/ confi g/ guest user/ sns/ 444/ portal 1 d/
ff 2d99e0- 2101- 11e4- b5cf - 005056bf 2f Oa

Aut horization: BasiC XXXXXXXXXXXXXXXXXXX

Accept:a pplication/vnd.comcisco.ise.identity.guestuser.2.0+xnl

COBITE, 444 ¥ TANI—HIDTHVY . RVXFF ( ff2d99e0-2101-11e4-b5cf-
005056bf2f0a ) '/ R—Z) ID ( AR HP—R—&) ) TT,

A ELVARY— I—HFOELHTTP AN BETT, FMICOVWTE, TAPIUZ
TLYAAA Ry 25RLTLKEE,

TR

BE, COREILERATEIRIAFIREH ) EEA,

RSTNS1—F42Y

REQECD, COREICEHIDBENRNZ /A 1—FT1 2 IBRBEHIFLRA,

BEE T


/content/en/us/td/docs/security/ise/1-4/api_ref_guide/api_ref_book/ise_api_ref_ers2.html#pgfId-1159723
/content/en/us/td/docs/security/ise/1-4/api_ref_guide/api_ref_book/ise_api_ref_ers2.html#pgfId-1159723

. Cisco Identity Services Engine & HA4 R V) —2Z 1.3

. Cisco Identity Services Engine BEEHA R VU—R14 0D "ANFIOELADORE, [HFE
]

. Cisco Identity Services Engine APl VZZPL A HAR V=R 14® "FAN I—=HAD
SMS TF¥ABNDXEF ) [HFE

. Cisco Identity Services Engine BEEHAI R VJ—X13 0 "'SMS ¥ —RU I A/ DERE,
EX3

. Cisco ISE O E®E

- TO_HAIL HR—PE RFI X2 B -Cisco Systems



/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_011011.html#reference_637B4FC473F247249AD42888125FA5D0
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_0101.pdf
//www.cisco.com/c/ja_jp/support/index.html
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