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Cisco Identity Services Engine (ISE ) /N—2 32 13 ICRXRY ND—TVY—ANOT 7 A"
BR IEESTARNI—HYEHECLDPARZTURICTIEHCICEK > TERRENTVBIT AN R—RILE
FENDTAN R—FIILOFEAHVET, COR—FIIGEHOBEEZREL, DAZINAX
THEETREICLET, CORFIXVITR, COBREOREERNTZ TN 1—TFT12T0
FEEBBALET,

B FRHF



BHF
ISE BROBRE, ROMEY VICEI2EANBABY 65 LN EREET,

CISEQBABKIVCT AN 70—
- DA4FYLALAN O RO—F (WLC ) DERE

FRTSIIR—F B
CORFIXNOEBERIE., ROV IRIITEN—RIITON—>2aVICEILKENDTT,
- Microsoft Windows 7

. CiscoWLC N—> 3> 7.6 LA
CISEVI7RDIT. N—232 318K Th UE

NROD&70—

ISE
15813 axampla.com

P
maf
WILC >

S55ID:; Gueast

Guest User

COFIARBECEREFTSEETANI VAT ICANATEREZEROA TSIV ERLET

—RNBET7O—RRIZIEHYNET:
ATYT 1 TAN A=Y —ERX &Y h&EBIF (SSID) : Ak, ZhiF, FEEC ISE Z

FEHTD MAC 71N RVVINBREENLEFA—T 2 XY RNT—DUTT, CORIARFTANED
ICE>2TEBEIATVEIR—FILICISEOE 2 ZAZFRAUSLOCHFT7O07 74N URALIKNE
—¥EHET, ISENS. 2 DO cisco-av-pairs Z#E L &= RADIUS Access-Accept NNiR&E h &

ERD



. url-redirect-acl ( VXA LI NTBDUBENFHBDIRNTZ 714V 0, BRVTWLC TAO—AHILICER
Ehi7oA 8O- VAN (ACL) ORI )

. url-redirect ( TORZ 74V IOV A ALY NE-ISE)
ATYT2: FARNI—HRISEICUAALIRNEINET, EERAOTA U EZRHLEETVKY)
£ LB, 1—HE"Donot have a account"Z Y U9%, 1—HEFEEOTHOY MNERT
BCENTEBR=JIZCVAALIVBNENET, A72IDOMBERI—REEAN TORE
NEZH>TVWIHIREZFEHLEIECEREBELEFHRIZD LD/ Z—TINILBEDITHIHLEL
nNEBA., THOV MV EREh R, I—TFREMEALELEER (1B LT NAD—
K)YT, ThsnfEEReOTAFALET,

AF Y7 3.ISE I WLC ([CZF T (CoA) ® RADIUS ZEZ#BERITL £ THE LET, WLC &
12 TE D RADIUS Access-Request Zi51E §5 & E 1—HZ2BRIMLET, ISERFAIX—
XY RNEFANOTIVEA%ZEMHTS WLC TO—HI TEZRE 1D Access-Accept H K T
Airespace ACL EISBLET (VAR I—HYETOBRKNBT IV EAGERRIS —ICK>TE
BYET),

EAP v 2 a A ERt& ISE DEIC&H S DT Extensible Authentication Protocol ( EAP ) &2 ¥
2a>0rHIil, BRAZFRIZEHIZISE F'&HS CoA ZEE THIMXENHBEIFHE
LTTELV, ULAULUMAB (MAC71J)LRUT ) D&, CoA Reauthenticate +5 TT; &
RO Z4F > ~N&IE associate/de FRALT D HLEN BV EH A,

ATYTASANI—HRERY NDT—=IANDOTIVEAZEHREL I,

RAFYORSBEBROEMBEREIHBLZBHFOT/NA A (BYOD ) Z4X—7ILICK)ETH
DTUR, (HBATHTVIEEUE),

RLIE

WLC

1.RMETHO T4 T7DEHIZHL VW RADIUS H—/NZEMML £9, RADIUS
CoA ( RFC 3576 ) ZB%IC 95 /=%, [Security] > [AAA] > [Radius] > [Authentication] (Z %
BLED,



CISCO MOMITOR  WLAMNSs COMTROLLER  WIRELESS
Security RADIUS Authentication Servers > Edit
Gkl Server Index z

General
* RADIUS Server Address 10.62.97.21

Authentication

Accounting Shared Secret Format Ascn[vl

Fallbacl

Shared Secret I"'
DN
P TACACS+ Confirm Shared Secret |u-
LDAP
er'FACSIFr}JIf;rIi_:wS;IS Key Wrap L] (Designed for FIPS custome
Disabled Clients Port Number 1812

User Login Policies

AP Policies Server Status Enabled [vl
PaSS'NDrd PDliCiES Suppﬂr't fﬂr RFC 35?6 Enabled |'.v.|

» Local EAP Server Timeout |5_ seconds
b Priority Order Network User Enable

b Certificate Management Enable

b Access Control Lists IPSec [] Enable

THIOOT AT TERKOBREN HYET, F/. [Called Station ID] BT SSID Zi%
EITDELDICWLC ZRETDCENHBENET, ChiZKVY), ISEEESSIDICESWT
ZEBIIN—I)IZBRETEET,

Security RADIUS Authentication Servers
v AAA . , |
General Acct Call Station ID Type = IF Address |-
- R":"Q.I.':!ﬁ ............................. Auth Call Station ID Type AP MAC Address:SSID [vl

2. WLAN 27 O T, Wireless LAN ( WLAN) A RNZEKL, ELWAEX—T I (M A%
'“""'L/'CT‘c’_‘ \,\ MAC 7 4 LRV 2T T Layer2 ¥ 1) 5 1% [None] ICRRELET.,
F21)TFT 4R, A, THOUT142T (AAA) H—=N\T, RBEABIOETHIT14 >
JEBIIZISEIP 7 RLAZEIRL TRV, [Advanced] X7 T [AAA Override] ZEIZ L
. [Network Admission Control (NAC) State] & [RADIUS NAC] ICEREL £ ( CoA HR— bk

) o

3. [Security] > [Access Control Lists] > [Access Control Lists] D JEICBEL, 2 2OFO+E=A U
ANZERLET,

DEAALORNTEIRETRHBEWVWL, IORT T4 v I0BIXNTUAALIRNTRE)HTH
> 7 14 Y U GuestRedirect, Internet : XY RTJ—2ICD2VWTRIEREH, TOMHOIAN
TOXRY RND—=DIC2VTREEFRENhET,



ISE

1.

GuestRedirect ACL ( VA AL VI NS ISEICHATERNRT T4V I ERKYSE )DL
HOBlIEZZICHY)ET:

l.l.l-'lll

CISCO MOMITOR  WiAMs CONTROLLER WIRELESS SECURITY M COMMANDS HELP FEEDBACK
Security Access Control Lists > Edit
+ AAA
General General
» RADIUS
Authantication Access List Name Guest? edirect
Accounking
Fallb-ack Deny Counters [}
NS
¥ TACACS+ Destination
LBAF Seq Action Source IP/Mask IP/Mask Protocal Source Port Dest Port DECP  Direction
Loxal gl it 10.62.97.21 0.0.0.0
”f"EhTI a clie A Permit ANy ARy Any Any ARy
Cusabled Clients I55,255,255.255  0.0.0.0
User Login Palicies TR TYTTTET
R e / ey o A
it 0.0.0.0 255,255.255.255
¢ Laocal EAP

F Priority Order

TFARTFOEAANOTET—RNE>> AN R—RIBEEL. #FHLLVWHREZ, ACICK
DTERENTVWEIT AN R—RIIERL KT

Creabe Guest Fortal - Choose Portal Type
Choose the type of portal you want to create.
) sponsored-Cuest Portal
SPONEEEE SPERl Tl ACHounte, Goels cannol creata thair own roctunt.
[E] salf-Registared Cunst Porial

Guests provide mifcemabon bo autematically create an account, with sponsor approvsl as an epliozal requerement.

) Ho=pol Guesi Portal
GUREEE CRAN ACosss the nehweri wthot credestiala, bt yeu can add pwelcoms messags and ALUF

“Conins. JECEN

AL ZO7 7AIINTESRENDR—RIINEZEBRLET., TI17FIILNTR-OICHORK

EINTEF>TTFED. FRR—Y DAZIAE—TI2OF T, TENBTNTOA
—JBNREAIA AT BENTEET,

HAZ7O77A)LERELTTE L

FAN (T AMARBETE &K ACL GuestRedirect N\OUA AL o> ar e )



-
—
£ Home  Operations |*  Policy| ¥ Guestéccess | v Adminisiration |+

&) urthands saan |} Aarthoaizaian | Profiling | Foshres | Slignt Frovisioning |5 TrustSes m
Ditionarias Conditions

Results .'u.al.hurl:u.:l-mn f'I'D]I.IH = Gaest
[ = ] Authorization Profile
= - * Mams |.|gu¢,1 |
e L': i ﬁr o =
. E"‘ o~ ascriplion I
= [ Amthorizatan *hceass Trpe [ACCESS ACCEPT - |

w |55 Audhorizaton Prafles
g Biackiole Wireless _Actess
i Ssco_F_Phones
5@ Derrpisoers
) Cuest
G Hotspat = Commen Tasks
() Men_Ciges_P_Procnae ‘Wab Bedirectan (GWh, MON, MSP, CRE)
g Pemitaccess
g Peimiamernet :
g Posre Cantalized Wab Auth = acL | cuestRedirec valug | ExampleselfReglstercues «
v [ Dvariosdabie ACLs
® O lrine Posturs Nods Profiles

Sanice Template [

O staac IPHost name

Permitinternet ( Airespace ACL 54 X —XVY K&)

L ]
: 7 Home  Operations |»  Palicy| v

3] Authenticabon | [m] Autherization [£) Prafiling |7 Posture |& Client Pravisioning
Dictienaries conanens  [EEECED
HE‘HH“S Authorzatixn Frohles » Permitintermet
( 5) Authorization Profile
: - *Hams [ parmiintarmsat |
HTiET e
» [ Awhestcaton Cigscrpicn |
» [ Auharirstion "Accass Tvpe | ACCESS ACCEPT =

» o Autherization Profies

5 Downioadatie ACLE

* [ nine Posture Node Profies
B Frofivag

] Fosfure

£ Cer Arrvisianing = Cammoen Tasks
B TrustSac

Sarvics Templats [

L - - -

O rear
O] web Aulhercation (Lacal Wb Auth)

Alrespace ACL Hame Ind gnneak

RAI =L ZHEERT B =6, [Policy] > [Authorization] ICBEIL £9., ISE TEn3 MAC
HEAENANA(MAB) POEA(RDOHShBEVWMAC 7 RLRA )R EZHDON—23 >
13T 7FIINRTHEERT (EBFENEBV), ChEFEF7F2IILNOREIAIL—IITATEE
BEIBXENfBVOTT AN R—FRIIZHEICKRIEET,



aliilia
cisco  Identity Services Engine P =

Operations | = Policy | = GuastAccess | v Administration | =

|&, Authentication E.mm:lrizaﬁnn |4} Profiling | Posture le, Cliant Provisioning |, TrustSec & Folicy Elements

Authorization Policy

Define the Authorization Policy by configuting rules based on identity groups andlor ether condiions. Drag and drop rules to change the erder
For Policy Expor go to Admeinistration = System = Backup & Restore = Policy Export Fage

[ First Matched Rule Applies -

k Exceplions (0)

Slalus Rule Mams Condifions (identity groups and other conditions Fermissions
Guast GuestEndpoints Radius Called-Sation-1D COMTAING Guest Parrmitiniemmat
Guesi_Authenticate Radius:Called-Station-1D CONTAINS Guest Guest

JANSSD ICEENTIHFR I—FRELHSWRIHBTIL—T0—FHTEL, <5V
SHUHTHESFELWIFIAN R=ZIIICENSZVEALINTRDOICTANFTZ70O7
TANEERTEIE 2NN ZE—HT >,

A—YHNTHO NEERLE, EECOT A F5%. ISE (& RADIUS CoA ZiX{E L.
WLC FBREZTVET, SO, RADOIIN—ILIEHFT7O07 7 14 )L Permitinternet & 3£ (2
—® L. WLC TEEEAET NS ACLEBaIZRLET,

5. [Administration] > [Network Resources] > [Network Devices] TWLC Z2%Y NDO—9 79Ut
ATFNAAELTEMLET,

Ot a>TR, BENERICHEL TVWAEZRALET,

1.77ANSSID £ BEMIFE, URLZZXRAT7 D%, TLTOTA R=DJICURXAL OB
cThEd:



= it T e AREAD T
(‘ & https://isel 3example.cormBdd 3/ portal/PortalSetup.actionportal=6f4867 01967 -11 ed - a20e-0050569c 363 & Ly " Google

CISCO Sponsored Guest Portal

Sign On

Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
Password:
Passcode:

Dont have an account?

Contact Suppon

2. EERAFES>TVELVDOT, HO2TLWEBATHVMEERLTTEWVWD, AT
32, NewR—Z THIVRNOERT A AT LA ZAEICTSD, BRI-—KF7>3>
ATARIRBEDO T TAR—7INICB2TVEHE, ELV FAOBALZTESLIRA
FEBEZASNBLSI ) TOMEBEDEABEER KT (chFLEXT,



e = https:/fisel 3. ecample.com:B44 3/ portal/SelfRegistration.actienfrom=LOGIN c E

!l[ll.l[l

CISCO Sponsored Guest Portal

Create Account
Please provide us with some information 50 we can create an account for you

Registration Code*

CISCD

Username
guest
First name
michal
Last name
garcarz
Email address
I‘“IQEW:EE@EIEC,{) com
Phone number

BE6E6666E

BNAD—RFLEZFR IRV —ICEABN HZBE. TAMNTFTIERAS>EKE>TAMNNRA
D—RRV—FKEBTANTFIECASERE> AN I—YE RVI—ICEREELET
B2EHICFETS—BNLTTEV, XICHZRLET,



B Configure B Manage Accounts

» Guest Email Seftings
» Guest Locations and SSIDs
» Guest Password Policy

+ Guest Username Policy

¢y Home

ldentify the SMTP server and specil

specify the locations where you wat

Specify the policy settings that will

Specify the policy settings that will

Configure username requirements that will be enforced for guest usernames. LIsernan

Username Length

Minimum username
lenagth:

4 (1-64 characters)

Username Criteria for Known Guests

If data is available, hase username on:

'E' First name and last name

() Email address

Characters Allowed in Randomly-Generated Usernames

Alphabetic:

Minimum alphabetic:

Mumeric:

Minimum numeric:

Special:

Minimum special:

Allia-z) -
g (0-64)
All0-9) -
0 (0-64)
All supported -
0 (0-64)

4 EBBTHINOERDET, FBER(TARNNAD—R ARV —CL2>TERETND

NAD—R)ARRENEKT:



* = 5 el S eamplecamaE 243 partal Creake punbactignMram=5ELF TRATION i

CISCO Sponsored Guest Portal

Account Created
)56 T Molkowineg informmiadan 1o 5ign an o ha neatsnrk
Lﬂ"l"ﬂ‘lf'l'lt'.ﬁ uesti
Password.=_yl
First namemicha
Last name garcan
Emailmgancarziciscd ooHm

Conlact Sappor

BHAVEIUYIL, EERERELTITEV (FAKN F—ZLOTFTEMF LR /TR
O—RAELBRETHESABERBAELNELA; ChEOTAVIC/SART— KREH
TWB ) AEHARCTEES D0+ 1T HEBTT,

-

Sponscrad Guast Portal

Sign On
Welcomae fo the Guest Portal. Sign on with Twe us#rmame and password provided o vau
Usernama:
guas

FPassvwond:

Hasscode:

ason

6. EERBIBE., #7332 D Acceptable Use Policy (AUP ) T RENBAELNERBA (&
LEBRETEIHESTARNR—FRIDOTT), RANTIVEAR—D (RKEBRETELTTA
RR=—ZI)BFERERTITIDHLELIhEEA,



INIAT
CIscO0 Sponsored Guest Portal

Fost Acoecs
Click Continue $o connect ko the natwork

You'ne wery dase lo gaining neteark aco

Contac Suppor

BREOR—DRBETIVEANROS NI EZRABLET:

T
C1s€o Sponsored Guest Portal

Success

You now hiave Inlemnel aooess through #is nebark

Sonkacs Support

RSTAY1—F 1Y
COtEo>a>TR, REODRNS TN 1—F 4T ICRIO>BHRERHELE T,
COERETE, ISEFChsoOdE2RLET:

wtity SerPdices Engi R e 1 . .
ﬂ Ed'!""- 3= AL L % Home  Gipsralisns | v Palicy | = Gussl Access | v Adminskalion | =

[ Aumamcatans ! Repois 2 Endpoint Projacion Sanice 9 Traubieshzal
Mmcerdigurad Suppkcarss Macarfigurad Metwork Dewices | AADILYS Draps 4 Client Skepped Resparding
0 a 82 4]
[m Show Love Seesices 404 add or Removs Colornz = 1.5- Aafresh a Repst Bspast Caunse Fafragh Fwary 1 minga | 5
Slalus Fepeat | Harkity 4 Authantication Palcy| Authorzation Pelicy | Authongation Profies  Idantky Sreup & Evant

Time -m ak... Court | I | |

200a-08-00 13 ]1%52 a guestl Ssesion State s Started
20040800 131552 guesl Dafauk == MaE Datauk == Suast Parmitint ermet Usar ldentity Gro... Authorze-Only succesded
20L3-08-00 131552 hramic Authorizabion succeeded

20040801 1318249, el GuRsTTYRe DALY Guett Authemtication Fassad

ooane
B b B boa

2004-08-0L 13:1%31.. 64:64:A%06: 23 Defauk >> MoB >= .. Default => Guest_... Guest authertication succeaded

. :._Cs 7I:I_E7.|_<L/§3-o

AN —HEE 2 A&FZEHRAl ( Guest_Authenticate ) ICH&W, ANV RALIRNEN
£ 7 ( "Auhenticationy FHIHILEL L),

TANSBEBROLEDICUSALINENET, ERBICOTACN (FILERENLET
AT HRE) ISEWLC ( "HZIT S, BIMVFTFH ) IC& > THERRE 1D CoA ZI5fE L
BEEREL TTZE L,

- WLC BERBEGEMEBRLEZITV., ACLBRIRRVET ( "TRUT2, ARET ). T



ARNGFELVWERY ND—=0 PO RARHENET,
LR—RNEEL (ARL—=232 >LR=F>ISER>TANTFIEALR—N>TAER—
Guest LR—PFMBELET ) ThEBBELET:

haster Guest Report Ean,
L]
Fios i DB 2014 12:00:00 AM 1o 080 12014 02:42:34 P .
Logged At Guaskh Usar MAC Address IP Addrezs Qparation Liser Mame Message AUP Acceptancoe
Marme
20140841 1318499 guestl 64-66-83-08-23-43  10.221.0.218 Guest user has accapled the use policy

20140201 13:18:08.7  guastl 64-66-83-08-23-03  10.221.0.218 el salfRagistratian
ARIY— A=Y (ELVEHHEL ) TAR I OBREDAT R AZHETEERT,

COBIRETHOY MFEREND N, I—HRFRLTOTJA L ZRFELE ( "HRPY0oAOY
121 ZHFBFT):

& pierS: fsponsor. example. com:H44 3/ sponsarpartall ogindubonit . action? from =LOG M #managedccount Summary

Welcome spansar

alran]ua
€i5€0  Sponsor Portal

CGreate ACCOUME Manage Accaume (1] Pendng Accolints (0 Hotic=e {0}
Resend Extend Edit guspend
Delete Reset Password Print
Eirstnerme: miehal
35 Narre: garcarz
Liseenams: guest]
Fasgwond =_yll
Emeil addrass mgarcarz@cisca. cam
Compar
= marbir GEEEREEEE
Par=an baing visitedamal)
DALY

A7 3AVERE

Bowraiting Initial Login
QBOUZ 4 12:58
OBMZEZ014 1258

Englizh

02347

CO7O0—DEAT—SNHBE. BRZBDATVIAVRBETDIENTEXT, ChIXNTRY
ANTFTORBADT AN R=FIILEIZ>EREL., > 5 A N R—2)JL > PortalName > Edit > P9Ak
BERE7JO-—UVEIREENET, FYEEBREFTEENENEEATVET:

ACBRRE

CTARBENAD—REEAT S a2 QOFFVBEEREATS 3> (ZhiFISE/N—2 3



ASOEEBTO77ALBSLTTANO-LD12) MEAEDETITEDKLT A b
THATITA7RRBLET

CBRI-R-BUBHEE. BSEHA>TVARTHIVRMERE D EEI—HFEGEEBLY
AZEBEZSNETT (NAT—RZRHELBTHERZRNXEA )

-AUP - HEEZROBICEARIS—ZZ T ANTTEWV

CERTIRERARYY—ITOTATUTANTHIVNOHDEH

AJ#> FARKRE
L TOEAD—R-BHBEE, BSEA>TVWBTSANI—FEIOTAVICHTEhET
- AUP - HEEBROBICEARI S —EBFANTTFE L
- RAD—REEATV 3>
TINA ARERE
CF7ALRT, FAAAGEBNCBREATVET
TANFNA R ERMERTE
- TO—RORRF + &AL
BYOD &R%E

BARNBEF/NA AEBBT OIS ARNELTR— R EEAT ORI —HEFTLET

AR Y—RRBFHI>2 b

BBENLEAT 3 THB Require ICE > THEBRBRENDT AR BIREINZEE, AN
PERTDTHIRNEIAR Y —ICE > TERIDMENHYVET, COMBEFAR Y —I(C
BANZETEOICXA=IZFEATEIDPELNELCA (TANTHIRNEREDOLEHIZ):

X—=I)LA S OBEHA S D Simple Mail Transfer Protocol ( SMTP ) 4 —/\AF7 # )L N RRES O
BWEE., THIVNFEREhERA:

Account Created

Use the following information to sign on to the network

Email send failure ‘

First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com

guestlog A S OOTFBHICERATEITRLAASOIO-—NILOKRITTVWAEEZBERLET



2014- 08-01 22:35:24,271 ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess.
f | ownanager . st ep. guest . Sel f RegSt epExecut or -: 7AAF75982E0FCD594FE97DE2970D472F: : -
Cat ch Guest AccessSystenExcepti on on sending enmail for approval: sendApproval
Notification: Fromaddress is null. A global default From address can be
configured in global settings for SMIP server.

BYBEX—IRENHBDEE, THIY MNFEREIET:

e
o Identity Services Engine

gc::mﬂgure ghﬂanage Accounts @Seﬁings

40» Home  Operations

» Guest Account Purge Policy Specify when to delete expired guest accounts
p Custom Fields Add custom fields that can be used for creating
w Guest Emall Settings Identify the SMTP server and specify the email

SMTP server: outbound.cisco.com

Configure SMTP server at::
Administration > System > Settings > SMTF

Enable email notifications to guests

(®) Use default email address

Default email address: | ise_notification@cisco.com

() Use email address from sponsor

Account Created
Use the TDI]-."‘.-WII‘]; infarmation to s1gn on to the network
First name:michal

Last name:garcarz
Email:mgarcarz@cisco.com

require k& 2 THEBREND S ANFBERREN AT 30 THAEETREICL LRI
BBLRENAD—R 74=)LRIEHLSEHBNICEHCSBEBRRIR—T £ 32 0O ZOERY
BREhET, Z5VSHIFT, ARVY—EBHIVEREEZETHO MNEREShEZEERT



O, JANI—HF@ETOEERE WebR—DIZCERHBEHRBT 72 NTRTRIEhFTE A,
ZORY) (SMS) £EEX—JLEFNSIE Short Message Services (SMS ) IC& 2> TETHEN S
WET, COAT>arEEo>ar (Y—2Y emallSMS ) ZFRAL TERICEFILTVO ¥
LWBRITAZ—TIICHE2>TVIHBENHYET,

BA X—I)LEARIH—ITEENET:

- =ise notification@cisco.com

% Beply| = Forward

00 ise_notification@cisco.com

wbject Guest Approval Request

o Me <mgarcarz{@cisco.coms=

Flaase approve (or deny) this selfregistenng guest. The gusast provded the following nformation:
Usemame: guasiy

Firsl Marme: michal

Last Mame: garcarz

ARV —RBFRARH—COJA4> L, PHOUNEERLET:

Weltome Sponsor w
atloan]ns P
cisco Sponsor Portal
Create Accounts Manage Accounts (1) FPending Accounts (1) Matices [0}
Approve Deny Refresh

Username State First Name Last Name Email address Phone number Company
# guesty Pending Approval michal garcarz mgarcarzEeisco.com

3

sk, FARNI—HROTAVICHAETAET (X—IH SMS ICL2TETWMSNT
BERY ) .

ENTBRE, COTO—THEAEND 3 e X—)ILTRLAFHYERT

O T RLADSOBEA T, ChIFEFVICEREND, FERARIY—TFTHIORHISE
H&Eh, TRLADPSOELTHADEDIZEAEThET: FANI (FARBOLDHIC ) BK
COLFUI v I)HABETHIRNEEH, ChRETYANTFIOEAOTT>RELET >R

E>TAM X=)BREREENET,

T RLAEBETINEBH ", ., ChEAROLEOOTHI U NEZTW2EEARVY
—ZHSEBREHICERAENET, ChETANTFTIEAOTOS AN R—Z)LT>BE
LET>TANR—Z)L>FREH >> XA—)l BRBERICEREE DX E Require Ik

THCBRENDTAMREETNET,



TP RLABETRINETAN Ty o ChREFOBICTANI—HFICI>TRMHAETIET,
X=)EEALTERBLREFBIL TV Y IILBANFBRENDZHE, JLTD vILFHM
(I—HYBBLT/NAT—R)HFFVTVWEI X TARNIEENET,

SMS L& > THEEREZELTTFEL

FARNERRIZEESMS ICE P> TETCENTEET, ChoSDATIIDREBRETHIHEN
HYFET:

1.SMS H—ERX 7ONA HA —&FRL TTE L.

SMS Service Provider

Guests can choose from these SMS providers:
Global Default

[ IT-Mobile

Eilyny

[ tverizon

[ IclickatellviaSMTP =]

2. BRBICEBILF OOV BN ZEZFEALTFIVYILTTFEVN:SMS FIVIRY IR,

3.¥ALS, FANI—HREAFTHI N ehKITZEERAAEETONA A ZRRT S
ROICHEENKT:

é B https :'-Z'example.cum'-i'.': portal SelfReqistration.actionfrom=L0GIN &

Phone number®

Company

SMS provider®

T-Mobile

T-Maobile
ATT
Global Default

Reason for visit

4. SMS FERE N 7ONM B LVEBFESICE>TEEIET:



Account Created
Use the following information 1o sign on to the network

First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com
Phone number.666666666
SMS Provider.Global Default

5. Administration > 2 A7 L > ®E>SMS F*— R I IS/ DT TSMS JONA X ERETEE
9,

PAR S

FARI—THAUP 2O A LIz, BHANDETFNAARAZT> a2 zBRTHENYTT
ARNFBRE N, FNAAZBERTERT:

T
CISCOo Sponsored Guest Portal

Device Registration

You can 3dd a madimum of Sguestdeice_Bmits divices. Enter 3 devic 1D and dindce desoipion. The devics 1D is the WAC address o Wi-Fi dodress of the
device. Itis an alphanumeric ID in this format A1:B3ES 19:6F-B8

Device ID

Device Description

=
Cancel, continue

Manage Devices (1)

64:66:B3.:08.:23.A3 Dot

TINAADFBRICEBNICEMEA TV EERLTTEV (Manage /N1 A UARIS
WET ). ChREBNCLPAZ TFAN FNAAFBRENLEVSERAICKYFT,

RAF ¥

BEETADN FINA A ERYEFT TS a0 FBEBRENDZHEES, AN I—HFRERAF ¥
(NAC/Web I—2 IV KN) Z&HESOJA 172k, AUPZZHFANEII -T2 MK
TREBEENET (BREA T2 AaVTFNARABRET2>TCTEV ), ISERENDI—CI 2R



FRETIUENHIHNRETDIIVSATONTOED I ZT =) Z0EBLET, Thh
SAT—2aVTEHEIDII—CIVRMNIRAFYZ (RAF ¥ IL—ILICK2T) 1TV, BRBEEA
T—RAZLEETRLEHIC CoAZBRIATIELMELRSHEE §2 ISEICEREEVYET,
AREMEOHZEBHRAUE CNAICELUL EICKRA $2HhELIAEEA:

¥ Exceptlons [0)

Stabus  Rule Mame Caonditions (identity groups and other condibions) Permissions

u Guest_Compliani GuestEndpoints Radiug Called-5tation-10 COMTAING Gueast Farmitintemmeal
SesslonPostureSiaius EQUALS Compliant

Guesl GuesiEndpoinis Radiug Called-Sation-ID COMNTAING Guesi LirniledAccass

Guesl_Aulhenlicat: Radiug Called-Staion-ID COMNTAING Guast Gugst

BE2LIAZ AN R—ARJLIC Guest_Authenticate )L—J)L VXA LI NCHASBYIOHE 1
—4, 1—HYECEREOTALE, B, COARRIAAT—RAZZEL, RAFYB LA
BEISEHICI—YREHBRENLETIVEAZEZASNET, NACTI—2 I MBRUERM
TNBBX2ERT—2AVERBES—ELETAEZ—FXYMNOTIELAZRETSZ D
IC COAZERIMARAT—RA%ZTT,

RAFYICBFH2HRENBBBEAFSIELVWIZSAT7N 7O aZ T =IO eENnT
WET:

il
CISsCO Sponsored Guest Portal

Device Security Check

ISE is not able to apply an access policy to
your log-in session at this time. Please
close this browser, wait approximately one
minute, and try to connect again. If you are
still not able to log-in, please contact your

network administrator.

Contad Support

chidFEk guestlog 77 ML EZRETRDIZEEAET B ENTEXT (1.3) ISEN—23>T
L L

2014-08-01 21:35:08,435 ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess.
f | ommanager . st ep. guest. d i ent ProvSt epExecut or -: 7AAF75982EO0FCD594FE97DE2970D472F: : -

CP Response is not successful, status=NO POLICY



BYOD

Network 77’2 3> OEANBTINA AZERATH2E) YTREEFERENZHE, COKR—
)N ZEZFERAITZDEEI—HEFBYOD Z270—L, BRLEFIB/ANBETFNA AZBIBTEEXT,
FARNI—HYETIC, TOREFMAEZEELEEA,

HEE "JARMELTR—ZIILZ, FEALTVWRESVSZEEZEKRLETH,
F7AILKNT, AN R—2)LIE Guest_Portal_Sequence B A N7 THREETNET:

+» Portal Setlings

HTTPS port.™ | ga4:| so00 - 8999

Allowed interfaces. * Gigabit Ethermeat 0
D Gigabit Ethernat 1
O cigabit Ethernet 2
L] Gigabit Ethemet 3

Ceificate Group Tag: * t:ert"l‘aﬁl 'I

Configure cerificales at

Administration = System > Certificates > System Certificates
Identity source sequence:* | Guest Portal Sequence -

Confioure [dentity sournce Segquence al

Administration = Identity Management = Identity Source Sequences

ChEABI - Z2HADCBHCATDIREBARNT —T2ATT (TARNI-HOHEIC ) :



fic Home  Operafons | Policy | ¥

:f;' SyElem & |dantty Managameant il’“ler-n".-lk Radiunces |i_'l‘ Davics Poits Managamsnl
Mentites Geaups Exlemal Identily Sources Idanfity Source Saguences Saltings

Fentily Searca Saquences Lisl > Guest Partal_Sequencs
Identity Source Sequence
w ldenifty Source Sequence

“Hama| [5uest_Portal_Sequence
Description| & paslt-n Mantity Seguance for the Guest Portal

= Carlincals Based Authenlicalion
[ select Certificate Authentication .
Profile
= Authenticallon Search Liak

A gat of idaptity sources Thal will be acfassad in sequanca undl Trsl authemisation suicasds
dailakla Selaciad
Intarnal Endponis Il mmual Lisars

Al ] Gisesi Ugers
_|| BlI_AD_Instancas

|
1= g

EE EE

COBRETTANR—ZIT, I—HFERAPL1—FTREITZDEEEND BYOD UAAL IS
AVRERELEIETRZRMBEL, L&

CI5Co Sponsored Guest Portal

EYOD Wealcome
Walcome by e BYOD paral

Accass 1o this rebwork mguins pour dedcs b be conhgared for
anhanced Secunly. Click SEam Lo phodide S cs inlsemation Befone
compananis s instalsd on pour dedce

I want guest access only

COREELFEI-FRBREANET/NAADRZHD BYOD 275N TEXRT,
REI-—FEERORY I, TARNI—FEERE, BEVO-HKGEXIRHELITIH
(BYOD £&LU ),

VLANDO ZEE

ChEFETANR—FZIDEDHIZEBEENB ISEN—232 12 O VLANOZEEABLU LS B FT
23a>Td, ThlE ActiveX PV —AL, EFHITS1HICDHCP 2FERT S JavaFZ 7L v b



ZRITIBDCEZTREICLET, CHEFECAANIVRRLIZNDIZHD VLAN DEEZFHT
BPEEHETYT, MABHNFERAENDEE, IVRARIMEVLANDZEEICRITVWTLVEEA
o AIRERFAREEFEINACI—ZIVHMEDMVLANZ (DHCP DU —AR/EFHLET )EETDC
ETT, £E5—D20AT23VFE WebR—ITRITILY ML >THLWIP PRLAZE
RIBDZETT, VU—R/COABMDEBER/BRETDCENTERIEHLEXT., coA7>3
VRRENANWTFNAADLEDHICHR—REhE R A,

BYE 1 ]

.CiscoISEV714F¥aL -3 HLARORAF ¥ H—ER

- Identity Services Engine ZEAL =24 ¥ L A BYOD

- BYOD BEHD =% D ISE SCEP H7R—b

. CiscoISE13 P RE_ABRL—R HA K

- WLC & ISE TOH R Web F2EE D& EHI

. ISE ##® L = WLC T FlexConnect AP Z{#H L =5 Web BBIFDE&EHI
cTOZHhIL HR—bE RF I XD - Cisco Systems



//www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
//www.cisco.com/image/gif/paws/113476/wireless-byod-ise-00.pdf
//www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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