YRRAONOZTAT77PAVUTICERAE
D DHCP/NTAXA—REBERVAN F7<,3> 55
DR EH

&

=

B HE S 4

EZ#®
FEAIBZIAR—F b
ESHH

===

axX JE

=
203

KZ7)a—b
J o
S

B=

ZMRF I X NTIE, Identity Services Engine (ISE ) 2R 3T2F/NA RAZ27O7 74 )>0 Y
TRLEHORBOFELEL T, DHCP NTX—RERVAN #7232 55 ZBAT B HEIKCD
WTERBALE T,

Bl SRAF
B

Cisco TRRDABIREZB/EITHELTVWET,

k

Hh
i
Tt

- DHCP 74 AANY 7O+ AICEIRELAB NI HD &
CISEZBERALEAARZLTZTO77AVVT L—IORECEIDERI DL

ATV R—FT b
CORFIXYNOERE. ROYTRIITEN-—RIIFTON—JIVILETVTVET,

- ISE/N—232 3.0

- Windows 10
CORFIXNOEBEHIEFE.,. BEODTAREBILHZTNAAICETVWTHERENELE, ZOR
FAXRNTERAIZINTOT/NA AR, I (FT7 2N ) REORELSEEBLTVET
oﬂawzzhv INEBEARTHIBEICIE., EOXSIBIAXRICOVTE, TOEEN

BEEIIODVTHEILERAL THEKBEN HYET,



BRELA

ISE DEBFEEAT, &V —MBUICEAZTHhZTO774)>9 70O0—7 121k, RADIUS,
HTTP., DHCP B ENfH V) £F, User-Agent XFHASEEBRTI Y RRA N F—RE2F ¥ 7 F
YIBEHIC, ISED—I970—OFRTURLIVAAL > avaERLE, HTTP 70—
LELFEAEhTVWET, L, —HOEBBOI—AT—ATIEE, URLUFALIRDNEEL
<7<, DotIxNBEENDEH, TIVRRANEERICTO77AITDENREIZEY)
T, L&A, EDService Set Identifier(SSID)ICIEL T D HREBDOPCIE 7T VA ZE
L. BADiDevice(iPhone, iPad, iPod)id M4 > Z—XY RT7IVEADKAZRBLET., MAHD
SFUAFT, A—HRF7O7740)>0&h, Web 7505 2R<OICI—HICHKEFELEL, B
A7O77A4ALNBEAORY)EBENZID IJIL—TICBNICIYE>TJEhET, K<FEHATID
BORERZEE., RARBOBETT., COBREE, 1I—FHF T RRANODFRANERIE
BEOEICEETDNREEN BDILEHTTELTT,

CDEOBELWVWT—ATIE, DHCP 7O0—78 &V TDHCP O/NTX—ZRERU AN, OAF
arvbs5k, ChSOFNAAOTOAT77A I TDEOORELSEELTHERTEET,
DHCP NTY RAD TINTAXA—RERVARN) 714—=I)LRE., BABHE AT AL (IPS) A/NT
YREBETHLEOICBEAFEATZINOEEEALERARIC, IVRKRARNOARL—F 1Y
SATFLDTAVH =TI N ERBETDLEDICERATEET, IVRRANOARL—FT 4
U AT LN DHCP F4 ANN—FZIE DHCP ERDO/NT Y NE2ERICEETZ5E. ®ik
EEZEFEDHCPH—=N(FT7FILNIL—32, RXAL2 Z—LH—/V(DNS), TFTP H—=N\&x &
YD SZEFEDDHCP A7 3a>oBFO) ANEHBHIAKLETET, DHCP IS4 T "HH
—NASNSOAT IV EERIZDIEFEABYVIHEOENT, BENDEETOARL —T
AT ARATLADTAVH—T VRN ERBETZEOICFERATEET, "NFX—FERUAN
1 AT AVOFERAG. HTTP @ User-Agent XFHIE EBBTREH Y EBAN, RARBRMO
BHICERENET—RELYERZDICHBENEENDTT,

X: "DHCP ONTA—RERVAN, OF T3V REELBEBAETEHY)EFRA,
NERAE, COFAT2AVTERENDZT—EINIRIZ—ICHKEL, EBOTFNAA ZA
TTCEETDAESENI D E-HTT,

ISEQZ7O77A4V2T L—I)LZRETBHHEI. DHCP /NTY RARIC TINTZX—RERUAD,
DAT>AVEFMIZDLEHIC (BFETDES ). I RKRA 2 MFELE Switched Port
Analyzer ( SPAN; A4 Y F R R—K FFSA4H ) H S5O Wireshark ¥+ 7’F v, £LIEISED
Transmission Control Protocol (TCP ) > 7 OF ¥ 7 F vy &ZFERALET, RXOF ¥ 7 F v Hlik
. Windows 10WDHCP/NS X—RERIJ AKNNRLIST)Y A 723> &#RLTVET,



(M Jbootp _

Source

Destination

Protocol Length Info

No. Time
_ 1883 55.281036 0.2.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xc629cl2d
l 1645 70.718483 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 0xc629:12d]

<

Boot file name not given
Magic cookie: DHCP

Option: (53)
Option: (61)

Option: (12) Host Name

Relay agent IP address: @.8.0.@
Client MAC address: IntelCor_26:eb:9f (b4:96:91:26:eb:9f)
Client hardware address padding: ©0000000000000000000

Server host name not given

DHCP Message Type (Discover)
Client identifier

Option: (6@) Vendor class identifier
[ ¥ Option: (55) Parameter Request List I
Length: 14
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
v Option: (255) End

BRO TNSA—KRERUAN OXFFIE, 1. 3. 6, 15, 31, 33, 43, 43, 44, 46, 47,
119, 121, 249, 252, ISECHARR L TO7F AV I &BEBRT B4R, CORRERL

AULET,

REEY> 32Tk, Windows 107 —2 A7 —=< 32 ZWindows 10-Workstationl — & 8% /-
SODAARLTOAT7A VD IE&GEOERICOVWTHALET,

ﬂgll

E

1.ISE OE®E GUI (O 1 > L. [Policy] > [Policy Elements] > [Conditions] > [Profiling] (C %
BLEI, A 20Uy ILT, MIBOAARZLTOAT7AVIRBEZEMLET., C
OFITIE, Windows 100/55 X—ZERJ A RNNRLIST)7 4 > H—TU> REFEHALTL

x9,
BLTLEZW,

"TNIX=ZFBRVAM, OEOEEDIANIOVWTR,

CFingerbank.orq 4 %3

3 : [Attribute Value] THF AN RY VRALBFOA T2 a2 O—BIRTEhBZVBENFH
W, TOBEBRVARNIXRTERRTAEHIC, VIAFERF—R—RTRAIO-ILTS
CENFRELCEYET,


https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf
https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf

Profiler Conditions Profiler Condition List » New Profiler Condition

EXCOpimiS e Profiler Condition
NMAP Scan Actions

Allowed Protocols * Name Windows10-DHCPOption55_1 Description DHCP Option 55 Parameter Request List for

Windows 10.

4

* Type DHCP w

* Attribute Mame  Jdhcp-parameter-request-li v

* Operator EQUALS ~
* Attribute Value 1, 3, 6, 15, 31, 33, 43, 4¢
System Type Adrministrator Created

2. HARLZHEEEZ L IZIREET, [Policy] > [Profiling] > [Profiling Policies]ic BB L T, B
O7A77AVITRIS—%2ZBETDH, HILLWOT7AVTRI—BERELET
o cOBITIEE, HILWNSX—REBRVANOERHZETCLED, F7FILMD
Workstation, Microsoft-Workstation, Windows10-Workstation/R!) & —#fREE N E T, X
ICRT LD, FL VESZH % Workstation, Microsoft-Workstation, Windows10-
Workstaton® 7O 7 74 SRS —)L—=I)LICEMLET, BROTO7 74V T#RE
ERTDEHIC, BEICISU T [Certainty Factor] ZEEL XY,

Overview Ext ld Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans Paolicy Elements Profiling Policies
!

&
seription Policy for Workstations
4 YMWare-Device
o et : b
"y Vizio-Device i
%y WYSE-Device * Minimurmn Certainty Factor 10 {Valud Range 1 to 65535 )
|+ Workstation
* Exception Action NONE A
|4 ChromeBook-Workstati
NONE -
i+, FreeBSD-Workstation
> |4 Linux-Workstation Create an Identity Group for the policy ) Yes, create matching Identity Group
Mo, use existing Identity Group hierarchy
> |4 Macintosh-Workstati
AN ONE S+
|4 Microsoft-Workstatio
ocisted CoA Type Global Settings v
|4 OpenBSD-Workstation
R System Type Administrator Modified
|5 Sun-Workstation
> |4 Xerox-Device
: Rules
4 Z-Com-Device
l4 ZTE-Device if  Condition Windows10-DHCPOption55_1 L Then Certainty Factor Increases 10 ™
- = K Condition 0S_X_MountainLion-WorkstationRule1Check2 e Then ertainty Factor Increases v 30 A
4 Zebra=Device X o v F o



Overview Ext Id Sources Network Devices

=

&

Endpoint Classification

Node Config Feeds Manual Scans Policy Elements

* Wame

L4 WYSE-Device

Description Generic policy for Micresoft workstation

Microsoft-Workstation

v |4 Workstation

|4 ChromeBook-Workstati

* Minimuer

|4 FreeBSD-Workstation
* Excaplion Action

> |4 Linux-Workstation

v [F . , NMAR)
[_. Macintosh-Weorkstati

~ |4 Microsoft-Workstatio Create an ldentity Graug for the policy

|4 Vista-Workstation

|4 Windows10-Warkstat

|4 Windows 7 -Workstati
r ) i System Type
% Windows8-Workstati

|4, WindowsXP=Worksta
Rules

|4 OpenBSD-Workstation

IValid Range 1 to 65535 )

NONE

NONE

Yos, create matching ldentity Group

Q) Mo, use existing Identity Group hierarchy

Workstation

Global Settings

Cisco Provided

Profiling Policies

> |4 Sun-Waorkstation I If  Gondition

Windows10-DHCPOption55_1

~ Then Certainty Factor Increases

v
s

> |4 Xerox-Device If  Candition

Microsof-Workstation-Ruled-Check!

w Then Cartalnty Factor Increases - 10 o

g

Overview Ext Id Sources MNetwork Devices Endpoint Classification Node Config Feeds Manual Scans Paolicy Elements |Pr0fi|ing Policies

Fronmng

o) Profiler Policy

-0

&

* Name

TR

< |4 Workstation

|4 ChromeBook-Workstati

|4 FreeBSD-Workstation

> |4 Linux-Workstation

> |4 Macintosh-Workstati

| v & Microsoft-kaslatiol

| Vista-Workstation

| |4 Windows10-Workstal

|4 Windows7-Workstatis
|4 Windows8-Workstatis
|4 WindowsXP-Worksta
|4 OpenBSD-Workstation

> |4 Sun-Warkstation

Description Policy for Microsoft Windows 10 workstation

Windows10-Workstation

|4 Xerox-Device

Y
* Minimum Certainty Factor 20 (valid Range 1 10 65535 )
* Exception A NONE w
* Metwork Scan (NMAP) Action NONE w
Create an ldentity Group for the policy Yes, create matching Identity Group
O Ho. use existing Identity Group hierarchy
* Parant Palicy Microsoft=-Workstation W
* Associated CoA Type Global Settings S
System Type Administrator Modified
Rules
| If  Condition Windows10-DHCPOplionS5_1 w Then Certainty Factor Increases 20 v
H C Windows 10 Ruled-Check1 L Then Certainty Factor Increases =~ 201 e

|4 Z-Com-Device

X¥:Z20t02 a3 THERAENADOIRD

gI—HER) ZERAL T EE W,

HMICDOWVWTIE., Command Lookup

Tool ( &

RS

ATV T -

[ISE] > [Operations] > [Live Logs ICBEL 9, DR

alf [& Unknown Authorization

PolicylZ —

BL., #IRFET IV EANISEILFEENET (ISERISEICHULTTIVEAZFALET ), T
NAZAOTO77AIIDEREN=%, ISECoAZ N H—L, ISETHIDORIEERZEZEL,
¥LWZ'O7 7 4 JL(Windows10 Workstation)& —2% L £ 3


http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do

= (Cisco |5}

Live Logs Live Sessions

Misconfigured Supplicants

0

Operations - RADIUS

Misconfigured Network Devices

0 0

RADIUS Drops

Client Stopped Responding

0

Hewer w

Repeat Go

Latest 20 records ~  Last 5 ming

) Refrosh 45 Resat Aepeat Courts xport To
Time Status Dotails Ropoat ..  Identity Endpaint ID Identity Gro... Endpoint Profile Authorization Policy Authorization Profiles
b4 - Idendity Endpaint 1D Identity Growp Endpoint Profile Autharization Palicy Authorization Profiles
Dec 29, 2020 06:385:43.472 AM (] 1 o o B:96:91:26:05:9F ‘Windows 10-Workstation Switch > Microsoft_woristation Permithccess
Dec 29, 2020 08:35:42.088 AM [ -] a -1 BEDE: 3126605 Warkstation Windows 10-Warkstatlon Switch >» Microsoft_workstation Permithccoss I
Dec 29, 2020 06:35:41. 948 AM [ -] Y B4:98:51:26:08:5F
Dec 29, 2020 08:35:19,473 AM [-] 8 detizuser Ba:08:01:26:E0:0F Profiled Intgl-Davice Switeh »» Unkngwn_Profile

ATV 7 2-

CCTR. BENERCHMELTVIAES A ERELET,

Unkngwn,_profile_limisod_sccess

JAVTEARNOERTR]S[IVRRABNCBEBL, T RRAD NEREL CRE1ET

YILET,

- EndPointPolicy " Window10-Workstation¢d V) . dhcp-parameter-request-list® B A" L (5%
EBULERHEE—BLTVWACLEZBERBLED,

Cisco ISE

Endpoints

B4:96:91:26:EB:9F

MAC Address: B4:96:91:26:EB:9F

urren

Applications

General Attributes
Description

Static Assignment
Endpaeint Policy

Static Group Assignment

Identity Group Assignment

User-Fetch-User-Name
User-Name
UserType

allowEasyWiredSession

Endpoint Profile: Windows10-Workstation

B4:96:91:26:EB:9F

O@H

ress

Location: Location —* All Locations

Attributes Authentication Threats
false
Windows10-Workstation
false
Workstation
daot1xuser
dot1xuser
User
false

I dhcp-parameter-request-list

1,3,6,15, 31, 33, 43, 44, 46, 47, 119, 121, 249, 252 I

NZ7L>1—b

Context Visibility - Endpoints

Vulnerabilities



ZoTH, BEORS TN I—FA VI ERATERBRERLET.

- DHCP N ¥ M ( helper-address £7/=(& SPAN 2FAL T ) 7O7 74 U J¥EEE R1T
TBHISERV— /—RICEELECEZRIELET,

- [Operations] > [Troubleshoot] > [Diagnostic Tools] > [General Tools] > [TCP Dump]¥ —IJL & {
BALET, ISEEEGUINSTCPRA YV 7F Y T FY¥E2XAT 1T TRITLET,

< ISEPSN/—RTXROF/NY T ZBMIZLET, -nsf-nsf-session-lightweighttzy 3> 5«
Lo K8U-7"07 7 4 Z-runtime-AAA

. Profiler.log, prrt-server.log, & & T¥Isd.loglC B EEHRN R RENE T,

c TNTGA=BERVAN, OFT2a>0BREFEIO) ARNIDWTIE, Fingerbank.org ®
DHCP 7 A A=V b DF—EIR—AEZSRLTLSEZ ),

CELW TANSA—ZEBERUAN) OEZISEQO7O77A ) IRBICHTRETDIELSIC
LTLKEEY, " BUICKSFEAETNDZVSIDADOXZFICE, ROEODHKHYET,

X :debug ON REFATSHEIC, TNV T OXROEELER, 22RBLTLE
=L,

OJ %%

++ISEPSN/ — RTROFNY T Z2BMIZLET,

-nsf

-nsf-session

-lightweightzy > 3> 74 L O KU

-707743

-runtime-AAA

++ 4] BT

++prrt-server.log

++ISE/ —RTT UV EAERZZE

Radius,2020-12-29 06:35:19,377,DEBUG,0x7f1cdcbd2700,cntx=0001348461,sesn=isee30-
primary/397791910/625,CallingStationID=B4-96-91-26-EB-9F ,RADIUS
PACKET::Code=1(AccessRequest) Identifier=182 Length=285
++ISEA"Unknown_profilelc — 29 %

AcslLogs, 2020-12-29 06:35:19,473,DEBUG,0x7f1cdc7ce700,cntx=0001348476,sesn=isee30-
primary/397791910/625,CPMSessionID=0A6A270B00000018B4401 3AC. user=dotixuser,
CallingStationID=B4-96-91-26-EB-9F, AuthorizationPolicyMatchedRule=Unknown_Profile.
EapTunnel=EAP-FAST, EapAuthentication=EAP-MSCHAPVv2, UserType=User,
CPMSessionID=0A6A270B00000018B44013AC. I KR4 > NMACAddress=B4-96-91-26-EB-
9F,

++ISEN HIFR{SE 7 U 2 A TAccess AcceptZ (S


https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf
https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

Radius,2020-12-29 06:35:19,474,DEBUG,0x7f1ce7ce700,cntx=0001348476,sesn=isee30-
primary/397791910/625,CPMSessionID=0A6A270B00000018B44013AC
user=dot1xuser,CallingStationID=B4-96-91-26-EB-9F ,RADIUS PACKET::Code=2(AccessAccept)
|dentifier=186 Length=331

++|ISEA'DHCPIEREZ BT HIO VT AV T EHZRE

Radius,2020-12-29 06:35:41,464,DEBUG,0x7f1cdcad1700,cntx=0001348601,sesn=isee30-
primary/397791910/627,CPMSessionID=0A6A270B00000018B44013AC,CallingStationlD=B4-96-
91-26-EB-9F,RADIUS PACKET::Code=4(AccountingRequest) Identifier=45 Length=381

[1]2—*—%& - {E : [dot1xuser]

[87] NAS-Port-Id — f& : [GigabitEthernet1/0/13]

[26] cisco-av-pair — {E : [dhcp-option=

[26] cisco-av-pair — {E : [audit-session-id=0A6A270B00000018B44013AC]
HHISEN T HO YT 1 VU ISEZIRE

Radius,2020-12-29 06:35:41,472,DEBUG,0x7f1cc5cc700,cntx=0001348601,sesn=isee30-
primary/397791910/627,CPMSessionID=0A6A270B00000018B44013AC
user=dot1xuser,CallingStationID=B4-96-91-26-EB-9F,RADIUS
PACKET::Code=5(AccountingResponse) Identifier=45 Length=20,RADIUSHandler.cpp:2216

++Profiler.log

++DHCPZ 7’2 3 >y dhcp-parameter-request-list C 7 O 74 VI E#HEZEITH &, ISERT
NAAOT7OAT77A )T %=#RBLET

2020-12-29 06:35:41,470 DEBUG [SyslogListenerThread][]
cisco.profiler.probes.radius.SyslogDefragmentter -:::- parseHeader inBuffer=<181>Dec 29
06:35:41 isee30-primary EXICE_RADIUS_Accounting 0000000655 2 2020-12-29.4 67 +00:00
0000234376 30025* ZRadius-Accounting:RADIUSP A I T AT 0 AYFRYITTFY TF—h
. ConfigVersionld=99, 7°/X4 AIP7 RL A=10.106.39.11, UserName=dot1xuser,
RequestLatency=6, NetworkDeviceName=Sw, User-Name=dot1xuser. NAS-IP-
Address=10.106.39.11, NAS-Port=50 113, Class=CACS:0A6A270B00000018B44013AC:ise30-
primary/397791910/625, Called-Station-ID=A0-EC-F9-3C-82-0D, calling-Station-ID=B4-96-91-
26-EB-9F, NAS-Identifier=Switch, Acct-Status-Type=Interim-Update, Acct-Delay-Time=0,
Acct-Input-Octets=174, Acct-Output-Octets=0, Acct-Session-Ild=0000000b, Authentic remote,
Acct-Input-Packets=1, Acct-Output-Packets=0, Event-Timestamp=1609341899, NAS-Port-
Type=Ethernet, NAS-Port-ld=GigabitEthernet1/0/13, cisco-av-pair=dhcp-option=dhcp-parameter-
request-list=1\, 3\, 6\, 15\, 31\, 33\, 43\, 44\, 46\, 47\, 119\, 121\, 249\, 252, cisco-av-pair=audit-
session-id=0A6A270B00000018B4013AC, cisco-av-pair=method=dot1x,

2020-12-29 06:35:41,471 DEBUG [RADIUSParser-1-thread-2][]
cisco.profiler.probes.radius.RadiusParser -::- Parsed I0S Sensor 1:dhcp-parameter-request-
list=[1, 3, 6, 15, 31, 33, 43, 44, 46, 47, 119, 121, 249, 252]

B : cisco-av-pair value:dhcp-option=dhcp-parameter-request-list=1\, 3\, 6\, 15\, 31\, 33\, 43\,
43\, 44\, 46\, 47\, 119\, 121\, 249\, 252, audit-session-id A6A270B00000018B44013AC.
method=dot1x



B : dhcp-parameter-request-list value:1, 3, 6, 15, 31, 33, 43, 44, 46, 47, 119, 121,
249, 252

2020-12-29 06:35:41,479 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:EB:9F:12413370-49a0-
11eb-b713-1a99022ed3c5:ProfilerdL 2> 3 : .2 OMacDFrE¥E : B4:96:91:26:EB:9F is
isee30-primary.anshsinh.local

2020-12-29 06:35:41,479 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1299022ed3c5:ProfilerCollection: — T KRR A > NB4:96:91:26:EB:9Fis isee30-
primary.anshsinh.localDREDHEF E X v £—2J— REE3002

2020-12-29 06:35:41,479 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1a99022ed3c5:ProfilerCollection: = T KRR A > MY — Aradius true

++H L VE M

2020-12-29 06:35:41,480 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1a99022ed3c5:ProfilerCollection: — ¥ L W K4 : dhcp-parameter-request-list

2020-12-29 06:35:41,482 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1a99022ed3c5:ProfilerdL 223> : -T2V RKRAVNEEEhIEEH LY b -

2020-12-29 06:35:41,482 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1299022ed3c5:ProfilerCollection: dhcp-parameter-request-list

+H+EBDII—INEBIREEIC—H

2020-12-29 06:35:41,484 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5 : 7’07 7 A )L — 7R1) 2> —Intel-Device matched B4:96:91:26:EB:9F ( #EEM4
5)

2020-12-29 06:35:41,485 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1299022ed3c5 : Z7OA7 7 A I - RU>—D—U AFT—> 3 2 B4:96:91:26:EB:9F [ —
( ERM10)

2020-12-29 06:35:41,486 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5 : 7’07 7 1 )L — 7R ) > —Microsoft-Workstation*B4:96:91:26:EB:9F & — 3
LELL (HBEM10)

2020-12-29 06:35:41,487 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5 : 7’O7 7 A )L : R — : Windows10-Workstation/*
B4:96:91:26:EB:OF& — 8L £ L /= ( HEEEM20)



++Windows10-Workstationld, BREICE IV THEEEN4O0OFEFVED, FNLAADI Y RR
AVRN7O774INELTBBIRENET

2020-12-29 06:35:41,487 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5 : 7O7 7 AU T - RS —EEOSH : T RRA B
:B4:96:91:26:EB:9F EndpointPolicy:Windows10-Workstation for:40 ExceptionRuleMatched:false

2020-12-29 06:35:41,487 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1299022ed3c5 : Z7O7 7 A IV RIRA > N : B4:96:91:26:EB:9F Matched Policy
Changed.

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5 : A7 7 A I I RRA > N . B4:96:91:26:EB:9F IdentityGroupf ZEE &
nELE,

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:RE L KRR A > NB4:96:91:26:EB:9F - 3b76f840-8c00-11e6-996¢-
525400048521 DF A 7T T4 T4 J)L—7ID

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5 : 7OAT77AIN -7TOA7 PALEhi=IT RARA > FB4:96:91:26:EB:9F,
R1) > —Windows10-Workstation, —& L #=7R 1) > —Windows10-WorkstationZ#&F D> T > RKRA >
Fyvsa

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1299022ed3c5: X E L KRR 1 >, NB4:96:91:26:EB:9F, S kTUep XY —IJ— RERE
FH514XR> b=3002

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5 : 7OT7 7 A I I RARAL >~ : B4:96:91:26:EB:9F IdentityGroup /FRE S
O77ANHFBEEEhEL =, F4FECoADRTT

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling:- Profiling: T> R/R4 > NOFMZEED
CoAEvent:EndPoint[id=ff19ca00-499f-11eb-b713-1a99022ed3c5,name=<null>]

MAC : B4:96:91:26:EB:9F

B 1£ : Calling-Station-ID{E : B4-96-91-26-EB-9F

B 1 : EndPointMACAddress{E : B4-96-91-26-EB-9F

B : MACAddress value:B4:96:91:26:EB:9F

++Lightweightzy 23> F A LI NUADT—RDEE



2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.LSDForwarderHelper -:::- Endpoint.B4:96:91:26:EB:9F
matched Windows10-Workstation

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.LSDForwarderHelper -:::- forwarder,defaultus,defaultad
B4:96:91:26:EB:OF I ICLSDZEBML TWAH EEICARV N EEFTS

++J 0 —/N)LCoAN BFELE L TEREhTWVS

2020-12-29 06:35:41,489 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-
1a 99022ed3c5:ProfilerCoA: - BEE &Y O0—/Y)ILCoAOdX > K& A 7= Reauth

2020-12-29 06:35:41,490 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:EB:9F:12413370-49a0-
11eb-b713-1a99022ed3c5::- T RIRA 2 NOEHF - BEH S D
EP:B4:96:91:26:EB:9FepSource:RADIUS ProbeSGA:falseSG:7— YV AF7—>3 >

2020-12-29 06:35:41,490 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:EB:9F:12413370-49a0-
11eb-b713-1a99022ed3c5::- T KRS/ NOEH - I—# D
EP:B4:96:91:26:EB:9FepSource:RADIUS ProbeSGA:falseSG:Windows10-Workstation

++HISERRUS—IC—BL., CoOAZRERBEITILVEN HINESHEHBLET (CoANRENE
58 ). ISENCoOAZRNUA—F20EF, 7O77AIINOEBLCL—HBIBRV—HH2HEET
T9

2020-12-29 06:35:41,701 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-
1a 9 9022ed3c5:ProfilerCoA:- Local Exception PolicySet Switch , policystatus=ENABLED

2020-12-29 06:35:41,701 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-
1a 99022ed3c5:ProfilerCoA: - RU S —F : ALY FRVI—AT—2 A : B

2020-12-29 06:35:41,702 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-
1a 99022ed3c5:ProfilerCoA:- Ihsvalue name 6d954800-8bff-11e6-996¢c-525400b48521 rhs
operandID 42706690-8c000 11e6-996¢c-525400b48521 rhsvaluename Workstation:Microsoft-
Workstation:Windows10-Workstation

2020-12-29 06:35:41,933 DEBUG [CoAHandler-52-thread-1][] com.cisco.profiler.api.Util -
:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-1a9902 2ed3c5:ProfilerCoA: — I E & N I= R H-H°
ARBR) S —THEATEE

2020-12-29 06:35:41,933 DEBUG [CoAHandler-52-thread-1][] com.cisco.profiler.api.Util -
:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-1a9902 2ed3c5:ProfilerCoA:- Authorization Policy
HAVING Policy :42706690-8c00-11e6-996¢c-525400b48521

+HBAIR) =N ZOFHFIZ—HL., COAANFNUAH—EhFT

2020-12-29 06:35:41,935 DEBUG [CoAHandler-52-thread-1][]



cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-
1a 99022ed3c5:ProfilerCoA:- applyCoa: T K7/R1 > NRADIUSRHMICE TV TRRFEER :

MAC : [B4:96:91:26:EB:9F]

Session ID:[0A6A270B00000018B44013AC]
AAA H—/X : [isee30-primary] IP:[10.106.32.119]
AAAL1 > Z2—T7 T4 A :[10.106.32.119]
NAD IP7 RL A : [10.106.39.11]

NAS7R— N ID:[GigabitEthernet1/0/13]

NAS Port Type:[1 —H X Y ]
Service-Type:[7 L —A]

J4YL X : [false]

VPN:[false]

MAB:[false]

2020-12-29 06:35:41,938 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling. CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-
1a 99022ed3c5:ProfilerCoA:- and IPOCoAZ =)L LS ELTWVWET : I RRSIMNAD
10.106.39.11:B4:96:91:26:EB:9F CoAIV > K : BFERE

2020-12-29 06:35:41,938 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-
1a 99022ed3c5:ProfilerCoA:- AAAT—/XIC &k % CoA-REAUTH®E A : 10.106.32.119 via
Interface:10.106.32.1194* S NAD:10.106.39.11

2020-12-29 06:35:41,949 DEBUG [SyslogListenerThread][]
cisco.profiler.probes.radius.SyslogDefragmentter -::::- parseHeader inBuffer=<181>Dec 29
06:35:41 isee30-primary EXCISE_Passed_Authentications 0000000656 2 1 StepData=2== 1700
\, type = Cisco CoA ), CoASourceComponent=Profiler, CoAReason=RifR) > —THEAThD T
YRRAUYNTPATFUOTATATIN=TIRI—MBT7O77M4MIILOEE ,
CoAType=Reauthentication - #END XY N —UF /N4 A7°"O7 7 4 )L=Cisco,

++prrt-server.log

AcslLogs,2020-12-29

06:35:41,938, DEBUG,0x7f1c6ffcb700,cntx=0001348611,Log_Message=[2020-12-29 06:35:41.938
+00:00 0000234379 80006 INFO Profiler: 7’7 7 4 S B AEENDER, ConfigVersionld=99,
EndpointCoA=Reauth, EndpointMacAddress=B4:96:91:26:EB:9F,
EndpointNADAddress=10.106.39.11. EndpointPolicy=Windows10-Workstation, Endpoint
Property=Service-Type=Framed\,MessageCode=3002\,EndPointPolicylD=42706690-8c00-11e6-
996¢-525400b48521\,UseCase=,NAS Port-ld=GigabitEthernet1/0/13\,NAS-Port-
Type=Ethernet\,Response=\{User-Name=dot1xuser\;



DynamicAuthorizationFlow,2020-12-29
06:35:41,939,DEBUG,0x7f1cdc3ca700,cntx=0001348614,[DynamicAuthorizationFlow::onLocalHtt
pEvent] Received incoming CoA command:
<Reauthenticate id="39c74088-52fd-430f-95d9-a8fe78eaa1f1" type="last">
<session serverAddress="10.106.39.11">
<identifierAttribute name="Uselnterface">10.106.32.119</identifierAttribute>
<identifierAttribute name="Calling-Station-ID">B4:96:91:26:EB:9F </identifierAttribute>
<identifierAttribute name="NAS-Port-1d">GigabitEthernet1/0/13</identifierAttribute>

<identifierAttribute name="cisco-av-pair">audit-session-
id=0A6A270B00000018B44013AC</identifierAttribute>

<identifierAttribute name="ACS-Instance">COA-IP-TARGET:10.106.32.119</identifierAttribute>
</session>

</BF3AE>
++COAIETE R & —
RadiusClient,2020-12-29
06:35:41,943,DEBUG,0x7f1ccb3f3700,cntx=0001348614,sesn=39¢74088-52fd-430f-95d9-
a8fe78eaa1f1,CallingStationID =B4:96:91:26:EB:9F, RADIUS/\7 ¥ k : Code=43(CoARequest)
Identifier=27 Length=225

[4] NAS-IP-Address — {8 : [10.106.39.11]

[31] Calling-Station-ID — {E : [B4:96:91:26:EB:9F]

[87] NAS-Port-Id — {& : [GigabitEthernet1/0/13]

[26] cisco-av-pair—H : [T AV T4\ : O > R=FB2HL]

[26] cisco-av-pair — {E : [audit-session-id=0A6A270B00000018B44013AC]
RadiusClient,2020-12-29
06:35:41,947,DEBUG,0x7f1cdcad1700,cntx=0001348614,sesn=39c74088-52fd-430f-95d9-
a8fe78eaa1f1,CallingStationID= b4:96:91:26:EB:9F, RADIUS/X7 ¥ & : Code=44 (CoAACK)
|dentifier=27
+HIH LW T I RAER
Radius,2020-12-29 06:35:41,970,DEBUG,0x7f16cd700,cntx=0001348621,sesn=isee30-
primary/397791910/628,CallingStation|D=B4-96-91-26-EB-9F ,RADIUS
CDC:Code=1(AccessRequest) Identifier=187 Length=285

++ISElk, IV RRAVKRFNAADIY RRAVRNR)S—=IC—HTH2HLVRBA7O77 A
LE—FLFET



AcslLogs, 2020-12-29 06:35:42,060,DEBUG,0x7f1cdcad1700,cntx=0001348636,sesn=isee30-
primary/397791910/628,CPMSessionID=0A6A270B00000018B4401
3AC,user=dot1xuser,CallingStation|D=B4-96-91-26-EB-9F |dentityPolicyMatchedRule=Default,
AuthorizationPolicyMatchedRule=Microsoft_workstation, EapTunnel=EAP-FAST,
EapAuthentication=EAP-MSCHAPV2, UserType=User, cpomsESSION
ID=0A6A270B00000018B44013AC. EndPointMACAddress=B4-96-91-26-EB-9F .
PostureAssessmentStatus=NotApplicable, EndPointMatchedProfile=Windows10-Workstation,

++Access AccepthIEfEE nE T,
Radius,2020-12-29 06:35:42,061,DEBUG,0x7f1cdcad1700,cntx=0001348636,sesn=isee30-
primary/397791910/628,CPMSession|D=0A6A270B00000018B44013AC,user=dot1xuser,CallingS

tationID=B4-96-91-26-EB-9F,RADIUS PACKET::Code=2(AccessAccept) Identifier=191
Length=340

BYE 1 ]

- Fingerbank.org ® DHCP 7 A > A=V R OF—ER—R
- TOZAHI YR—=BME RF 21 XM - Cisco Systems



https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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