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MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

Web Login Page

Web Authentication Type External (Redirect to external server) &
Redirect URL after login

External Webauth UBL https://mlatosielse. wilaaan.com: B44 3/portal/PortalSetup.action?portal =2
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[ Configure B Manage Accounts B Settings
Portals Settings and Customization

Portal Name: #* Description:
| Sponsored Guest Portal (default) | | Sponsors create guest accounts, and guests access the network using their | Portal test URL

BT, TE2BURLFXODESY T,
https://mlatosieise.wlaaan.com:8443/portal/PortalSetup.action?portal=27963fb0-e96e-11e4-a30a-
005056bf01c9

Fo€A > dO-) VAN (ACL) DRERE

WebFRRREN BBET B ICIE, FFAENERNT 71V I ZEETHDHLEN HV E T, FlexConnect
ACLEBEDACLOESSZFEHATEIN EREL T EE WV, FlexConnect API&FlexConnect
ACLZfEAL., EFAMYF I ZFEATHAPRIEFEACLZZFEALF T,

BEDAPHEMET 2 E— REZEBMETSIIE. [Wireless] > [Access points] D JEIZZEIRL ., [AP
name] > [AP Mode] ROAY 7H D2V RY U RAZBEIRLE T, —BRAEEBRIE. [local] &
[FlexConnect] D L\ hh T,

[Security] > [Access Control Lists] T, [FlexConnect ACLs]F /= |&[ACLs]ZZIRL £, CDHIT
&, IXTOUDPRZ 714 Y ONFAEh, DNSR#EISE(10.48.66.10NVNDKRTZT 71 v ONE
EHRIZEFRAIENTVETD,



General

Aceess List Name FLEX_GUEST
Daeny Counters 634752
Destination
Seq Action Source IF/Mask  IP/Mask Protocol Source Port  Dest Port DSCP Direction MNumber of Hits
I Permit E:E:E_’E " E:E:Eiz " upe Ay Ay ANy ARNY 208398 a
Permit ;2;2:; 't.r:sn;zssj E:E:E:E Lot Ay Any Any  Any 32155
3 Permit E:gﬂ’_g ! ;g‘;jﬁ;ﬁfﬁ 5"' TCP Ay Ay Any  ARY 245372 a8
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WLANs > Edit "'mlatosie LWA'

General Security QoS Advanced

Layer 2 Layer 3 AAA Servers

Layer 3 Security = None

v Web Palicy

* Authentication
Passthrough
Conditional Web Redirect
Splash Page Web Redirect
On MAC Filter failurel?

Preauthentication ACL IPv4 | FLEX_GUEST : IPwG | None *  WebAuth Flexpel | FLEX_GUEST
Over-ride Glebal Config Enable
3 : FlexConnect DA—AHI) AA4 Y F U IMEZFERTHESE. ACLONYE>T%Z AP
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All APs > APcB89c.1d6e.a3cd > ACL Mappings

AP Name APcB9c.1d6e.a3cd
Base Radio MAC bB8:be:bf:14:41:90

WLAN ACL Mapping

WLAN Id 0
WebAuth ACL FLEX_GUEST

_Add |

WLAN Id WLAN Profile Name WebAuth ACL

WebPolicies
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WebPolicy ACL | flexacl

_Add |

WebPolicy Access Control Lists
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. General | Security | QoS | Advanced |

| Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface Enabled
Authentication Servers Accounting Servers
Ef Enabled If Enabled
Server 1 | IP:10.4B.66.107, Port:1812 =~ IP:10.48.66.107, Port:1813 = |

3 : [Advanced] 27 DFT7 AN EEBMTHIHEZEH)EEA.
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- [Authentication Settings] > [Shared Secret]
Network Devices

* Name | wLC 7510-2 |

Description | |
* 1P Address: | 10.48.39.88 | 1|32
Model Name | - |
Software Version | - |

* Network Device Group

WLC [ wiLAAAN WLCs || SetTo Default
Location | all Lacations | | setTo Default
Device Type | || Device Types | Set To Default

mEs Authentication Settings

Enable Authentication Settings
Protocol  RADIUS
¥ Chared Secret | sewes Shiow
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debug client MA: CA: DD: RE: SS
debug web-auth redirect enabl e nacMA: CA: DD: RE: SS

debug aaa all enable
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