Microsoft CA H—/X® ISE OSFAELRZN) A M
DRITOREH

£5YaV1.CRLZZALNERMTBEHDT A LA % CA RS LFBRET S
9232 HLWCRLOBARA N ERNEHTRICIE, Y14 % IIS TERTS
9233 DBERABNCCRLZZAINERKITT S LS IC Microsoft CA H—/NERETS
O VACRLZZAIMNBFEELTEY, ISHSTILATED L ZHETETS
93 5. FHULVWCRLOBARA N EFERATAHELSIC, ISEEZRETD

E;J‘\
NSNS a—F4>29
B E B3R
FEUBIC
CORFIXNTR, SEHELXMIARN (CRL) DT YT TF—RERITIBDLEHICA U RA—F
YNADT7AX=232 B—ERX (IIS) ZE1TT % Microsoft FREE/H/ ( CA ) H—/NXDEREIZD
WTHBALET, AMHAEORIEOFERICETST Y 77— N2EET S 128 I(C Cisco Identity

Services Engine (ISE) (N—2 32 115 ) 2RETAHFECODVWTEHALET., ISER
. GIAERATHEATZEECAIL—NIIAED CRL ZMBIBLSICRETEERT,

LI Sua
BEf

CORFIXVNIBELULTRERNOEHEHY T A

FATRIR—Fb

CORFIXVRNOBRE. ROVIRIITEN—RIITON-IIVICEITIKEDTT,

- Cisco Identity Services Engine Release 1.1.2.145
. Microsoft Windows® Server® 2008 R2



AEDOERE. BENDTARRICHDTNAALETVTERENLZENTT, CORFIXY
RTERATZIXNTOTNARARK, I (FT7F)D ) REDREASEBEBLTVERT, HEH
DERY RND—ITHREZTSIHE., AN ROFEIIODVTHHICERLESATHEELTLE
=L,

REIXY NREOBME, YR TN TAYTAORRE 2BBLTSEE,

COETR, CORFIXNTHAITIHEOREICHESFERERHULET,

E: ORI AVTHEAETATVWS AN ROFEMZFANXSICIE., Command Lookup Tool ( &
BI1—HYER ) ZFALTLSEEL,

CORFIXVNTR, ROFBEZFEALET,

BV CRLTZZAINERIMTELEOD T A IE% CAILERBLVORET S

20232 FHLWCRL BRSO NELXRATSICIE, Y14 NE IS TERT S

023V 3. BERANICRL77A4ILZERITTDKDIC Microsoft CA H—/N&5RET
%

O3V ACRLZTZTAIMNBFEELTEY ., ISHSTIOLATED L ZHERTS

2023V 5 HULWCRLOBARSA > N EFERTAHELSIZ, ISE ZRETS

£33 1. CRLZZANERINTDEOHD7F )T %E CA CERBLURET
3

BUIDEXEEF. CRL77MIILZEZRTFID CAH—NLOBFRERETSD LTI, F7AILKT
[&. Microsoft CA #—/\i& C:\Windows\system32\CertSrv\CertEnrol\ IC 7 7 1 JLERITLE T,
COIATA 7 AN ZERATEZRDYIC, 774ILAOHLV T 2 LR ZERLET,

1.NSH—=NT, 774N ATLDOEGFEIEIRL, ILLW I FIINFEZERLET, ZOHIT
[&. 7 #J)LA C:\CRLDistribution Z#ERL £7 .


/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

CRLDistribution|

2 FHLWIA)AIZCAN CRLZ7ZAINEEEATELSICTRICEK, HEZAZ—TIICT
DUBEHFHYVET, FLWIAINEEZHEIUY UL, [Properties] Zi#IRL ., [Sharing] X 7
&)Y 2L THS [Advanced Sharing] 22 VY I L&Y,



3.7 AN EHETBHIC, [Sharethisfolder] FT VYU RY UV REAVIZL, HEEFER
RCTBSHIC [Sharename] 7 1 —)LRTHBEFOFKRICKRILES ($) ZEMLET,



¥ share this Folder
Share name:
| CRLDistributiond

4. [Permissions] 22 ) v (1), [Add] 27 1J ¥ (2). [Object Types] 22 ') v 7 L(3).
Computers] FI VD RY DRAZFIZULET(4),

5. [Select Users, Computers, Service Accounts, or Groups] 7 1 > ROUIZES =H (2 [OK] 2 2
)Y 2 UL%ET, [Enterthe objectnamestoselect) 71 —)JLRTCAH—/N0IE1—4%
BZABDL, [Check Names] 2V U Y I LET., ADETHERFFEMEEE,. BENE
MENTTHENBIPNET, [OK|ZIVYILET,



Enter the object names to zelect

6. [Group orusernames] 74 —J)LRT, CAOIIE1—2%1&IRLET, [Full Control] ®
[Alow] 2FICLT CAILTZIL FOEAEHTLET. [OK|ZYUY I LET, [OK %
BEIUY DTS &K, [Advanced Sharing] 7 4 > R %&BEIL T [Properties] 7 1 >

BRTPAAA-DCT (RTPAAAARTPAAA-DCTS)

Full Cantraol

RIICRYWET,
7.5 LV 7 AIINAICHTBCRL7ZAIDEEIAGE CAILHFATASHIC, BYistEF2




DFADT IO EAHFTERELE T, [Security] 7 &IV Y (1), [Edit] 2TV Y J(2).
[Add] 22 1) ¥ 2 (3). [Object Types] &2 'J Y U L(4). [Computers] FI YT RY JRA%&F
ICUET(5)

& Compuiers 5

8. [Enter the object names toselect] 7 1 —JLRTCAH—/NOIAE1—ZRBZ AL,
[Check Names] 2T )Y I LET, ADENLERFNEBNEREE,. BANEHENTTR
NFeIANET, [OK|ZIVYILET,

Enter the object names to select

9.[Grouporusernames] 74 —)LRTCANIVE1I—RZRBIRLTHAS, CANDTIL T
T AT S I [Full control] @ [Allow] ZF > IZLE T, [OK]. [Close] DIEIZY )Y
OUTHEEZZETLET,




RTPAAA-DCT [RTRPAAAMNRTRAAA-DCT )

Allow

Full cantrol

£9232 2. HLV CRLEBRA M ELBIR IR, YA D% IS TERTSD

ISENCRL7ZANICTIOEATRDEDIC, CRL7ZAILERIMTS, ISASTUOLATRER
FALORNIZERLET,

1L.NS H—=/N RAV/)N—T, [Start] €0 JY OLET, [Administrative Tools] > [Internet
Information Services (IIS) Manager] Zi#RL £ 9,
22.E/ORA (AVVY=ILYU—)T, ISOY—NEZEMAL TH S [Sites] ZBEL ET



-3 Skark Page

EI Gﬂ RTPAAA-DC1 (RTPASAY AN
: Application Poals
= ._| oites

-4 DeFaulk Web Site

o

3. [Default Web Site] 252 1) ¥ 2 L, [Add Virtual Directory] Zi&IRL £,




4. [Alias] 74 —J)LRIZ, CRLABARANOY A NEZAHDLET, OFITIEE. CRLD %

ABALET,
5. [Physical path] 7 1 —ILROBICHBDEES ([...]) ZoVv oL, U923 1 THEK
LE72INEZ2RRALET, 7F7I)FZBIRL, OK|ZVUYOLET, [OK|ZIUYD
L T [Add Virtual Directory] 74 > R ZBLU £ T,

Phwsical path:
IC:'I,CRLDisI:riI:qu:iDn

6. ATY T ATADLEYA NBHAERBORA D THFARRENATVET, BRARRENT
WEWEEIK, CCTEBIRLET, FRORA T, [Directory Browsing] 22 7L v
JLET,



7. 8ORA>T, [Enable] 20U YO LTTFALIRNIDSREAZ—TIICLET,



8. EBORAT, YA NBZEES—EBIRLET, FRORA 2T, [Configuration Editor]
BRTINOVYILET,



Bl CRLD

ConFiguration
Editaor
9. [Section] kOY 7& > 1) ANT. system.webServer/security/requestFiltering ZiZIR L &

9, [allowDoubleEscaping] ROY 77A V1) ARNT, [True] ZBIRLET, HRORLY
T[Applyl 20U Y OLET,




alisaDnuhbleEs: aping

AT, 7FINEE, ISHESTIVEAFABEICEY KL I,

023> 3. BBARABMCCRL7ZZA4ILERITTSD LS IC Microsoft CA H—/\
ERETS

CNT, CRL7ZAINERIRNTEIFLV I AIIANEREEN, COTAFILAN NS TRHEAT
W7, FTLWEBFTIC CRL 77 ML &2 F1TT S K5 IZ Microsoft CA H—/N&E&REL £ 9,

1.CAHY—)NZAU)N—T, [Starf] 20 )Y U LFETF, [Administrative Tools] > [Certificate
Authority] Z3#IRLU £ 7,

2. ERONRA>T, CAOBHIZHAY VY IULET, [Properties] ZiZIRL TH S [Extensions]
2T HOVYIOLET, LV CRLADERA 2 NEBMTDESHIC, [Ad] 2OV Y UL



Extenzions I

x7,
3.[Location] 74 —JLRIZ, 0231 THERLTREBELET7FIILIONAZAALET,

023> 1ot NARROEBY T,

\\ RTPAAA- DC1\ CRLDI st ri but i on$\



TR&&A-DC1MCRLD stributiongY

4. [Location] 7 4 —J)L RICAD LU =4REET [Variable] RO Y 7’HA > 1) A KA S [<CaName>]
ZEIRL, [Insert) Z0 Y IOLET,

<CaMame:

Y anable:

<CaMame>

5. [Variable] ROY 7’&A D> JAKNA S, [<CRLNameSuffix>] ZiZIRL . [Insert] 2T Y &




<CRLM armes uffiss

W anable:

I <CRLM ame5uffis: j Ihzert

LET,
6. [Location] 7 4 =)L RT, NADBHEIZ crl ZEBMLET, ZDOHITIE, [Location] iEXD

EBUTT,
\'\ RTPAAA- DC1\ CRLDi stri buti on$\ <CaNane><CRLNanmeSuf fi x>. crl



7.[0K] &)Y 2L T, [Extensions] 2 7IZ&EY F£9, [Publish CRLs to this location] ¥ I ¥
D RYDAMNMZEFIZLTHAS [OK] &I )Y 2(2)L T [Properties] 714> ROEBUET
o Active Directory SIBAZEH —ERAE BT -0 T IV AT E2BRETEIX Y =20
RRENET, [Yes]3) 2V UYILZET,



1" Publish CRLs to this location

8. Elm R A > T, [Revoked Certificates] ZH5 27 1) Y U LE T, [All Tasks] > [Publish] Zi&EiR
LET, FiLWCRLABIRENTWVWB L ERELTHS, [OK|ZVDYILET,



. Issued Cortificabes
| ~“anding BEedEs!

i* Mew CRL
|ssues & complete CRL, wiich containg upebordate revocation infomation
for the Cé.

Microsoft CA H—/\Nl&, 29> 3> 1 THERLEZAILAICHFLW el 774 I 2EKLET,
FLWCRL 77 AN EEICERENEZESE. OKZIOVY I LERICAATOTREERRE
hEtA, FILLOBRAVN 7FNFICETRZIS—HFREDEEARE. COEIZIVOEART
Y REEICERYVIRELTSEEL,

OS2 ACRLZZFANIBEELTEY, ISHSTFIOEATES CLEZHRT
)

COFIEZRBIDHENC, FILWCRLZ 7ML BY ., BIOT—TVAT—>32HS5 IS ZNL
TT7 7 EATRETHDEZRIABLET,

1S H—NT, €923 1 TERLET7F LT EZHERT, <CANAME>.crl E WS FEAD
B—0 ol 77AIUHFFEELTVET, <CANAME> [E CAH—NDOEHTT, OHITE
7TAILBRROEBNTY,

rtpaaa- CA. crl



B crupistributions ="

1: :“k ). |¢ = Mebwork = rbpaaa-del « CRLDistributiond - _ELJ[ Search CRLDistribuziond .

Organize * [ Open + e folder = - ] @

Favorkes Mame = Date modified | Tvpe | Size I I
BE Desktop B rtpaca-ca 12M19/2012 S45PM Certificabe Revocation List

% Downloads | web.config 12/17/2012 S04 FM CONFIG File 1 KB
1= Recent Places

= Librariss
¢| Documents
@' Musc
k= Pictures

B2 videos

:'!-'_ircu'nnumr
&l Local Disk (1)
2.XYRNID—DVLEDD—OUAT—23 2 (ISEQDTTZAXRVEEB/ —REFBURY RND—UT
HNFEEH ) A5, Web 75T %BE, http//<SERVER>/<CRLSITE> Z&RRL £,
CC&T, <SERVER> &, 29232 2 TREL L IS H—/NDHY—/V&, <CRLSITE> i,
023V 2THHERANACEBRUEFARNETT, COBITE, URLIBXRDESY)

T9,
htt p: / / RTPAAA- DC1/ CRLD

FALIORN) AVFYOANRTEN, ATYT 1 THRRELETTAIILFEEATVERT

o

'“a rtpaaa-dcl /CRLDY

I { | rtpaaa-dcl - JCRLDY I + |

rtpaaa-dcl - /CRLD/

[To Paremt Directoryl]

12/18/2012 12:56 PM 4437 rtpaaa-Ch.crl
12/17/2012 5:04 BEM 270 web.config

92325 HLVCRLEBRA A EFERTILSIC, ISEZRET D

CRLZEMETADRSICISE ZRETHHIIC, CRLEZRITIH HREEELFIT., DRERZER
EITRLEHOHEBEE, CORFIXNOEEAINTT, BEWMAEME ( Microsoft CA DIFE ) . 1
REULALELAS 411 FUTTT, F7A4ILNEF1BETY, REICELU BRI RE2 LS.
LTOFIEICH> TERBERELET,

1.CAHY—=/NZAU/N—T, [Starf] 20 Y VL &ETF, [Administrative Tools] > [Certificate
Authority] Z3#IRL £,



2. EBDORA> T, CA%ZRBBL £9., Revoked Certificates 7 # LX&EH5V )Y UL,
[Properties] Zi&IRL £,

3.CRL ORITERO 7 1 —J)LRT, YELBEZALL, BHEAZERLET, V1 RIUZ
BMUTEEZEBERTALHIC, OKZVVUYILET, cOBITE, BTHER7 BZRE

LTWET,

CAL publication itersal

ZCT, WKOAPDLZANVEZHRRITIHVEN HVET, hs5ik, ISETO CRL B
BREZHB TR LEOHICRIEET,

4. ClockSkew {EZ #5329 % /= & (C certutil -getreg CA\Clock* N> RZAHNLET, F7#
IWMNMERE 102 TY, HAH :

Val ues:
Cl ockSkewM nut es REG DWORS = a (10)
CertUtil: -getreg command conpl eted successfully.

5. CRLOverlapPeriod A" FEITHREES N TV AN ESH ZHER T B =5 certutil -getreg
CACRLov* IX > REAHALET., FT7# )L TIlE CRLOverlapUnit fElk 0 TF, —hid
. FRHTEAREENATVEVWCEZRLET, COEN 0 UADFER. EHRTEN
ZRRBRLET, HAOH:

Val ues:

CRLOver | apPeri od REG SZ = Hours

CRLOverl apUnits REG DWORD = 0
CertUtil: -getreg command conpl eted successfully.

6. AT Y 7 3 TEREL fz CRLPeriod 2529 % /=% (C certutil -getreg CA\CRLpe* 1Y > K%
ABLET, HAH

Val ues:
CRLPeri od REG SZ = Days
CRLUni ts REG DWORD = 7



CertUtil: -getreg conmand conpl eted successfully.

RDESIZ, CRL DEFHIBZSE L £9, CRLOverlapPeriod Z AT Y 7' 5 TREL k15
& OVERLAP = CRLOverlapPeriod ( % ) Z D384 OVERLAP = (CRLPeriod / 10) ( %

) OVERLAP > 720 M3#B4. OVERLAP = 7200VERLAP < (1.5 * ClockSkewMinutes) M54
. OVERLAP = (1.5 * ClockSkewMinutes)OVERLAP > CRLPeriod ( " ) ®3%&. OVERLAP
= CRLPeriod ( % ) T8I/ = 720 % + 10 % = 730 %1 :

As stated above, CRLPeriod was set to 7 days, or 10248 m nutes and
CRLOver | apPeri od was not set.

OVERLAP = (10248 / 10) = 1024.8 minutes

1024.8 minutes is > 720 minutes : OVERLAP = 720 m nutes
720 minutes is NOT < 15 m nutes : OVERLAP = 720 m nutes
720 minutes is NOT > 10248 minutes : OVERLAP = 720 m nutes
Grace Period = 720 minutes + 10 minutes = 730 minutes

Peo T

FTEE N FHER. CANF RO CRLEZRITIZDHANSEED CRLAIKMTIRR
TOEBETY., CRLEBERBIZDLSICISEEXRETIHEN HYET,
TTOARVER /—RICOJ A4 > L, [Administration] > [System] > [Certificates] ZiZIR L &
9, ENRA T, [Certificate Store] Z3&IRL £7,

B A et
Airrislisinn ¥

9.CRL Z3%E 92 CASIBAZE NHEICH B [Certificate Store] FI YU RY VREFIZLET
o [Edit] Z0VUYOLET,

10. 7942 RIDTEIZH S, [Download CRL] FI VI RYIVAZEAVIZCLET,

11. [CRL Distribution URL] 7 4 —JL RIZ, CRL Z#&AKRA > ND/NAZEADLET, ZZIC, &
923V 2THERLE el 774U BYVET, cOBITEF, URLIFRDESYTT,

htt p: // RTPAAA- DC1/ CRLD/ rt paaa- ca. crl

12.ISEF—EDRERICE>TH, BVHR ( ChEBERFE—E[BR ) ICK>2>TCRL ZRET
BESICERETEET., CRLORTERIEENDESRF. BREOATIa>0RSH
CRLOT7YTF—REZAL)—ICEBTEEY, [Automaticallyl 77’23 > REV =&Y
Dy OULET,

13. MBOLEHDEICATY 77 CHELLBEFHEAIERBWVMEZRELET.,. RETHE
MEFHEEEZTVSHE, ISE Tk, CANKRD CRL ZRITTDHIIC CRL 28RS >
REFIYOILET, COFITR, BEHLULHEFHBF 730 7. 2F 12BH 109 T



T, BEBEOLHOEICE 10 FEZEALET,

14. REICISU-BHEITERZRELE T, ISETRIOATY S THRELLBERTCRL &
MEBTEBRVEES, COEVERTERITLETD,

15. BIEDA D O—RETTISEN O CAD CRL EZRBTERN 2 LIBEIC, FIAER—
AN EEICHED (CRL OBREETHELV ) &S5IZ, [Bypass CRL Verification if CRL
is not Received| FI VYU RYVRAZFAVICLET, COFIVI RY DANF TRV
58, COCAILK D TRITENLAAZBICLDIXNTOAHAER—ANDIEK., CRL A
METEZVELKMLET,

16. [Ignore that CRL is not yet valid or expired] FT Y U RY VA& FIZL T, HRYIN (&£
FRELEMTHEWVW)CRLZ 7ML EZBNELTISE THEATEDLSICLET, D
FIVYORYDAN A THEVWEE, ISE TR, BMAKXYEFBRTRETY 77—
RZAL)ERD CRLEENTHDERBLET, [Savel 2V VY I LTREZRETLE

ER

Certificate Revocation List Configuration

Download CRL
CRL Distrbution URL | https//rtpaza-dcl/CRLD/ tpaaa-CA.cr |

5 |
S 10 | [Hours [ »| before expration.
Retrieva CRL Sm"m"r
= o | Weeks |
If download faled, wak| 1 | |Minutes [ «| before retry.

Bypass CRL Verification if CRL & not Recelved
[ Ignere that CRL is not yet valid or expirad

Cesec )

R

BE. COREICEATELBRIEFIEEHY) Tt A,

NSNS I=—F 42




BEQEZD, CORTEICEITZIHBENDRS TN 1—F 12 0BRBEBY)EEA,

B 18 #§

- TOZHIL YR—BE RF 21 X b - Cisco Systems



//www.cisco.com/en/US/support/index.html?referring_site=bodynav
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