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interface Ethernet0/0

nanei f | SE

security-level 50

i p address 192. 168. 102. 253 255. 255. 255. 0
1

interface Ethernet0/1

nanei f out si de

security-level O

i p address 10.48. 39. 236 255. 255. 255.0
!



access-list split extended permt ip 192.168.0.0 255.255.0.0 any

1

aaa- server | SE protocol radius

i nteri maccounting-update

1--- Mandatory if tunnel established from WEBVPN Portal aaa-server |ISE (ISE) host
192.168.102.254 !--- this is the i PEP I P key cisco crypto ipsec transformset TSl esp-aes esp-
sha-hmac crypto ipsec security-association lifetinme seconds 28800 crypto ipsec security-
association lifetime kil obytes 4608000 crypto dynam c-rmap DMAPL 10 set transformset TS1 crypto
dynam c-map DVAP1 10 set reverse-route crypto map CML 10 i psec-i saknp dynam ¢ DVMAP1 crypto map
CML interface outside crypto i saknp enabl e outside crypto isaknmp policy 1 authentication pre-
share encryption aes hash sha group 2 lifetine 86400 ! ip |local pool VPN 192.168.5.1-
192.168.5.100 ! group-policy DfltG pPolicy attributes dns-server value 192.168.101.3 !--- The
VPN User needs to be able to resolve the CN fromthe !--- |ISE HTTPS Certificate (which is sent
in the radius response) vpn-tunnel -protocol |PSec svc webvpn split-tunnel-policy tunnel specified
split-tunnel -network-1ist value split address-pools value VPN ! tunnel-group cisco general -
attributes address-pool VPN authentication-server-group |SE accounting-server-group ISE !---
Does not work without this (see introduction) ! tunnel-group cisco ipsec-attributes pre-shared-
key cisco ! route outside 0.0.0.0 0.0.0.0 10.48.39.5 1 route | SE 192.168.0.0 255.255.0.0
192.168.102.254 1 !'--- You need to nake sure the traffic to the local subnets !--- are going
through the inline I SE !
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COBRETOHIO— :

ci scoasa# show vpn-sessiondb renote

Sessi on Type: |Psec

User nane . cisco I ndex . 26
Assigned IP : 192.168.5.2 Public I P . 10.48.39.134
Pr ot ocol . I KE | Psec

Li cense . | Psec

Encryption . AES128 Hashi ng . SHA1
Byt es Tx . 143862 Byt es Rx . 30628
Group Policy : DfItGpPolicy Tunnel Group : cisco
Login Tinme . 13:43:55 UTC Mon May 14 2012

Duration : 0h:09m 37s

Inactivity : 0h: 00m 00s

NAC Resul t : Unknown

VLAN Mapping : NA VLAN . none
iPEP :

w-i se-ipep-1/adni n# show pep table session

Current Sessions (1P, MAC(if available), Profile ID VLAN (if any)):
192. 168. 5.2 00: 00: 00: 00: 00: 00 2 O

Wi se-ipep-1/adnm n# show pep table accesslist normal

#ACSACL#- | P-i pep- unknown- 4f b10ac2:

deny tcp any host 192.168.101.1 eq 80

deny tcp any host 192.168.101.1 eq 443

permit ip any host 192.168.101.1

permt udp any any eq 53

I-I2MFAIO-RBRTFAVAM—ILENT-BE :

IT—SIVNGEBWMICISEZRELT, RAFVEIYYTERFLET (RAF Y L—ILAT
TIEBRETNTVWAEENBELET (CNRERIOBBEELET) ). cOBITRE. RAF ¥
EHRIIL, KOKDICRRENET,

¥ EROARIV—=223 vy N 2OOFBRANBHYET, L., iPEPRY AKX ACL 2%
Yv1950T, FUVO—RENBVBEEEHYET,

iPEP :

Wi se-ipep-1/adnm n# show pep table session

Current Sessions (IP, MAC(if available), Profile ID VLAN (if any)):
192.168. 5.2 00: 00: 00: 00: 00: 00 3 0

W-i se-ipep-1/adm n# show pep table accesslist nornmal

#ACSACL#- | P- PERM T_ALL_TRAFFI C- 4f 57e406:

permt ip any any

#ACSACL#- | P-i pep- unknown- 4f b10ac2:

deny tcp any host 192.168.101.1 eq 80
deny tcp any host 192.168.101.1 eq 443
permit ip any host 192.168.101.1
permt udp any any eq 53

Wi se-ipep-1/adm n#
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