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Policy - Policy Elements

Results

Posture State Synchronisaticn
Intarval

Posture probing Backup List

Automated DART Count

Warning, prior to grace period

axplration
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mins

AnyConnect will send pericdic probes with the given
interval continuously till valid I15E is found,

Supportad range is batwean 0 - 300 seconds. "0" disables
pariodic probing

AnyConnect sends probes to backup list during discowery
phasa to find ISE server. By default, if it is empty. It usas all
PENE a5 a backup Sérdaers

Sel the number of automated dart bundles to be collected
during failure scanarios

Sat how many minutas prior to the end of the grace pariod
to show the warning. 0 means do not show warning.
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deny tcp any host PSN1-IP-ADDRESS eq 8449
deny tcp any host PSN2-IP-ADDRESS eq 8449
permit ip any any
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= Cisco | Administration - Device Ponal Management

Blocked List BYOD Certilicate Provisioning Client Provisioning Mobile Device Managemeant My

Portals Settings and Customization

Client Provisioning Portal [default) Diefault portal and user eéxperiencd use:

anguage File W

Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

Poral Settings

HTTPS pore* B443

Bidirectional por:® B440
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RAF ¥ RAT—R2ADOEHIE. DART/\N> RJLA S Cisco Secure Client Posture Module[d %'
(AnyConnect_ISEPosture. txt) 2 FAXB & T, 9547 NAID STIETEE T,

1LRAFYHAEHFTT L, RAF¥AT—RANERLTVET,

2022/11/09 12:22:47 [Information] aciseagent Function:

2. RAF ¥ AT—2ARB7O-THFRBENET,

2022/11/09 12:22:47 [Information] aciseagent Function:
2022/11/09 12:22:47 [Information] aciseagent Function:

Authenticator

PeriodicProbe
PeriodicProbe

::sendUIStatus Thread Id: OxC60 Fil

::ProcessMessage Thread Id: 0xC60 F
::sessionSyncProbe Thread Id: 0x296

3. RAF v IREEFHI A — b (8449) TISE PSNA DHTTPSHEGE A BIAE nNE T,

2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296
2022/11/09 12:22:47 [Information] aciseagent Function: HttpConnection::MakeRequest Thread Id: 0x296C Fi
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2022/11/09 12:22:54 [Information] aciseagent Function:
2022/11/09 12:22:54 [Information] aciseagent Function:
2022/11/09 12:22:54 [Information] aciseagent Function:

hs_transport_winhttp_post Thread Id: 0x296C File
hs_transport_post Thread Id: 0x296C File: hs_tra
PeriodicProbe: :sessionSyncProbe Thread Id: 0x296
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DSATURNTREBENENTY RE+Y7F v I(ZIE. ISEPSNA SSYN-ACKISERZ L TRAF v
RERHIAR— N(8449) LMISE PSN/ — RICEI T TEEF/ENAESYNNAT Y R RENET,

TCP

413 2022-11-89 12:23:42.611361  192.168.255.211 192.168.48.231 66 49885 + 8449 [SYN] Seq=@ Win=64268 Len=0 M55=1428 W5=256 SACK_PERM

474 2022-11-09 12:24:80.621182  192.168. 25 192.168.48.231

66 40806 + 8440 [SYN] Seqe@ Win=64260 Lensf M5S=1428 WS=256 SACK_PERM

488 2022-11-89 12:24:86.622549  192.168.355.211 192.168.48.231 66 49807 + 8449 [SYN] eq-ﬂ Win=64260 Len=0 M55=1428 WS=256 SACK_PERM
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2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
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2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
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2022/11/09 12:26:24 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296
2022/11/09 12:26:24 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296
2022/11/09 12:26:24 [Information] aciseagent Function: SwiftHttpRunner::restartDiscovery Thread Id: 0xC

NRATF v BN RITE 1B E T, Cisco Secure Clientd RAF ¥+ AT— R ABHZFELLET
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2022/11/09 12:26:24 [Information] aciseagent Function: SwiftHttpRunner::processMessage Thread Id: 0xC60
2022/11/09 12:26:24 [Information] aciseagent Function: SwiftHttpRunner::restartDiscovery Thread Id: 0xC
2022/11/09 12:26:24 [Information] aciseagent Function: SwiftHttpRunner::restartDiscovery Thread Id: 0xC
2022/11/09 12:26:24 [Information] aciseagent Function: hs_transport_free Thread Id: 0xC60 File: hs_tran
2022/11/09 12:26:24 [Information] aciseagent Function: PeriodicProbe::ProcessMessage Thread Id: 0xC60 F
2022/11/09 12:26:24 [Information] aciseagent Function: PeriodicProbe::ProcessMessage Thread Id: 0xC60 F
2022/11/09 12:26:24 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296
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DART/N> RILASKRAF ¥E&ET 7 1 JLISEPostureCFG.xmIZ#EFE2 T 5 A, Windows PCD U <
AT > NI T%ProgramData%\Cisco\Secure Client\ISE RAF ¥\, ZFEBL £,
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@ [ [ IsePostureCFGxml x o — 0O

i, (i) File | CyUsersfavakhrus/.. A 7 @ /0 = 9 ¥ & -

<ServerNameRules>»®*</ServerNameRules> &
<OperateOnNonDot1XWireless»>@</OperatednNonDotiXWireless>
<HonCompliantButtonText/>
{GracePericdStartDescriptionDetails/>
{RemediationTimer»12</RemediationTimer:
<DhcpRenewlelay>1</DhcpRenewlelay >

¢CallHomelist />

¢<LogFileSize»5</LogFilesSize>

{WarningTimer>@< /WarningTimer>
<PRARetransmissionTime>128</PRARetransmissionTime>
¢<EnableldgentIpRefresh>8</EnableAgentIpRefresh>
{HetworkTransitionDelay>18</NetworkTransitionDelay>
<DartCount»3</DartCount>

¢CwaByodProbingInterval >18</CwaByodProbingInterval>
<HonCompliantTitle/>»
<HonCompliantDescriptionDetails/ >
CPingArp>@</Pinghrp>
<DhcpReleaseDelay>d4</DhecpReleaselelay>
¢StealthWithNotification»@</StealthWithNotification?
<MonCompliantButtonLink/>
¢SignatureCheck>»@</SignatureCheck>

¢DiscoveryHost/>»
ey Ta ol N G =T B 18 < StateSyncProbeIntervals

<GracePeriodStartDescription/>
¢EnableRescanButton>1</EnableRescanButton> ]
¢VlanDetectInterval»@&</VlanDetectInterval>

¢<Disablelal»@</DisablelaC> o {3
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Cisco ISE

Alarms: Posture configuration detection
Pepcrgtion
Amycomnecl probes o SN duning

posture complant stale

Suggested Actions

i Srauns 10 Dok netaarl e on porl X0 vwien posiung S o S omphant

Tima Ei:lmp Description Dpialls

Apr 19 2023 08:43:59.408 AM Podturg conliguration detaceon: Massage sANYConBECt probes 1o PSN during posiae CoOMDIENT 3160, Sanars svakhn

« NTYRFYTFvHSORI
RAF v IRERHIR— N (8449) TTCPIEHR N EM T hE T,

ho. Time Zource Destination Frotocol  Length  Enfo |
‘ 988 2022-11-89 12:36:24.6%90977  192.168.255.211 192.168.48.231 TP 66 49819 » 8449 [SYN] Seq=0 Win=64268 Len=0 M55=1428 WS=256 SACK_PERM I
( 989 2022-11-89 12:26:24.744841  192.168.48.231 192.168.255.211 TP 66 Bad9 » 49819 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=6 M55=1306 SACK_PERM W5=128
990 2022-11-89 12:26:24.744102 192.168.255.211 192.168.48_231 TCP 54 49819 +» 8449 [ACK] Seg=1 Ack=1 Win=262408 Len=@ |
| 991 2822-11-89 12:26:24.744548 192.168.255.211 152.168.48.231 TLS5v1= 268 Client Hello !
992 2022-11-09 12:26:24.796877 192.168.48.231 192.168.255.211 TCP 68 BA49 » 49819 [ACK] Seqsl Ack=215 Win=38336 Len=@ I
993 2822-11-89 12:26:24.813236 192.168.48.231 192.168.255.211 TP 1354 8449 + 49819 [ACK] Seq=1 Ack=215 Win=38336 Len=1388 [TCP segment of a r‘eassemh!
994 2022-11-89 12:26:24.813335 192.168.48.231 192.168.255.211 TL5v1.. 824 Server Hello, Certificate, Server Key Exchange, Server Hello Done I
| 905 2022-11-89 12:26:24.813396 192.168.255.211 192.168.48.231 TCP 54 49819 » 8449 [ACK] Seg=215 Ack=2071 Win=262400 Len=0 |
996 2022-11-89 12:26:24.815274 192.168.255.211 192.168.48.231 TLSv1. 180 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message i
997 2022-11-89 12:26:24.881656 192.168.48.231 192.168.255.211 TLSv1.. 6@ Change Cipher Spec I
998 20822-11-89 12:26:24.881656 192.168.48.231 192.168.255.211 TLSv1_. 99 Encrypted Handshake Message |

999 2022-11-89 12:26:24,881755 192.168.255.211 192.168.48,231 TCP 54 49819 + 8449 [ACK] Seq=341 Acks=2122 Win=262400 Len=@
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DART/\> RJLA 5 AnyConnect_ISEPosture.ixtZ #z2 L £ 7,

1)K AF ¥ IREEFHAK — I (8449) TISE PSNA DHTTPSEEN BIAE hE T,

2022/11/09 12:26:34 [Information] aciseagent Function:

)ty avATF—MERN, KAF ¥ AF—R AN

2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:

34
34
34
34
34
34
34
34
34
34
34

[Information]
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aciseagent
aciseagent
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Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:

PeriodicProbe: :sessionSyncProbe Thread Id: 0x275

dump_http_headers
dump_http_headers
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Thread
Thread
Thread
Thread
Thread
Thread
Thread
Thread
Thread
Thread
Thread

Id:
Id:
Id:
Id:
Id:
Id:
Id:
Id:
Id:
Id:
Id:

0x2750
0x2750
0x2750
0x2750
0x2750
0x2750
0x2750
0x2750
0x2750
0x2750
0x2750

Complianty; DISEASZEFEENEL I,

File:
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2022/11/09 12:26:34 [Error] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:

RAFYMAELFERZRY NDO—OZEZBRL TE., Cisco Secure Client GUIA
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aciseagent
aciseagent
aciseagent
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Function:
Function:
Function:
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Function:

Cisco Secure ClientZ BB T2 HLEN HVET,

PeriodicProbe:

dump_http_headers Thread Id:
dump_http_headers Thread Id:
dump_http_headers Thread Id:
dump_http_headers Thread Id:
dump_http_headers Thread Id:

RAF P REORPHIEFLLERT,

PeriodicProbe:
PeriodicProbe:
PeriodicProbe:

RAF v TEY, BAI7O77A4IICREE W -dACLOTERR

1. RAF ¥ TCompliant_

x5

= Cisco IS
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Authentication
Authorization
Authorization Proliles
Downloadable AGCLs
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ALL X7,

Results
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avakhnes_posiure_probe_acL

Downloadable ACL

avakhrus_posture_probe_ACI

Agnastic

Check DACL Syntax

Policy - Policy Elements

host PSNT-IP-ADDRESS ¢q 8449
PESNZ-IP-ADDRES

0x2750
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File:
File:
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:sessionSyncProbe Thread Id: 0x2750 File
:sessionSyncProbe Thread Id: 0x275
:ProcessMessage Thread Id: 0xC60 F
:ProcessMessage Thread Id: 0xC60 F



CPMSessionlD

CiscoAVPair

Result

Class

cisco-av-pair
cisco-av-pair

cisco-av-pair

c0a830e7IFiml. TywC 6BfWNqU3IRwWErGfaDTw3krar1 QOzEm/ej0

aaaservice=ip_admission aaa-eveni=acl-download

CACS:c0a830e7IFimLTxwC_6BfWNqU3IRWErGfaDTw3krqr1QOzEm/
e)0-ISE-PSN-FQDN/482174459/480

ip:inacl#1=deny tcp any host PSN1-IP-ADDRESS eq 8440
ip:inacl#2=deny tep any host PSN2-IP-ADDRESS eq 84490

ip:inacl#3=permit ip any any
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avakhrus_3560C#sh authe sess int fa0/12 det

Interface:

MAC Address:

IPv6 Address:

IPv4 Address:
User-Name:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Restart timeout:
Periodic Acct timeout:
Session Uptime:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

FastEthernet0/12
0050.56a8.be02

Unknown

192.168.255.193
TRAINING\bob

Authorized

DATA

multi-auth

both

N/A

N/A

172800s (local), Remaining: 92111s
1515s
COA8FF0C00000012679EAF14
0x00000012

0x5D000005

POLICY_Fa0/12

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
ACS ACL:

Method status Tist:
Method

mab
dotlx

XACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac

State

Stopped
Authc Success

avakhrus_3560C#sh access-lists | s xACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac
Extended IP access Tist XACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac (per-user)



1 deny tcp any host PSN1-IP-ADDRESS eq 8449
2 deny tcp any host PSN2-IP-ADDRESS eq 8449
3 permit ip any any
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Client Provisioning Palicy

IP Address Change

Resources

Client Provisioning Portal

Parameter Value

Enable agent IP refresh No e
VLAN detection interval ] secs
Ping or ARP Ping '
Maximum timeout for ping 1 sBCS
DHCP renew delay 1 secs
DHCP release delay 4 secs

Network transition delay 10 secs


https://tools.cisco.com/bugsearch/bug/CSCwd58316
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