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» Application Policy Infrastructure Controller ( APIC )
* Identity Services Engine ( ISE )
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ATV 3 RBANRKITSE, ISEldpermit/NT Y NZIEEFEL TAPICADT VA EZHFALET

o
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ATYT1 - FHLLVWOTA D RXA 2 ZERT BIZIE, Admin>AAA > Authentication > AAAIZ FEEI L T+
iconzBRLET,
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ATYT2:HLLWOTA O RXAOBEELINLZEEZL, ProvidersD IO+ Y oL T
FLw7ONA A —%=2ERLET,

Create Login Domain (2 Tx]

Name: S_TACACS
Realm: TACACS+

Description:

Providers: -

Name Priority Description

APICOJ AV EEE

Providers: ﬁf =
Name Priority Description
”‘,:'-I(:-;:'. an option |v (1] ‘ [’\ (1] I
Create TACACS+ _‘
Provider

APIC TACACSZ'O/N4A & —

ATY T 3 ISEDIPF RLAFLERGFKRANBZERL, HEWZEZERZL T, BBI> RKRAY
RRUS—4 L—F(EPG)EBIRULET, swbmit €21 Y 5L T, TACACS+7 /N1 & —%login
adminlZ 8L £,



Create TACACS+ Provider

Host Name (or IP Address):

Description:

Port:

Authorization Protocol:

Confirm Key:
Timeout (sec):
Retries:

Management EPG:

Server Monitoring:

APIC TACACSZ ONA & —

Create Login Domain

Name:
Realm:

Description:

Providers:

52.13.89
49 -
( CHAP MS-CHAP PAP
5 et
1 Fay
default (In-Band) )
Disabled
DEREE
S_TACACS
TACACS+ ’
w +
MName Priority Description
52.13.89 1



Authentication 0 0

ABA LDAP RADIUS TACACS SAML RSA

&+ K.
Host Name Description Port Timeout (sec) Retries

52.13.89 49
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AT Y 7 1: = > Administration > Network Resources > Network Device Groups D JEICEE L &
To INTOTFNAAZRATOTILRY ND—=OFNAATIN—T2ERLET,

= Cisco ISE

Network Devices Network Device Groups Network Device Profiles External

Network Device Groups

‘ All Groups / Choose group v

V' Import '™y Export v =

] Name Description

[ -~ All Device Types All Device Types

0 APIC

ISERY ND—0FNAARTIN—T

ATV 7 2: ([CBEILFE T, Administration > Network Resources > Network DevicesAdd define APIC Name and
IP address%i#iR L, Device Type and TACACS+F I v URY U ATAPIC%ZIEIRL . APIC
TACACS+7’ ONAA—BRETHEATEZI/NAT—REEZLET, Z9VYILET, submit



= Cisco ISE Administration - Network R

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server

Network Devices _
Network Devices List > APIC-LAB

Default Device
Network Devices

Device Security Settings

MName APIC-LAB
Description

IP Address . *IP: 62.188.21 I 32 &
Device Profile & Cisco v O
Model Name ~
Software Version v

Network Device Group

Location All Locations ~ Set To Default
IPSEC No ~ Set To Default
Device Type APIC ~ Set To Default

[ ~ RADIUS Authentication Settings

~  TACACS Authentication Settings

Shared Secret ==« Show Retire | (0

=7 AAYFIERLT, FIE1.EFIE2. 2% VEBRLET,
AT Y 7 3:ISE%Active Directoryb AT BICIE, COUVIDOFIEZFERAL TS EEL,

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-
integration-for-cisco-ise-qui-and-cli.html IC 7 72 AL T EE L\,
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ATY T4 (F72 322 ) = >Administration > Identity Management > Groups \e B EIL £ 9o ZI1BIR L User Identity
Groups C. AddZT Y IOLET, iABRYERAOEBRI—HYEEBI—YRAICI1DOIIN—T%%
BLET,



= Cisco ISE Administration - Identity

Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Groups :
User Identity Groups
=Q
(= &
+ Add {i Delete )y Import Ty Export v

> [ Endpoint Identity Groups

5 3 User Identity Groups Name ~  Description
O S ALL_ACCOUNTS (default) Default ALL_;
O 4 APIC_RO ®

O % APIC_RW
IDTIL—7

ATY 5 (ATS 32 ) = >Administration > Identity Management > Identity. &2 1) Y 2 L, Addl—H&
Admin 1 —H &1 DEMRead Only AdminUE T o AT Y TATHERL ERITIINL—TIC&I—HY&Z) Y
TF7,

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Network Access Users

Latest Manual Network Scan Res...

+ Add \.: Change Status 1y Import ot Export |:~ Delete

Status Username ~  Description First N\ame LastName Email Address User Identity Groups
O Enabled ¢ APIC_ROUser APIC_RO
O Enabled g APIC_RWUser APIC_RW

FI)E 6 : = > Administration > Identity Management > |dentity Source Sequence(: BEBLET, addZBIRL N A ﬁﬁ ZE
2L T, YA KD SAD binpPoints& Interma Usersldentity SourceZ B3R U & T Treat asif the user was not found
and proceed to the next storein the sequence’E: Jg*R L. Advanced Search List SettingsSave 20UV OLET,



= Cisco ISE Admi

Identities Groups External ldentity Sources Identity Source Sequences Settings

- "

v |dentity Source Sequence

rearme APIC_ISS

Description

v Certificate Based Authentication

" | Select Certificate Authentication Profile W

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints iselab
Guest Users Internal Users

All_AD_Join_Points

>
&

~ Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

v Do not access other stores in the sequence and set the " AuthenticationStatus® attribute to " ProcessError”

0 Treat as if the user was not found and proceed to the next store in the sequence
IDY—A—T VA

. =>Work Centers > Device Administration > Policy Elements > Results > Allowed Protocols. ke 2B L . Select Add % &



RLUT, BEIZEZL. Alow CHAPvE Allow MS-CHAPV1 from Authentication protocol list® F T
YOI —U%ZNAULET, [Save] ZEIRLET,

= Cisco I5E

Db Pl Identitias User ldentity Groups Ext |d Sources Malwatirk Resournses
ntlrl'dll:":'rll' :I it Prgic E i g Lzt |.|'|r_:|1.|:i:'.\:i I"Il'\-':':r:l}l

Allawead Pratacols
Metwnrk Condicions )
Marme

Eorulis o TACACS Frofosol

FES FIhas DaAcriplion

TACALCS Command Sata

TACALS Prafilas

.

~ fAllowed Pratocols

Authentication Protocols

Cnly Augthantication Profosols rolevant 10 TACACS ang
dispdaryad.

B siow PARTASE
Aoy L HNE
Allow MS=CHAPY

TACACSFFRAIZ’'EO NI

. = > Work Centers > Device Administration > Policy Elements > Results > TACACSProfilelc BEIL E T adZ V)Y D
L. RvVienD TOUARNCHZEHICETVWT2o07O7 7ML EERLET, Z2UUY UL
??o Save

« EEEI—Y : cisco-av-pair=shell:domains=all/admin/
- AEVYEREEI—Y— : cisoav-par=shel:domains=al//read-all
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Work Centers - Device £

= Cisco ISE
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Adr
sonditions 3 TACACS Profiles » APIC ReadWrite Profile
TACACS Profile
letwork Conditions >
MName
tesults A APIC ReadWrite Profile
Allowed Protocols
TACACS Command Sets
Description
TACACS Profiles
Y
Task Attribute View Raw View
Profile Attributes
cisco-av-pair=shell:domains=all/admin/
Y/
Cancel
TACACSZ7’O774)
Overview Identities User Identity Groups Ext Id Sources Network Resources
I
CondHicns > TACACS Profiles
Network Conditions 5
Results N
Allowed Protocols £3 Add Trash v
TACACS Command Sets
Nam T D ription
TACACS Profiles O e yne secripdo
[J APIC ReadOnly Profile Shell
Shell

[ APIC ReadWrite Profile

TACACS Admind & UFReadOnly AdminZ7’ A7 7 1 )L

AT Y 79 : = >Work Centers > Device Administration > Device Admin Policy St BEIL £ T, FTLWRU S —+
Y NEERL., BRIEEEL T, FIBITHERLAPCETNA AL TZBRLET, FAEhik
Z7OR3JNELT, ATY TTTHERL foTacacsproocd ZIBIR L, saeZ VY I LET,
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I—YFEFADI—HTI—T(HBD2VETOEE ) ZiBIRLUE T, APICKEDEMZREZE
ATEET, FRARVI—TEYEZTIITO77AMILERIRL, saeZ2P )Y ILET,
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TACACSEFR 7’0774
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ATY 71 A—YEBEILTFOOvIIZFEALTAPICUNCOTA > LET, UARDLS
TACACSH 7> a>#BRLE T,

ayn
51

User ID
APIC_ROUser
Password
Version 4.2(7u)
Domain
S_TACACS

|||ll||ll
CISCO

APICOT A >

ATFY T 2:APICUITT VA% L., TACACST A 7OJICEYI RS —FEREhTY
D EEERELET,



Welcome to APIC

What's new in version 4.2(7u)

*

Floating L3out Ul Enhancements:

Docker EE (Kubernetes) container integration * User-defined Ul banner

L4-L7 Services support in vPod » First Time Setup wizard

Backup PBR destination e Simplified L30ut creation

Support for 64 Remote Leaf pairs » EPG to leafs deployment view
View Release Notes

Getting Started Explore Support
What's New in v4.2(7u) Configuration Guides Online Help
Online Videos (YouTube™) Knowledge Base Articles Troubleshooting
View All Tutorial Videos APIC Communities imentati

B Do not show on login ( Review First Time Setup ) Get Started

APICTO I\ ALXY &=

BB EATEI-YICHL TFIE1L2ZEVRLET,

= Cisco ISE Operations - TACACS
Live Logs
Ty Export To
Logged Time Status Details Identity Type Authentication Policy Authorization Policy Ise Node Network Devic...
X e Identity ~ Authentication Policy Authorization Policy Ise Node Network Device N
Apr 20, 2023 10:14:42.4.., F APIC_ROUser Authorizat... APIC => APIC Admin RO PAN32 APIC-LAB
Apr 20, 2023 10:14:42.2... a APIC_ROUser Authentic... APIC > AFIC Authentication Pa... PANIZ APIC-LAB

Last Updated: Fri Apr 21 2023 00:14:53 GMT+0200 (Central European Summer Time)

TACACS+Z 4 70%
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AT Y 71 : = > Operations > Troubleshoot > Debug Wizardm BN L 9§, TACACSEIEIRL . DebugNodes® 7 1)
YILET,



Debug Profile Configuration

Debug Wizard contains predefined debug templates with the help of which you can troubleshoot issues on ISl

e Add - = Debug Nodes

[ Name Description Status

[0 802.1X/MAB 802.1X/MAB DISABLED
[ Active Directory Active Directory DISABLED
[[] Application Server Issues Application Server Issues DISABLED
[:| BYOD poertal/Onboarding BYOD portal/Onboarding DISABLED
[[J Context Visibility Context Visibility DISABLED
[[] Guest portal Guest portal DISABLED
[ Licensing Licensing DISABLED
[0 M™nT MnT DISABLED
[ Posture Posture DISABLED
[ Profiling Profiling DISABLED
D Replication Replication DISABLED
TACACS TACACS DISABLED

Z7O7F7ALREDTINY T

ATV 2: RTTAVI%ZETD/—REEBIRL, saeZ2 VY OLET,



= Cisco ISE Operations - Troubleshoot
Diagnostic Tools Download Logs Debug Wizard

Deabug Profile Configuration
Debug Profile Configuration> Debug Nodes

Debug Nodes

Debug Log Configuration

Selected profile TACACS

Choose on which ISE nodes you want to enable this profile.

[] Host Name Persona Role
PAN32 ciscoise.lab Administration, Monitoring, Policy Service PRI[A), PRI{M)
SPAN32 ciscoise.lab Administration, Monitoring, Policy Service, ... SEC(A), SECIM)
] ¥

FNY T/ —ROER

ATYT3:HLVWTFARNEZEITL., XD opeations> Troubleshoot > Download logs D FO O &# X > O
- Hbij—o

AcslLogs,2023-04-20 22:17:16,866,DEBUG,0x7f93cabc7700,cntx=0004699242,sesn=PAN32/469596415/70,CPMSession

TNY T THRALERAOBHRANRRENBEVESF, RERIAL T,

1. Devices Administrationtt —E AN ISE/ — RTEMICE 2TV B,

2.IELWISEIP7 RL ANAPICEREICEMENEL .
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