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PassivelD Authorization Flow Diagram

‘ PxGrid Subscribers ‘

ISE publishes Session and SXP binding 9
topics through PxGrid v2.0

ﬂ I AD forwards PassivelD Login event |

I 9[ ISE retrieves User’s Groups from AD ]

Active Directory

m User Logs in with AD Credentials I 3 ISE propagates IP-SGT mapping via |®
SXP and related TrustSec Policies.

Q ISE evaluates PassivelD authorization
PD"Ci&S and ESSiEI‘lS- an SGT as conﬁgured

Statis Rulo Nama Conditicas Profilas Secisity Groups

® Emgioyes A PassiveiD-PassiveiD_Groups EQUALS Reemiab_AD:romiab.comlUsers/Domain Usees Permithcciss Emplayes = =
gif ) Pea

@ Domain Adwins | 5 PassivelD-Passivell_Groups. EQUALS Reoentab_ADoroedab comiUsers/Domain Admin Admin access Adimin_Team CTS SXP Peers

© Detsnt Remen_Access Select from &

70—k


https://www.cisco.com/c/ja_jp/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2.html
https://www.cisco.com/c/ja_jp/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2.html

dA>74F1L—>3>
ELFE.I-7 D_Eﬁ&\b(r: L/*?o
BB 5T Active Directory > Advanced Settings > PassivelD Settings & 2 ') ¥ 2 L T, Authorization Flow F I ¥ 9

RYODRA&EFICLT, PassivelDOT A4 > 1—HORAR) S —%2KELET, cOFTT 3>
EF7 AL BNTEMNCE>TVWET,

v PassivelD Settings

The PassivelD settings that are configured in this section are applied to all the join points in Cisco ISE.

History interval®

Domain Controller event inactivity time*

(monitored by Agent)

Latency interval of events from agent®
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Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions

Provider Agent Default Network Access

Default Default policy set Default Network Access
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Work Centers - TrustSec

QOverview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

General TrustSec Settings

SXP Settings

TrustSec Matrix Settings
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Work Process Setting Publish SXP bindings on pxGrid Add Radius and PassivelD mappings into SXP IP SGT mapping table
SXP Settings

ACI Settings Global Password

Global Password
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This global password will be overriden by
the device specific password
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pxGrid pxgrid NL—A pxgridt—/\.log

SXP SXp TNV T |sxplog (FJ>O—R)

N RSTANVI—FAUIFRTULES, FNYTEY Y NUTHEE/ — REERL.
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Passiveid-*.log7 7 1 /L :

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker{27)][[]] com.cisco.idc.agent-probe- Received login event.
Identity Mapping.probe = Agent , dc-host = /10.10.10.132 , Identity Mapping.server = ise-3-2 , event-operation-
type = ADD,

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker({27)][[]] com.cisco.idc.agent-probe- Validating incoming loging
event...

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker{27)][[]] com.cisco.idc.agent-probe- Building login event to be

published to session directory.

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker(27)][[]] com.cisco.idc.agent-probe- retrieving user's additional

information from Active Directory.

2022-09-06 20:28:31,326 DEBUG [Grizzly-worker(26)][[]] com.cisco.idc.agent-probe- Forwarded login event to
session directory. Identity Mapping.id-src-first-port = -1, Identity Mapping.dc-domainname = Lfc.lab , Identity
Mapping.id-src-port-start = -1, ldentity Mapping.probe = Agent , |dentity Mapping.id-src-port-end = -1, Identity
Mapping.event-user-name|= smith , Identity Mapping.dc-host = /10.10.10.132 , Identity Mapping.agentld = ,
Identity Mapping.server = ise-3-2 , ldentity Mapping.event-ip-address = 10.10.10.10,

2 ISERBREENLEHFAR) D —ICH> TSGTEEV) KT, PassivelDI—HDIP-SGTIY Y EY
G EPXGdY T RAISANBLUPSXPETICABRLET,

sxp.log7 7 1)L :



2022-09-06 20:28:31,587 DEBUG [sxpservice-http-96443] cisco.ise.sxp.rest.SxpGlueRestAPIl:27 - Adding session
binding tag=4, ip=10.10.10.10, vns=[], vpns=[null] naslp=10.10.10.132

2022-09-06 20:28:31,587 DEBUG [sxpservice-http-96443] cisco.ise.sxp.rest.SxpGlueRestAPI:23 - session binding
created for ip address : 10.10.10.10/32

2022-09-06 20:28:31,613 DEBUG [SxpNotification] cisco.cpm.sxp.engine.SxpEngine:23 - Adding 1 session bindings

2022-09-06 20:28:31,613 DEBUG [SxpNotificationSerializer-Thread] cisco.cpm.sxp.engine.SxpEngine:42 - Adding
session binding RestSxpLocalBinding(tag=4, groupName=null, ipAddress=10.10.10.10/32, naslp=10.10.10.132,
sessionld=cf0d2acd-0d3d-413b-b2fb-6860df3f0d84, peerSequence=null, sxpBindingOpType=ADD,
sessionExpiryTimelnMillis=-1, apic=false, routable=true, vns=[DEFAULT_VN]) to VPNs [default]

pxgrid-server.log7 7 1)L :

2022-09-06 20:28:31,693 TRACE [Grizzly(1)][[]] cpm.pxgrid.ws.client.WsEndpoint -:::::- Send. session=[id=b0df936b-bfab-435f-
80e6-aa836aa3b24c,client="ise-fanout-ise-3-2,server=wss://ise-3-2.Lfc.|1ab:8910/pxgrid/ise/pubsub]
frame=[command=SEND,headers=[content-length=1859, destination=/topic/distributed, from="ise-fanout-ise-3-2, via="ise-
fanout-ise-3-2],content-len=1859] content=MESSAGE

content-length:1/30

destination:/topic/com.cisco.ise.session

message-id:616

subscription:2

via:~ise-fanout-ise-3-2
{"sessions":[{"timestamp":"2022:09:06T20:28:31.41105:00","state":"AUTHENTICATED","userName":"smith","callingStationld":"
10.10.10.10","auditSessionld":"dddad40ec-e557-4457-81db-a36af7b7d4ec",

"ipAddresses":["10.10.10.10"]," naslpAddress":"10.10.10.132"|"ctsSecurityGroup":"Employees" |"adNormalizedUser":"smith",
"adUserDomainName":"Lfc.lab","adUserNetBiosName":"Lfc","adUserResolvedldentities":"smith@Lfc.lab","selected AuthzProfil
es":["PermitAccess"]}],"sequence":13}

2022-09-06 20:28:31,673 TRACE [Grizzly(1)][[]] cpm.pxgrid.ws.client.WsEndpoint -:::::- Send. session=[id=b0df936b-bfab-435f-
80e6-aa836aa3b24c,client="ise-fanout-ise-3-2,server=wss://ise-3-2.Lfc.1ab:8910/pxgrid/ise/pubsub]
frame=[command=SEND,headers=[content-length=308, destination=/topic/distributed, from="ise-fanout-ise-3-2, via="ise-
fanout-ise-3-2],content-len=308] content=MESSAGE

content-length:176

destination:/topic/com.cisco.ise.sxp.binding

message-id:612

subscription:2

via:~ise-fanout-ise-3-2

{"operation":"CREATE","binding":{"ipPrefix":"10.10.10.10/32","tag":4, source":"10.10.10.132",
"peerSequence":"10.10.10.135,10.10.10.132","vpn":"default"},"sequence":17}
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