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35%)

IND pxGrid Registration
- >

=+

. Bulk Download of endpoints via https://<IND hostname>:8910/pxgrid/ind/asset/

If new endpoints are detected, ISE
will create those endpoints

. New Endpoint is discovered on IND
-+ >

Endpoint needs to be a pxGrid asset, Endpoint asset data is shared via pxGrid
otherwise it will be not shared with ISE < >

< >

PSN is getting the asset data via pxGrid Probe

Endpoint is getting profiled. CoA can be
automatically sent to change the
authorization context if configured

1. ISE pxGrid / — R @D pxGrid/N\—> 3 2 2%t U TINDAISEICEFRENE T,
IND(application.log)?* 8 DX id 207 -

2019- 05-22 14:31:17,770: 1 NFO gt p281049997- 52711: Pxgri dPubl i sher:: Connect start

2019- 05-22 14:31:17,770: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: Host name: W N2012- AAA

| pAddr ess: 10. 62. 145. 130

2019- 05-22 14:31:17,770: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: pxGid

Rest BaseUr | : https://W N2012- AAA: 8910/ pxgri d/i nd/ asset/

2019- 05-22 14:31:17,770: 1 NFO gt p281049997-52711: PxgridControl l er:: Send Request ServiceRegister
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. conj

2019- 05-22 14:31:17,770: 1 NFO gt p281049997- 52711: Pxgri dControl |l er:: Sendi ng Servi ceRegi ster
request to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,786: 1 NFO gt p281049997-52711: PxgridControl l er::

Request ={ " nane": "com ci sco. endpoi nt. asset", "properties": {"wsPubsubServi ce":"com ci sco. i se. pubsub
","restBaseUrl":"https://WN2012-

AAA: 8910/ pxgrid/ind/asset/", "asset Topi c":"/topic/com cisco. endpoi nt.asset"}}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Response={"id":"76d4abaf -
9ef d- 4c68- a046- 79e049564902", "reregi sterTineM I 1 i s": "300000"}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl l er:: Send Request ServicelLookup
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. conj



2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Sendi ng Servi ceLookup request
to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,911: I NFO gt p281049997-52711: PxgridControl l er::

Request ={ " nanme": "com ci sco. i se. pubsub"}

2019- 05-22 14:31:17,911: I NFO gt p281049997-52711: PxgridControl l er::

Response={"servi ces":[{"name":"com ci sco. i se. pubsub”, "nodeNane": "i se- pubsub-i se24-
lek","properties": {"wsUrl":"wss://| SE24- 1ek. exanpl e. com 8910/ pxgri d/i se/ pubsub”}}]}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: wsUrl =wss://| SE24-

lek. exanpl e. com 8910/ pxgri d/ i se/ pubsub

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: PxgridControl l er:: Send Request AccessSecr et
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. conj

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Sendi ng AccessSecret request
to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,926: 1 NFO gt p281049997-52711: Pxgri dControl | er:: Request={"peer NodeNane":"i se-
pubsub-i se24- 1ek"}

2019- 05-22 14:31:17,926: | NFO gt p281049997-52711: PxgridControl l er:: Access Secret recieved

2019- 05-22 14:31:17,926: | NFO gt p281049997-52711: Pxgri dPublisher:: dient created

OJICRENTVWAEKSIZ, INDIkassetTopiclcBEFRENTWVWET

2. pxgrid 770 —7 ZHMIC L 2ISE PSNIE. BEFDpxGrid 7 £ ¥ (profiler.log)Z —#&X 0> O—
RUFET,

2019- 05- 22 14:39: 25,817 INFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- New services are: [Service

[ nane=com ci sco. endpoi nt. asset, nodeNanme=i nd2, properties={wsPubsubServi ce=com ci sco. i se. pubsub,
rest BaseUr| =htt ps://WN2012- AAA: 8910/ pxgri d/ i nd/ asset/,

asset Topi c=/t opi ¢/ com ci sco. endpoi nt. asset}]]

2019- 05-22 14:39: 26,011 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]

cisco.profiler.infrastructure. probengr.| NDSubscri ber -::- NODENAME: i nd2

2019- 05-22 14:39: 26,011 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 05- 22 14:39: 26,046 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Response status={}200
2019- 05- 22 14:39: 26,046 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- Content: "OUT_OF_SYNC'
2019- 05- 22 14:39: 26,047 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::- Status is :"OUT_OF_SYNC'
2019- 05- 22 14:39: 26, 047 DEBUG [ Profil erl NDSubscri ber Pol | er-56-t hread-1][]
cisco.profiler.infrastructure. probengr.| NDSubscriber -::- Static set after addi ng new services:

[ Servi ce [name=com ci sco. endpoi nt. asset, nodeName=i nd,

properti es={wsPubsubSer vi ce=com ci sco. i se. pubsub, restBaseUrl=https://WN2012-

AAA: 8910/ pxgrid/ind/ asset/, assetTopic=/topic/com cisco.endpoint.asset}], Service

[ nane=com ci sco. endpoi nt. asset, nodeNanme=i nd2, properties={wsPubsubServi ce=com ci sco. i se. pubsub,
rest BaseUr| =htt ps://WN2012- AAA: 8910/ pxgri d/ i nd/ asset/,

asset Topi c=/t opi c/ com ci sco. endpoi nt. asset}]]

2019- 05-22 14:39: 26,052 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []

cisco.profiler.infrastructure. probengr.| NDSubscri ber -::- NODENAME: i nd2

2019- 05-22 14:39: 26,052 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 05-22 14:39: 26,111 INFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Response status={}200
2019- 05-22 14:39: 26,111 INFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscri ber -::- Content:

{"assets":[{"assetld":"100", "asset Name": "W N2012-

CHI LD", "asset | pAddress”: "10. 62. 145. 131", "asset MacAddr ess": " 00: 50: 56: b6: 46: 87", "asset Vendor ": " VMv
are", "asset Product | d": " Unknown", "asset Seri al Nunber":"", "asset Devi ceType": "Server", "asset SwRevi si

on":"", "asset HMRevi sion":"", "asset Protocol ": " Net Bl OS", "asset Connect edLi nks":[], "asset CustomAt tri

butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "val ue":"SEC TAQ"}]},{"assetld":"

101", "asset Name": "wi n2012. exanpl e. conf', "asset | pAddress": " 10. 62. 145. 72", "asset MacAddr ess": " 00: 50:



56: 9c: 3f: 92", "asset Vendor " : "VMnar e", "asset Product |1 d": " Unknown", "asset Seri al Nunber":"", "asset Devi

ceType":"Server", "asset SwRevi sion":"", "asset HwRevi sion":"", "asset Prot ocol ": " Net Bl 0S", "asset Conne
ctedLi nks":[],"asset CustomAttri butes":[{"key":"asset G oup", "val ue":"Root"}, {"key":"asset Tag", "va
lue":""}]1}1)

2019- 05-22 14:39: 26, 111 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] [ ]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Parsing bul k response

{"assets":[{"assetld":"100", "asset Name": "W N2012-

CHI LD", "asset | pAddress": "10. 62. 145. 131", "asset MacAddr ess": " 00: 50: 56: b6: 46: 87", "asset Vendor ": " VMwv
are", "asset Product | d": " Unknown", "asset Seri al Nunber":"", "asset Devi ceType": "Server", "asset SwRevi si
on":"" "asset HMRevi sion":"", "asset Protocol ": "Net Bl OS", "asset Connect edLi nks":[], "asset CustomAt tri
butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "val ue":"SEC TAQ"}]},{"assetld":"
101", "asset Name": "wi n2012. exanpl e. conf', "asset | pAddress": " 10. 62. 145. 72", "asset MacAddr ess": " 00: 50:
56: 9c: 3f: 92", "asset Vendor " : "VMnar e", "asset Product |1 d": " Unknown", "asset Seri al Nunber":"", "asset Devi
ceType":"Server", "asset SwRevi sion":"", "asset HwRevi sion":"", "asset Prot ocol ": " Net Bl 0S", "asset Conne
ctedLi nks":[],"asset CustomAttri butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "va
lue":""}1}1)

B.INDTHULVWIY RRAMFREEAET (I RRANEZ7ORINTHRETEIHEN
HYVET. RELEBWVWES., T2 RKRA NEpxGridBEE L THEBIZ T, ISEEpxGridE ST L
THEEThELA ),

wliaile, INDUSTRIAL

cisco’ NETWORK DIRECTOR GO0 2 L

< Back H win2012.example.com

DEVICE OVERVIEW

Name  win2012example.com Device Type  Server
IP Address 10.62.145.72 Protocol NetBIOS
MAC Address  00-50:56:0c:34:02 Group  Root
Vendor  Viware Connected to
puGrid Asset Yos Tag(s) +

4. INDId Z D15 % ISE pxGrid/— RICABIL £

5. pxGrid7’ O0—7 @B OPSNI&, XN F—2X(profiler.log)ZZEL £,

2019- 05-22 15:20:40,616 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr.|NDSubscriber -::- Parsing push notification response:
{"asset":{"assetld":"101", "asset Nane": "wi n2012. exanpl e. conl', "asset | pAddr ess": " 10. 62. 145. 72", "ass
et MacAddr ess": "00: 50: 56: 9c: 3f: 92", "asset Vendor " : " VMnar e", "asset Product | d": " Unknown", "asset Seri al
Number":"", "asset Devi ceType": " Server", "asset SwRevi sion":"", "asset HWRevi sion":"", "asset Prot ocol ":
"Net Bl CS", "asset Connect edLi nks":[], "asset CustomAttri butes": [{"key":"asset G oup", "val ue": "Root"},
{"key":"asset Tag", "val ue":"SEC TAR"}]}, "opType": " UPDATE"}

2019- 05-22 15:20:40,616 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- sending endpoint to
forwarder{"assetld":"101", "asset Name": "w n2012. exanpl e. cont', "asset | pAddress": " 10. 62. 145. 72", "ass
et MacAddr ess": "00: 50: 56: 9c: 3f: 92", "asset Vendor " : " VMnar e", "asset Product | d": " Unknown", "asset Seri al
Number":"", "asset Devi ceType": " Server", "asset SwRevi sion":"", "asset HWRevi sion":"", "asset Prot ocol ":
"Net Bl CS", "asset Connect edLi nks":[], "asset CustomAttri butes": [{"key":"asset G oup", "val ue": "Root"},
{"key":"asset Tag", "val ue": "SEC TAR"}]}

2019- 05-22 15:20: 40,617 INFO [Grizzly(2)][] cisco.profiler.infrastructure. probengr. Forwarder -
;.- Forwarder Mac 00: 50: 56: 9C: 3F: 92 MessageCode nul | epSource PXGRI DPROBE

2019- 05- 22 15:20: 40,617 DEBUG [forwarder-2][]

cisco.profiler.infrastructure. probengr. ForwarderHel per -:ProfilerCollection:- sequencing Radius
message for nac = 00: 50: 56: 9C: 3F: 92

2019- 05- 22 15:20: 40,617 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Processing endpoint: 00: 50: 56: 9C: 3F: 92



2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] comcisco.profiler.imEndPoint -
:ProfilerCollection:- filtered customattributes are: {asset G oup=Root, asset Tag=SEC TAG}
2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] cisco.profiler.infrastructure.probengr. Forwarder -
:ProfilerCollection:- Filtering:00:50:56:9C: 3F: 92

2019- 05- 22 15:20: 40, 618 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Endpoint Attributes: EndPoi nt[i d=<nul | >, name=<nul | >]

MAC: 00: 50: 56: 9C: 3F: 92

Attribute: BYODRegi strati on val ue: Unknown

Attribute: Devi ceRegi strationStatus val ue: Not Regi st ered

Attribute: EndPoi nt Profil er Server val ue: | SE24- 1ek. exanpl e. com

Attribute: EndPoi nt Sour ce val ue: PXGRI DPROBE

Attribute: MACAddr ess val ue: 00: 50: 56: 9C: 3F: 92

Attribute: NmapSubnet Scanl D val ue: 0

Attribute: QU val ue: VMvare, |nc.

Attribute: PolicyVersion val ue:0

Attribute: Portal User val ue:

Attribute: PostureApplicabl e val ue: Yes

Attribute: asset Devi ceType val ue: Server

Attribute: asset Goup val ue: Root

Attribute: asset HwRevi si on val ue:

Attribute: assetld val ue: 101

Attribute: assetl pAddress val ue: 10. 62. 145. 72

Attribute: asset MacAddress val ue: 00: 50: 56: 9c: 3f: 92

Attribute:asset Name val ue: wi n2012. exanpl e. com

Attribute: asset Productld val ue: Unknown

Attribute: asset Protocol val ue: Net Bl S

Attribute: asset Seri al Nunber val ue:

Attribute: asset SwRevi si on val ue:

Attribute: asset Tag val ue: SEC TAR

Attribute: asset Vendor val ue: VMhar e

Attribute: b310a420- 78a5- 11e9- a1l89- 9ac8f 4107843 val ue: Root

Attribute: b8e73d50- 78a5- 11e9- a1l89- 9ac8f 4107843 val ue: SEC TAR

Attribute:ip val ue:10.62.145.72

Attribute: Ski pProfiling val ue:fal se

6.ITFANDHABRMUNELVF—RTEHEND



il |dentity Services Engine Home ~ Context Visibility » Operations » Palicy » Administration » Work Centers

Endpoints = Users  Network Devices  Application

00:50:56:9C:3F:92 oz B

MAC Address: 00:50:56:9C:3F:92
1 Username:
Endpoint Profile: IOT_DEVICE2
:’Q Current IP Address: 10.62.145.72
Location:

(&) Applications Attributes Authentication Threats Vulnerabilities

General Attributes

Description
Static Assignment false
Endpoint Policy I0T_DEVICE2

Static Group Assignment false

Identity Group Assignment  Profiled

Custom Attributes
Y Filter = &~
Attribute Name Attribute Value
x Attribute Name Attribute Value
assetGroup Root

LogicalProfile

assetTag SEC_TAG2

Other Attributes

BUE

3 : Context Visibility CassetGroup& assetTagZ X R L EWHBAETE, ATY 1 ~ 3%
ETY

ATYTLISETHOIY RRAY NHARLBEDRRTE

[Administration] > [Identity Management] > [Settings] > [Endpoint Custom Attributes](CBEI L £
o MOBIZH>T, DARLT MJEI—bN (assetGroup® & QassetTag ) ZFREL T T,



alial |dentity Services Engine Home » Context Visibility » Operations

« Administration » Work Centers

b System | - Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b Identities  Groups  External Identity Sources  Identity Source Sequences  ~ Settings

[ ]
User Custom Attributes Endpoint Custom Attributes
User Authentication Settings
Endpoint Purge Endpoint Attributes (for reference)
Endpoint Custom Attributes ERETREIONYESS AL LURE AT

PostureApplicable
EndPointPolicy
AnomalousBehaviour
OperatingSystem
BYODRegistration
PortalUser
LastAUPAcceptanceHours

LogicalProfile

Endpoint Custom Attributes

Attribute name
assetGroup

assetTag

ATYVT2: AASLRMEEZERALETO77FA5RIS

—DERTE

Data Type
STRING
STRING
STRING
STRING
STRING
STRING
INT

STRING

Type
String v

String v - Q@

Reset Save

[Work Centers] > [Profiler] > [Profiling Policies] ICBE8L &3, [Add]ZOUYILET, XROR®D

KBIICTOTFATRIS—ZRELET,



“huli Identity Services Engine Home » Context Visibility » Operations » Policy

b Network Access  » Guest Access  » TrustSec  » BYOD  ~Profiler  » Posture

+ Administration

+ Device Administration

~Work Centers
» PassivelD

Overview Ext id Sources Network Devices Endpoint Classification Mode Confly Feeds » Manual Scans  » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reports  » Setiings  Dictionaries
——
Profiling Profiler Policy List > I0T_DEVICEL
[ e J Profiler Policy
. & *Name |IOT DEVICE1 | Description
= = hd %
v [ Profiling Policles Policy Enabled
» [ Logical Profiles
o * Minimum Certainty Factor |_2c| | {Valid Range 1 to 65535)
. jan Action | NONE -]
* Network Scan (NMAP) Action | NONE -]
Creale an Identity Group for the policy () ¥es, create matching Identity Group
(®) No, use existing ldentity Group hierarchy
* Parent Policy | NONE -]
* Associated CoA Type | Global Settings -]
System Type Administrator Created
Rules
If Condition | CUSTOMATTRIBUTE_assetTag_EQUALS... = [Tllen| Certainty Factor Increases «| |20 | ol v
o
| Condition Name Expression
Save | | Resq () [cusTomatTRIB... ] [EQuas  ~| [sEcTAaGL |

ATY73: 7A77ANBRADARAR LBEDFRL

[D—0€2&2=1>[7A7 747> [RE]>[7A7 7/ FRE|BBLET, T 7O 74
LVNBRADHAARLBEOBEMEL FITY IORY DANFVICBE2>TVET,

Identity Services Engine

Homae » Contaxt Visibility + Operations } Policy

+ Administration

~ Work Centers

» PassivelD

¢ Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reports - Settings  Dictionaries

Show |
] (For NMAP, comma separated. Field will be cleared on successful saved change.)

| (For NMAP, comma separated. Field will be cleared on successful saved change.)

» Network Access  » GuestAccess  » TrustSec » BYOD  ~Profiler  » Postre  » Device Adminisiration
Owverview Extld Sources MNetwork Devices Endpoint Classification MNode Config Feeds » Manual Scans
o
Profiler Settings Profiler Configuration
NMAP Scan Subnet Exclusions *CoAType:  Reauth
Curmrent custom SNMP community strings: ~ ssssse
Change custom SNMP communily strings: |
Confirm changed custom SNMP community strings: |
EndPoint Attribute Filter: Enabled ;
Enable A lous Behaviour Dy Enabled i
Enable A Behaviour Enf Enabled
Enable Custom Aftribute for Profiling Enforcement: Enabled

Save Reset

AT Y 74IND IDFERA DT Y AR— b

[Settings] > [pxGrid]ic#BEI L £ 9. [Download .pem IND certificate] 22 VY P LET, < DA
ElEpxGridDBERIFICHEAETND S, ISERCNEFEITILNENHYET,

atlia]r. INDUSTRIAL
€15¢0  NETWORK DIRECTOR

Settings

pxGrid

Crsers Prasiorm Excrunge G (palad) i 57 0pen. Calabis dat-Sharng Snd Ieat control pLarionm Tl Bows Semierks IHiegriton Dtmbin Mulivendor KIentty, network. SCuly 4 BLSS Managerment Syitems. Erabing the beatust Delow SCHalrs T 1ring of ercpant B1S6ts C8ctvened by 11 Syitem wih & Cisco kieeaty
Services Engine [ESE) palind controlier This information ¢an hen D kviragnd by UOIeam securlly Systims 10 monlor securty, Setect Bveats, and se network polcy. Leam mone horo.

Downioad pem IND certicats



AT Y TEISEEEANFPZADIND IDSIAEOFY 7O— KR

[Administration] > [Certificates] > [Certificate Management] > [Trusted Certificates]icBE L £,
[M1R—NZOVYIULET, [Browse]2 VY UL, AT Y 7 3H S[IND certificate] ZEIR L
F£¥9, [Submit]zo Uy OLET,

“thilv |dentity Services Engine Home  » ContextVisibiity  » Operations  » Policy [ Ll il * Work Centers

v System | » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services ¢ Feed Service  » Threat Centric NAC

Deployment  Licensing - Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
N
o
~ Certificate Management Import a new Certificate into the Certificate Store
System Certificates * Certificate File | prowse... | ind(1).pem

Trusted Certificates

Friendly Name

OCSP Client Profile

Certificate Signing Requests Trusted For

Certificate Periodic Check Setti... - -
Trust for authentication within ISE

b+ Certificate Authori
ty [] Trust for client authentication and Syslog

[] Trust for authentication of Cisco Services

[ wvalidate Certificate Extensions

Description |

[ subrit TR

ATY 76:INDOIEAED LR

INDIZ. ISECANRITT BV TA T NitHAEZFERALEREA., KDVIZ, INDEEANTEA
HTBEZBEELTVWS Y, ISENPXGridilEAEZIXEE TS & ( TLSKEAF ). INDICK 2
TEEENET,

[Administration] > [pxGrid Services] > [Certificates](CBE L T, TORICHE>T7 1 =L RICA
HALET, ISECAOEWIXIDIIAEERITIDCETHD LS, CNT A1 —)LRIFHBEAETT,
INDODFQDNZ A LT ONBENTT A, IDEERAERINDICK > THERAETNEZWVESH, CNT 1
—)ILROEGEETREHYEEA,



"ieh  Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
—

Generate pxGrid Certificates

| want to * Generate a single certificate (without a certificate signing request) j
Common Mame (CN) * ind.example.com
Description

Certificate Template PxGrid_Certificate_Template @

Subject Alternative Name (SAN) j
Certificate Download Format * PKCS12 format (including certificate chain; one file for both the certificate chain and key) j e
Certificate Password * o

Confirm Password *

ATY TTPKCS12IRA CRIFARF T —>&A V> O—R$S

@ Opening 1558534704560 _cert.zip

You have chosen to open:

| 1558534704560_cert.zip

which is: ZIP archive
from: https://10.62.145.140

What should Firefox do with this file?
Open with  Archive Utility (default)

' @Saue File

Do this automatically for files like this from now on.

(o)

cancel (L

ATY78INDTOREARFI—>0F Yy 7’ O—K

[Settings] > [pxGrid] > [Trusted Certificates]ic BB L E T, [New]2 V)Y P LET, [Name]Z A
HLET (FI—2RINDTZDRBETRRENET ), PasswordiE AT Y 71D/NAT—RT
E



Upload Trusted Cerlificate ™

MName* IND
Password
Certificate * Browse  Cifakepathiind.example.com_3.pi2 - X

Upload Cancel

ATYTOINDTORY S —H—/XDERE

[Settings] > [Policy Servers]icBBIL, [New]2 20U YOI ULET, ISE pxGrid/— RNDISE FQDN &
IP7PRLAZAHDLET,

etliasls. INDUSTRIAL

cisco  NETWORK DIRECTOR Settings > Policy Servers

£ Back to Servers New Server

RADIUS @ pxGrid

Host Nama* P Addross Description

ISE24-1ek. example.com o 10.62.145.140 Li]

Cancel  Save

AT Y 710:INDT D pxGridit & D ERE

[Settings] > [pxGrid|I_ BB L, pxGridiieaZ BN LET, NTILREREZOIVYILET, /
—RBZADLET, CORARMBE., ISELEDPpXGridIZ AT > NOBBTT, [Server1]7 4
—)LROROAYTFTEIIAZ1—-H5, RICBRELELISEZBIRLE T, (BR|ZVUYILET

o

arlvenlee INDUSTRIAL
€15¢0 NETWORK MRECTOR

Enalo pucGrid- Saings

Connect Using the Existing Node
© Reglsswer a Hew Node

ISE Server
Hode Hame* Server 1* Server 2
IND o 1SE24-1 ek emampe.com j o Select a server j o



¥ : ISET[Automatically approve new certificate-based accounts]fREN BICE > TWVWB 5
B, ATY 71 ~ 2R ERENBEENHYVET,

BRAKDTDE, INDIERDOXY E—IHFRRENET,

Message =

pxGrid Node Approval Pending on the pxGrid Server

OK

ATY 711:ISETOINDDER

[Administration] > [pxGrid Services] > [All Clients]ic BB L £3 . [EFBF S5O EF(1)(Total
Pending Approval(1))]ROAY 7RO X _1—%2BEE T, [INTRA)ZIIUYILET,

‘il Identity Services Engine Home  » ContextVisbility  » Operations  » Policy [RINLIECIE M * Work Centers

v System ¢ |dentity Management  » Network Resources ¢ Device Portal Management = pxGrid Services =~ » Feed Service v Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

o Enable @Disahle @Apprm.re @ Group ,Decline gnehgte - @.Refresh Total Pending Approval(1) «
Ca: Approve All

] Client Name Client Description p " Status Client Group(s)
O » ise-fanout-ise24-1ek Capagﬁ?rg::uﬂrl-lw, USuny Online (XMPP) Internal
O » ise-pubsub-ise24-1ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
a» ise-pubsub-ise24-2ek Capabilities{0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-fanout-ise24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-2ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-1ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
O » ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal
O » ise-admin-ise24-1ek Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal
O » ise-admin-ise24-2ek Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal
O » ind Capabilities(0 Pub, 0 Sub) Pending

AT Y 712:INDTpxGrid—EREZF 9T 179D

[Settings] > [pxGrid](C BB L £, [Activate]2 V7 UY VLET,



ifiai]e. INDUSTRIAL

cisco NETWORK DIRECTOR Settings >

Enable pxGrid- Activate

ISE Server

Download .pem IND certificate

Node Name*

IND

TOTATUFRITBE, INDILROAY E—IHFRRENET,

Message

pxGrid Service is active

3
ISEQREE

OK

pxGrid
Server 1*
ISE24-1ek.example.com
Disable Activate

[Administration] > [pxGrid Services] > [All Clients]lC BB L £3. INDV S 1 7> KAl ClientsT
Offline(XMPP)& R R&E N, INDIEpxGridN\—> a2 2&2FEALET,



Identity Services Engine Home  » Context Visibility » Operations v Policy [RFIIECIYE * Work Centers

» System  » |dentity Management  » Metwork Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric MAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

o/ Enable @Disable {JApprove @ Group W Decline @Delete v | ¥ Refresh | Total Pending Approval(D) ~

O Client Name Client Description Capabilities Status Client Group(s)
ise-fanout-ise24-1ek Capabilities(Q Pub, 0 Sub’ Online (XMPP Internal
O » isefa b [
O » ise-pubsub-ise24-1ek | Client Name: Not Sortabla Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
] P ise-pubsub-isa24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
ise-fanout-ise24-2ek Capabilities(0 Pub, 0 Sub! Online (XMPP Internal
0 » isefa b [
ise-admin-ise24-3el pabilitie ub, nline emna
0 » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub Online (XMPP It |
ise-mnt-ise24-2e pabilitie ub, nline ema
e nt-ise24-2ek Capabilities(2 Pub, 1 Sub Online (XMPP Init |
ise-mnt-ise24-1ek Capabilities(2 Pub, 1 Sub Online (XMPP Internal
O » b !
] » ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal
ise-admin-ise24-1el pabilitie ub, nline ema
O » ise-admin-ise24-1ek Capabilities(S Pub, 2 Sub Online (XMPP Init |
ise-admin-ise24-2el Capabilities{1 Pub, 1 Sub Online (XMPP Internal
O » ise-ad k b [
ind Capabilities(0 Pub, 0 Sub Offline (XMPP
O » b ffi

[Web Clients] 221 Y UL, INDVZATRODAT—RANON|THDZE, BRT
/topic/com.cisco.endoint.asset[Subscriptions]lcEFE N TWA & 2B L F I,

‘hita’ Identity Services Engine Home  » ContextVisbity b Operations  » Policy [EEFTIWIETSTSNE » Work Centers

» System  » Identity Management  » Network Resocurces  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

All Clignts Web Clients Capabilities Live Log Settings Certificates Permissions
—

Rows/Page 25 j 1 3 | Go 12 Total Rows

 Refresh Y Fiter~ O
Client Name Connect To Session Id Certificate Subscriptions Publications IP Address Status Start time

x Client Name j IP Address j
IND ISE24-1ek ISE24-1ek:181 CN=WIN2012-AAA, ... 10.62,145.130 ON 2019-05-23 08:27
Ise-mnit-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa .. fopicicom.cisco.ise.session.intemal 10.62.145.140 ON 2019-05-23 08:28
Ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:183 CN=1SE24-1ek.exa .. Nopic/distributed Nopic/distributed 10.62.145.140 ON 2019-05-23 08:28
ise-admin-ise24-1ek ISE24-1ek ISE24-Tek:184 CN=ISE24-1ek.exa ... Nopicicom.cisco.endpoint.asset 10.62.145.140 OFF @ 2019-05-23 08:28
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:185 No Certificate Nopic/com.cisco ise.session.intemal Nopicicom.cisco.ise session.internal 10.62.145.141 OFF @ 2019-05-23 08:59
ise-admin-ise24-2ek ISE24-1ek ISE24-1ek:188 No Certificate 10.62.145.141 ON 2019-05-23 08:30
ise-bridge-ise24-Tek ISE24-1ek ISE24-1ek:189 CN=ISE24-1ek.exa ... 127.0.01 OFF @ 2019-05-23 08:30
ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:180 CN=ISE24-1ek.exa ... Nopiciwidcard 127.0.01 ON 2019-05-23 08:30
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:191 No Certificate 4 Mopic/com cisco ise session.intemal Nopicicom.cisco.ise session intemal 10.62.145.141 ON 2019-05-23 09:43
ise-admin-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa ... Mopicicom.cisco.endpoint.asset 10.62.145.140 ON 2019-05-23 08:43
ise-bridge-ise24-Tek ISE24-1ek ISE24-1ek:193 CN=ISE24-1ek.exa ... 127.0.0.1 OFF @ 2019-05-23 10:04
ise-bridge-ise24-1ek ISE24-1ek ISE24-1ek:194 CN=1SE24-Tek.exa ... 127.0.0.1 ON 2019-05-23 10:09

IND O #5E

INDA [In Sync]AT—RAICBITLET, chldk, ISEC—HEAVO—RFHIIL LBEICTD
nET, KL EHBE. INDAOut of SynciREEDEFIZKEVW E T,



wiliarle. INDUSTRIAL

cisco NETWORK DIRECTOR Sottings >

ISE Server

Mode Hame * Server 1 Server 2

IND ISE24-1 0 oxampie.com

Statistics

Sync. Status n Syne Last Syne. Status Probe Time

Mumber of Assets Shared via Last Bulk Request 2 Last Bulk Request Time
Last Updste Opavation.  Update Last Updste Thme  2019-05-22 20:17:38

Total putirid Asset Count

NS7L>a—h
INDTRIBAT—RAHNFOut of SyncO £EEXICED

ISETH—EA I O—RNFKIITSE, Outof SyncH SIn SyncNOBITANRKELET, LLTO
IND application.log,

2019- 05- 22 22:09: 06, 902: | NFO. gt p281049997- 53444: Pxgri dConfigMgr:: Pxgrid Statistics Start:: Bulk
Request : bul kRegAsset Count: 2 add: false

2019- 05-22 22:09: 06, 902: | NFO. qt p281049997- 53444: Pxgri dConfigMyr:: Pxgrid Statistics updated::

Bul k Request : Asset Count: 2

2019- 05-22 22:09: 06, 902: | NFO. gt p281049997- 53444: Pxgri dConfigMgr:: Sync Status transition to

I N_SYNC

2019- 05- 22 22:09: 06, 918: | NFO. gt p281049997- 53444: PxG i dServi ceRest Control l er:: getAssets

Conpl et ed

ISEANINDIZE > THREENDINDRANBEFATEDENEETT, TS5LAVE, ISER

—TFEAIO—RZRTTET, INDIEIn SynciREEICBITLU EE A, bulk download A" kB L 7235
& (WIN2012-AAANISETRRRTE RN 2 1235E ) . profilerlogl RDBIAN RRENET, —
A O—RERNUH—FBICIE., PSNOpxGrid7O—7%#A7IZLTFIVILET,

2019- 04- 30 13:59:50,708 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::- New services are: []

2019- 04-30 13:59:50,714 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- NODENAME: i nd

2019- 04-30 13:59:50,714 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 04- 30 13:59:50,716 ERROR [Profil erl NDSubscri berPol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::- Unable to get sync statusWN2012-

AAA: W N2012- AAA

j ava. net . UnknownHost Excepti on: W N2012- AAA

at java.net. AbstractPl ai nSocket | npl . connect (Abstract Pl ai nSocket | npl . j ava: 184)
at java. net. SocksSocket | npl . connect ( SocksSocket I npl . j ava: 392)

at java. net. Socket. connect ( Socket .| ava: 589)

at sun.security. ssl.SSLSocket | npl.connect (SSLSocket | npl.java: 673)

at sun.security. ssl.BaseSSLSocket | npl. connect (BaseSSLSocket | npl . java: 173)



at sun.net. Networkd i ent.doConnect (NetworkC ient.java: 180)

at sun.net.ww. http. HtpCient.openServer(HtpCient.java: 463)

at sun.net.ww. http. HtpCient.openServer(HttpCient.java: 558)

at sun.net.ww. protocol . https. HitpsClient.<init>(HtpsCdient.java: 264)

at sun.net.ww. protocol . https. HitpsClient. New( H tpsCient.java: 367)

at

sun. net. ww. prot ocol . htt ps. Abst ract Del egat eHt t psURLConnect i on. get NewHt t pCl i ent (Abst ract Del egat eH
tt psURLConnecti on. j ava: 191)

at sun.net.ww. protocol . http. H t pURLConnect i on. pl ai nConnect O( Ht t pURLConnect i on. j ava: 1156)

at sun.net.ww. protocol . http. Ht pURLConnecti on. pl ai nConnect ( Ht t pURLConnect i on. j ava: 1050)

at

sun. net. www. prot ocol . htt ps. Abst ract Del egat eHt t psURLConnect i on. connect ( Abst r act Del egat eHt t psURLCo
nnection.java: 177)

at sun.net.ww. protocol . http. H t pURLConnect i on. get Qut put St r eanD( Ht t pURLConnect i on. j ava: 1334)

at sun.net.ww. protocol . http. H t pURLConnect i on. get Qut put St ream( Ht t pURLConnect i on. j ava: 1309)

at

sun. net. www. prot ocol . htt ps. Ht t psURLConnect i onl npl . get Qut put St r eam( Ht t psURLConnect i onl npl . j ava: 25
9)

at comcisco.profiler.infrastructure. probengr.| NDSubscri ber. get Request (1 NDSubscri ber. java: 362)

at comcisco.profiler.infrastructure. probengr.|NDSubscri ber.islnSync(|NDSubscri ber.java: 500)

at

com ci sco.profiler.infrastructure. probengr. | NDSubscri ber. popul at el OTSer vi ceLi st (1 NDSubscri ber.ja
va: 462)

at

com ci sco.profiler.infrastructure. probengr.|NDSubscri ber $Wr ker Thr ead. run(1 NDSubscri ber. java: 441
)

at java.util.concurrent. Execut or s$Runnabl eAdapt er. cal | (Executors. java: 511)

at java.util.concurrent. FutureTask. runAndReset ( Fut ureTask. j ava: 308)

at

java.util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. access$301( Schedul edThr eadP
ool Execut or. j ava: 180)

at

java.util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. r un( Schedul edThr eadPool Exec
utor.java: 294)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 624)

at java.l ang. Thread. run(Thread. j ava: 748)

IXTOIY RRAY MHFISEEHRBEATLWEIDITEH) FEA

INDEDIY RIRAVRANISEERBENDDE. pxGrid7 Y k7 F T #[Yes, MAC address]®
BEEWTTT, TS5THVES, ISERIVRRAIVNEERTHDDOICTHDBET—2EFHF >TV
FtA,

ailirlve INDUSTRIAL

erseo NETWORK DIRECTOR Operate >  Inventary

. WINZ2012-CHILD

DEVICE OVERVIEW
Nams  WIN2012-CHLD Device Typs
1P A gt i 10.62,145.131 Protoest RHEIDE
MAC Address 00505 bRASET Group
Wandor VMwatn Connected 1o

prGrid Assst  Yes Teals)

assetTagd® & UFAssetGroupKISETCRERATE T A

assetTagD A EATEBR VBRI, BoOETAGRA TN HERAE A TVWREEN EXShET,



IVRRAVRZEHIRDEER, EFA1VTA 2T (BEODRITREEL ) 2ERAITILEN
HWFERT,

Associated Device Tags b

No Tags Associated with this device
Add Regular Tag

Select a tag -

Add Security Tag

SEC_TAG1
SEC_TAG2

AssetTag& AssetGroupDEEFERATELZWVEEEF. ROBANfEXSNhET

1. 7A7F7 AV TRV —HANARLBHZERALTHRECATVWEV (ZORFIX MO
"BEL I3 OARATYT1-328R)

2. FE&ACSCvn66106 T RRA UV RNEHT1IILE . BUMIITIXENHYVET. ThUADE
B, PEFNSHARLEEZ 71 RZRLET, profilerlogiC i XOOTHFRRENET,

2019-05-22 11:20: 11, 796 DEBUG [ Per si st ent Wr ker-8-18-thread-1][] com ci sco. profiler.i m EndPoi nt
-:Profiling:- filtered customattributes are: {asset G oup=Root, asset Tag=SEC TAR, b310a420- 78a5-
11e9- a189-9ac8f 4107843=Root, b8e73d50- 78a5- 11e9- a189- 9ac8f 4107843=SEC_TAR?}


https://tools.cisco.com/bugsearch/bug/CSCvn66106
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