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Y7747 NANA

> /)N—< KR 3850 NGWC DERE

JO—/NLE&E

SSID & %E

)R ALY~ ACL 5&E

AN RSA T AR =T IALA(CLI)EBE

ISE DERE

— %Y ISE BRERX AR D
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FERFI2 : FNAARBFEEFHALECWANTB1E S A REHEZERET S,
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CORFIXBNTIE, Cisco AireOSEXRERT A YL ALANI>Y NA—F(NGWC)ZFERAL T
Identity Services Engine(ISE)IC3D DT AR T —AZRET D HEICODVWTHALET,

BIRRAF
B

ROEBICEIZHARMNI BB N HREIET,

. Cisco Wireless LAN Controller (i RSB XTIV N—J R T OER)
- lIdentity Services Engine ( ISE )

FERAIZIIAR—FK b
CORFIAYNOERE, ROYTRIIFEN-—RITFTON-JIVICETVTLET,

. Cisco Identity Services Engine /N\—>3 2> 2.1

- Cisco Wireless LAN Controller 5508 8.0.121.0

- Next Generation Wireless Controller(NGWC)catalyst 3850(WS-C3850-24P)(03.06.04.E)
CORFIXNDEHIE, BEOSRREICHDTNAAICESVTHERENELE, COR
FAIXKNTERATIINTOTNAAG, A (F7 2D ) REVREHL SEELTVXRT
o NEEHORY RD—U TR, FIAVVRICK>TEIDTHMENI HZ2FEETIBREL T
EEWV,

RTE
XY NI—VUH
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Guest User

CORFIXNTHBALTVSFEIER, ISETEEODSTAN 70— R—KT2E-00D, #&K
AEWLC EOAVN—RTFIOEAWLC ODEATHO— RN BREERLTVET,

#4 5508 WLC OERE

ISE TEREE N3 HEAFICERAEL, WLC &8RN S, &K, RESRETHI T4
H—NELTISEZIEBLRL, MACT7ANRIINFBMIZE2TWS Open SSID ( & AAA
—N—F 1 REELV RADIUSNAC ) ICEHKTD VA VLA IV RRSAVNEZRELET, <h
IRV, ISEDTANR=BZIANOURAL IV RNZEREICEITTSDEHIC, ISEN WLC ICHE
BEMZEAAFTIVIILTYIITEDRRSICBYET,

J0O—-/VLEE

1. ISEZRRIB LT hHIO T4 =L T/O-NILIZEMLET,

- [Security] > [AAA] > [Authentication] D JIEICBIRL, [New] ZO VY I LET,



Security RADIUS Authentication Servers > Edit

Sancer Indesx

Server Address{lpvdilpwi)
Shared Secret Formiat
Shared Secrat

Confirm Shared Secrat

Kay W &
= L (Designed for FIPS customers and regquires a key wrap compleant RADIUS server)

Part Numbeér 1812
Server Status Enabled ¥
Support for RFC 3576 Enabled T

¢ Local EAP Server Timeaut g secands

Advanced EAP Hetwark Uger ¥ Enable

Ra, ' # Ena
v Priocity Order il Enable

b Certificate

: " 1PSec riabd
¢ Access Control Lists = E .

CISEH—NDIP ERBMEEADILET,

- [Server Status] & [Support for RFC 3676] ( B2RAIZE ( CoA ) DHR—KN ) NFEES5E
[Enabled] ICEREENTVR &L ZHRRLE T,

cTT7FINOT—NEZALTIRTEE, AreOSWLCIHE2¥TT, XY RD—TJ DM ( EX
BBFATOIEE, ISE, BXRTWLC) LU T, Y—NORA LTI RNZ2DEL EE5HITHE
LT, FEBTI=INFA—N—"ARNEERBITDENERBEENHYET,

-[Applyl 20U Y O LET,

CRRETRRIS—H—ERA /—R (PSN) FEHEHZHEEF. BMoY—/NIT>N)%EE
BLET,

X COBEOREHFICE. 2DDISEA VARV AN EENTVET

- [Security] > [AAA] > [RADIUS] > [Accounting] ®DIEICEIRL, [New] ZO2UY I LET,
CISEH—NDIP ERBEWMEEADLET,
- [Server Status] & [Enabled] ICEREE N TWVWBD & ZBFELET,
CREBIIRUT, Y—NEZALTIORNZEXLET (TF74ILNE28 ),
2.7 #—=I)LINY UFRE-

MEREBTE., Y —NZALTINRNIH—ENDE, WLC BRDERERADHT—/NICEH
LET, 2T, "Ry . WLANDJEETT, HICEATEDEDOHNRVES, WLC J O
—NILB—=NVANADRDEDZERBIRLET, SSID( 7ZA4X VU, EHVR) ) TEHOY
—N\HNEEREENTVWBEEE, 7I—IF—N—NHNRBETDE, WLCREFT7AIKNT, 75431
B—NHFASAVICR2TVWTE, BIA(FEK)) THIVTAVINTT14vo0"EHR
DA VAR AICKEHNICEELETET,

COBEZBRRBTIDICE. 773—ILNY O Z2BMIZLET, [Security] > [AAA] > [RADIUS] >
[Fallback] D JRICBIRLET, 72 NOEMEREAT7 T, Y —NEI2 ARVKRDSEET
BDHE—NDAHETIEH, EBEICLDBE(H—NOBEBAT—R2RZ2JO-NIIZNIATSD

) AR ETT,

Tx=)INY OOBMLICIE, RO22O20FTa>rpyHy)Ed,

. [Passive] : XY > 7 E—RTE, ¥—/)IHF WLC BIAERICHELZVHE, WLC EH—/%



EFTFOT47 F1—CBLT, ZBAY—ZRELET ([IntervalinSec] 773> ), X
AX—HFHERYNICEDE, WLC I, H—NORBOAT—RAICEREL, Y—NET
TAT F1—-ICBLET, RIAERNRALTIRNTD (2FY, Y—=N\HFEEFAILT
Wad)&e, =N IVRMNJVEBUOIETITA47 F1—-CBEh, RAI—NFBUEREEIE
To Y—NHNEEICKETDIE, Y —NETIT147 F1—-ICANShEFTRICBYET,
CCTHRETEEOEEE 180 ~ 3600 W T,

. [Active] : POT 147 E—RTlE., ¥—/\H WLC FZFEERICHSELZWVIEE, WLCIEKH—/
EFYRELTR—VL., kTF7OTAT H—=NT=ILICH—=—NEBLT, TOH—-—NHIFBEE
IRETOERNLETO—T XvE—2J0EEERBLET, T—/\NFBETHE, WLC
FFY RY=—NETOT47 7=IICBLT, 7O—T XvtE—20EEEFILELET,

CHOE—RTEE, WLCIC&KY, I—HYRBEVEMNOTO—THER (180 — 3600 ) DAHZERD
5NET,

EWLC7O—7 Tk, RVIEAORIEIMBEH V) EFEBA. KWL EFMELRBLUERLENES
SEN, Y—NETIOF47 F1—CBITEHICToBET—NDIEEERABENET,

TANOY—ER Y NREIF (SSID ) DERE :

- [WLANs] 2 7 (BB L. [Create New] 723 DT D [Go] &ZV VY I LET,
WLANs

Current Filter: Maone [Change Filter] [Clear Filter] Create New

LZO7F7AILBESSIDEEADLET, [Apply] 20U Y I LET,
- [Generall] 2 7T, ERTZD AV R—TIAARELERAVE—TIARAITINL—=T (T AN
VLAN ) Zi#IRL £ T,

Radio Policy

Interface/Interface Group(G) | guestZ

- [Security] > [Layer 2] > [Layer 2 Security] @ JHICiZIR L, [None] Zi#IR L T. [Mac Filtering]
FIVIORYIDREFICLET,



WLANs > Edit "Guest’

General | Security | QoS | Policy-Mapping _| Advanced I

Layer 2 | Layer 3 | AAA Servers

Laver 2 Security £ | None
MAC Filtering®
Fast Transition

Fast Transition

- [AAA Servers] 2 7T, [Authentication Servers] & [Accounting Servers] @ [Enabled] F T v
IRYODRBAVIELT, 754D Y=—NethUF) H—NZBIRLET,

WLANS > Edit 'Guest
General | Security | QoS | Policy-Mapping | Advanced
Layer 2 | Layer 3 | ABA Servers
Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Badius Server Overwrnte interface Enabled

Authentication Servers Accounting Servers

¥ Enabled ¥ Enabled
Server 1 | IP 157.210, (1812 1PN .157.210, Park: 1813 "

Server 2 | IP: 1 (P 157.21, Port: 1813

Server 3 | None ¥ || Mane
Se&rver 4 | None T || None
Server 5 | None ¥ || Hone
SeErver 6 Mone T || Hane

Radius Server Accounting

Interim Lpdate Interim Interval 0

EEBTFYTF—N . ChiEAT2Ia>0RETHY ., COT7O0—-ICXVY NZEMTZED
TREHNVEBA, CNZEMCTSICE. WLCTSXUUBOO— REZETITHIHREN HYET

Disabled : CO#EERF L ICEMICHZ>TVWET,

OMBTEHRXM : VZ 147>k ®Mobile Station Control Block(MSCB)L> MU ICEEN &S IZTFIC
 WLCRISEIC T WO T4 20T Y T7F—RNEEELERT(PAERLIEFIPV6 T RLADEIY) HT
FEREE, V94T MA—IVTARN EMOERABET Y 7TF—NEIEBFEEhELA

o



BREENIEEEAE—NNILTED : COETE—RTE. WLCIRITZA T NOMSCBI> KU D
ZERICISECBHZAFL, FEBEEESN LA X—NILT (EEICEELLS ) BMOEHN
BTHITATBHEXEELET,

. [Advanced] 27T, [Allow AAA Override] £~ Ic LT, [NAC state] ® T ® [RADIUS NAC]
ZBIRLET, ChickY, WLC [, ISEXSEEBLEITNTORBRMMEART (AVP) ZiEHA
LET,

. [SSID general] X 7 IC#E L., SSID AT—2RAD [Enabled] FT Y IVRY VREFVICLE
9o

WLANs > Edit 'Guest

General | Security gos | Policy-Mapping | Advanced |

Profile Name Guesk
Type WILAN
S51D Guesk
Status ¥ Enabled

- [Applyl Z2VUY O LTEEZBALEY.
DAALL YN ACL DERE

COACLIRISEICK > TEZREN, EORTZTAYIANURALIREN, EORNTTAYINE
BEHAAENDLZRELET,

- [Security] #7 > [Access Control Lists] D MEICBIRL, [New] EOUYILET,
- RO ACL OBITT,

255 T55.255.255

55 T55.255.255

CDACLIE, TCPR— K8443%ZTLI-DNSH—EABLPISE/—REDEDT V7 L AZFAT
PRENFHVET, —BTREEED deny CB>TVET, ChiE, MORNZ T 1Y UH ISED
TFANR=ZIJURLIZURALIRNENDEZERLET,

HTTPS UA4A4L Y b

C DHEBEWE AireOS 8.0.X B THR—RENTVWERTHN, F7AILRNTRAITIZEDTVET,
HTTPS H7/R— KN ZBZICT S IZE. [WLC Management] > [HTTP-HTTPS] > [HTTPS
Redirection] ® JE(C;#R L T [Enabled] ICERE TS A, CLI TROOAN RZEALE T,



(Cisco Controller) >config network web-auth https-redirect enable

HTTPS UA AL 7 N ERMICL R OEARDOEE

https-redirectZ B#ICTdE, URAL I NRICEIHAEEEOBEN RET D TEENI BV ET
o cOfEF., AV NO—JICBWNEFI—AHEN HBHEETE, FLOMHEN Y—R
N—TFTADEETEZIRARICK > TERENTVWIBETERELET, TOEREREEK, WLC I
AVARN=)LENTVRRENMMREA O X—TIA AOKRANBEELEFE IP 7 RLAICHL TH
TENBZEILHYNET, VT4 T Mhttps:/lcisco.comZEHITTHE, TTIH I
cisco.comCEEFAEN RITE B L ZBELET, LAL, WLCHAITAT U MIK2THRIT
TN GET ZRITFETBHICEK., £, WLCH, SSLNV R I JI—XTREA >V Z—
J7IAAAAEEZRTRIID HTTPS LY IV ZWIUTIMBEN HYWET, <hllkt), SSL/
VRIIAVFRIZRTRENEIREN, VFAT UM TIORALESELTWVWSTTOWebH oA
NWLCOIREA >R —T7 T4 ARARNETIREE<Lcisco.comcEITENhTVWREWES, 75T
CEBENRRENET, BRI T SIUHTERDMAEIS AV E—INRRENDIBEND
WETH, IXTEAUBEBEICEELTVET,

FILYST 71— HFA—/5—

C DHEEFE. AireOSWLC TRRFZ7AIILRNTERICBDTVWET, 7IL YT 7x—)LFA—N
— BN >TVWRIEE, BBIFATRNFRADIURALTIN ARNOFEEZ (TS
&, WLC [ AAA H—NZISEFTREL TN =L, ThZARXDOREZH AAA T —NICBL X
ERD

COBBENBEPICE>TVWRERE., 2B EE3D2DISATN Y 3> T RADIUS &

ALTIRNARRIDFRELEEZICOHKR, WLC HAROBF—=NICTI—=ILFA—=N—LET, D
BEEX, KON RTEMCTEEXET (COOAX RTRIUT—NIBEBYELA )

(Cisco Controller) >config radi us aggressive-failover disable

COBBEDRENDAT—RAZEEITZICEF. XOIX RZFEALET,

(Cisco Controller) >show radi us sumary

Vendor |d Backward Compatibility................. Di sabl ed

Call Station Id Case............iiiininan. | ower

Acct Call Station Id Type.......... ... .. .. Mac Address

Auth Call Station Id Type........................ AP' s Radi o MAC Address: SSI D
Ext ended Source Ports Support.................... Enabl ed

Aggressive Failover......... ... ... ... .. . ... Di sabl ed

*¥7TF47 NANA

Fyv 7 T4 R=2IERELTOTA R—ZZHBREBIZDFYSTAT ZXYRNDI—O T
JAZUN(CNA) ADZALZYR—RNLTVWBRIV RRAUNE, BE., flflchior>
ROROBELTSIHIZKR2>TINERZFTLETH., OI RKRAUNE, TEEENDT S
HEEHLT, ChZERNJH—LET, CNANBRLTZOY2REBITZI RIRA NDBE,

JO—NBiEc Bl B Y ET ISEXF Y T T A TR=ZIINICVAALIRENET, _h
EBE. Apple I0ST/N A AICHEL, $HICT/NM4 AZE, VLANDHCPUU—R, AV7547F
VAFIVOERMBETBZIO-ICEFELEEZXET,


HTTPS://cisco.com

ERPO7O-OEMEIIELUT, FYTTATINANRZENITD L ZHRTEFT, &
DESBTF VAT, WLC Ik CNAR—ZRIIOBBEXNDZALZERL, 74T NFUA
ALK 7OCRZRRTBDLOICT TV ER<SBEN HYET,

RDIXV RT, COBBEDAT—RAZERBLET,

(Cisco Controller) >show network sunmary

Web Auth CMCC Support ...................... Di sabl ed
VWb Auth Redirect Ports .................... 80, 3128
Web Auth Proxy Redirect ................... Di sabl e
Web Auth Captive-Bypass  .................. Di sabl ed
Web Auth Secure Wb . ... ... L. Enabl e
Web Auth Secure Redirection ............... Enabl e

COMBEZBENCIDICE, ROOX RZAHNLET,

(Cisco Controller) >config network web-auth captive-bypass enabl e
Web- aut h support for Captive-Bypass will be enabl ed.

You nust reset systemfor this setting to take effect.
WLC ik, ZEEEMICTZEHICUEY N YATLA (BREY ) ABETHHLEI—FICE
HLULET,

CDEFRTIE, show network summary X RICK U BRBENXBRICHZ>TVWAEN REhFE
TH, EEZAVCITHCEWLC Z2HEBRTHIXENHYET,

> /¥—2 K 3850 NGWC D R&E
JO-/NLE&E
1. ISEERRBREFT AV T4 —=—NelLT/7O0-NILICEBMTS
. [Configuration] > [Security] > [RADIUS] > [Servers] D JEIZ®IR L, [New] ZOVUYOLET,
CRERGERMULZISEY—/XOIP 7 RLA, £8BE. Y —/NEXLLTIN, BLUE
RITEHZEADLET,

- [Support for RFC 3570] ( CoA ®HR— K ) A" [Enabled] IZ& > TWB & ZHRBLET,
- COFEZZRYIVEBRLTEAA) H—NTINJZEBMLET,



RADIUS Servers

Radius Servers > New

Server Name ISE1

Server IP Address M 157.010

Shared Sacrat EEE R

Confirm Sharad Secret sessnses

Auth Part (0-65535) 1812

Acct Port (0-65535) 1813

Server Timeout (1-1000)sacs| 3

Retry Count (0-100) 2

Support for RFC 3576 Enable | -

2. ISEQY—NTIL—7 DER

. [Configuration] > [Security] > [Server Groups] D MEIZBIRL, [New] ZO9 VYO LET,
CONL—TCBaZE|) HT, [Dead-time] DEZDBENTAILET, chlk, I ~O—F
HPH—NETIOT47 B—NOVANIBIEICETIOT 47 F1—CTREITZE[TT,

- [Available Servers] J A kM4 —/\ % [Assigned Servers] #I_BML E T,

Radius Server Group

P > New

M T o P
; Server G

Name | 15€_Group

MAC-defimiter [colon | *|

|
MAC-filtering | none _".|

Dead-time (0-1440) in minutes| 10

Group Type radils

Available Servers

Servers In This Group

3. DotixZJ/O—/NILEBRCTS

Assigned Servers
I5E2
| ISE1

. [Configuration] > [AAA] > [Method Lists] > [General] ® MRICi#R L, [Dot1x system Auth

Control] ZF > ICLET,



General

Dotlx System Auth Control

Local Authentication

Local Authorization

4. TRV APMDORRE

- [Configuration] > [AAA] > [Method Lists] > [Authentication] ® MEICEIRL, LWL XYY K U
ANZERLET, COFERABIDFZEEF. X417 % Dotlx &L, ISE_Group JIL—7" ( &ID
FIETHERL=TIN—7") ZEML T, [Apply] EOVYILET,

Authentication
i M

fvailable Server Groups fAssigned Server Groups
[ ISE_Group

- PHho>F 414> ([Configuration] > [AAA] > [Method Lists] > [accounting] ) & &R
( [Configuration] > [AAA] > [Method Lists] > [Authorization] ) ICD2WT, RAIUFIEZERTLE
T RDESIZRRENDETTT

Accounting
7 > Mew

[SE_Meathod

dotlx ) exec = identity ) network ) commands

Available Server Groips




Authorization

B Ty D . - Hal A
MR - < TR ET U gt -Gl

T, T

group

Available Serier Groips

5. FAMAC7 1 LAXYY REERLET,

_hik, BT, SSIDREHL SHUTHENET,

. [Configuration] > [AAA] > [Method Lists] > [Authorization] D MEICEBIR L, [New] ZO U YO L
£7,
s RXAL DANBZAALET, [Type] T [network]. [Group Type] T [group] ZiBIRL £

- ISE_Group % [Assigned Server Groups] 7 1 —)L RIZEBMLE T,

fthorization
tr Pl iy

8 nebwork ) ewee LY credentisl-download

B aeniin
+ TP

Avallable Server Groups Assigned Server Groups
| | 15E_ Groug

Groups In This Method

SSID &5
1. 7" A NSSIDDER

- [Configuration] > [Wireless] > [WLANs] ® JEIZERL ., [New] 20U Y ILET,

-WLAN ID, SSID, 8XT7O774IB&EADL, [Applyl BV VY OLET,

- [Interface/Interface Group] ® SSID B2E T, ZARNVLANL AV 3 422 —T7 T4 A%Z&ER
LET,



Interface f Iinberface Growp Dialog

Interface/interface Group(G) | default
diefanilt
VLANOD L0
WLANGO L1
VLANDOS0
WLANDZO1
VLANDI0E

- [Security] > [Layer 2] D MEICEIR L, [None] Zi#IRL T, [Mac Filtering] D&, BIICEREL
EMAC 71 ILE XYY R IUAPMHZ ( MacFilterMethod ) ZA B L% T,

. [Security] > [AAA Server] 27 OIRICBIRL ., BYAREXY Y K VAR (ISE_Method ) &
FHIYTAT XIY R DADN (ISE_Method ) ZBIRLE T,

WLAN
WLAN > Edit

cenedl DI o5
Layer3 AAA Server

Layer 2 SEMW[@I‘&EE

MAL Rltering | H-a:ﬁltmher.hm!

WLAN
WLAN > Edit
General QoS AVC Palicy Mapping

e v DT

Authentication Method [1SE_Method ﬁ
Accounting Method | I5E_Method !ﬂ
Local EAP Authentication []

- [Advanced] 27 T, [Allow AAA Override] & [NAC state] A/ ICLE T, EY) ORERF. &
BAEK (Y2 IAVERALTIN, 94T MRIL, AironetLsREEEED T R— K ) (ZHE
DTHARTIMBENHYET,



Allowe AAA Oremmide i DHCP

Coverage Hole Detection

Session Timeout (secs) | DHCP Server P Address

Ajronet IE o] DHCP Address Assignment required
Diagnostic Channel L] DHCP Option 82

PZP Blocking Action DHCP Option 82 Format

Media Stream Multicast-direct DHCP Option 82 Ascii Mode

Client Exclusion DHCP Option 82 Rid Mode

Timeout Value secs) - | MNAC

Max Allowed Client —
NAC State )

- [General] 2 7 \IZB B L., [Status] & [Enabled] IZEREL £ T, [Apply] E2UYILET,
DAALL YN ACL R&E

COACLIE, BTISEICL2T, IAMAB ERICISELTT IV ERAZEARIBEEILSTRE
FT. NGWCIE, ChZzefEAL T, UFALINIBRTTAVIELEFHATIREN HBDRTT
1Y DBRELET,

- [configuration] > [security] > [ACL] > [Access Control Lists] ® MEICi®#IR L, [Add New] Z2 1)
YIOLETY,
. [Extended] Z#IRL, ACLBEZAHNLET,
- RORE, — BB EVRXALOKNACLDOBHIZRLTVET,
Access Control Lists
» ACL detail
Details :
MNamz: Guest_Redirect
Type: IPv4 Extended

Remonve

Source IPfMask Destination IP/Mask

¥M10TRREAT3a>TY, childk, B, NN 1—F1000kEdICEBMENE



o COACLIE, DHCPH KRUDNSH—EAANDT 7t A&, ISEH—/VR—KTCP
8443 (ACED R ) \OT VEAZHATILEN BV ET, HTTP hFT71v D&
HTTPS RZ 74 Y JRRUSAALIRNENET (FFATACE),

ORVRSA 422 —=TIT4A(CL) BE
BOFIETHBALEIXNTORER., CLIZFEALTHEHATREETEET,
802.1x N O—/N)LEBML

dot 1x system auth-contro

J0—/Y)L AAA BRE

aaa new nodel

|
aaa aut hentication dotlx |SE Method group | SE_G oup
aaa aut horization network | SE Method group | SE G oup
aaa aut hori zation network MacFilterMethod group | SE G oup
aaa accounting ldentity | SE Method start-stop group | SE G oup
|
aaa server radius dynam c-aut hor

client 172.16.157.210 server-key *****

client 172.16.157.21 server-key *****

aut h-type any

|
radi us server |SEl

address ipv4 172.16.157.210 auth-port 1812 acct-port 1813
tineout 5

retransmt 2

key * Kk k%

!

radi us server | SE2

address ipv4 172.16.157.21 auth-port 1812 acct-port 1813
tineout 5

retransmt 2

key * Kk k%

!

!

aaa group server radius | SE G oup

server nane | SE2

server nane | SE1

deadtine 10

mac- del i m ter col on

WLAN & TE

w an Guest 1 Guest
aaa-override

accounting-list |ISE Method
client vlan VLANO301
mac-filtering MacFilterMethod
nac

no security wpa



no security wpa akm dot 1x

no security wpa wpa2

no security wpa wpa2 ci phers aes

security dotlx authentication-list |ISE _Method
no security ft over-the-ds

session-timeout 28800

no shut down

DAALL O ACL OH

3850#show i p access-lists Guest_Redirect
Extended | P access |ist Quest_Redirect
10 deny icnp any any
20 deny udp any any eq boot ps
30 deny udp any any eq boot pc
40 deny udp any any eq donmin
50 deny tcp any host 172.16.157.210 eq 8443
60 deny tcp any host 172.16.157.21 eq 8443
70 pernmit tcp any any eq www
80 pernit tcp any any eq 443

HTTP & HTTPS OH7R—K

3850#show run | inc http
ip http server
ip http secure-server

EHTTPRBETWLCAND TV ERAZHFIRIZ-HICACLEZEATR L, UAAL YA
ICHEBLET,

ISE DETE

CCTlR, CORFIXVRNCRENRTVAIRTOEAGEYR— N TBEDICHER ISE T
DEREICODVTHALET,

—BNX ISERRESFARY

1.ISE (CO% 14 > L. [Administration] > [Network Resources] > [Network Devices] 0 J& (iR
LT, [Ad] 22 UY VL&Y,

2.WLC ICEHEN SN EEBHEWLC O IP PRLAZAALET,

3. [RADIUS Authentication Settings] FI Y 9RY VRA&ZFA>ICL T, WLC BITREZ ATV
SHEMBEADLET, XIZ, [Submit] 29U Y U LET,



Mabargak L Lis!l = Chon 5508

Network Devices
* Mame |Csco 5508

DesefipBon [Lag Are0s WLC
*IP Address: (L 154.5 | 1[32

Device Profile & Cigco =

* Mabwork Device Group

Leas Type Al Device Types gt To Defauk

LOCahon | Al Locakions Sék To Defaulk

» RADHLIS Authentication Sedings

Enabie suthenticafion Semngs
Probocol  FLADIUS

= - I | -
*Shared Secrtl | cosnsmes Chaw

4. [Policy] > [Authentication] IC# 8 L. [MAB] T[Edit] 22 1) Y 2 L. [Use: Internal
Endpoints] T[If user is not found] 77" 3 > #[Continue] ICBREENTWVWA L ZHRBLET

(T7FLRTREENTVRIBENHNET ),

Authenlicalion Policy
LEling The aubnen e aton Pody I 5 thal 15E = 1K4d 1 L VI || S oh 1% I
For Policy Export go o Ad zirat
Policy Type () Simple (3) Rule-Based
i | Wired_MAB OR Wineless_WAB Alicw Protocols | | Defaull Hetwork ACcess.

# B~ |man

FilEemal Endponis

Identity Sounoe Internal Endponts
Options
If anithenibication laled Reject =
I user not lound Continee ol

I process faled Drog -

Hote: For authentications using FEAF, LEAP, EAP-FAST, EAP-TLS of RADIIS MSCHAR

B Dot oW
el &t &5 not porssible to continue processing when authentication fals or wser & not feund
el Lrefault Retwark ACCEl i continue option s selected In these cases, requests wil be rejected.

SERHN : IXNTOI—YERTTANBHEZERATHCWA

70— OBE
1. 94VLA -7 AN SSID ICERLET,

and



7.

8.

.WLCIE, AAAHY—/NELTISEEOMACT RLAICESWTIV RARANERIALET,
. ISEl&. url-redirect# & Curl-redirect-aclD2 D DEHER 7 (AVP)ZEH L TRY) . access-

acceptZIBLET, WLCHZDAVPEIV RRAUN YD IAVICERATDE, WK
DHCP-Required Ic#1TL., IP 7 RL AZEE T%5 & CENTRAL WEB_AUTH ICE EEY &E
T cOFIETIE, WLC K, 9FA T RNO HTTPHTTPS RS 74 v OOV AAL U NE
HRT2ERBNITETVET,

IV RI—YH Web 7T VHZEE, HTTP RKIZE HTTPS RS 714 Y UNEREhB &

WLC BI—HYZISETAN R—ZJLIZVFALIRNLET,

A—HHTAN R—BLCBBTSE, FAN ILFUI T ( COERAOBER AR

=R ) DASTERHSNET,

ASE R IL T YLD AUP R—JZRRL, VAT NIEFETDE, &4

=Y % CoA &4 7'M Re-authenticate /" WLC ICIXEEhE T,
WLC &, ENAILIRRICFREMEBRZERITETIC,. MAC 7ML R) IR EBRELET
o clE, ITVRRAUNIHULTI—LALATHIUEN HV)ET,
BRREEANRMNRETDE, ISERFRARI) —2BIMEL., AETICKIIL 9 ANRE
AR H21d, SEFRIVRRANITIVEAHFANEZASNET,

CO7OtAR, I—HH SSID ICERTDLETICRYYEENET,

A 74FaL—>3>

1

2

(ISE ICBE L. [Work Centers] > [Guest Access] > [Configure] > [Guest Portals] O JIf (-8R

L T, [Sponsored Guest Portal] Zi#R ( FEEHLWR—ZI) 24 TOAR B —EBR
TANEHER) LET,

. [Guest Device Registration Settings] T, IXTOA> 3> &F 7L T, [Save] 20V

YOULET,

w» Guest Devioe Registration Settings

Auicmatically regEler guest devices

Allow guests o regisber devices

3. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] [CEEL £
o [Add] ZDVUY ULET,

4.2O7A7 7 AN, BIOMacRIE/N A /S A(MAB)ERADSSZE LT, Redirect-URLE &
U'Redirect-URL-ACLZWLCIZ 'Y 1&h&E T,

[Web Redirection (CWA, MDM, NSP, CPP)] FI Y 97RY VA& F>ICL T, [Centralized

Web Auth] Z383RL =5, [ACL] 71 —)LRICUA ALY N ACLEZEADL, [Value] 5

[Sponsored Guest Portal (default)] ( £ FABOFIETER L ZMOBEOR—FI) ) 2
RUET,

707740, RORIETRILSICRTRENDBENHYET, RIC[Save] VU Y ILET

o



CWA_ Rodinect

Authorization Profile

*Hame | CWA_Redirect

Descnplion
TACcess Type | ACCESS ACCERT =
Metwork Device Profile g Cisen = G

Service Templals
Trac i Movemssni

Haanae hBenbly | rackmg

» Comsmon Tasks
Y VWiel Redrec o CCWWA, MDD, HSP CPP)

Centraired Web Aulh = A1 Gueest_Redirect Wil | pnscred Guest Portal (defat] -

¥ Digplay Certifcales Renswal Meshage

b IFHosE nameF QDN

R—T O TEBIZH B [Attribute Details] IC1&, WLC L7 Y2 1 & hBEHERT (AVP ) FER
TEhET,

w Attributes Details
Access Type = ACCESS_ACCEPT

cisco-av-pair = url-redirect-acl=Guest_Redirect
cisco-av-pair = urk-redirect=https://ip: port/portal/gateway?sessionld=SessionIdValuedportal=a65b8890-2230-1 1e6-99ab-005056bf5 5e0&days ToExpiry=valuedaction=cwa

5. [Policy] > [Authorization] ICBEIL, FTILWIL—ILZEALET. cDI—I)LIE. WLCH S DH]
HMACRREERICISELTUA AL I N7OARAZNUA—LEFT(COHEER
Wireless_Guest_Redirect& FEIEF N E F),

6. [Conditions] T[Select Existing Condition from Library] Zi#R L . [condition name] T
[Compound condition] Z3&RL £3, "Wireless_.MAB, E VS ERFHNESZHEZBRLET

o

FECOXRMHRF. WCHASREENET IV EAERTTFHE NS 2DNDRADIUSEHETHER
ENFET ( NAS-Port-Type= IEEE 802.11 <X TNV A VL AEBRIZFEE>SH & U Service-
Type = Call Check<, CNIEMACFRIE/NA/NAICHTEIHBENERZRLET> ),

7.# 3R T, [Standard] > [CWA_Redirect] ( BIOFIETER L RBA7O0774) ) ZiRLET
o RIZ [Donel Y)Y UL, [Save] BVUYOILET,

Wireless_Guest_Redirect Wireless_MAB CWA_Redirect Edit |~

8. CWA_Redirect)L =)L D&EICEE L., [Edit)| DEICHDEHNZEZIVYILET, KIC
[duplicate above] ZiZIRL £7,



9. v a3 HFISEMCoA ( ZDiFEIEWireless_Guest_Access ) THIRLENd &, IV RRA
YRABETBIRIS—THB D, BEREEELET,

10. [Wireless_MAB] EE&HDH#ICH B[+ BB Z IV Y VL TEHZREEL . [Wireless_MAB]
%M O H & T[Add Attribute/Value] 22 )Y Y LE T,

[ Wireless_MAB |

& @ * | Wireless_Guest_Access . . ' Wireless_MAB | PermitAccess

r— CWA_Redirect

Condition Name Description PermitAccess
ul [Wireless_MAB Normalised Radius:RadiusFlowType EQUALS WirelessMAB -

a Add Attribute/Value
R Add Condition from Library

Delete

11. [Select Attribute] T, [Network Access] > [UseCase Equals Guest flow] Zi&IRL £ 3,

Condition Name Description
o Wineless MAB Mommalsed Radius:H:

Moebwork Accesg:ll,, Eepaals Gasist Flows

12. [Permissions] T[PermitAccess] Z#R L £ T, XIZ [Donel 27Uy UL, [Save] &V UY D
LET,

s B ~ | Wireless_Guest_Access ' ' Wireless_MAB AND Network Acce | [[Permitaccess

220RID—RBRODELSICEYET,

Wireless_Guest_Access Wireless_MAB Network Access:UseCase EQUALS Guest Flow PermitAccess

Wireless_Guest_Redirect Wireless_MAB CWA_Redirect

EA2 : FINA ABBREZFEAL ECWAK1B1EIT A NBREZRET D,

70-0O\ME

1. DAY LA I—HRE7 AN SSID IZEHRLET,

2. WLCIE, AAAH—/NELTISELOMACT RLAICEDVWTI YV RARA N EZRIALET,

3.ISElx., 2 DDEHIEART (AVP) (url-redirect & url-redirect-acl ) £ EE LT 7 AER
ZRLULET,

AWLCHZHOAWP ZIY REAV N Y23V ICBATSE, #5kiE DHCP-Required 0B
TLU. IP7RLAZEE TS5 E CENTRAL WEB AUTH ICEEFEVY) ET., COFIETIE,
WLC &, 94T RO HTTPHTTPS RS 74V VDOV AL I NERBRTDERHTE
TVWET,

5 T RI—YHN Web 75IHZRE, HTTP XLEEFE HTTPS RS 74 Y O ERE B E
WLC FI—HZISETAN R—FILIZURALIKNLET,



6. I—HYNTARNR—RIILBE TR E, ARVY—NERLEILFTOOYILODALER
HsnET,

7. 9LF v I)ORBRIARIC, ISERX, COIVRRANEZHED (BRIREZFHD ) T
RRANTAFUOTAT4 TIN—T (FNAAEF) ICEBMLET,

8. AUP R—INRREN, VAT MERITDE, FA4FZY Y CoARATD Re-

authenticate A"WLC ([CEEEhE T,
9. WLC &, ENAINImKRICERIAMBBRERTETIC. MAC 71IILR) IR ZBRELET
o clE, ITVRRAVNIHULTI—LALATHIUEN HV)ET,

10. BRREEAR MARET R E, ISERRURI—ZBFMMELET, SEIEFE. T2 RKRA
DRHFBYBRIRRANTATUOTATA TIN—TOXN—TH B8, ISE [F#l
RELOTIVEAERZRLET,

M. IVRARAVNEFIEG TEFRENTVWSD YD, I—HREk., TOI—HYNISELSFHT
HIBrE 2D, TURKRANEERV—ILK>TERERZF LEIIVRRANDTS
YIANETENDET, REIEFICRYND)—ITHAIENET,

COTROFIUATE, Bk 1 BIC1 BERTENET, BRENVH—E., ARSI
RIRAVNTATFUOTATA TIN—"TODIXNTOI RRANZ2BRHBEIKRTZDI RARA B
HERVS—TY,

F REBEOAUPERL S OBZBBRBICEIVT, FYARBAEANRY NEBATEET. 1H
[C1E (&R F4EECE ) LEOBETTANOT AL 2B TIHLEN HDHER.
COATZAVEEBEBRTEET,

dA>74FaL—>3>

1. ISE T, [Work Centers] > [Guest Access] > [Configure] > [Guest Portals] D JRICIEZIR L T,
[Sponsored Guest Portal] Zi8R ( FLBEFLVR—ZI) 2L T OARY—ERBHT7 A
ZER) LET,

2. [Guest Device Registration Settings] T, [Automatically register guest devices] F7°> a > #f

FEBA2TVR L ZRPELET, [Savel 20UV I LET,
* Guest Device Registration Settings

+ Automatically reqister guest devices

3. [Work center] > [Guest Access] > [Configure] > [Guest Types] ICB &8T5 A, R—X )L D[Guest
Device Registration Settings| CiEEE N> a—RMAY RKEVUYILET,



* Guest Device Registration Settings

Y| Automatically register guest devices

A ST =
T | i

Allow guests to register dewvices

AARIY—A—YNTARNTHINEERTRDE, TOTHIRNCTARNRATHENH
TShFET, BYDTARNZATILR, BBBD2IVRRANDIN—TICBTHEEEHRI
RIRAVRNREEDDENTEET, FTNAARAZEMTZIHBENHD T RERA NDTIL—7
ZEN)HETBICEK, ARV —DNhsOTARNI—HIZERATRZTANRATEZRBRLET(Z
OEAFIEWeekly (F7 ALK ) ICETVTVET),

57ARNRA7WZOT 4> LS, [Login Options] ® RO Y 7’'A > X Z 1 —5hH S[Endpoint
Identity group for guest device registration] ZiEIRL £

Maximum devices guesis can register. | 5

Endpoint identity group for quest device registration: | GuestEndpalnts - | i

6. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] (CEEL £
o [AAd] 20U Y ULET,

7.207707 74 )Lk, HFRHOMaciB /N1 /NA(MAB)ERA N JSE & L T, Redirect-URLE &
U*Redirect-URL-ACLZWLCIC 7Y 21 hE T,

. [Web Redirection (CWA, MDM, NSP, CPP)] FI ¥ 7Ry Y A% AL T, [Centralized
Web Auth] Zi#IRL =5, [ACL] 71— RICVUAAL I NACLBZANDL, [Value] 5,
CO70—RAICERL ER—%)L ([CWA _DeviceRegistration] ) #iZIRL £7,



futhorization Profile
*Hame | OWA_DevioeRegetrabon

Dhe s Nigpdion

" ACCESS TYPE | ACCESS ACCEPRT

o | b Redine bon (CW¥WA, MIDW, MSP. CPP) &

Coanlraized Web Autt - ACL | Guest Redirect ke | DWA_DeviceRegsiration

8. [Policy] > [Authorization] ICBEIL . FILWIL—LZBALET, cOIL—ILIEE. WLCH S D]
HIMACRREIERIZIHEBELTUA AL VN 7O0CARAZMNVA—LET(CDBER
Wireless_Guest_Redirect& FElEF N E F),

9. [Conditions] T[Select Existing Condition from Library] Zi#R L . [condition name] T
[Compound condition] Z3&IRL £, "Wireless_.MAB, E WS ERFHNESZHZBRLET

o

10. [Results] T, [Standard] > [CWA_DeviceRegistration] ( IO AT Y 7 THERL ERA7O07 7
1)) ZBRLE T, RIZ [Donel 2o )Y UL, [Save] ZOVYILET,

7 Wireless_Guest_Redirect Wireless_MAB CWA_DeviceRegistration

MERORIVS—Z2E8HEL, ERZEELEY, chik, BRAEAIRTU B
( Wireless_Guest_AccessEFFIENE T ) ASROLEEBICIV RRAVNFEY NTBRUD—
T9,

12. [Identity Group Details] 7R Y 2 AT, [Endpoint Identity Group] ZiZIR L . [Guest
Type(GuestEndpoints)| TSR L = I —7ZBIRLE T,

13. [Results] T[PermitAccess] ZiZIRL E9, [Donel] 20 JY UL, [Save] BV YUV LTERE
NBEZRELET,

@ Wireless_Guest_Access GuestEndpoints Wireless_MAB PermitAccess

qu] Wireless_Guest_Redirect Wireless_MAB CWa_DeviceRegistration

14. GuestEndpoint/ )L—7 B HHEETD I RKRA 2V NBEERV D —EERLET,



- [Administration] > [Identity management] > [Settings] > [Endpoint Purge] ® JEIZi®#IRL £ 7,

. [Purge] JL—JLICI&. [Elapsed Time]#*308 & V) & WE A (CGuestEndpoints D HlIBRZ N 1) i —
IBRIL—IHFTT 71')|/ NRTEETIHBEN HYFET,

. GuestEndpoints DEEENDRI S —2ZETEH, HLVWRUD—ZERLET (F7FILB
DRV —NHEIBRENATWVWRIEES ). BERV—RBBHERENEHEICETEND L
ICEELTLEEL,

COFERABINEZE. &HE. BIBEAN 1 BRBED GuestEndpoints D X /N—T T,

{8 FA B3:HostSpotR— & JL

70—-0H/E

1. 7A4VYLA I—HRES AN SSID IZERLET,

2.WLC (&, ISE Z AAAH—NELTHEAL, MACTRLARIZETVWTIV RRSAV NERR
AELET,

3. ISElk. url-redirect& url-redirect-acl®22 O EHIER T (AVP)Z £ L Taccess-acceptZ iR
LET,

4 WLC FZOAVP 2TV KBSk £y 3 IEATSE. #kiE DHCP-Required (-8
17U, IP7RLAZHEE TS E CENTRAL WEB_ AUTH ICEEEW FT, COFIETIE,
WLC &, 94T RO HTTPHTTPS hZ 74 v O ZUA ALV NTREBI TETLE
CB

5 T RI—YHN Web 75IHEZRE, HTTP XLEEFE HTTPS RS 74 Y O ERE B E
WLC EI—HZISERY NARY M R—FICURALIKNLET,

6. COR—ZILT, I—HR&F., FOET7RTI 1—-ARIVI—2ZFTAND LS ICRHS5N
7,

7.1SEldx, I>RAKRANMACT7RLA(IVRKRANID) ZRREZFADI RIRA S
TATTA4T4 JIN—TICEBMLET,

8. ERZMNEBTHIRII—H—ER /=R (PSN) &, X1 FZY Y CoA XA 70O Admin-
Reset Z WLC ICRITLET,

9. WLC &, BfECoOANMEBZRET IS L., RIABREISAT U NIRITLET (VT4 7
hNOEBERICETHIHBRERGIRDND ),

10. V54T RNFBEETDE, HFLLEY I ONMMERE NS 8, ISEQAITEEY S =
COMEMREHYYELBA, ChlE, REESFLLVALY ReELTREBEhD CEEZEKRL
79,

M IVRRAIDBREBADI RRAN TAFoTAT4 TI—TICEMEN, T
RRA R FDITIN—TDOXN—THZINESIH EERITIRIARI—HNEETS
., HLLRRCORDD—ICHELET, TOHER, YANIXYRND—=09A07)
TOEANTREICEYET,

12.ZRRAVKNOHEERIS—OB/ERELTIY RRANDAT D T MFISEF—EAX
—ANSHEHEEhLBVRY, I—HEAUPZBEZITANSXERFHY EE A,

aA74Fa1L—>3>

1. ZhSsDTFNAREEREFICBILOOHFLLVIRRAONTFATFOTAT14 JIL—T
ZER L ET, [Work Centers] > [Guest Access] > [Identity Groups] > [Endpoint Identity
Groups] IC®BEL,

CON—TRBZANLET ( ZOFEAHINIZEIE HotSpot_Endpoints ) » BBHZEMLET,
BIN—TRBFFRETT,



HotSpot_Endpoints

Endpoint Tdentity Group

*Hame | HotSpot_Endpoints
Description | Members of this group wil accept AUP every week

Parent Group

2. [Work Centers] > [Guest Access] > [Configure] > [Guest Portals] (C#E1L . [Hotspot Portal
(default)] Z:#IRL £,

3. [Portal Settings]Z &R L . [Endpoint Identity Group] T[Endpoint Identity Group] ® T ®

[HostSpot_Endpoints] )L —7"%&RL£TF, chickl), BRENETFNA AN BEE LY
L= ICEFENET,

Endpoint [Hc:tS;:rt}t_Endpmnts E

identity configure endpoint identi
aroup: WO :

4.[Save]l 2OV Y O LTEERNBZREFLET,

5.WLCA' S RHEE NI=MABRIIEFICAY NARY NAR—Z I EZRUOEIRAO7 7ML E2ER
LE9,

. [Policy] > [Policy elements] > [Results] > [authorization] > [Authorization Profiles] @ JRIZi#3R
L, BEE70O07 7 1)L ( HotSpotRedirect ) ZER L £ ¥,

- [Web redirection (CWA, MDM, NSP, CPP)] FIT Y URY U A%ZF>/ICL T, [Hot Spof] =&
RUES, [ACL] 71 =)L RIZUA ALY N ACL & ( Guest_Redirect ) ZA 1L, [Value]
5@ 17 R—2 )L ( [Hotspot Portal (default)] ) ZiBIRL £9,



Add New Standard Profile
Authorization Profile
* Hame | HOUSpotRednect

Cressoriplion

" Access TYDR | ACCESS ACCEPT

Hetwiork Device Profie =R

* Common Tasks

WiEoe Domain Parmission

| Wb Redrection (WA, BIDM, NSP, OPF)

Hot Spot - AL | Gt Rechnect Wi HoBpok Guest Portal [defaul) =

SAUC TPt P FODN

= Attributes Details

ACess Type = ACCESS_ACCEFT
CEOo-av-palr = i-redinect-adsGuest Radirect
csoo-ay-pal = urkredinect="hitps: fip: portportalfgateway Tsessionld = SessionidValuei portal=aGe0400- 22 30- 1 1e6-93ab-005056055e0action =Crnadlype=dny

6. WLCH 5 O HZH DMABEREFIZHotSpotRedirectiZRE N H—F2RBARI T —ZERL &
¥,

- [Policy] > [Authorization] DMEICEBIRL, FILVWIL—ILZEBALEXT., cOIL—I)LIE, WLCAH
SOUHMACREIAERICREZELTVAAL VN 7ORZRNVA—LET(CDHEEE
Wireless_HotSpot_Redirect& FElF N E 7).

- [Conditions] T [Select Existing Condition from Library] Zi#R L . [condition name] T
[Compound condition] Zi®iRL £ 7,

. RIRENBDEET, [Standard] > [HotSpotRedirect] ( AR D FIBETERL =BT 7O77 1)L

) DIEZREIRLET, RIC [Done] 20 UY UL, [Savel BV VY ILET,
7. 2B ORIRI—ZERLET,

ERORVD—ZEB®BULET, Chik, BFEIAAXR2 M ( "Wireless_HotSpot_Access, &
SEE)DPSRA2LEBICIVRRSA RN BETDRI—THBDH, BoZEELET

- [Identity Group Details] R ¥ ¥ AT [Endpoint Identity Group] Z32IRL, LB OFMETERL
=2 )L—7" ( HotSpot_Endpoints ) ZiZRL £7,
. RNENDEET, [PermitAccess] Z&IRLF£9, [Donel YUY UL, [Save] VUV Y

LTEENRERELET,
@l Wireless_HotSpot_Access HotSpot Endpeints Wireless_MAB PermitAccess
@ Wireless_HotSpot_Redirect Wireless_MAB HotSpotRedirect

8. BB A (Elapsed time)]’"5AZBABD T RRA 2 NEDVIVTTBIN-DRI—EEREL
£9,

- [Administration] > [Identity Management] > [Settings] > [Endpoint Purge] ® MRICi®#R L
[Purge] THLU VWHEERD S —ZERLET.

- [Identity Group Details] 7R ¥ £ A [Endpoint Identity Group] > [HotSpot_Endpoints] @ JE (i
RULET,



. [conditions] ¢, [Create New Condition (Advanced Option)] 22 Y VL&Y,
. [Select Attribute] ©. [ENDPOINTPURGE : ElapsedDays GREATERTHAN 5 days] %3&IR L &
ERS

Fa HotSpot_Endpoints_PurgeRule HotSpot_Endpoints ENDPOINTPURGE ElapsedDays
GREATERTHAN 5

R
R 1

1. 1—H @S AN SSID ICEHELET,
2.A—YNT SO ERE, HTTP RS 714 v I 4EREhd e, 3<ICTAN R—RILHEK
RENET,

3. TAN I—HAH AUP ZFFREL, EFRITDE, HMR—IAHARTENET,

4. Re-authenticate COA " IEEENET (VT4 72 MIRKIEBH ) -

5 IVRRAVN YD IaUABRIAEN, XY RNT—IANOTILN T OEANAREICEYE
C

BEOT ARNEREFE, TARBIEICKILULBEWERY ND—DICTOVEATEEFEA,

S
CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.

Username;

Password:

Dion't have an account?




ST
CISCO Sponsored Guest Portal

Acceptable Use Policy
FPlease read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers
the Sermvice for activities such as the active use of e-mail,
instant messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of
our Service is prohibited. Trying to access someone else's
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and
interference with other network users are all

prohibited.Cisco Systems reserves the right o suspend the
Semnvice ifCisco Systems reasonably believes that your use of
the Service is unreasonably excessive or you are using the
Semvice for criminal arillegal activities. You do not have the
right to resell this Service to a third party. Cisco Systems
reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Service itself. Motice of any revision, amendment, or

AR AN
CII SClO Sponsored Guest Portal

Success

You now have Internet access through this netwark.

ISEAS5®70—® RADIUS 547 O :

68 7TF:74.72:18:2E WindowsT7-Wo Default Default >= | Pemitfccess

GBTF.7T472182E  WindowsT-Wo Default == MAB Default == W PermitAccess {’\'::I Re-Auther

68:7F 74:72:18:2E < c ent
o1 68:TF 7472:18:2E <

68:TF T4 T2:18:2E 6B TF7472182E  WindowsT-Wo Default == M Default == Wi CWA_Redirect -"...:::I Initial

2RI 2

1. A—HET AN SSID IZEHKEL XTI,
2. A—YNTSIOHEBE, HTTP RS 7 14V INFEREND E, TSIZTAN R—RIHFEK
RENFTT,



w

AN I AUP ZFREEL ., ARIT D E, FNAANFBHREIET,
4. RIIR—I A RRE N, Re-authenticate CoOA FIEBENET (VT4 72 MNMIIFEBH
) o
5 TVRRAVN Y2 aUNBRIAETH, XY RNT—IANQOTI TUORANTREICKYE
9,
6. BRITDT ARNERIE. TV RRANIBEBAODIRRANTAFUTA4T4 )
—7TDXN=—THYWETBDRY, YARNRIMZRETDEBLFITENET,

e
CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.

Username:

Password:

Don't have an account?




ST
CISCO Sponsored Guest Portal

Acceptable Use Policy
FPlease read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers
the Service for activities such as the active use of e-mail,
instant messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of
our Service is prohibited. Trying to access someone else's
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and
interference with other network users are all

prohibited.Cisco Systems reserves the right o suspend the
Semnvice ifCisco Systems reasonably believes that your use of
the Service is unreasonably excessive or you are using the
Semvice for criminal arillegal activities. You do not have the
right to resell this Service to a third party. Cisco Systems
reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Service itself. Motice of any revision, amendment, or

e
CISCO Sponsored Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.




AR AN
CII SC|O Sponsored Guest Portal

Success

You now have Internet access through this netwark.

ISEA SO 70O—0 RADIUS S47 OY

© Reset Repeat Count ¥ Fiite o
Stalus Details Identity Endpaint ID Authorization Profiles Identity Group
) 2 BRTFT4TZA BETF 7472 PermitAscess .‘::::: Accounting Start
———— E———— - 5 eql WUEes
(-] & BETFTATZA BRTF.T4T2 ParmitAcciss GuesiEndpoints <:: S 2qL
(
] 3 Hir542 BRTET4T2 PermitAccess 51 Ienlity Groups GuesiType_Contrachor (default

'C::: CoM Reauth Event

] o BBIFT4T2 GuestType_Canractor (defaul -"_::: Guest Authentication and Device Registration

o SETFTAT2I CWh_DeviceRegistration  Frofiled <<= Initial MAB request

BRI 3

I—HEET AN SSID ICEHELERT,

A=Y T SO ERE, HTTP RS 714 v IONEREhd e, 9<IC AUP R—IHF KRR
ThET,

AN AN AUP ZERETDE, FINA AN BEREINET,

CBRUMR—D A RREN, Admin-Reset COA N REFENET (V5472 MIKBEBK ) .

IVRRAVRARY ND—DICBERL, ZINTIORANFTEILCEYET,

BEOTANERE., T RRAMBREBAOIRRANTATFoTAT14 T
—TOXUN—THWETBDRY, AUP ARZXRET S L BL<HFAENET (REAR
NFEESBEWVWES ),

N —

o o bW



NI
CISCO

Acceptable Use Policy
Please read the Acceptable Use Palicy.

Flease accept the policyYou are responsible for maintaining the confidentiality of the password and all
activities that occur under your username and password.Cisco Systems offers the Senvice for activities such as
the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets.
High volume data transfers, especially sustained high volume data transfers, are not permitted. Hosting a web
senver or any other server by use of our Service is prohibited. Trying to access someone else’s account,
sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and
interference with other network users are all prohibited.Cisco Systems reserves the right to suspend the
Senvice ifCisco Systems reasonably believes that your use of the Service is unreasonably excessive or you are
using the Service for criminal orillegal activities. You do not have the right to resell this Senvice to a third
party.Cisco Systems reserves the right to revise, amend or modify these Terms & Conditions, our other policies
and agreements, and aspects ofthe Senvice itself. Motice of any revision, amendment, or modification will be
posted on Cisco System’s website and will be effective as to existing users 30 days after posting.

Decline

st ran]n
CISCO Hotspot Portal

Connection Successful

You have successiully connected to the netwaork.

AireOS T® FlexConnect A—HJ) R4 YF> Y

FlexConnect —AJ) AA Y FUINREENTVBRHE., XY RND—IBEBEIROD L &HE
RITDIMBENHYET,

.U ALK ACL H FlexConnect ACL £ L TEREETN T3,

. AP B{KT [FlexConnect] & 7 > [External WebAuthentication ACLs] > [Policies] M M IZi#R L
s UAAL YU ACL ZBIRL T [Applyl ZOUY VT DD,



All APs > Details for aaa-ap-3

General Credentials Interfaces High Awvailability Inventory FlexConnect Advanced

VILAN Support

Native VLAN ID VLAN Mappings |

FlexConnect Group
Name

PreAuthentication Access Control Lists

External Webfuthentication ACLs

Local Sphit aCLs

Cantral DHCP Processing

Layerd ACLS

Policies

Policy ACL CWA_Redirect «
Add

Policy Access Control Lists

CWA_Redirect

FlexConnect 7 )L—7"HN"EB 3% ;R\ — ACL ZBINT % ( [Wireless] > [FlexConnect Groups] ®
JE(CEIRL, BROJIL—7%BIRL T, [ACL Mapping] > [Policies] ®MHICEIRL, VALY
NACL ZBIRLT[Add] 29V Y HTD ) ckickt), UAALY N ACLFEAETATVS,

FlexConnect Groups > Edit 'test'

General | Local Authentication | Image Upgrade ACL Mapping Central DHCP WLAN VLAN mapping

AAA VLAN-ACL mapping WLAN-ACL mapping Policies

Policies

Policy ACL CWA_Redirect ~
Add |

Policy Access Control Lists
CWA_Redirect
TOR_Redirect

RS — ACL BT B E, WLC A, EREFHD ACL & FlexConnect FIL—7"M AP X /)N —
T7Yv21LFET, chEaEITLAEVE, Web URA AL IBNICEIZIBEBENANRELET,



ABITFHh—FVF

BET7>A— (BT H—)2FIVATRE, ROKRZEBRAIBDCENEETT,

DA ALYIBMNACLIE, ATBWLC ET7H—WLC OEATERTDHENHYET (T
N—TOIXRERENDZBFEETE ),
LAY 28R, BIC, AZBWLC IC&>TREBENET, ISE & AZWLC DBETINT
M RADIUS BEEB KO THIT AT RSTAVINFRETD D, ChEFRRFT7I—X
T(NZTNDa2a—F142TRICE ) FEICEEICEYET,

CEALONAVPHOIZATON Y 3VICEREhD E, A WLC &, EEU T4
N RAT XV E=DICKY, TUOA—TDOIZATN Y3V ZEHLET,

- ZOBKRT, T>HA— WLC &, Eﬁuaﬁiéﬂf' UAALYNACLZERLTUEAL Y K
ZRELELUHET,

TN ENBOBEENSISE (BAUREARYNESZR ) ICRITBDTHIOT1 VT ENZ
E#ETDICE. T>HA—WLCSSIDTTAIUTAV T 2R IATICITRIHBEN HYKRT

. EJRL N—ADACL . AB T N—>FVATREYR—bEFLA,
rSTLY 21—
Aire0S & Y /N—=I R POEAWLC OEATO—RNZHERE

1. 94T NFSABNSSID ICSMTEBZW
show client detailed xx:ocxxoocxxxxik, 254 TF7 > RASTARTTARY L TWAEZRL
£9, BE. ChEAAAYT—NHDSRENZDBEHZWLCHBATEBRVWIEZRTA DT —4
T3,

ISEICK2>TTY21chBdUA (LU NACLEAN, WLC TERIERENATLVS ACL DERIE
FRIC—HITDEEZBMIBLTISEZ,

ISEAWLCICT' Y2 1FBKRSICRETNTVSDETOMOEM (VLANID, /1 2 X—T I ARA
. Airespace-ACL ) ICERIURAAERAEIhET, TOE., V547> MEDHCP, XIC
CENTRAL_WEB_AUTHICBITT B XENHVET,

2.UALLIONAVPBRISATFTURNOEYSIVICHEHAEATWAHN, USAALL Y Nk
L&
DS5AT > NDRIS—IZ—2 ¥ OIREEN CENTRAL_ WEB_ AUTHT® V). BEMEIP7 RL A
ASSIDAICKREENEZATIVIAUR—TIAAILTZA40EnNTVWDZE, BLTVEA
LY NACLEMEURLUR ALY RBEDN VFZAToROEY I IVICBEBRAEShTWS L ZHE
BLET,

DAALL YN ACL

AlreOSWLCTI, DA AL U RMACLIE, VEALIBLTRBESBWVWRT 74 Y JZBRMIC
HUTEIMBENHYET, =EXIE. DNSXISEWFTCPAR—N8443 T A MICHFAEh, BEOD
denyipany anyldRVV DO KRZ 74 ONF VAL LI REND NUA—EBYET,

AVN=2D R TOERATE., OV INFELCE)ET, BEACEICK>TUEAL IR NA



NAEN, HFAACEICL2TURAL IR RNIA—Eh&ET, Oz, TCPR—H 80 H&
O 443 ZHATRHICHFAI TR ZHEOLKRT,

R—bN 8443 ZNULIZTANVLANDS ISENDT IV AZHELET. REOCHEIAN SKF TN
THBEYTHDEBRDNZHEE, FEZERSEILOORE[ERFELE, 7Z4T7>h07D
AYLATETEZOBRTF Y T7FvZHEBL. VAALIRMNECTHREL TV D 25
522&TY,

- DNS B RIF 1T hE T H,

CEBRENER=DICHTBTCPIIVIA NRIIAVEEETLTVET A,
COSAT RN GET ZBBALERBICWLC AURALIKN TOa>ERLETH,
- 8443 ZNLEISEICHTB TCPITIA N RIIAVREETLTVETH,

B ISEHNTAN 7O0—DBRETVIANEEZT Y ALERICOVTZAT O RNFZY NDO—2
TP OEATERW
7O0-0OBBRICOTATRYIP T RLAZEREBT S E (Pre Redirect 1R5& ) . 7" A NFRRED
EFHRICVIANZEA 7Y 1Ehi-BE (CoA BRINE ). AN 7JO—TDHCP 1) —
AEHZEERE (RAFY¥ I—2I M50 ) T2 —OFERK. ENAIL ZINA ATREEMEL
BWlava P77LY hZ2FERATHENDTT,

TR, VLANY D IP 7 RLAICEKY VLANX TOSA TR TSY OR—IL{LLEEEIC
BYVET, YD1—23205EITHIERICE,. COREZEEITIVNEN HYET,

A VEALYBNECYTAN 954F > NOT S JH(C THTTP 500 Internal error, Radius
sessionnotfoundy EVWS XY tE—IFRREID
Chix, B%., ISETEY>asHkbhi (Y23 TLE)ZEEZRLTVET, C
DEEORE—BNEERE, ABToH—NEAEThEEEICTH—WLC TREESNET
NITATTY, CORBEEBRIDIZE, FoHD—TTFhoOoT40 0728 MCLT, &
METHIUTAVITHFABTREE NDIREEMHIZLET,

5. ISEMHotSpotR— R ILTCAUPEZ T ANLER, V4T hFMiEh, YIichiERIC
3D, BlOSSIDICEKiEhET,

chlE, £®70—(CoA Admin Reset)lC & & 15 Dynamic Change of Authorization(CoA)IZ & V)
WLCA' DA VL ART—2 a2 ICH L THRABRERITID O, RY NARY NTRETSH
BEMABNET, RKEODVAVLAIY RARANE, FREFBRAIREL -RICREZ< SSID
CRWEIHN, BEICE 2T, 9F4T 2N, FBAEEBRAARY MIBSEL TR OESE SSID
ICEHELET, O SSID 2HFIT2HBIOEATRES (B )SSID ICEEITDLETIVYLA
DZ2ATRCERSND IO, COBEZREBIZLEHICISEXRLZFEWLC ASTED LR
HYEREA,

COBE. TAVLAI—HRFBHTHRY NAKRY NSSIDICIEET 2 REN &V ET,

AireOS WLC

(Cisco Controller) >debug client



debugclient lC&V), 94T N AT—NIXPVNEEICERITZD—EOIVR—FXNET
NYITTBDEDICEREENET,

(Cisco Controller) >show debug
MAC Addr 1. ... . e AA: AA: AA: AAD AAD AA

Debug Fl ags Enabl ed:
dhcp packet enabl ed.
dot 11 nobil e enabl ed.
dot 11 state enabl ed
dot 1x events enabl ed.
dot 1x states enabl ed.
nobility client handoff enabl ed.
pem events enabl ed.
pem st ate enabl ed.
802. 11r event debug enabl ed.
802. 11w event debug enabl ed.
CCKM cl i ent debug enabl ed.

AAA 2V R—ZF NOTNY T

(Cisco Controller) >debug aaa {events, detail and packets} enable

Zhik, MABELZIEDot1X SSIDZEN L TEHRITZDI—HORICELUT, VDY-RICEEEEZXS
AREMEANHYET, DEBUG LARILOZNSOIVR—F KE, WLC & ISEED AAA KT
Yo a aEREHEL. RADIUS NN Y NZBEEICKRTLULETD,

hiE, ISENFHEhEBEHZERHETERZVES, FERWLCHAThSsZIEL<SAMELEWVE
BICEETY,

Web FBAEVA AL U b

(CGisco Controller) >debug web-auth redirect enable mac aa: aa: aa: aa: aa: aa

hiE, WWCHUAALIRNZERBLCLRNIA—LTVWR L ZHREITDLEHICHEATEET, R
. FNYITHLSOUVEAL I NDOBIZRLET,

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- parser host is 10.10.10.10

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- parser path is /

*webaut hRedirect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- added redirect=, URL is now

https:// TORI SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212-2da2- 11e6- a5e2- 005056a15f 11&act i on=cwaé&t o

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- strl is now

https:// TOR SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212-2da2- 11e6- a5e2- 005056a15f 11&act i on=cwa&t oken=c455b075d20c

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18:2e- clen string is Content-Length: 430

*webaut hRedi rect: Jul 07 19:18:08.035: 68: 7f:74:72:18: 2e- Message to be sent is
HTTP/ 1.1 200 K
Locati on:
https:// TORI SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212- 2da2- 11e6- abe2- 0050



NGWC

debugclient lC&V), 94T N AT—NXPVNOEEICERITZD—EOIVR—FXNET
NYITTBDEDICEREENET,

3850#debug client nmac-address <client MAC

COOAVR—FV MK, RADIUSNTY N (RELET A>T 427 ) YEHEICKRRENE
T, Chik, ISENEYIRAVPERHEL TVDZEEEREL. COANELKEEBLTREENT
WBRCLZRAITDIMLEN HBDEEICERTT,

3850#debug radi us

ChZRY, DAYLRAIZAT NFBERTDIINTO AAA BT (L. FBA. BROT A
YUFAVT )V FEFENRET, Chik, WCH AP ZEELKBENLTISATUN £y 3
VICBRTA LB ITRILEHICEETT,

3850#debug aaa wirel ess al
NGWC TURA LIV KNIBITHBEBENIfr RELTVD AN HDBEESICE. ChZBMICTSC
ENTEFRT,

3850#debug epm plugin redirect al
3850#debug i p http transactions
3850#debug ip http url

ISE

RADIUS 47 OY

M MAB EXRA ISE TELKAEBENTWVWS L, ISENFHENZEREEZT Y193
& =ML £, [Operations] > [RADIUS] > [Live logs] ®MEICEIR L, [EndpointID] TUOZ 47
YKNMAC ZFERALTHIZET7ANZIVITILET, REAANRRNEZRDOFLES, JUYILT
FHBERERRL, FRO—PELTTY 1 hEERZERELET,




UserMName

User-Name

State

Class

cisco-av-pair

cisco-av-pair

68 7TFT74:72:18:2E

68-TF-74-712-18-2E

ReauthSession:0e249a050000068257Tee2a?
CACS:0e249a050000068257 Tee2a2- TORISE21A/254695377/6120
url-redirect-acl=TOR_Redirect

url-redirect=https: /I TORISE2 1A RTPAAA NET 844 3/portal
lgateway?sessionld=0e249a050000068257 Tee2a2&portal=9fc44212-2da2-11e6-

abe2-005056a15f11&action=cwaé&token=c455b075d20cf2b4e969abbb4853 3 fea

TCPDump

CDOHEEEIE, ISE & WLC OB ® RADIUS N7y NRIBZFMICARNDIMLEN HDHEICERAT
EET, ChllkY, WLCRITTFNY T ZBMICLAELSTE, ISEFEL WEM Zaccess-
acceptCEFE T AL ZMBATEE T, TCPDUmp IC LB F ¥ 7' F Y ZRHHB TS ICIE,
[Operations] > [Troubleshoot] > [Diagnostic Tools] > [General Tools] > [TCPDump] O EIZi&IR L
=9,

RIZ, TCPDump Z2FRHALTHF+7FYLAELVWZ7O0—0HlZRLET,

Destination Protocol Length  Info

L NEW RADIUS 299 Access-Request(1l) (id=8, 1=257)
151 RADIUS 443 Access-Accept(2) (id=6, 1=401)
157 . RADIUS 340 Accounting-Request(4) (id=8, 1=298)
Ml 154 . RADIUS 62 Accounting-Response(5) (id=8, 1=20)
RADIUS 244 CoA-Request(43) (id=1, 1=282)
RADIUS 86 CoA-ACK(44) (id=1, 1=38)

RADIUS 299 Access-Request(1l) (id=1, 1=257)
RADIUS 239 Access-Accept(2) (id=1, 1=197)

L BT
157
15
W 154

RORIZE, I MAB ER ( LEBORIV—=223 Y MO 2BEBONTY b ) ICBELTEE
TN AP A RENTVEXRT,

RADI US Pr ot ocol
Code: Access-Accept (2)
Packet identifier: 0x0 (0)
Lengt h: 401
Aut henti cator: fleaaffcfaa240270b885a9ba8ccd06d
[This is a response to a request in frane 1]
[Tinme fromrequest: 0.214509000 seconds]
Attribute Value Pairs
AVP: | =19 t=User-Name(1): 00-05-4E-41-19-FC
AVP: | =40 t=State(24): 52656175746853657373696f 6e3a30653234396130353030. . .
AVP: | =55 t=C ass(25): 434143533a30653234396130353030303030616130353536. . .
AVP: | =37 t=Vendor - Speci fic(26) v=ci scoSystens(9)
VSA: | =31 t=Ci sco-AVPair(1): url-redirect-acl =CGues_Redirect
AVP: | =195 t =Vendor - Speci fi c(26) v=ciscoSystens(9)
VSA: | =189 t=Cisco-AVPair(1l): url-



redirect=https://ise2la.rtpaaa. net: 8443/ portal / gat eway?sessi onl d=0e249a0500000aa05565e1c9&port al
=194a5780- 5e4e- 11e4- b905- 005056bf 2f 0a&act i on=cwa&t oken=c6c8a6b0d683ea0c650282b4372a7622
AVP: | =35 t=Vendor - Specific(26) v=ci scoSystens(9)

IVRRANFINVT

RIZ—ORE, R—ZIIOEBR, TARRAEZECISEZOLACODVWTHLLKFAXNDHLEN
HBHE. CAALLDBREMERAMFERF, B2BIAVR—FXVRNETFNYITLRILCRET
2RDVIC, IZRRAMNFNYTZENCITBETT,

chZBRICTBICIE, [Operations] > [Troubleshooting] > [DiagnosticTools] > [General Tools] >
[EndPoint Debug] D IEICRIRLE T,

Event 5200 Authentication succeedead

Username

Endpaint id

Endpoint Profile

aAuthentication Folicy

Authorization Policy

Authorization Result

[Endpoint Debug] R— T, TV RARA MO MACT RLAZANL, BEEZBERT 2 EME
NES-S [Start] 20 VY I LET,

+ General Tools Endpoint Debug

RADIUS Authentication Trouble. .

Execute Network Device Com
Stalus Stopped
Evaluate Conhguration Validator = @

Fosture Troubleshooling

@ MAC Address p | 68:7F:74:72:18:2€

EndFaint Debug

(4] Automatic disable after | 10 | Minutes i

TCP Dump

TFNYITHELELIES, IV RKRANID ZBRITD V07V YOLTTFNY THAZEAD
YO—RL&ERT,



Endpoint Debug

~  Host Name Modified Date

BYE 1§

TAC A'#E T S AireOS OEJL R

(il
ANT

Cisco Wireless Controller A7 4F¥1L—>3> 4R JU)—2X8.0

Cisco Identity Services Engine BEEE&HHA R U1)—2X 2.1

Universal NGWC Wireless Configuration with Identity services Engine



https://www.cisco.com/c/ja_jp/support/docs/wireless/wireless-lan-controller-software/200046-tac-recommended-aireos.html
/content/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80.html
https://www.cisco.com/c/ja_jp/support/security/identity-services-engine/series.html
https://community.cisco.com:443/t5/custom/page/page-id/community-login?redirectreason=permissiondenied&referer=https%3A%2F%2Fcommunity.cisco.com%2Ft5%2Fmcc-security-archive-documents%2Fhow-to-universal-ngwc-3850-wireless-configuration-for-ise%2Fm-p%2F3630982%2Fthread-id%2F171

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



