PingFederate SAML SSO T® ISE2.1 AN 7R
— RN ERETD

&

BE

Bl R SRt

EZ#®

FEAIBZAVR—F b
70— NDHE
_DEAFOFEENZ 70—

B

axX &

ATY 71 AESAML IDZONA X —%FHT 3 -8 DISED E(E

ATV 72 - ANBFPAToTATAZ7ONAEZ— % FERAITDEHDTANKR—FILDERE

ATY T3 ISES AR R=BIDTATFUTATATONAT—E L THEETDES IC

PingFederate #3289 %

ATV 7 4 ISEAEBSAMLIAPZ’ONAZ =7 O7 ZAILADIPA R F—Z DA > KR—h
B

NP |7 Tl

EBEN

B=

CcORFIXDBNTIE., TANKR—2)LDOSecurity Assertion Markup Language(SAML) A IZCisco
Identity Services Engine(ISE)/N—2 32242 TN A 2 A2 (SSOVMEEZRET D HEICDOV
THALET,

Bl SRAF
B

ROEBICEIRHANI DN #HEEIET,

. Cisco ldentity Services Engine 7 A N H—E XA
- SAML SSO (IZE 9 % EARH 7z 258

ATV R—FT b
CORFIXYNOERE. ROYTRIITEN-—RITIFTON—JIVILETVTVET,

. Cisco ldentity Services Engine /N\—> 32 2.1
- SAMLID 77O0/N«A4 & — (IdP ) &L THEA T % Ping Identity ® PingFederate 8.1.3.0 H—/\

CORFIXYNOERE, REOSARECHZITNAACESTVTHREhELE, COK
FIAIXYPMTEATIIRNTOTFNA AR, B (FT7F)b ) REORELSEBLTVEXY



o ZEMPOERY ND—U TR, FOATIVREL > TRCHITHEMI 2 ¥R E +oHEREL TS
ZEV,

70—0#HE

SAML &, €EF1UT 14 RXSVEATHRIABSIVOPRATF—RXZXRBTD OO XML R—ADE
ETY,

SAMLAE TR, ZUYINIL (HFARI—H ), PATFYT 1574704 H—[IdP] ( IPing
Federate—/\ ) . BLTH—ERTO/NA A —[SPIISE)D32NDO—LFEEEhTLVET,

—#%AY7x SAML SSO 7O—TlE, SPAIDT7H—>322ERLT, P ASHIEL X T, ISE
k., COBRCESVTRUS—YIZERITTEERT, chiF, ISENfEATERREARELE
M (2FY, ADFATDITIVNIHERTSAEIL—TERCEFX—I TRLRA) ZIdP A
BULIENTERLLDTY,

cOEAFOFEREIAD 70—

1. 74 F¥LALAN OV RO—3 (WLC ) EEET I ER RA Y FH— I H R Web 525
(CWA) 7O—HICEREENET,

EXMCWAZO—DOFREHICOVTI, BEDOTHICHS "BER®H, V> 322SR
LTLEEW,

209AT R EHRL, BV 3 UHNISECERUTRIAENET, XY RND—T TIOEAFN
AA(NAD) A, ISEICK2TRENEVRAL U NEHEART (url-redirect-acl & KT url-
redirect ) ZEAL £ T,

3OOTAT NN TSOYERE, HTTPELEWHTTPSR S 74 v U & &KL, ISEOT ARNR
—Z )AL LI RNENET,

AR=BICOTA2FDE, ITATNERAICBVETSNETARNDIL TS v I)L(A
ROY—HFER)ZADLTHLWISARNTAD N 2EILT770ED3Z2 T35, ADUL
TFUoIYIIEEALTOTA 2 (E¥EBOT 1)L, SAMLENL TS VTN YA 2 F 2 #eez iR
HTEXRY,

5.1—H A [Employee Login|ZF 7> 3 > %i&IR9 % & ( < DI TIECisco Unified Communications
Manager® Cisco Unified Communications Manager® Cisco Unified Communications Manager®
Cisco Unified Communications Manager® Cisco Unified Communications Manager® Cisco Unified
Communications Manager® Cisco Unified Communications Manager® Cisco Unified
Communications Manager® Cisco Unified Communications Manager® Unified Communications
Manager Manager®EditonZ A ), ISEECDIZA4 7> MODIdIdIdPPEZZIZLET, T
V747 vy araaithE, P BRI O/ 2BALET. CORKRT, 1—HE.
ADVLFUv)Z P R—ZRIIZEEEANTD L ZROSNET,

6. IdPIELDAPZ N LTI —H%#5R5L, REMRESEELETEMBEFHFLVWTH—2 3> #ERKL
£¥9,

X F7#2) NTlE., Ping FederateldzYy > a2 R4 LTI N260% ( IHIFREE&60% T
ISEASMSSOOY A4 VERFBVWEREK, £y arHiiREhET ), LY



YBREALTINE4805 (IAPACOI—HICXR L TISELAS—EMSSOOT 1 ER%Z
BELESETE, Y2 a2 E8REATHRIAICEZYERT ) BBALET,

TH—23> wvsasHFT7oT147THYEITTVBRY, #E¥EF. AN R—RILOEH
BFIC SSO ZFATEEXT, Y aUNRALTINIKEDE, FTILWI—HEREEA 1P (2 &
2TCERENET,

ATE

Z Z Tk, ISE & PingFederate ZHAa T2 EHDREFIEE, AN R—ZIDOTZ % SSO
EEMCTRZEEICOVWTHBALED,

X UARNI—YORIARFICESEIEBEAT DI EAEENI HYETH, CORFIX
VRTR., IXNTOHEAEHLEICOVTHHALTWADITTEHYERA. LAL, COfE
Ak, EAGIZEEL CENNREZERICEETDHEICOVTERTDINICHER
BRAEENTVET,

ATYT 1 ABSAMLIDZONA F—EER T3 7= DISED X(&

1. Cisco ISETT, [Administration] > [Identity Management] > [External Identity Sources] >
[SAML Id Providers] ®JEIZ#EIRL £9,

2. [Add] ZOUYULET,
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= Identity Provider Config. Service Provider Info.

» [ Active Directory
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= ODBC * |d Provider Name ‘ PingFederate |
| | RADIUS Token Description ‘ SAML SSO 1dP |
|| RSA SecurlD
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1. [Work Centers] > [Guest Access] > [Configure] > [Guest Portals] D JEICE#IRL E T,
2. LWVWAR—RILZEKL., [Self-Registered Guest Portal] ZiZRL £7,



ZE:ohGE, YR IDXADVR-—FITREL, EYZIVAT—2AZHIETS
EHICIPERFET DY T R—RILTT, COR—F)LIE "SSOSubPortal; EFFENET,

3. [Portal Settings] ZR B L . [Authentication Method] T[PingFederate] ZiEIRL £,

4. [Identity Source Sequence] 7' 5. BABIICEZ L 7=/ EBSAML IdP(PingFederate) Zi#IRL £ 7

o

Portals Settings and Customization

Portal Name: * Description:
| 550SubPortal | | SubPortal that will connect to the SAML IdP Portal test URL
Authentication | PmgFederate il i

method: *  Configure authentication methods at:

5. [Acceptable Use Policy( AUP)] 22 2 3 2 & [Post-Login Banner Page Settings] 2> 3> ZR
ML, MAEEB/MICLET,

R—2IIL 70-RBFRXOEHYTY,

6.[Savel ZV VY UV LTEERNBRZREFLE T,

7. [Guest Portals]IC R V), [Self-Registered Guest Portall #7°> 3> #FEALTHLVAR—X I %
ERLET,

X ChRIZATUNIRRENDTSARIR—FINTS, 754X R—FI)IE.
SSOSH7R—ZIZISEL 1P DEDA >V Z—TIA AELTHEALET, ZOR—X
JLIE TPrimaryPortaly; EEENET,

Portal Name: * Description:

| PrimaryPortal | | Portal visible to the client during CWA flow.

8. [Login Page Settings] ZEBIL . [Allow the following identity-provider guest portal to be used



for login] TLAREICYER LU 7=SSOSubPortal ZiZR L £ 9,

¥]  Alow the fellowing identity-provider guest portal to be used for
login [

| S505ubPortal B

9. [Acceptable Use Policy] M[AUP] & [Post-login Banner Page Settings]Z2BBL., chsDF I v
DRY DREFTICLET,

CORRT, R—FILT7O0-RBROISICBNET,

Guest Flow (Based on setings)
b
"
= LCMEIN —  Aemabe Login Portal
S the selected dentity-provider porta
for the guest fiow detals
Sel Reqgestration # Max Devices Reached
Sl REgEstration Suioess— SIS

10. [Portal Customization] > [Pages] > [Login] Z:&IRL £3. RKEOTA>AT7>3a> (74>
 TFARNBE ) ZBHAZRIARTD AT aUHNBEICEYY KL,

Alternative . {statie fext)
lagin You can also login with
Alternative
login access
portal:
Use this text:
Alternative Login Portal 1 as tink £

as icon tooltip

kon ... | % e— e 4’:)

F AAOR—FZIITLEI—OTIC, BMOOJTA AT IVAHARTENTVD LI
ABELTLSEZL,



You can also login with

~ .
r i i EMPLOYEE LOGIN >

11.[Save] 20 V)Y I LET,
UET, MEDR—ZRIFTAN R—FI) VANIRTENET,

PrimaryPortal Allow login using :
Portal visible to the client during CWA flow. S50SubPortal

@Used in 1 rules in the Authorization policy

5505ubPortal Used as alternate login option by :
SubPortal that will connectto the SAML IdP PrimaryPortal

@Used by another portal for alternate login
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1. ISE T, [Administration] > [Identity Management] > [External identity Sources] > [SAML Id
Providers] > [PingFederate] M JEIZiEIRL . [Service Provider Info] 20 Y VL& T,

2. [Export Service Provider Info] T, [Exporf] Z2JY P UL%ET,
SAML Identity Provider

aeneara Hantity Provder Config, . |
Sentoe Provdder Infanmation

[ Load balancer |

Export Servca Provider Infou|| Expost |

LERENZp7 7TANEZRELTHEBRELET, TIIWLEEFNTVWA XML 7714k, BOF
JET, PingFederate T7O7 7 AN ZERTDEHICHERAENET,

¥ SSOSubPortalxmil
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TT(chsnY)i1—>32IC20TR, CORFIXNTRERBHALTVLEEA ),

4. PingFederate B 7R — & )L (B & (& https://ip:9999/pingfederate/app) Z & F J

5. [IdP Configuration] & 7> [SP Connections] £ 3> T, [Create New] Z&RL £,


https://ip:9999/pingfederate/app

IdP Configuration

APPLICATION INTEGRATION SP CONNECTIONS
Audapters
Default URL Manage Al Create Mesy Imiport

Applicaticn Endpoinis

AUTHENTICATION POLICIES

6. [Connection Type] T. [Next] 22U Y O L%ET,

SP Connection

Connection Typea Connection Options Imipc

Select the type of connection needed for this SP: Browser
usersfgrowps to an SP) or all.

COMMECTION TEMPLATE Mo Template

RO TR0
SAML 2.0

v| BROWSER 550 PROFILES

7. [Connection Options] T, [Next] 22U Y L&Y,

SP Connection

Connection Type Connection Options

Please select options that apply 1o this connection,

v BROWSER SSO

ATTRIBUTE QUERY

8. [Import Metadata] T, [File] 77> a>R&>& 1) Y UL, [Choosefile] 201y LT, B
BICISEAS TV AR—RNULEXML7 74 IIL&EBIRL KT,



SF Connection

Connetion Ty Canmndction Dplions Fmgort Matadata

To populabe many oonnecthan Sefings automatically, you can upkaad the |
the UHL, seloct Enabds Automatic Reloading

- P
LA The

9. [Metadata Summary] T, [Next] 20U Y O L&ET,

10. [General Info] XK—Z T, [Connection Name] IC & Bl ( ISEGuestWebAuth & & ) ZA DL,
[Next] 22Uy 2 LET,

PARTHERS ENTITY ID

CONMNECTION 10 hitp://CiscolSE/Sbdc

CONNECTION NAME ISEGuestWebAuth
11. [Browser SSO] T[Configure Browser SSO] 2% 'J ¥ 2 L. [SAML Profiles] TH 7> 3>z

ZLT[Next] U YO LET,

SP Connection | Browser S50

SAML Profiles Assartion Lifetime Aasoerticn Craathcn Pratacol Setiings Smmany

A SAML Profile defines witsl Kind of mesiages may be exchangid Bibwesn an ldentity Provider and & Service Prowidid snd B th m
information for yousr 5P conmection.

Singh Sigr-On [5507) Prafiles Singh Logoeut (SLO) Profiles
&
w LA v

12. [Assertion lifetime] ©, [Next] 22V YV ULET,
13. [Assertion Creation] ¢, [Configure Assertion Creation] 22 UY VL&Y,

14. [Identity Mapping] T. [Standard] Zi##RL ., [Nextl 22 UY UL T,



SP Connection | Browser SSO | Assertion Creation

ldentity Mapping Attribute Contract Authentication Source Mapping

Identity mapping is the process in which users authenticated by the IdF are associated
may affect the way that the SP will look up and associate the user 1o a specific lacal ace

] STANDARD: Send the SP a known attribute value as the name identifier. Thi

15. [Attribute Contract] > [Extend Contract] T, J&ftmaild &k U'memberOfZ AL . [add] &5 1
YIOLET, [neXt] 2OV IOLET,

SP Connection | Browser 550 | Assertion Creation

iduntity Mapging Astribene Contract Authantication Source Mapping Summarny

An Adiribafte Contac] B & 20l of user aliviuies that this senss will send inthe psseriion

Attributo Contrsct Sulbpnct Name Format

SAML SUBJECT urrrsadnamesiCRARML - namekd-formatunspacified L

Exiend tha Contract Arribute Mama Format Action
mal s names BCSAML 2 Trattmame- formalbasic Eclit | Dolebe
mamberf weTaasnames e R Crattmamae- formak basic

COFATAVOEREIZKRY ., ID7ONAH—IF. Active Directory IC& > TRHEE IS
MemberOf Bt & Email % ISE CETENTEET, ISER, BTRU—HERICZH
ERHELTHEARATEERT,

16. [Authentication Source Mapping] ¢, [Map New Adapter Instance] 22 Y VL& T,

17. [Adapter Instance] ©, [HTML Form Adapter] ZZIRL £T, [Next) 20U Y ILET,

SP Connection | Browser 550 | Assertlon Cres

adupiet IRl BCE Mappig B emsd
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18. [Mapping methods] T2EB D F 7> 3> %i&RL., [Next) ZOUY UL ET,



RETRIEVE ADDITIONAL ATTRIBUTES FROM MULTIPLE DATA STORES USING ONE MAPPING
RETRIEVE ADDITIOMAL ATTRIBUTES FROM A DATA STORE — INCLUDES OPTIONS
IO USE ALTERNATE DATA STORES AND/OR A FAILSAFE MAPPING

LIsE OMLY THE ADAFTER CONTHACT VALUES IM THE SAML ASSERTION

19. [Attribute Sources & User Lookup] T. [Add Attribute Source] /RY VA& 0 )Y O LET,

20. [Data Store] T#HBA%Z A L. [Active Data Store] A 5[LDAP connection instance]&i&3iR L T
CDTALIRNIY—ERDRATEERZLET, FETF—R ARNTEREL TV EVESE
. [Manage Data Stores] 22 UYL THLWA 2V AAAZEBML T,

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Data Store LDAP Directory Search LDAR Filter Attribute Contract Fulfillment

This server uses local data stores to refrieve supplemental attributes to be sent in an assertion. Specify an Attribute S«

ATTRIBUTE SOURCE DESCRIPTION -
ACTIVE DATA STORI [ .
DATA STORE TYP LDAP

Managa Data Storas

21. [LDAP Directory Search] T, RXA > HADOLDAPI—HILY I F Y T OR—ADNZEZEL .
[Next] 20 Y JLEXT,

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Data Store LDAP Directory Search LDAP Filter Attribute Contract Fulfillment m

Flzase configure your directory search. This information, along with the attributes supplied in the contract, will be usec
St Ch=Users, DC=JN, DC=net

SEARCH SC0OPE Subtree N

X ZhiE, LDAPI—HDOILY OT Y THICR—ADNZER TS, EETT, XR—A
DNAELKEHZBRENBZWIES, LDAP RAF—XTHT/ IV MFREEhFELA,



22. [LDAP Filter] T, TsAMAccountName=${username}, & WS X F5|%EML ., [Next] £V
vyOLEY,

SP Connection | Browser SSO | Assertior

Data Store LDAP Directory Search LDAP Filter I

Flease enter a Filter for extracting data from your directory.
FILTER

sAMAccountName=5S {username )

23. [Attribute Contract Fulfillment] TA 7> 3> Z&RL, [Next) ZOUY I LET,

SP Connection | Browser S50 | Assertion Creation | |dP Adapter Mapping | Attribt

Data Store LDAP Directory Search LDAP Filter Attribute Contract Fulfillment

Fulfill yvour Attribute Contract with values from the authentication adapier, dynamic text values, or from a data store bookup.

Attribute Contract Source Value

SAML_SUBJECT Adapler o USEmame v
mail Adapler ot il L
memberOf Adapler o meemberCd L

24—t 0> 3> TREZHEL., Donez2V Y I LET,
25. [Attribute Sources & User lookup] ICE&EY) ., [Next] 22U Y O LET,
26. [Failsafe Attribute Source] T, [Next] Z2 UYL &,

27. [Attribute Contract Fulfillment] T, XOA 7> 3> ZBRL., [Nextt 20U Y I LET,



Attribute Contract Source Value

SHML_SLBIECT Adapter h LSErRanmE t
mail Teod d no email address
memberCf Tened v no group found

28. [Summary] 7> 3> DOREZ®EL., [Donel 20Uy I LET,

29. [Authentication Source Mapping] ICRY ., [Next] Z0 Y O L&Y,
30. [Summary] R—2 TEREZHFEL 125, [Donel 20 VY UV LET,
31. [Assertion Creation] [C&R V). [Next] 27U Y VL EXT,

32. [Protocol Settings] T. [Configure Protocol Settings] 22 JY VL& T, cODBRFRT, T TIC
22OV RNINFADENTVDIBEN B ET, next] 20UV ILET,

SP Connection | Browser S50 | Protocol Settings

e e

Az the EF you ond SAML ansodticns. o the 57 Assoriion Cosmuamers Servion. Tha 5P mery reguos] thaf the SAML ansortion B somt fo one of wovenal LIEA . via difficecnt bindings. Piomns provicio: B poanibl

Dl ik Birsding Enidpoin LIRL
LT a POST hpac i 36157 0B Atk S50 e e h BT
1 POAT W el T tpass el B4 Lporlal SSO ogniDedparris sotion

33. [SLO Service URLS]C[Next]2 7)Y 2 L& T,

34. [Allowable SAML Bindings] T, 772 3 2 [ARTIFACT]E[SOAPIOF I Y UN—U &ML,
[Next]Z2 V)Y JUEY,

Assertion Consumer Service URL S5LO Service URLs Allowable SAML Bindings I

When the SP sends messages, what SAML bindings do you want o allow?
ARTIFACT
v  pPosT

v REDIRECT

35. [Signature Policy] C[Next] 22U Y L&,



36. [Encryption Policy] C[Next] 202Uy VL&Y,
37. [Summary|R— TEREZHFEL . [Donel 20UV I LET,

38. [Browser SSO] > [Protocol settings]ic &VY) ., [Next] 22 Y I L TEREZRKRILL ., [Done] 274
DYy OLET,

39.7 T UHD[SSOIRTHNRRENET, [next] ZVUY I LET,

SP Connection

Connection Typa Connection Options Metadata URL General Info

This task provides conneclion-endpaint and ather configuration information enabling seount browser-based S50, 10 nesources i
Can Aguralion.

- " =
Configure Browser 550

40. [Credentials] T[Configure Credentials] 22 1JY 7 L. IdPA SISEANDOBEFICFERATHESR
SEEAE & I1#IR L T, [Include the certificate in the signature] #7°> 3> & FICLET, RIC,
[Next) 20Uy L& T,

SP Connection | Credentials

Digital Signature Settings Signature Verification Settings

You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a keyit

SIGNING CERTIFICATE 01:55:31:36:ED:D8 (cn=-HR477) W
o ML) gl ¢ | IFIC E N THE SIGMATLUIRE <k M El 1EM |
1 L | HAW KEY |iM E SOl UHE <KEYVALLIE> El kM |
SIGNING ALGORITHM RSA SHAZGG b

FREETChTVBIHAEN K VWBAIE. [Manage Certificates] 22Uy oL, ZO> 7 b
ICRE> T, IdPA SISEADBENEBRICHEATIHCBREARBEERLET,

A YY) —R—ITHREZRKRIL, [Donel] 20 Y IULET,
42. [Credentials] X 7 IZRY ., [Next] 2O U Y I LET,

43. [Activation & Summary] ® [Connection Status] T [ACTIVE] Z3&IRL . &' OREZHEEL



T, [Donel 20 UY OL&ET,

SF Connection

Connection Typa Connection Options Matadata URL Genaral Info Browsar 550 Credentials Acthation & Summary

Summary information Tor your SP oconnection. Click a heading in a section o edil a particular conliguration setling

Connection Status 8 7

Zi‘y 7 4 : ISEAZSAML IdP7'ONA A —=7A7 F A LADIIPXET—R DA
ViR—Bp

1. PingFederate B2 1> Y — )L T, [Server Configuration] > [Administrative Functions] >
[Metadata Export] ®JEIZEBIRLET, H—NANFEHOKE (IdP & SP) AICREE ATV
%3B A&, [l am the Identity Provider(IdP)] #7232 2B8IRLUET, next] 2V U Y ILF
9o

2. [Metadata] £— R T [Select Information to Include In Metadata Manually] ZiZRL £ 9,
next) 20y OLET,

USE A COMMECTION FOR METADATA GEMERATION

@ SELECT INFORMATION TO INCLUDE IN METADATA MANUALLY

LUSE THE SECONDARY PORT FOR S0AP CHANMEI

3. [Protocol] T[Next] 20U Y VL&Y,
4. [Attribute Contract] T, [Next] 22U Y L&Y,

5. [Signing Key] T, UBIICER7O7 7 A THREL LAAEZEIRLET, next] 20UV D
LET,

Export Metadata

Metadata Role Metadata Mode Attribute Contract Signing Key

The metadata may contain a public key that this system uses for digital signatures. If you wish to inclu

DIGITAL SIGMATURE KEYS/CERTS

01:55:31:36:ED:D8 (cn=-1EN1471) v

6. [Metadata Signing] TERIEBHAEZEIR L. [Include this certificate's public key in the key info
element] ZFICUET, [next)] 20 JY OLET,



055 ILIGEDRDE (on-14. 361471 wf

R5SA SHAZ GG L

7. [XML encryption certificate] T [Next] 22 1JY VL&Y,

¥ COTESHEERATAATS VARG, XY KND—UEEEN

RELEXT,

8.[Summary] 29> 3> T, [Export] 2OV YOI LET, ERMENEXRT—Z T7 ML 2 RE
L. [Donel 22 VY ILET,

Export Metadata

ik the Export Buattion o doxpirt B meticdats 6 The s syitem

Mutadata Role Mstacatn Modo Protocol | Amitae Contract | Sigring Koy | Metadetn Signieg | XML Encryption Cemificate

Motadata Role

Mctadats oto

s B socondary poit 1or SR channdd

et Certificats in Kayinko
it Rew Kiry in KiryViskoo
Sekected Sigring Algorithm
XML Encryplion Cerlificale

Encrypiion Keys/Certs

ity Provides

. =

9. ISET, [Administration] > [Identity Management] > [External Identity Sources] > [SAML Id
Providers] > [PingFederate] Zi#RL £ 7,

10. [Identity Provider Config] > [Browse] 2% 'J ¥ 7 L, PingFederate® X X F—X T AR— K
BETREENIEXEZT—RDA 2 R—NIEXET,



SAML Identity Provider

General Service Provider 1

Identity Provider Configuration

Import Identity Provider Config File [ Browse... | i

Provider Id PingFederate
Single Sign On URL  https:/ 147 1:9031
Single Sign Out URL (Post)  https N 147 1:9031

Signing Certificates

Subject =[]
CNEEE 147 1, OU=I O=Cisco, L=RTP, C=US 1

11. [Groups] X 7 Z iR L, [Group Membership Attribute] T[memberOf] Z&MML T, [Add] & &
DYy OLET

[Name in Assertion] T, LADPEREED SmemberOfE M ZEE T2 & EICIAPYF BRI HLEN H D
BABEZEBMLET. SEOBEEF. REBHADIIN—THF TORDARY— TIL—FIC)>D
ENTEY, COTIL—T7TDODNRFRXDESYTT,

SAML Identity Provider

Foriera [dberitity Prosider Condig. Comvice Provider Info | 1 | Attribates Advanced Settings

Groups
Group MamBarship Alinbaite et R ]
{i= Acdd W Diclete
[] Mame in Assartion a | Mama i ISE
7] .EN TOR,DC -, [ = et TOR

B T CAncol

DN & [Name in ISE] ZEBMML =5, [OK]Z0 U YO L&ET,
12. [Attributes] X 7 &iBIRL ., [Add] ZV U Y I LET,

ZOATY T Tk, LDAPEA L EPingd ¥ TU—IZESWTIdPA 5 EE hBSAMLR— 2 (2
BFENZEM "maily ZEMULET. COBMRICK., TOFATSIIVNDEFX—IEHENEE



NTLVIZENHET,

Add Attribute X
*Name in Assertion | mail |
Type [STRING =]
Default value . |
*Wame in ISE [ mail ] i

Cancel

X ATYT1ME12TR, ISENIAPOT A>T 023> 2B LU TADATSITORND
EmailEtE&EMemberOfE 2 ZETH L EZERALET,

TR

1.R—2) TANURL ZFEATHAHA, CWAZ7O—ICH2T, TAMN R—R)LZEBBLET
o A=Y, TANILFUIYIIZEANTRA, MEODTHIO N EERTEIH., %
BOVAVZERITIBDENTERY,
Sign On
Wilcomea to the Guest Portal. Sgn on with the usaemame and password proveded 1o yYou

Usermame:

Password:

Dot hawve an accoumnt?

Yo can also lagin with

. ‘i EMPLOYEE LOGIN = ™

2. [Employee Loginl| 20y O LET, 7OT4 7wy >arfxWiyd, 1—Hikidp OY
A2 R=Z)ICVAALA LI RENhFET,
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2016-06-27 16:15:39,366 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]
cpm.saml . framework. impl.SAMLFacadeImpl -::::- SAMLUtils::isOracle() - checking whether IDP URL
indicates that its OAM. IDP URL: https://10.36.147.1:9031/idp/sso.saml2
2016-06-27 16:15:39,366 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]
cpm.saml . framework. impl.SAMLFacadeImpl -::::- SPProviderId for PingFederate is: http://CiscoISE
/5b4c0780-2da2-11e6-a5e2-005056al15f11
2016-06-27 16:15:39,366 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]
cpm.saml. framework.impl.SAMLFacadeImpl -::::- ResponseValidationContext:
IdP URI: PingFederate
SP URI: http://CiscoISE/5b4c0780-2da2-11e6-a5e2-005056a15f11



Assertion Consumer URL: https://10.36.157.210:8443/portal/SSOLoginResponse.action

Request Id: _5b4c0780-2da2-1le6-a5e2-005056al15f11_ DELIMITERportalId_ EQUALS5b4c0780-2da2-
lle6-a5e2-005056al5f11_SEMIportalSessionId_EQUALS309f733a-99d0-4c83-8
b99-2ef6b76cld4b_SEMI_DELIMITER10.36.157.210

Client Address: 10.0.25.62

Load Balancer: null
2016-06-27 16:15:39,366 DEBUG [http-bio-10.36.157.210-8443-exec-3]11[]

cpm.saml . framework.validators.BaseSignatureValidator -::::- Determine the signing certificate
2016-06-27 16:15:39,366 DEBUG [http-bio-10.36.157.210-8443-exec-3]1]
cpm.saml. framework.validators.BaseSignatureValidator -::::- Validate signature to SAML standard

with cert:CN=10.36.147.1, OU=TAC, O=Cisco, L=RTP, C=US serial:1465409531352
2016-06-27 16:15:39,367 DEBUG [http-bio-10.36.157.210-8443-exec-3]1]

org.opensaml .xml .signature.SignatureValidator -::::- Creating XMLSignature object
2016-06-27 16:15:39,367 DEBUG [http-bio-10.36.157.210-8443-exec-3]1]
org.opensaml .xml .signature.SignaturevValidator -::::- Validating signature with signature

algorithm URI: http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
2016-06-27 16:15:39,368 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]

cpm.saml . framework.validators.SAMLSignatureValidator -::::- Assertion signature validated
succesfully

2016-06-27 16:15:39,368 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]

cpm.saml . framework.validators.WebSSOResponseValidator -::::- Validating response

2016-06-27 16:15:39,368 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]

cpm.saml . framework.validators.WebSSOResponseValidator -::::- Validating assertion
2016-06-27 16:15:39,368 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]

cpm.saml . framework.validators.AssertionValidator -::::- Assertion issuer succesfully validated
2016-06-27 16:15:39,368 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]

cpm.saml . framework.validators.AssertionValidator -::::- Subject succesfully validated
2016-06-27 16:15:39,368 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]

cpm.saml . framework.validators.AssertionvValidator -::::- Conditions succesfully validated
2016-06-27 16:15:39,368 DEBUG [http-bio-10.36.157.210-8443-exec-3]1[]

cpm.saml . framework.impl.SAMLFacadeImpl -::::- SAML Response: validation succeeded for guest

IDPResponse

IdP ID: PingFederate
Subject: guest
SAML Status Code:urn:oasis:names:tc:SAML:2.0:status:Success
SAML Success:true
SAML Status Message:null
SAML email:guest@example
SAML Exception:null
2016-06-27 16:15:39,368 DEBUG [http-bio-10.36.157.210-8443-exec-3]11[]
cpm.saml . framework. impl.SAMLFacadeImpl -::::- AuthenticatePortalUser - about to call
authenticateSAMLUser messageCode:null subject:guest
2016-06-27 16:15:39,375 DEBUG [http-bio-10.36.157.210-8443-exec-3]11[]
cpm.saml . framework.impl.SAMLFacadeImpl -::::- Authenticate SAML User - result:PASSED
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https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/ja_jp/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/ja_jp/obsolete/security/cisco-identity-services-engine-2-1.html
https://www.cisco.com/c/ja_jp/support/security/identity-services-engine/series.html
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