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FH, PHOT 1427 (AAA) BEXR N XILZ & ® Quality of Service ( QoS ) %&

COEIYIVTE, YUTLOIFUARREL, RETHEVRY NT— A LT IPsec X
—AD VPN 2R LTF— 222 2—CEETE, UE—h 474 AATORLETRMERE 2
RETBHECOVTHHALET,

E: 0tV IVTHEATNDZIIAINV RO
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FYNI—OK

BTRE, CORFIXYRNTERAEIAZRYNIT—IKTY,

MBI DWW Tk, Command Lookup Tool (&

Nominal/Default Status — Traffic flowing through HUB1

5192.168.0.0/16 -> NullD N
C€10.0.1.1/32 -> Loopback0
€ 192.168.0.0/24 -> EthO

€ 10.0.0.0/24 -> Tunnel0

B 10.0.2.1/32 -> 10.0.0.2  R!
$10.0.1.3 -> V-Access1
$10.0.1.4 -> V-Access2

HUB1 Routing Table

F

192.168.1.0/24

R6

-Aggr2

B 192.168.3.0/24 -> 10.0.1.3
B 192.168.4.0/24 -> 10.0.1.4 J

C192.168.3.0/24 -> EthO
€10.0.1.0/24 -> Tunnel0
C10.0.2.0/24 -> Tunnell
B 192.168.0.0/16->10.0.1.1

Spokel Routing Table

LAN: 192.168.3.0/24

R4-Spoke2

LAN: 192.168.4.0/24

5$192.168.0.0/16 -> Null0 N
C 10.0.2.1/32 -> Loopback0

C 192.168.0.0/24 -> EthO

C 10.0.0.0/24 -> Tunnel0

B 10.0.1.1/32 ->10.0.0.1
$10.0.2.3 -> V-Access1
$10.0.2.4 -> V-Access2

B 192.168.3.0/24 -> 10.0.2.3

B 192.168.4.0/24 -> 10.0.2.4 J

HUB2 Routing Table

C 192.168.4.0/24 -> EthO
C 10.0.1.0/24 -> Tunnel0
C 10.0.2.0/24 -> Tunnell
B 192.168.0.0/16 -> 10.0.1.1

Spoke2 Routing Table

X:ZOMRODPTHEATATVWAINTOIL—KE, Cisco 10S /N—2 3> 1524)M1 T
L AVER—ZY N UTTRIE 172.16.0.024 DT RLAFREFERALET,

BEOERAS VA
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R7-Host
192.168.1.0/24
%ﬂﬁ-hggrz

192.168.0.0/24

R1-Hublhe —— : R2-Hub?2

R3:Spnkel R4-Spokeg2
LAN: 192.168.3.0/24 LAN: 192:168.4.0/24
. \ 4

R1-Hub1ld, GRENM XL LM% 0 &R UNext Hop Resolution Protocol(NHRP)XZ Y KD —%
DEHFIRBT IV EAA D EZ—TIAALONTY NZEZET S =&, Traffic Indication A" R3-
SpokellZIEEENET, chiZkY, AR—VBA LTIV IR RILODERFENET,



R7-Host

%ﬂﬁ-hggrz

192.168.1.0/24

192.168.0.0/24

R1-Hublk = =u :10.0.0.0/24 @ -~ 27 Hub2

R3-Spokel
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

BEOEASFTVAOIL—FT 12T T—TILEHD

BEOERSFTIAICHETA RI-HUBI IL—F 1> F—7 LB RICRLET,

R1-HUBl# show ip route

Codes: L - local, C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISISsummary, L1 - IS-ISlevel-1, L2 - IS-1S level-2
ia- I1S-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 11 subnets, 3 masks



S 10.0.0.0/8 is directly connected, NullO

C 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.1/32 is directly connected, TunnelO

C 10.0.1.1/32 is directly connected, LoopbackO

S 10.0.1.2/32 is directly connected, Virtual-Accessl

S 10.0.1.3/32 is directly connected, Virtual-Access2

B 10.0.2.1/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.3/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.4/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.5.1/32 [200/0] via 192.168.0.5, 00:05: 40

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:05: 40
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.1/32 is directly connected, Ethernet0/0

S 192.168.0.0/16 is directly connected, NullO
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, Ethernet0/2

L 192.168.0.1/32 is directly connected, Ethernet0/2

B 192.168.1.0/24 [200/0] via 192.168.0.5, 00:05:40

B 192.168.3.0/24 [200/0] via 10.0.1.4, 00:05:24

B 192.168.4.0/24 [200/0] via 10.0.1.5, 00:05: 33

R4-SPOKE2 AL EAR—VB N RIHFEREhIE-ED, BEOERFUFICEGFS
R3-SPOKE1 L—TFT 4 >9 T—T I &2 RIZRLET,

R3-SPOKEl1l# show ip route
Codes: L - local, C- connected, S - static, R- RIP, M- mobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISISsummary, L1 - IS ISlevel-1, L2 - IS-1S level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, %- next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 8 subnets, 2 nasks

B 10.0.0.0/8 [200/0] via 10.0.1.1, 00:06:27

H 10.0.0.1/32 is directly connected, 00:06:38, Tunnell

S % 10.0.1.1/32 is directly connected, Tunnel O

C 10.0.1.3/32 is directly connected, TunnelO

H 10.0.1.4/32 is directly connected, 00:01:30, Virtual-Accessl

S 10.0.2.1/32 is directly connected, Tunnell

C 10.0.2.3/32 is directly connected, Tunnell

H 10.0.2.4/32 [250/1] via 10.0.2.3, 00:01:30, Virtual-Accessl
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.3/32 is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.1.1, 00:06:27
192.168.3.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.3.0/24 is directly connected, EthernetO/1

L 192.168.3.3/32 is directly connected, Ethernet0/1
192.168.4.0/32 is subnetted, 1 subnets

H 192.168.4.4 [250/1] via 10.0.1.3, 00:01:30, Virtual-Accessl

R3-Spoke1 T, BGP 7—7/LIC. B2 O—NIIBREZIFD 192.168.0.016 D2 2OI > N
HFHEELET (R1-Hub1 ' EE)

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 8



Paths: (2 available, best #2, table default)

Not advertised to any peer

Refresh Epoch 1

Loca

10.0.2.1 from 10.0.2.1 (10.0.2.1)

Oigin inconplete, netric O, |ocal pref 100, valid, interna
rx pathid: 0, tx pathid: O

Refresh Epoch 1

Local
10.0.1.1 from 10.0.1.1 (10.0.1.1)
Oigin inconplete, netric O, |ocal pref 200, valid, internal, best
rx pathid: 0, tx pathid: 0xO0

BEOERSFTIVFICH TS R-AGGRI N—TFT 12T T—7 I &RICRLET,

R5-LANl#show ip route
10.0.0.0/8 is variably subnetted, 10 subnets, 3 masks

B 10.0.0.0/8 [200/0] via 192.168.0.1, 00:07:22

B 10.0.0.0/24 [200/0] via 192.168.0.1, 00:07:22

B 10.0.1.1/32 [200/0] via 192.168.0.1, 00:07:22

B 10.0.1.3/32 [200/0] via 192.168.0.1, 00:07:17

B 10.0.1.4/32 [200/0] via 192.168.0.1, 00:07:16

B 10.0.2.1/32 [200/0] via 192.168.0.2, 15:44:13

B 10.0.2.3/32 [200/0] via 192.168.0.2, 15:44:13

B 10.0.2.4/32 [200/0] via 192.168.0.2, 15:44:13

C 10.0.5.1/32 is directly connected, LoopbackO

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:07:22
172.16.0.0/ 24 is subnetted, 1 subnets

B 172.16.0.0 [200/0] via 192.168.0.1, 00:07:22

B 192.168.0.0/16 [200/0] via 192.168.0.1, 00:07:22
192.168.0.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.0.0/24 is directly connected, Ethernet0/0

L 192.168.0.5/32 is directly connected, Ethernet0/0

192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks
C 192.168.1.0/24 is directly connected, EthernetO/1
192.168.1.5/32 is directly connected, EthernetO/1
192.168.3.0/24 [200/0] via 10.0.1.3, 00:07:06
192.168.4.0/24 [200/0] via 10.0.1.4, 00:07:15

L
B
B
BEOERSFIAICE TS RT-HOSTIL—F 49 F—T I B KXRICRLET,

”

R7-HOST#show ip route
S* 0.0.0.0/0 [1/0] via 192.168.1.254
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/24 is directly connected, Ethernet0/0
L 192.168.1.7/32 is directly connected, Ethernet0/0

HUB1 &> U7

RI-HUB1 XV 2 FUF (BFERLERZETYTIL—RBEEORENRER ) ZRICRLET,



/ track timer msec 500 N
[ track1ip route 10.0.1.1 255.255.255.255 reachability \
track 2 list boolean and
. . object 1 not
HUB1 Going down, HUB2 taking over i route 192.168.0.0 255.255.0.0 Null tag 500 track 2

ip route 192.168.0.0 255.255.0.0 NullD tag 200

route-map LOCALPREF permit 5
match tag 500

R7-Host %
setlogaipreference 500

| 192.168.1.0/24 | rouemen iocurRcpermitio
R5- grl‘

T etersec 200 J
} N\
RG-Agng $192.168.0.0/16 -> NullO
192.168.0.0/24 € 10.0.2.1/32 -> Loopback0

€ 192.168.0.0/24 -> EthO
€-10:0-0-0/24—Tunneld

8-10-0-1-1/32—10-0:0-1
$10.0.2.3 -> V-Access1

$10.0.2.4 -> V-Access2
B 192.168.3.0/24 -> 10.0.2.3
B 192.168.4.0/24 -> 10.0.2.4 ,/

HUB2 Routing Table

- 11C192.168.3.0/24 -> Eth0 - 1€ 192.168.4.0/24 -> EthO
1€ 10.0.1.0/24 -> Tunnel0 5 €10.0.1.0/24 -> Tunnel0
5 €10.0.2.0/24 -> Tunnell %’ € 10.0.2.0/24 -> Tunnell
il B 192.168.0.0/16 -> 10.0.2.1 B 192.168.0.0/16 -> 10.0.2.1
2 R4-Spoke2

LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

COTFIATRE, RO—EOARYMNARELET,

1. R2-HUB2# &K U LANKE#I )L — R R5-AGGR1E K U'R6-AGGR2MBFDIF. R1-HUB1OA U~
AT—2AZRELET., TORR. BGPRAN—2 Y TREEICATILET,

2.R1-HUB1 L= Ny O 07 LE A%ZHRHTS R2-HUB2 DEHHRBHATILET
( EXEHID Track 1) -

3. ZNAIUULEBHHRICK>THOEHNA N H—chFET (RENOT ), COHITRE
. Track 1 8>3 %E, Track2 FEBILET,

4. ZhIZ&Y), FTIAILRDTREZANL—TFT AT FAREVALWEBRVETHZ 0
AETFAVIIPIL—TFAITIRNIOIN—TFT 14T T—TIANOEBMARN)H—Eh
F9, BEITIZIREERICRLET,

! Routes added when second HUB is down
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2

! Default static routes are with Tag 200 and admin distance of 150
ip route 10.0.0.0 255.0.0.0 NullO0 150 tag 200
ip route 192.168.0.0 255.255.0.0 NullO0 150 tag 200

5.R2-HUB2(¢, R1-HUB1ICREE NIfER VW EREVWBGPO—ALTVT7 7L AZFEAL
TINSDARTAYVIIL—RNZBEALET, COHITEF. RI-HUB1IZL 2 TEHREE 1
12200TRB<, O—HALTIVT 7L A0 BESFUATHEAETLET,

route-map LOCALPREF permit 5



mat ch tag 500

set local-preference 500
|

rout e-map LOCALPREF permit 10
mat ch tag 200

set local-preference 200
!

R3-Spoke1 Tld. BGP WA TN ERRETEET. RIADIV NUNBRELETH, A
ENTLVAVZEISEELTLSEEL,

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (2 avail able, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
Loca
10.0.2.1 from 10.0.2.1 (10.0.2.1)
Origin incomplete, metric 0, localpref 500, valid, internal, best
rx pathid: 0, tx pathid: 0x0
Refresh Epoch 1
Loca
10.0.1.1 from10.0.1.1 (10.0.1.1)
Oigin inconplete, netric O, |ocal pref 200, valid, interna
rx pathid: 0, tx pathid: 0O

L CDEESET, MADAK—Y (R3-Spokel& R4-Spoke2 ) A’R2-HUB2AD RS 74 v & D
EEZHRLET. ChSOFIBRINTIRUARICETE DI HEN HVET, Spoke 3
DIN—FT 12T T—=TILERIZRLET,

R3-SPOKEl#show ip route
10.0.0.0/8 is variably subnetted, 5 subnets, 2 nasks

B 10.0.0.0/8 [200/0] via 10.0.2.1, 00:00:01

S 10.0.1.1/32 is directly connected, TunnelO

C 10.0.1.3/32 is directly connected, Tunnel O

S 10.0.2.1/32 is directly connected, Tunnell

C 10.0.2.3/32 is directly connected, Tunnell
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.3/32 is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.2.1, 00:00:01
192.168.3.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.3.0/24 is directly connected, Ethernet0/1

L 192.168.3.3/32 is directly connected, EthernetO/1

. AR—T ER1-HUBIREIDEDOBGPEY > 3 A" A7 L, Dead Peer Detection(DPD)IZ &
2 TR1-HUB1THRIGE NBIPSech  RILNBIBRENET, £ L. R2-TERMINATING2(&
XAV ZILTF—RIDIAELTBEREATVS S, NST1YIEEICEFELE
BA,

R3-SPOKEl#show ip bgp 192.168.0.0/16

BGP routing table entry for 192.168.0.0/16, version 10
Paths: (1 avail able, best #1, table default)

Not advertised to any peer

Refresh Epoch 1

Loca



10.0.2.1 from 10.0.2.1 (10.0.2.1)
Oigin inconplete, netric O, |ocal pref 500, valid, internal, best
rx pathid: 0, tx pathid: 0xO0

RE
COEV>I>TR, CORROSTHEAENATVWBI/NTERR—VDEENZRLET,

R1-HUB E&E

version 15.4
|

host nane R1- HUB1
!
aaa new node
!
aaa aut horization network default |oca
!
aaa session-id comon
!
| setting track tiners to the | owest possible (the lower this value is
! the faster router will react
track timer ip route msec 500
!
! Monitoring of HUB2's | copback present in routing table
' If it is present it will mean that HUB2 is alive
track 1 ip route 10.0.2.1 255.255.255. 255 reachability
!
I Monitoring of |oopback of R5-AGGR- 1
track 3 ip route 10.0.5.1 255.255. 255. 255 reachability
!
I Monitoring of |oopback of R6- AGGR-2
track 4 ip route 10.0.6.1 255.255. 255. 255 reachability
!
! Track 2 should be UP only when HUB2 is not avail able and both AGGRE routers are up
!
track 2 list bool ean and
object 1 not
object 3
object 4

! KEv2 Config Exchange configuration (IP addresses for spokes are assigned from pool)
crypto i kev2 authorization policy default

pool SPOKES

route set interface

route accept any tag 20

|

1

! IKEv2 profile for Spokes - Smart Defaults used
crypto i kev2 profile default

match identity renote any

aut hentication renote pre-share key cisco

aut hentication | ocal pre-share key cisco

aaa aut horization group psk list default default
virtual -tenplate 1

|

interface LoopbackO

i p address 10.0.1.1 255. 255. 255. 255
!



I GRE Tunnel configured to second HUB. It is required for spoke-to-spoke connectivity
! to work in all possible circunmstances

! no BFD echo configuration is required to avoid Traffic Indication sent by renote HUB
! (BFD echo is having the sane source and destination |IP address)

1

interface Tunnel O

i p address 10.0.0.1 255.255.255.0

ip nhrp network-id 1

ip nhrp redirect

bfd interval 50 min_rx 50 multiplier 3

no bfd echo

tunnel source Ethernet0/2

tunnel destination 192.168.0.2
1
interface Ethernet0/0

ip address 172.16.0.1 255.255.255.0
1
interface Ethernet0O/2

i p address 192.168. 0.1 255.255.255.0

bfd interval 50 min_rx 50 multiplier 5

1
interface Virtual - Tenpl atel type tunnel

i p unnunber ed LoopbackO

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile default

1

! BGP Configuration
router bgp 1

bgp | og- nei ghbor - changes

I dynam c peer-groups are used for AGGR routers and SPOKES
bgp listen range 192.168. 0. 0/ 24 peer-group DC
bgp listen range 10.0.1.0/24 peer-group SPOKES
I BGP timers configured
timers bgp 15 30

nei ghbor SPOKES peer - group

nei ghbor SPOKES rempte-as 1

nei ghbor DC peer - group

nei ghbor DC renpte-as 1

Wthin DC BFD is used to determ ne nei ghbour status
nei ghbor DC fall-over bfd

nei ghbor 10.0.0.2 renmote-as 1

BFD is used to detect HUB2 status

nei ghbor 10.0.0.2 fall-over bfd
!

address-famly ipv4
redi stribute connected
rout e-map whi ch determ nes what should be the | ocal -pref
redistribute static route-map LOCALPREF
nei ghbor SPOKES activate
to spokes only Aggregate/ Sunmary routes are sent
nei ghbor SPOKES rout e- map AGGR out
nei ghbor DC activate
nei ghbor DC route-reflector-client
nei ghbor 10.0.0.2 activate
nei ghbor 10.0.0.2 route-reflector-client
exit-address-famly
1

ip local pool SPOKES 10.0.1.2 10.0.1. 254
!

! When HUB2 goes down Static Routes with Tag 500 are added and admin distance of 1
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2

ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2

! Default static routes are with Tag 200 and admin distance of 150



ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 NullO0 150 tag 200
|

|
ip prefix-list AGGR seq 5 permt 192.168.0.0/16
ip prefix-list AGGR seq 10 permt 10.0.0.0/8

!
route-map AGCR pernmit 10

match ip address prefix-list AGER

!
rout e-map LOCALPREF pernit 5

mat ch tag 500

set | ocal - preference 500

!
rout e-map LOCALPREF permit 10

mat ch tag 200

set | ocal - preference 200

!
rout e-map LOCALPREF permit 15

match tag 20

R2-HUB2 & 7&

host nane R2- HUB2
!
aaa new node
|
aaa aut horization network default | ocal
|
track tiner ip route nmsec 500
!
track 1 ip route 10.0.1.1 255.255.255. 255 reachability
!
track 2 list bool ean and
obj ect 1 not
obj ect 3
object 4
1

track 3 ip route 10.0.5.1 255.255. 255. 255 reachability
1

track 4 ip route 10.0.6.1 255.255. 255. 255 reachability
1
!
crypto i kev2 authorization policy default
pool SPOKES
route set interface
route accept any tag 20
1
!
crypto i kev2 profile default
match identity renote any
aut hentication renpote pre-share key cisco
aut hentication | ocal pre-share key cisco
aaa aut horization group psk list default default
virtual -tenplate 1

nterface LoopbackO
ip address 10.0.2.1 255. 255. 255. 255

nterface Tunnel O
i p address 10.0.0.2 255.255.255.0
ip nhrp network-id 1



ip nhrp redirect
bfd interval 50 min_rx 50 multiplier 3
no bfd echo
tunnel source Ethernet0/2
tunnel destination 192.168.0.1
1
interface Ethernet0/0
ip address 172.16.0.2 255.255.255.0
1
interface Ethernet0O/2
i p address 192.168. 0.2 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
1
interface Virtual - Tenpl atel type tunnel
i p unnunber ed LoopbackO
ip nhrp network-id 1
ip nhrp redirect
tunnel protection ipsec profile default
1
router bgp 1
bgp | og- nei ghbor - changes
bgp listen range 192.168. 0.0/ 24 peer-group DC
bgp listen range 10.0. 2.0/ 24 peer-group SPOKES
timers bgp 15 30
nei ghbor SPOKES peer - group
nei ghbor SPOKES rempte-as 1
nei ghbor DC peer - group
nei ghbor DC renpte-as 1
nei ghbor DC fall-over bfd
nei ghbor 10.0.0.1 renote-as 1
nei ghbor 10.0.0.1 fall-over bfd
!
address-famly ipv4
redi stribute connected
redistribute static route-map LOCALPREF
nei ghbor SPOKES activate
nei ghbor SPOKES rout e- map AGGR out
nei ghbor DC activate
nei ghbor DC route-reflector-client
nei ghbor 10.0.0.1 activate
nei ghbor 10.0.0.1 route-reflector-client
exit-address-famly
1
ip local pool SPOKES 10.0.2.2 10.0. 2. 254
ip forward-protocol nd
1
1
ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 Null0 150 tag 200
1
1
ip prefix-list AGGR seq 5 permt 192.168.0.0/16
ip prefix-list AGER seq 10 permt 10.0.0.0/8
1
route-map AGCR pernit 10
match ip address prefix-list AGER
1
rout e-map LOCALPREF pernmit 5
mat ch tag 500
set | ocal - preference 500
1

rout e-map LOCALPREF permit 10



mat ch tag 200

set | ocal -preference 100
!
rout e-map LOCALPREF permit 15
match tag 20

R3-SPOKE1 &7

host nane R3- SPOKEL

!

aaa new node

!

aaa aut horization network default | ocal

!

|

crypto i kev2 authorization policy default
route set interface

!

!

crypto i kev2 profile default
match identity renote any

aut hentication renote pre-share key cisco

aut hentication | ocal pre-share key cisco
dpd 10 2 on-denmand

aaa aut hori zation group psk list default
!
I Tunnel to the HUB1
!
interface Tunnel O

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
!

I Tunnel to the HUB2

!
interface Tunnel 1

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
!
interface Ethernet0/0
descri ption | NTERNET- CLOUD

ip address 172.16.0.3 255.255.255.0

!
interface Ethernet0O/1
description LAN

i p address 192.168. 3.3 255. 255.255.0

!

interface Virtual - Tenpl ate2 type tunnel

i p unnunbered Ethernet0/1

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel protection ipsec profile default
|

router bgp 1

bgp | og- nei ghbor - changes

timers bgp 15 30

def aul t



nei ghbor 10.0.1.1 renote-as 1
nei ghbor 10.0.2.1 renote-as 1
!

address-famly ipv4

network 192.168.3.0

nei ghbor 10.0.1.1 activate
nei ghbor 10.0.2.1 activate
exit-address-famly

R4-SPOKE2 §%E

host nane R4- SPOKE2

!

aaa new node

!

aaa aut horization network default |oca

!

!

crypto i kev2 authorization policy default
route set interface

!

crypto i kev2 profile default

match identity renote any

aut hentication renote pre-share key cisco
aut hentication | ocal pre-share key cisco
dpd 10 2 on-denand

aaa aut horization group psk list default default

nterface Tunnel O

i p address negoti at ed

ip nhrp network-id 1

i p nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
|

nterface Tunnel 1

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
!

nterface Ethernet0/0
i p address 172.16.0.4 255.255.255.0

nterface Ethernet0/1
i p address 192. 168. 4.4 255.255.255.0

nterface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet0/1

ip nhrp network-id 1

i p nhrp shortcut virtual -tenplate 2
tunnel protection ipsec profile default
|

router bgp 1

bgp | 0og- nei ghbor - changes

timers bgp 15 30

nei ghbor 10.0.1.1 renote-as 1

nei ghbor 10.0.2.1 renote-as 1
!



address-famly ipv4
network 192.168.4.0
nei ghbor 10.0.1.1 activate
nei ghbor 10.0.2.1 activate

exit-address-famly
1

R5-AGGR1 &7

host nane R5- LANL
!
no aaa new node
!
!
interface LoopbackO
ip address 10.0.5.1 255. 255. 255. 255
|
interface Ethernet0/0
i p address 192.168.0.5 255. 255.255.0
bfd interval 50 min_rx 50 multiplier 5
!
I HSRP configuration on the LAN side
!
interface Ethernet0O/1
i p address 192.168.1.5 255.255.255.0
standby 1 ip 192.168.1. 254
!
router bgp 1
bgp | og- nei ghbor - changes
nei ghbor 192.168.0.1 renote-as 1
nei ghbor 192.168.0.1 fall-over bfd
nei ghbor 192.168.0.2 renote-as 1
nei ghbor 192.168.0.2 fall-over bfd
!
address-fam |y ipv4
redi stribute connected
redistribute static
nei ghbor 192.168.0.1 activate
nei ghbor 192.168.0.2 activate
exit-address-famly

R6-AGGR2 f&7E

host nane R6- LAN2

!
interface LoopbackO

i p address 10.0.6.1 255. 255. 255. 255
!
interface Ethernet0/0

i p address 192.168.0.6 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
!

interface Ethernet0O/1

i p address 192.168. 1.6 255.255.255.0
standby 1 ip 192.168. 1. 254

standby 1 priority 200

!

router bgp 1

bgp | og- nei ghbor - changes

nei ghbor 192.168.0.1 renote-as 1

nei ghbor 192.168.0.1 fall-over bfd



nei ghbor 192.168.0.2 renote-as 1

nei ghbor 192.168.0.2 fall-over bfd
!

address-famly ipv4

redi stribute connected
redistribute static

nei ghbor 192.168.0.1 activate

nei ghbor 192.168.0.2 activate

exit-address-famly
|

R7-HOSTRRE ( TDERY NID—DUTORAMND>Z2L—>32)

host name R7- HOST
!

no aaa new nodel
|

interface Ethernet0/0

i p address 192.168. 1.7 255.255.255.0
!

iproute 0.0.0.0 0.0.0.0 192.168.1.254
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