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RSA F3&E
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9,

RDID2OBZERLERT,
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JIF VPN T —RNJIAIZEET S strongSwan XD Android 7 # >,
. AEBAEFRRE(RSA)Z AL TCisco IOSY 7 RV I FPVPNYF— R DI A ICEHET S



strongSwanZ #&# L 7zAndroid 7 # >/,
CEZYRT—5 PRLAZHE (NAT) T Ciscol0S Y 7RI I T VPN #— R I A [CEEES
% strongSwan X iS® Android 7 # >, VPN 7'— RN I A REBHEIC & 2 BE D x509 LR D
Subject Alternative Name " % ETT,
Cisco I0S Y 7 R I 7 H KU strongSwan DHEIRREEENE T,

Bl SAF

=4
ROEEICHT2ABN 6B EFHERENET,

. OpenSSL RE(CBI T 2 B
.CiscolOS Y7 RNIIT7 ARV RSA AR —TIAA(CLl) I3 2 EREHE
- IKEv2 (B89 % E A

E IR D St 7
CORFIAYNOERE, KOYTRITITEN—RIITON-TaVIETVTLET,

. strongSwan X Android 4.0 BAR

- CiscolOS V7 R xTTF U)—RA15.3T L&

. Cisco ldentity Services Engine (ISE) Y7 RO I 7, N—23 2 1.1.4 LIk
CORFIXNDERIE, BEOSRREICHDTFNAAICESIVTHERENELE, COR
FAIXVRNTHEATIINTOTFNA AR, I (F7#4ILDN ) REORELSEBHLTVET
o WROXY ND—IUNEBRBFRTHIDEBEEICE. EOXSBIANRIZOVTE, TOEBEMN

HECOVTHRICERLTBKBENFr&UET,

RUE

y:

TIRNTYNAVR=TURY—)L (BEI—HYER) k. 5ED show I RZEHR
—RMLUTVWET, show OX ROE IO ZERTT S IZE. Output Interpreter Tool Z fE
ALZET,

debug OV REMAIBEIC, TFNvY O ROBEAER, #BB/LTLEL

(o]

XY ND—IR


/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

GO0/0: 10.48.64.15
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Strongswan

Android @ strongSwan &, REPFRY NT—JICLEICTIVEATS78HIC CiscolOS VY 7 R
I7F—KNIIA2FEALTIKEV2 NI ZBILET,

HILEE g3
ALBAEF. EAP R—AB LY RSAR—ADFIADHREZHTT .

EAPSRRED > ) AT, SEASNAVELZOE VPN —NIDIAEGFTY, 94T MNE,
V7 RNJITTH Android TEEE N TVBFEER (CA) ICL > TERENEAHAEZRTL 25
BICDdk, CiscolOS Y7 RIITICEHKELET, TOR, EAP Y IUHFFHKREh. V54
T RN CiscolOS Y7 RIJITADRIAEZITVET,

RSA K—ROBIE &, WHDIY KAA > hTEL VAR BETT,

IP7RLA%Z peer-ID E LTHEALTVSRIHFE, (BASCEMOEHNHY) EFT. Android O
strongSwan &, VPN 7*— KU I A4 D IP 7 KL AA x509 #L58 D Subject Alternative Name (Z&
FNTVEHLNESHEBERLET, EENTLAEWVIES, Android IFZEHRTIML E9, RFC 6125
DEEICMA, COBFEEHRLET,

CiscolOS V7RI ITFICIP 7 RLAZEBCIRMNGEDIAAZTZERTERVEVSHIRNF H S
=%, OpenSSLZCA ELTHEALET, INTOIHAEF OpenSSL ICK 2> TERE 1,
Android & KT CiscolOS Y 7RI ITFICAVR—RhENET,

Cisco I0S V7 NI T 7 Tl&. subject-alt-name AN REFEAL T, PP RLAZEUILEE
ERTEEY, L, COOANY RGHCERBIARTOHEEL £F, CiscoBug ID
CSCui44783, subject-alt-name #L3ET CSR %4 T& % 10S ENH PKI #4¢ ( 10S ENH PKI
ability to generate CSR with subject-alt-name extension ) 1 &, CiscolOS YV 7 NIV I T TINT
NDRATDERICILREERTEDLRERTT,

CAZERTAHIANY ROFIZRICALET,

#gener ate key
openssl genrsa -des3 -out ca.key 2048


https://tools.cisco.com/bugsearch/bug/CSCui44783

#generate CSR
openssl req -new -key ca. key -out ca.csr

#remove protection
cp ca. key ca. key.org
openssl rsa -in ca.key.org -out ca.key

#sel f sign certificate
openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt
-extensions v3_req -extfile conf_global.crt

conf_global.crt 7 14F1L—>3>2 774)LTY, CAH#iskZ TRUE ICERETBDHEN D
WET,

[ req ]

default_bits = 1024 # Size of keys

defaul t _nd = md5 # nessage digest algorithm
string_mask = nonbstr # permtted characters
#string_nask = pki x # permtted characters

di sti ngui shed_nane = req_di sti ngui shed_nane

reg_extensi ons = v3_req

[ v3_req ]

basi cConstraints = CA:TRUE

subj ect Keyl denti fi er = hash

SEBHEZER TS AN RIE, CiscolOS Y 7RI I F7E Android TR ELTVET, COflik
. SFAENEBRICHERAIZD CANHDEZRHIIBELTVWET,

#gener ate key
openssl genrsa -des3 -out server.key 2048

#generate CSR
openssl req -new -key server.key -out server.csr

#renove protection
cp server. key server.key.org
openssl rsa -in server.key.org -out server.Kkey

#sign the cert and add Al ternate Subject Nane extension from

conf_global _cert.crt file with configuration

openssl x509 -req -in server.csr -CA ca.crt -CAkey ca. key -CAcreateseri al
-out server.crt -days 365 -extensions v3_req -extfile conf_global_cert.crt

#create pfx file containig CA cert and server cert
openssl pkcsl2 -export -out server.pfx -inkey server.key -in server.crt
-certfile ca.crt

conf_global_certcrt 7 4F¥1L—>32 77 4)LTY, Alternate Subject Name #L5& & F
—RETYT, cOBITIE, CAHRIEE FALSE ICERELF T,

[ req ]

default_bits = 1024 # Size of keys

def aul t _nd = md5 # nmessage digest algorithm
string_mask = nonbstr # permtted characters
#string_nask = pkix # permtted characters

di stingui shed_nane = req_di sti ngui shed_nane

req_ext ensi ons = v3_req

[ v3_req ]



basi cConstraints
subj ect Keyl denti fier

CA:FALSE
hash

subjectAltName @l t _nanes
[al t _nanes]
1P. 1 = 10.48.64.15

ALBAEE. CiscolOS Y7 R I I F & Android DG ICEKTDHREN B ET,

IP7 RLA10.48.64.15 &, CiscolOS Y7 RIJIF7 F—KRDIAIZELTVWE T, Cisco
IOSY 7 RJIT7DEHEZERT SEE K. subjectAltNameN10.48.64.15ICFREENTWD C
&R UE T, AndroidikCisco IOSY 7 NI I T H SZEL AIAEZRAIL .
subjectAltName TZDIP7 RL AZBREL F T,

CiscolOS Y7 RO ITP

CiscolOS V7RI I T7ICIE, RSAR—AB LUV EAP R—ADFIEIZIEL VEEHAEN 1 A K
—ILENTVRIRENHYET,

CiscolOS Y7 RIIF D pix 77 4)L (pkes12 AV T+ TH% ) ELVR—RTBHENTE
£7,

BSAN- 2900- 1(confi g)# crypto pki import TP pkcsl2
http://10.10.10.1/server.pfx password 123456

% | nporting pkcsl2...

Source filenane [server.pfx]?

CRYPTO_PKI : I nported PKCS12 file successfully.

A VR—=RMIFRIL = & &R TSIk, show crypto pki certificates verbose 1< > K& £/
LEY.

BSAN- 2900- 1# show crypto pki certificates verbose
Certificate
Status: Avail able
Version: 3
Certificate Serial Number (hex): O00A003C5DCDEFA146C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Subject:
Name: IOS
IP Address: 10.48.64.15
cn=I0S
ou=TAC
o=Cisco
l=Krakow
st=Malopolska
c=PL
Validity Date:
start date: 18:04:09 UTC Aug 1 2013
end date: 18:04:09 UTC Aug 1 2014
Subj ect Key Info:
Public Key Al gorithm rsaEncryption



RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption

Fi ngerprint MD5: 2C45BF10 OBACB98D 444F5804 1DC27ECF
Fi ngerprint SHAl: 26B66A66 DFS5E7D6F 498DD653 A2Cl164D7 4C7A7F8F

X509v3 ext ensi ons:
X509v3 Subj ect
X509v3 Basic Constraints:

CA: FALSE
X509v3 Subject Alternative Name:

10.48.64.15
Aut hority Info Access:
Associ ated Trustpoints: TP
St orage: nvram Ci sco#146C. cer
Key Label: TP
Key storage device: private config
CA Certificate
Status: Avail able
Version: 3
Certificate Serial
Certificate Usage:
| ssuer:
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Subj ect :
cn=Ci sco
ou=Ci sco TAC
0=Ci sco
| =Kr akow
st =Mal opol ski e
c=PL
Validity Date:
start date: 16:39:55 UTC Jul
end date: 16:39:55 UTC Jul
Subj ect Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption

Nunber
Cener al

(hex):
Pur pose

23 2013
23 2014

Key | D: AD598A9B 8AB6893B AB3CB8B9 28B2039C 78441E72

OODCB8EADO8723DF56A

Fi ngerprint MD5: 0A2432DC 33FODC46 AAB23E26 ED474B7E
Fi ngerprint SHAl: A50E3892 ED5C4542 FA7FF584 DEO7B6EO 654A62D0

X509v3 ext ensions:
X509v3 Subj ect
X509v3 Basi c Constraints:

CA: TRUE
Authority Info Access:
Associ ated Trustpoints: TP
St orage: nvram Ci sco#F56ACA. cer

BSAN- 2900- 1#show ip int brief

Key I D: 786F263C OF5A1963 D6AD18F8 86DCE7C9 0185911E

Interface | P- Addr ess OK? Met hod St at us Pr ot ocol
GigabitEthernet0/0 10.48.64.15 YES NVRAM up up
Android

EAP X—AMEREETIE. Andorid ICIEL LY CA

o

AAENF M VARN—ILENTVRIRENFHYUET



RSA RXR—ADMFIELTIF. Andorid IC CARIFABE ZNBEDIAAZTOMAEN 1 AR—ILENT
WD HREANBHYET,

COFIETE,. MADMRAEZSAAR—ILITBFECOVTHALET,
1.pix 77 AN ZEFX—ITERFLTHEET,

2.pfx 77 ANOERBFICEALIENATD—RZADLET,

Extract certificate

Enter the password to extract the certificates

Cancel

3.AVKR—NULEAAEDERMZAILET,



Name the certificate

Certificate name:
Cisco

Credential use:

VPN and apps
The package contains
One user key

one User I:Ertlf.! cate

one CA certificate

Cancel

4. FIREDA VA N—)L %2R T 2. [Settings] > [Security] > [Trusted Credentials] \c B E)
LET. MLVIREN 1Y ARNTICRREIET,



a Ak

Trusted credentials

Cisco

COBAT, 1—YHABES LY CATHEN AV AR—LENET, pix 77 (LI, 1—Fi
BAE L CARIFABOMA 28T pkes12 AV TF T,

Android (&, REBAE DA VR—MFICERZEAN B ET, LA, CARIAZSZEEICA
YR—BMTBICIE. Android T x509v3 LR D EARFF CA A TRUE ILBREET N TVRAENH

WET, LIENF>T, CAZERTSH, MBEDO CAZFEATRHE. ELVLRIHD %

BEITDEHNEETT,

pl uton customca # openssl x509 -in ca.crt -text
Certificate:
Dat a&col on;
Version: 3 (0x2)
Serial Nunber:
dc: 8e: ad: 98: 72: 3d: f 5: 6a
Signature Al gorithm shalWthRSAEncryption
| ssuer: C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco, OU=Ci sco TAC, CN=Ci sco
< . ... output omtted>

X509v3 Basic Constraints:



CA:TRUE

<. out put omtted>

EAP Authentication

EAP BEEERA® CiscoIOS YV 7 NI FPERE

IKEV2 IC& V), I—HRIENDETICEAP ORI ARV O RERITRDENTEET, VPN

J— I\"?If((.inﬁﬂﬂi'( BEEZRRLET, V747> MNE. TOIAEZFEEIHE, 0T

—RNIJIAMHASDOEAPERIDICRELET, CiscolOSYT7RIVIT T, TOIDZFEALT
Radius-Request XY £—2 %Z8R88E. fFAl. 7HO T 1429 (AAA) ICEEL., EAP-MD5 v
AP T IUAT M (Android ) £FREEH —/\ ( Access Control Server (ACS ) £71& ISE) @
BICEIAIENET,

Radius-Accept XY £—2JIZRENTWVWB K S, EAP-MD5 FREEA B Ih L 1=#&. Cisco I0Ss V7
ROI7TR, A2 74F21L—232 T—REFEALTIPPRLARAZIZATRNITYY
1L, NZ74v 0 LUV XT3 KT LET,

Android A" IKEID=cisco ZIZEL TV (RREEBVIC) CEICBEL TLKEE L, Cisco l0S
V7RDIT7TEZELEZDIKEID I, Tikev2 profile PROF, & —& LU E 9,

aaa new node
aaa authentication |ogin eap-list-radius group radius
aaa aut horization network | KE2_AUTHOR LOCAL | oca

crypto pki trustpoint TP
revocati on-check none

crypto i kev2 authorization policy | KE2_AUTHOR POLI CY
pool POCL

1

crypto i kev2 proposal ikev2-proposa
encryption aes-cbc-128

integrity shal

group 14

1

crypto i kev2 policy ikev2-policy

proposal ikev2-proposa

1

!

crypto ikev2 profile PROF

match identity remote key-id cisco

aut henti cati on remote eap query-identity
aut henti cati on local rsa-sig

pki trustpoint TP

aaa authentication eap eap-list-radius
aaa aut horization group eap |ist | KE2_AUTHOR LOCAL | KE2_AUTHOR_POLI CY
aaa aut hori zati on user eap cached
virtual -tenplate 1

crypto i psec transform set 3DES-MD5 esp-aes esp-sha- hmac

node tunne
1



crypto i psec profile PROF
set transform set 3DES- MD5
set ikev2-profile PROF

interface G gabitEthernet0/0
i p address 10.48.64.15 255. 255. 255. 128

interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabitEthernet0/0
tunnel node ipsec ipv4d
tunnel protection ipsec profile PROF

ip local pool POOL 192.168.0.1 192.168.0.10

radi us- server host 10.48.66.185 key cisco
EAP S2ELA @ Android B
Android @ strongSwan (Zl&, EAP ZRET I HEN H V) ET,

1. HBAEBIRZEMNICLET, ERIZLAEWVE, 100 A LD CERT_ REQ A" 3 FEBDO/NT
Y NTEBFENET,

2.ADFETAVR—BNUIEREDIRE (CA) ZERLET, I—FHENAT—RE
AAA H—NERIUICTRIHRENHYET,



F=

\ B iosvpn SAVE  CANCEL

losvpn

10.48.64.15

Type

IKEv2 EAP (Username/Password)

Usarmame

CISCO

Fazsword

CA certificate

Select automatically

Cisco

LISCD

EAP BEEF R b

CiscolOS Y7 R JITTHEAP OFBFAICKREEEZERT/NY T ZRICALET, AP TLT
2EBHIC, BEALEDHNNEBENATVEXRT,

debug crypto ikev2 error
debug crypto ikev2 interna
debug radi us authentication
debug radi us verbose

| KEv2: New i kev2 sa request admtted

| KEv2: (SA I D = 1): Searching policy based on peer's identity 'cisco' of type
'FQDN'

| KEv2: (1): Choosing IKE profile PROF

| KEv2: Sending certificates as X509 certificates

RADI US(00000025): Send Access- Request to 10.48.66.185:1645 id 1645/4,1en 110
RADI US: Received fromid 1645/4 10.48.66.185: 1645, Access-Challenge, len 79



RADI US(00000025): Send Access- Request to 10.48.66.185: 1645 id 1645/5,1en 141
RADI US: Received fromid 1645/5 10. 48. 66. 185: 1645, Access-Chall enge, |en 100
RADI US(00000025): Send Access- Request to 10.48.66.185: 1645 id 1645/6,1 en 155
RADI US: Received fromid 1645/6 10.48.66.185: 1645, Access-Accept, len 76

I KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =AABAB198FACAAEDE R _SPI =D61F37C4DC875001
(R) Msgl D = 00000004 CurState: R PROC EAP_RESP Event: EV_RECV_EAP_SUCCESS

| KEv2: | KEv2 | ocal AAA author request for 'IKE2_AUTHOR PCLI CY'
| KEv2: Recei ved group author attributes: ipv4-pool: POOL, route-accept any tag:1
di stance: 1
| KEv2: Al | ocated addr 192.168.0.2 from |l ocal pool POOL
I KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =AABAB198FACAAEDE R _SPI =D61F37C4DC875001
(R) Msgl D = 00000005 CurState: R VERI FY_AUTH Event:

EV_OK_RECD_VERIFY IPSEC_POLICY
%.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual-Accessl, changed state
to up

Android @O %#XICRLET,

OO[DWMN] Starting | KE charon daenmon (strongSwan 5. 1. 0dr 2,

Li nux 3.4.0-perf-gf43c3d9, armv7l)

00[ KNL] kernel -netlink plugin mght require CAP_NET_ADM N capability

00[ LI B] | oaded pl ugins: androidbridge charon android-1og openssl fips-prf
random nonce pubkey pkcsl pkcs8 pem xcbc hnmac socket-default kernel-netlink
00[LIB] unable to load 9 plugin features (9 due to unmet dependenci es)

00[ JOB] spawni ng 16 worker threads

13[ I KE] initiating IKE_SA android[1l] to 10.48.64.15

13[ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S IP) N(NATD_ D IP) ]
13[ NET] sendi ng packet: from 10.147.24.153[45581] to 10.48. 64. 15[ 500]

(648 bytes)

11[ NET] received packet: from 10.48.64.15[500] to 10.147.24. 153[ 45581]
(497 bytes)

11[ENC] parsed IKE_SA INIT response O [ SA KE No V V N(NATD_S | P) N(NATD_D_I P)
CERTREQ N(HTTP_CERT_LOOK) ]

11[ ENC] received unknown vendor |D:

43:49:53: 43: 4f : 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

11[ ENC] received unknown vendor |D:

46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52: 54: 45: 44

11[ I KE] faking NAT situation to enforce UDP encapsul ation

11[ I KE] cert payl oad ANY not supported - ignored

11[ | KE] sending cert request for "C=PL, ST=Malopolskie, L=Krakow, O=Cisco,
OU=Cisco TAC, CN=Cisco"

11[ I KE] establishing CH LD _SA android

11[ ENC] generating IKE_AUTH request 1 [ I D N(I N T_CONTACT) CERTREQ

CP( ADDR ADDR6 DNS DNS6) N(ESP_TFC_PAD N) SA TSi TSr N MOBI KE_SUP)

11[ NET] sendi ng packet: from 10.147.24.153[ 35564] to 10.48. 64. 15[ 4500]
(508 byt es)

10[ NET] received packet: from 10.48.64.15[4500] to 10.147.24. 153[ 35564]
(1292 bytes)

10[ ENC] parsed | KE_AUTH response 1 [ V IDr CERT AUTH EAP/REQ I D ]

10[ | KE] received end entity cert "C=PL, ST=Malopolska, L=Krakow, O=Cisco,
OU=TAC, CN=IOS"

10[CFG wusing certificate "C=PL, ST=Mal opol ska, L=Krakow, O=C sco, OU=TAC,
CN=I Cs"

10[CFG wusing trusted ca certificate "C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco,
OU=Ci sco TAC, CN=Ci sco"

10[ CFG reached self-signed root ca with a path length of 0

10[ | KE] authentication of '10.48.64.15' with RSA signature successful

10[ | KE] server requested EAP_IDENTITY (id Ox3B), sending 'cisco'

10[ ENC] generating | KE_AUTH request 2 [ EAP/RES/ID ]

10[ NET] sendi ng packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]

(76 bytes)



09[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(76 bytes)

09[ ENC] parsed | KE_AUTH response 2 [ EAP/ REQ TLS ]

09[ | KE] server requested EAP_TLS authentication (id 0x59)

09[ | KE] EAP method not supported, sending EAP_NAK

09[ ENC] generating | KE_AUTH request 3 [ EAP/ RES/ NAK ]

09[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(76 bytes)

O8[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(92 bytes)

08[ ENC] parsed | KE_AUTH response 3 [ EAP/ REQ MD5 ]

08[ | KE] server requested EAP_MD5 authentication (i d Ox5A)

O8[ ENC] generating | KE_AUTH request 4 [ EAP/ RES/ MD5 ]

O08[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(92 bytes)

07[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(76 bytes)

07[ ENC] parsed | KE_AUTH response 4 [ EAP/ SUCC ]

07[ 1 KE] EAP method EAP_MD5 succeeded, no MSK established

07[ 1 KE] authentication of 'cisco' (myself) with EAP

O07[ ENC] generating | KE_AUTH request 5 [ AUTH ]

07[ NET] sending packet: from 10.147.24.153[35564] to 10.48. 64. 15[ 4500]
(92 bytes)

06[ NET] received packet: from 10.48. 64. 15[ 4500] to 10.147.24. 153[ 35564]
(236 bytes)

06[ ENC] parsed | KE_AUTH response 5 [ AUTH CP(ADDR) SA TSi TSr N(SET_W NSI ZE)

N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG 1

06[ | KE] authentication of '10.48.64.15' with EAP successful
06[ | KE] IKE_SA android[l] established between
10.147.24.153[cisco]...10.48.64.15[10.48.64.15]

06[ | KE] scheduling rekeying in 35421s

06[ | KE] maxi mum I KE_SA lifetime 36021s

06[ | KE] installing new virtual IP 192.168.0.1

06[ | KE] received ESP_TFC PADDI NG _NOT_SUPPORTED, not using ESPv3 TFC paddi ng
06[ | KE] CHI LD_SA androi d{1} established with SPIs c776cb4f i ea27f072_o and

TS 192.168.0.1/32 === 0.0.0.0/0
06 DMN] setting up TUN device for CH LD_SA androi d{1}
06[ DWN] successfully created TUN device

COPlE, CiscolOS Y 7RI I T DIREZHEIRITDHEZRLET,

BSAN- 2900- 1#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |IKE Fragnentation

Interface: Virtual -Accessl
Upti me: 00:02: 12
Sessi on status: UP-ACTIVE
Peer: 10.147.24.153 port 60511 fvrf: (none) ivrf: (none)
Phasel_id: cisco
Desc: (none)
| KEv2 SA: local 10.48.64.15/4500 renpte 10.147.24.153/ 60511 Active
Capabilities:NX connid:1 lifetime:23:57:48
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 192.168.0.2
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 40 drop O life (KB/ Sec) 4351537/ 3468
Qut bound: #pkts enc'ed 5 drop O life (KB/ Sec) 4351542/ 3468

BSAN- 2900- 1#show crypto ikev2 sa detailed
I Pv4d Crypto I KEv2 SA



Tunnel -id Local Renot e fvrflivrf St at us

1

Auth

10. 48. 64. 15/ 4500 10. 147. 24. 153/ 60511 none/ none READY
Encr: AES-CBC, keysize: 128, Hash: SHA96, DH G p: 14, Auth sign: RSA,
verify: EAP
Lifel/ Active Tine: 86400/ 137 sec
CE id: 1002, Session-id: 2
Status Description: Negotiation done
Local spi: D61F37C4DC875001 Renot e spi: AABAB198FACAAEDE
Local id: 10.48.64.15
Renote id: cisco
Renote EAP id: cisco

Local req nsg id: O Renote req nsg id: 6
Local next nmsg id: O Renote next msg id: 6
Local req queued: O Renote req queued: 6
Local wi ndow: 5 Renot e wi ndow. 1

DPD configured for 0 seconds, retry O
Fragnent ati on not configured.

Ext ended Aut hentication configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assigned host addr: 192.168.0.2
Initiator of SA: No

RXDOEIF. Android DIREZHEITEHEEZRLET,



laal Saving screenshot..

ﬁ ADD VPN PROFILE

Status: Connected
Profile: iosvpn

Disconnect




n: iosvpn
. 00:02:48

16442 bytes / 73 packets
500 bytes / 5 packets

Disconnect Configure

RSA FRRE

RSA RRRLA® Cisco I0OS V7 NI T FREE

Rivest-Shamir-Adleman ( RSA ) ®EREE Tk, Android (&, CiscolOS V7 R I I 7 AN ZETT
SEHICHHEZEFELET, O, TORNT T4V IEBED IKEV2 Z7O7 7 14ILIZ/INA
Y RIBEAAEIYY THAVETT, 1— EAP RERFETT,

JE—K ET7 DO RSABAZRETDHEDHZRICRLERT,

crypto pki certificate map CERT_MAP 10
subj ect - name co androi d

crypto i kev2 profile PROF
match certificate CERT_MAP



aut henticati on remote rsa-sig

aut henticati on local rsa-sig

pki trustpoint TP

aaa aut horization group cert list | KE2_AUTHOR LOCAL | KE2_AUTHOR PCLI CY
virtual -tenplate 1

RSA S2EEA @ Android §&E

A—Y OLFov )L, I—YRABICEEMASATVERT,

SAVE  CANCEL

losvpn
.

' . e
Ll EwWady

10.48.64.15

IKEvZ Certificate

User certificate

CA certificate:

Select automatically

Cisco

LISCO

RSA RBEETA B

CiscolOS V7 R JIT7TH RSA DRALCKEEELTNY I ZRIIRLET, 20 PILT
2EBHIC, BEALEDHNNEBENATVERT,

debug crypto ikev2 error



debug crypto ikev2 internal
debug crypto pki transactions
debug crypto pki validation
debug crypto pki nessages

I KEv2: New i kev2 sa request admitted

I KEv2: (SA I D = 1): Searching policy based on peer's identity 'cn=android,ou=TAC,
o=Cisco, 1=Krakow, st=Malopolska,c=PL' of type 'DER ASNl1l DN’

| KEv2: (1): Choosing IKE profile PROF

| KEv2: Sending certificates as X509 certificates

I KEv2: (SA ID = 1): Peer's authentication nmethod is ' RSA

| KEv2: Peer has sent X509 certificates

CRYPTO _PKI: Found a issuer match

CRYPTO PKI: (9000B) Certificate is verified

CRYPTO_PKI: (9000B) Certificate validation succeeded

IKEv2: (SAID = 1):[Crypto Engine -> I KEv2] Verification of signed
aut henti cati on data PASSED

| KEv2: | KEv2 | ocal AAA author request for 'IKE2_AUTHOR PCLI CY'

| KEv2: Recei ved group author attributes: ipv4-pool: POOL, route-accept any tag:1
di stance: 1

| KEv2: Al | ocated addr 192.168.0.3 from |l ocal pool POOL

I KEv2: (SA ID = 1): SM Trace-> SA: | _SPI =E53A57E359A8437C R_SPI =A03D273FC75EEBD9
(R) Msgl D = 00000001 CurState: R VERI FY_AUTH Event:

EV_OK_RECD_VERIFY_ IPSEC_POLICY

%.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual-Accessl, changed state
to up

Android ®O7 % XICRLET,

OO[DWMN] Starting | KE charon daemon (strongSwan 5. 1. 0dr 2,

Li nux 3.4.0-perf-gf43c3d9, armv7l)

00[ KNL] kernel -netlink plugin mght require CAP_NET_ADM N capability

00[ LI B] | oaded pl ugins: androidbridge charon android-1og openssl fips-prf
random nonce pubkey pkcsl pkcs8 pem xcbc hmac socket - def aul t

00[LIB] unable to load 9 plugin features (9 due to unmet dependenci es)
00[JOB] spawni ng 16 worker threads

O5[ CFG | oaded user certificate 'C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco,
OU=TAC, CN=android' and private key

O5[ CFG | oaded CA certificate ' C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco,
OU=Ci sco TAC, CN=Ci sco'

O5[ I KE] initiating IKE_SA android[4] to 10.48.64.15

O5[ ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S IP) N(NATD D I P) ]
O5[ NET] sending packet: from 10.147.24.153[34697] to 10.48. 64. 15[ 500]

(648 bytes)

10[ NET] received packet: from 10.48.64.15[500] to 10.147.24.153[ 34697]
(497 bytes)

10[ ENC] parsed IKE_SA INIT response O [ SA KE No V V N(NATD_S I P) N(NATD_D_I P)
CERTREQ N(HTTP_CERT_LOOK) ]

10[ ENC] received unknown vendor |D:

43: 49:53: 43: 4f : 2d: 44: 45: 4c: 45: 54: 45: 2d: 52: 45: 41: 53: 4f : 4e

10[ ENC] received unknown vendor |D:

46: 4c: 45: 58: 56: 50: 4e: 2d: 53: 55: 50: 50: 4f : 52: 54: 45: 44

10[ I KE] faking NAT situation to enforce UDP encapsul ation

10[ I KE] cert payl oad ANY not supported - ignored

10[ | KE] sending cert request for "C=PL, ST=Malopolskie, L=Krakow, O=Cisco,
OU=Cisco TAC, CN=Cisco"

10[ | KE] authentication of 'C=PL, ST=Mal opol ska, L=Krakow, O=C sco, OU=TAC,
CN=android'" (nyself) wi th RSA signature successful

10[ I KE] sending end entity cert "C=PL, ST=Mal opol ska, L=Krakow, O=Ci sco,
OU=TAC, CN=androi d"

10[ | KE] establishing CH LD_SA android



10[ ENC] generating | KE_AUTH request 1 [ I D CERT N(IN T_CONTACT) CERTREQ
AUTH CP( ADDR ADDR6 DNS DNS6) N(ESP_TFC _PAD_N) SA

10[ NET] sendi ng packet: from 10.147.24.153[ 44527] to 10. 48. 64. 15[ 4500]
(1788 bytes)

12[ NET] received packet: from 10.48.64.15[4500] to 10.147.24. 153[ 44527]
(1420 bytes)

12[ ENC] parsed | KE_AUTH response 1 [ V IDr CERT AUTH CP(ADDR) SA TSI TSr
N(SET_W NSI ZE) N(ESP_TFC_PAD_N) N(NON_FI RST_FRAG

12[ | KE] received end entity cert "C=PL, ST=Malopolska, L=Krakow, O=Cisco,
OU=TAC, CN=IOS"

12[CFG wusing certificate "C=PL, ST=Mal opol ska, L=Krakow, O=C sco, OU=TAC,
CN=I Os"

12[CFG wusing trusted ca certificate "C=PL, ST=Mal opol ski e, L=Krakow, O=Ci sco,
OU=Ci sco TAC, CN=Ci sco"

12[ CFG reached self-signed root ca with a path length of 0

12[ | KE] authentication of '10.48.64.15' with RSA signature successful

12[ I KE] IKE_SA android[4] established between 10.147.24.153[C=PL,
ST=Malopolska, L=Krakow, O=Cisco, OU=TAC,
CN=android]...10.48.64.15[10.48.64.15]

12[ I KE] schedul i ng rekeying in 35413s

12[ I KE] maxi mum | KE_SA lifetinme 36013s

12[ 1 KE] installing new virtual IP 192.168.0.3

12[ I KE] received ESP_TFC_PADDI NG NOT_SUPPCRTED, not using ESPv3 TFC paddi ng
12[ I KE] CHI LD_SA androi d{4} established with SPIs ecb3af87_i b2279175_ o and
TS 192.168.0.3/32 === 0.0.0.0/0

12[ DMN] setting up TUN device for CH LD _SA androi d{ 4}

12[ DM\] successfully created TUN device

CiscolOS V7RI I T TR, BEBLVHEIEIC RSANFFEAETIAET, BIO>F VAT, #E
I EAP A'ERE &L L,

BSAN- 2900- 1#show crypto ikev2 sa detailed
I Pv4d Crypto I KEv2 SA

Tunnel -id Local Renot e fvrf/ivrf St at us
1 10. 48. 64. 15/ 4500 10. 147. 24. 153/ 44527 none/ none READY
Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp: 14, Auth sign: RSA,

Auth verify: RSA
Life/ Active Tine: 86400/16 sec
CE id: 1010, Session-id: 3
Status Description: Negotiation done
Local spi: A03D273FC75EEBD9 Renot e spi: E53A57E359A8437C
Local id: 10.48.64.15
Renot e id: cn=androi d, ou=TAC, 0=Ci sco, | =Kr akow, st =Mal opol ska, c=PL

Local req msg id: O Renote req nmsg id: 2
Local next msg id: O Renote next nmsg id: 2
Local req queued: O Renote req queued: 2
Local wi ndow. 5 Renot e wi ndow. 1

DPD configured for 0 seconds, retry O
Fragnentati on not configured.

Ext ended Aut hentication not configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assi gned host addr: 192.168.0.3
Initiator of SA: No

Android DREDFERRE, BINFUAEREKTT,

NAT DE#ICHSD VPN S*—RI I A -strongSwan 8K CiscolOS Y7 I I
T OFHR



COPITE. strongSwan FEAERRBOFIRICOVTHAL XY,

CiscolIOSY 7 R IJI T DOVPNT—KRTIADIPT RLAA172.16.1.15 510.147.25.80(C &R (C
T|ENTVDERELET, EAPFERIN ERE N E T,

M
(\ Internet P
_ﬂhnhffhﬁﬁ

wlan0: 10,147.24.153 [}
GO/0: 172.16.1.1 |

105 G0/0: 10.147.25.80 Android
T Strongswan

MNAT

CiscolIOS Y 7 R T T7IC 172.16.1.1 & 10.147.25.80 MO J5 M Subject Alternative Name A" & %
CEEAMRELTVET,

EAP FRREA" R ZI L =& . Android Tld. #EFRZ324TL . Subject Alternative Name #L5k ® Android
RETHEAENEETOIP 7PRLA (10.147.2580 ) ZHELFT, BRENFKHBLE T,



SEND LOG FILE

OJRROABZRLTVWET,

constraint check failed: identity '10.147.25.80" required

Android 2" &#] @ Subject Alternative Name #5538 ( 172.16.1.1 ) LA ZGHEINGZ W&, BEEHNRK
H#UFELLE

C CTl&, CiscolOS V7 kT FREEAE D Subject Alternative Name ([CEJED 2 DOF7 KL A
10.147.25.808 K T'172.16.1.1, Androidi&k, VPN —KRJ T A4 (172.16.1.1)DIP7 RLATH
IKEIDZ3EBDO/NTY hTEETRE, BRIALZERTLET,



SEND LOG FILE

OJRROABZRLTVWET,

no trusted RSA public key found for '172.16.1.1
L7Z=A" 27T, Android l&. IKEID Z%{E9 % &. Subject Alternative Name T IKEID Z#& &9 % &
ENFHYUERIN, YO IP T RLALAZEHIBNEE A,

X EAPFRRETE, CiscolOS V7 R I ITICK D TEFBENLZIKEID AT 2L KNTIP
TFRLALZBE>TVEY, RSAFZETE., IKEID 77 # )L NTREAE DN LA > TVE
T cNSOEZFBTEETSICE. kev2 Z7O7 74 )L Tidentity AX> REFEAL &
9,

3

REFITRE, WEBITTANDFIRZHEATEEXT,



NZ7)L21—hk

CCTR, BEDRZ TN A—FTA VT ERTERRHRETRLET,

strongSwan CA O#¥ ® CERT_REQ

strongSwan DFEAEDREN BEER (T 72K ) OFE, Android & 3FBO/NTY hTO
—HIL ARTOIXNTOEETEDHAAEN CERT REQ ZEELET, CiscolOS Y7 DI
Tk, ZHOMPEEREY —ERIEARBELRE T -0, EREZROVSIBENHYE
CB

*Jul 15 07:54:13: IKEv2:number of cert req exceeds the reasonable limit (100)

DVTI O R RILRET

RERNZILAVE—TIAA(VT) LETRRILRETZHRETD CEN L —BHVICEAR
TENTVETH, CCTRHRFETT, X4 F3Z YU VTI(DVTI) IZ tunnel source IX > RA'®
BERELET,

interface Virtual - Tenpl atel type tunnel
i p unnunbered G gabitEthernet0/0
tunnel source GigabitEthernet0/0
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

FOEE#&. CiscolOS Y7 RN I 7., RETF>7L—MA5so0—Z0cnERET7 IR A
/'5‘ TIAAZERLELDSETDE, ROELKDICIT—HNRENET,

*Aug 1 13:34:22 | KEv2: All ocated addr 192.168.0.9 from | ocal pool POCL

*Aug 1 13:34:22 |KEV2: (SA ID = 1):Set received config npde data

*Aug 1 13:34:22 | KEv2: % DVTl create request sent for profile PROF with PSH
index 1

*Aug 1 13:34:22 | KEv2: Failed to process KMI delete SA message with error 4
*Aug 1 13:34:24 | KEv2: Got a packet from di spatcher

*Aug 1 13:34:24 | KEv2: Processing an itemoff the pak queue

*Aug 1 13:34:24 | KEv2: Negotiation context |ocked currently in use

EED 2 #MEIZ. CiscolOS Y7 R JITIE Android S BIEEE N IKEAUTH Z2ZELET
o TONTY NEFROYFENET,

Cisco IOS V7 RV I T O/NT RHRER

. Cisco Bug ID CSCui46418, "IOSlkev2 ® IP 7 RL AN RSAFREED ID &L TEFE D
( 10S lkev2 ip address sent as identity for RSA authentication ) .
CHOTREERF, MREETITDLEHICFAAED IKEID 28 ET 5 & & strongSwan HIEL
L\ Subject Alternative Name (IP 7 RL A ) ZFBEMTED RV FRBABEICEZVEHE A,

. Cisco Bug ID CSCui44976, "10S PKI T X509v3 #L5R M Subject Alternative Name A 1IE L <
FRENEL (10S PKlincorrectly displayed X509v3 extension Subject Alternative


https://tools.cisco.com/bugsearch/bug/CSCui46418
https://tools.cisco.com/bugsearch/bug/CSCui44976

Name ) .
CHDREEHNEETDDIE, Subject Alternative Name ICEHD IP 7 RL AN HBBEE T
T, RBOIP7RLALEFFRTENETH, SIAEOFAICIEELEEA, (IHES
HEHrEEEh, ELKEBEhFET,

. Cisco Bug ID CSCui44783, subject-alt-name #5538 T CSR & 4K TE % 10S ENH PKI #4E
( 10S ENH PKI ability to generate CSR with subject-alt-name extension ) .

. Cisco Bug ID CSCui44335, "ASA ENH ZERAE x509 LR RRE N D

BEE 1T

. CiscolOS 15.3VPN A7 4F¥aL—>3>2 HA K
- Cisco |0S 15.3 Command Reference

- Cisco 10S Manager VPN Configuration Guide

- TOZAhIL BHR—BbE KRFI1 X2 DN - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCui44783
https://tools.cisco.com/bugsearch/bug/CSCui44335
//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ikevpn/configuration/15-mt/sec-cert-isakmp-map.html
//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-intro-ikev2-flex.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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