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crypto keyring DWPN_I KEv1l
pre-shared-key address 0.0.0.0 0.0.0.0 key cisco

crypto | oggi ng session

crypto i kev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_| KEv2

match identity renpte address 0.0.0.0

aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

crypto i saknmp policy 10
encr aes
aut henti cation pre-share

crypto i saknp keepalive 30 5

crypto i saknp profile DWPN_I KEvl
keyring DMWPN_I KEv1
match identity address 0.0.0.0

crypto i psec transformset |KEvl esp-aes esp-sha-hmac
node transport

crypto i psec profile DWPN_IKEvl
set transformset |KEvl
set isaknp-profile DWPN_I KEvl

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface TunnelO
desci pti on DWPN t unne
i p address 10.0.0.101 255.255.255.0
no ip redirects
ip ntu 1400
ip nhrp map 10.0.0.1 172.25.1.1
ip nhrp map multicast 172.25.1.1
ip nhrp network-id 1
ip nhrp holdtime 900
ip nhrp nhs 10.0.0.1
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel rnode gre multi point
tunnel key 0
tunnel protection ipsec profile DMVPN_ IKEvl isakmp-profile DMVPN_IKEvl

interface Tunnell

description Fl exVPN spoke-to-hub tunnel
i p address negoti at ed

ip ntu 1400



ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel destination 172.25.1.1

tunnel protection ipsec profile default ikev2-profile Flex IKEv2

interface Virtual - Tenpl atel type tunnel

description Fl exVPN spoke-to-spoke

i p unnunbered Ethernetl/0

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-mss 1360

tunnel protection ipsec profile default ikev2-profile Flex_|IKEv2

Cisco I0S1J 1) —RA15.3T &, IKEV2EISAKMPOEAE DO 7O7 7 A I %ZE N XIVRBRE TR
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DTERENDELSICHYELLE,
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T7IAATEBDF—ZRETEXRITN, BERIDODOMN VRN ZXBTAIEFTTERET,
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£9, EIGRPIIAR—IVY—AR—IV N RN ENLEETVJRBEBTDIEHICNRILA
VR—TIALAATOKT RNZALAXL, #HEEZHRLET, BGPIE/\7IL—2(10.1.1.1) &7
BEREHEFELET,

router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.101.0
passive-interface default

no passive-interface Tunnel 0

router bgp 65001

bgp | og- nei ghbor - changes

network 192.168.101.0

nei ghbor 10.1.1.1 renote-as 65001
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=7,

¥ ISAKMP & IKEV2 DR EICE T2 EERIAFZFTRARTENET,

crypto i kev2 authorization policy default
pool Fl exSpokes
route set interface

crypto i kev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_| KEv2

match identity renote address 0.0.0.0

aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

crypto i saknmp policy 10
encr aes
aut henti cation pre-share

crypto i saknp key cisco address 0.0.0.0

crypto i psec profile DWPN_IKEvl
set transformset |KEvl

crypto ipsec profile default
set ikev2-profile Flex IKEv2

interface Tunnel O
ip address 10.0.0.1 255.255.255.0
no ip redirects
ip ntu 1400
ip nhrp map nul ticast dynamc
ip nhrp network-id 1
ip nhrp holdtime 900
ip nhrp server-only
ip nhrp redirect
ip summary-address eigrp 100 192.168.0.0 255.255.0.0
ip tcp adjust-mss 1360
tunnel source LoopbackO
tunnel node gre multi point
tunnel key 0
tunnel protection ipsec profile DMVPN_IKEv1l

interface Virtual - Tenpl atel type tunnel
i p unnunber ed Loopback100
ip ntu 1400

ip nhrp network-id 2
ip tcp adjust-mss 1360

tunnel protection ipsec profile default
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REL £330 TRRXTVREOLEAUVBRZERLFT,
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DEREZE# T S o (Clisten-rangeZFERA L E T,

HIU—FRLAKZEEAETHhT, EIGRPEREE. tunnel0sRE ( IPEHN T RL AEIGRP

100 ) ZFERAL TENEZEEL., BGPRIRENT RLAZFERAL TENEZEALEFT, £HEF.
NHRPUR AL 923V aRTIZDEOICHETT, BEOWEICHLTEY BVWERY THERE
L. AAR—VB RN RN EZBUTEDHESHERITIANO=IXYE—>7'0830
(ICMP)USA ALY NTTF, CheDHIU—IE, NTERRAR—IBETREEENZIL—FT 1Y
FHOEEE/PRICHNMADEHICHERAENET,

router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.255.255
passive-interface default

no passive-interface Tunnel 0

router bgp 65001

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes

network 192.168.0.0

aggregate-address 192.168.0.0 255.255.0.0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renbte-as 65001
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WAL IPSec TORERZHIZL, BYIBTL 714V AN EIGRP & BGP TEJHEhTVWB &
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ZDBIT, Spokel ik, 2 20V IAVHFNT L—RIC&>THIBEENTVWSILERLET
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Spokel#show cry sess
Crypto session current status

Interface: Tunnell

Profile: DWPN_I KEvl

Session status: UP-ACTI VE

Peer: 172.25.1.1 port 500

Session ID: O

IKEvl SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

Interface: Tunnell
Profile: Flex_|KEv2
Session status: UP-ACTI VE
Peer: 172.25.1.1 port 500
Session ID 1
IKEv2 SA: local 172.16.1.2/500 renote 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

N=T714207O0RINZHERITDIEE., AN—29THFEREh, ELWTLT7 1 O0ANE
BEhE L 2BWRIDVEN BDYET, ChiFHRIICEIGRPTHERENET., NTHFRA/N—
ELTRABZE, B&T192.168.0.0/16 FRLA (HIVU—) FNTHS5EBEhTWB L
ERBELET,

Spokel#show ip eigrp neighbors

El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.0.0.1 Tu0 10 00:04:02 7 1398 0 13

Spokel#show ip eigrp topology

El GRP- | Pv4 Topol ogy Table for AS(100)/1D(192.168.101. 1)

Codes: P - Passive, A - Active, U - Update, Q- Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.101.0/24, 1 successors, FD is 281600
via Connected, Ethernetl/0

P 192.168.0.0/16, 1 successors, FD is 26880000
via 10.0.0.1 (26880000/256), TunnelO

P 10.0.0.0/24, 1 successors, FD is 26880000

vi a Connected, Tunnel O

R, BGP ZHEFRAL £ T,

Spokel#show bgp summary

(...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Qut Q Up/ Down St at e/ Pf xRcd

10.1.1.1 4 65001 13 11 3 0 0 00:06:56 1

Spokel#show bgp

BGP table version is 3, local router IDis 192.168.101.1

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmultipath, b backup-path, f RT-Filter,

X best-external, a additional-path, ¢ RIB-conpressed,

Oigincodes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found



Net wor k Next Hop Metric LocPrf Wi ght Path
r> 192.168.0.0/16 10.1.1.1 0 100 O i
*> 192.168.101.0 0.0.0.0 0 32768

HAHZKY, N7 FlexVPNIP 7 RLZ (101.11) &, AR—IOFFhENLT1O20FL 74«
YO R (192.168.0.0116 ) EZETEDXA/N—THDENRENET, €52, BGP REIL—F
1B —A (RIB) BEA 192.168.0.016 7L 71 Y VALK LTREL L2 EEE
CHSEET, COBER. L—TFT12J T—TLICITILBEETS, TOTLTAYVIADK
VB BIIL—MHBLEHICRELET, cOIL—BMNEEIGRP ICKYREL, L—FT12T0 F
— TN ERARBCETHREATEET,

Spokel#show ip route 192.168.0.0 255.255.0.0

Routing entry for 192.168.0.0/16, supernet

Known via "eigrp 100", distance 90, netric 26880000, type interna
Redi stributing via eigrp 100

Last update from 10.0.0.1 on Tunnel O, 00:10: 07 ago

Routi ng Descriptor Bl ocks:

* 10.0.0.1, from10.0.0.1, 00:10:07 ago, via Tunnel 0

Route netric is 26880000, traffic share count is 1

Total delay is 50000 microseconds, mninmmbandwi dth is 100 Kbit
Reliability 255/255, minimm MU 1400 bytes

Loadi ng 1/255, Hops 1

BT

HOEI23a> T, IPSece)—T420 Z7ORINOBENFREESh, BELEES V) (CHE
BELTVWBRZEAERELELE, BUT/VA ATDMVPNA SFlexVPNICBT T2 HEMERZRFE
D12k, PREZANL—FATFA1AZAAD)ZEETZETT, COBHITIE, AZP
BGP(iIBGP)MADIZ200T, EIGRPD M DADIIF0TT,

NZ74Y ONFlexVPNZIEEL<BBISICIE. BGPOLABNIZADAZETT . <DFITE.
REIL— R EATIL— N ZTNEFNEIGRP ADA230£240ICEEE N FF192.168.0.0/116 7L 7
1A

CNERBEIBDLONES 1 DOFEE. BGPAD ZHSTETT, L., BITRICEET
27O0JNLEBETF7 2N RNUANADEZE K, BAOHOID ICHEEZEXZAEMEI BT,

COBITIE, AR—V LOBEZEE TS 1-HIZ, debugiprouting AN RFEAZEhET,

X0V AVOBHRIEEBRY NDO—OTHERAEATWSEHEEIE., debugdNY > R
DERZEG. xOO9I ICRTshowdN Y RICIKELET, £, AR—2
EIGRP7OtAR/NT ENBZEREZBEITIXLEN HYET,

Spokel#conf t

Enter configuration comrands, one per line. End with CNTL/Z.

Spokel(config)#router eigrp 100

Spokel(config-router)# distance eigrp 230 240

Spokel(config-router)#°zZ

Spokel#

*QOct 9 12:12:34.207: ¥SYS-5-CONFI G_|I: Configured from consol e by consol e

*Oct 9 12:12:43.648: YOUAL- 5- NBRCHANGE: EI GRP-1 Pv4 100: Nei ghbor 10.0.0.1
(Tunnel 0) is down: route configuration changed

*Qct 9 12:12:43.648: RT. delete route to 192.168.0.0 via 10.0.0.1,



eigrp metric [ 90/ 26880000]
*QOct 9 12:12:43.648: RT: no routes to 192.168.0.0, delayed flush
*Qct 9 12:12:43.648: RT: delete network route to 192.168.0.0/16
*QOct 9 12:12:43.650: RT: updating bgp 192.168.0.0/16 (0x0) :
via 10.1.1.1

*Oct 9 12:12:43.650: RT: add 192.168.0.0/16 via 10.1.1.1, bgp nmetric [200/0]

Spokel#

*Oct 9 12:12:45.750: YOUAL- 5- NBRCHANGE: EI GRP-1 Pv4 100: Nei ghbor 10.0.0.1
(Tunnel 0) is up: new adj acency

COHAICE, ROKSIZ, FEIXREIDOEELTIAUNHYET,

cAR—TJ R AD FEEE Nz & 2FWRBL . BEEREZEMICILET,
=T 42T T=TILT, EIGRP 7L 74 VAN BERER TSN, BGP FFEAETIhET

EIGRP CRBDNTNOBEBERNIBEA 4 ICRYET,

TFINAATAD ZEETDE, FNAADPSHORY RD—IOANODNADINFEEZZ(TET,
HDOIL—BZHFIN—TFT AT EEDRSILITOINICEEELEBA, EEXE, EIGRP T4 AR
AN Spokel TIEXE D& (T, P71V IOZBIL—FTA2TTDLEHICITIRT
memutﬁmvét) NTREBEEhE (TF7ILMD )AD E#IFLET, OFY, NS
714 Y 9% Spokel I[CIRT =& (C DMVPN AFfEREhE T,

BEDFTIATRE, 774704 —IHNEBULAER—TIAATIER=2RZT7 14V UV ZHBE
TRLOSBBBEI RETDAREMN B ET, LEN 2T, NTTADZEETDHIC. IXTO
AR—DV TADZEEIIHLEN HWERT, CAHNETLERTOER, T 7 1Y J& FlexVPN
ICEEBITEIET,

EIGRP B0 B1T

DMVPN #'S EIGRP MOk Z3E1T79 S FlexXVPN ANDBITICOWTE, CORFIXMTHFEHLL
HALFELBA, EEL, IXNTZPEEI D ZOHICCTRRET,

DMVPN & EIGRP M5 % [8 UEIGRP Autonomous System (AS ; BESATAL) IIL—F 15
AVABRVAICEBMTEER T, ChiZkY, BEDRATOIUVZIVRETIL—T 1 TBERE
NMEIETNET, CNEIBEFHEREILELA,

FlexVPNE = (EDMVPNOWT A ZBIRTBICIE, EEBEN MV RXA—TIAAZEICERBDIELE
BEINETRDENTEET, LEL, IRITRRETIELAAN UV ER—T I AN FETSH
&, RETTL—RMVE—T I/ ATREENARETRHBEVIEICERELTEZY,
BITROFIVY

"BITEOFIVO, EOYaVTHEATABTOEAERKIC, IPsec EN—FT 12T 7OK
ONz#FEIIHBENHYET,

E#IC., IPSec #FEFEL £,

Spokel#show crypto session
Crypto session current status



Interface: Tunnell

Profile: DWPN_I KEvl

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID: O

| KEvl SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

Interface: Tunnell

Profile: Flex_|KEv2

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID 1

| KEv2 SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

BERULSIC, 220ty arvHFkREn, WAL 2 20707177 IPsecSANHY)E
ERD

AR—T T, EHIL—h (192.168.0.0116 ) . N\THSDEEIE>THY . BGP THHEE
£

Spokel#show ip route 192.168.0.0 255.255.0.0

Routing entry for 192.168.0.0/16, supernet

Known via "bgp 65001", di stance 200, netric 0, type interna
Last update from 10.1.1.1 00: 14: 07 ago

Routi ng Descriptor Bl ocks:

* 10.1.1.1, from10.1.1.1, 00:14:07 ago

Route netric is 0, traffic share count is 1

AS Hops O

MPLS | abel : none

BEIC. N\NTORICAmEnTVD AR—ILANIE., EIGRPENL TEBEhTVWBAXENH )
£9., COPITIRR, AR—DV2LANY T XY RFFIVIOEhTVWET,

Hub#show ip route 192.168.102.0 255.255.255.0
Routing entry for 192.168.102.0/24
Known via "bgp 65001", distance 200, netric 0, type interna
Last update from 10.1.1.106 00: 04: 35 ago
Routing Descriptor Bl ocks:
* 10.1.1.106, from 10.1.1.106, 00:04: 35 ago
Route nmetric is 0, traffic share count is 1
AS Hops O
MPLS | abel : none

Hub#show ip cef 192.168.102.100
192. 168. 102. 0/ 24
nexthop 10.1.1.106 Virtual-Access2

AT, BEENAFREREICEHFE N, vitual-access 12— T IA AN SOEAEICHE>TVET

o

T DD ERMEIH

cOtEI>arTR, COREFHICEHEIZTOMOEESHEBRICOVTHALEY,



BRFEOAR—OB XL

EIGRPA SBGPADBITTIE., 3 —KMAY NAAYTFUINBIEHREBET DD, AKR—7
BRRIWNGHEEZZTREBA, AR—TD3a—KRAY NAAYTF T, ADH2500, &KV
BHMNBNHRPIL— R ZEALE T,

T5LEL—RDPIZRICRLUET,

Spokel#show ip route 192.168.102.100

Routing entry for 192.168.102.0/24

Known via "nhrp", distance 250, netric 1

Last update from 10.1.1.106 on Virtual - Accessl, 00:00:42 ago
Routi ng Descriptor Bl ocks:

* 10.1.1.106, from 10.1.1.106, 00:00:42 ago, via Virtual - Accessl
Route netric is 1, traffic share count is 1

BITAR—V KB LVEBITAR—IMOER

FlexVPN/BGP IZF TICH D AR—IHFBITTOLANETERE> TV BEVWTNAALBETS
BE. NZ74YORBBENTZRNhET,

RETRTOELAZRICRLET,

1. AR—0&, BEDI—NIILYIOTYTERGTLET. Chix. NTIZK>TT RNEA
AEhBEHNIL— RN EZBUTELRTEDICHYET,

2. N7y RENT LA TEBENET,

BNTRNTY NEZWTEY, BEDIL—N LY IOTYTEZRTLET, ChiF, BB
NHRP RXA 2 D—BTHIFNDA2Z—TIA AN SELRITEDICBE T,

X EIO/NTERED NHRP XY NDJ—% ID I FlexVPN 8 kU DMVPN OlEA TRA Y E
EE
NHRP XY RD—7 ID i —EchTVTE, BITEADAR—TH FlexVPN XY ND—UTH
T7OT0REN—TAVTT35E, BEIFrRETDARMNIHYET, COFRICEFII—KD
YNARAYVTFUIERETRLEDICEAENDETHEENTVET, EBITORAR—TRE. >
S—RAYNRAYFUIERTIRIHENENT, DMVPN XY RD—ITHTDTORNER
TLESELET,

NZ7)L>a1—hk
COEIYAVTR, BAORSTLY 1—F 4 VI ET5 O —RIEAE NS 2 20HT
VOV THALET,

b2 XL ORIRTORE
KE %Y I—-Ya> kB384, ROFEERTLET.

1.RDIOXY RTHREDREZEEL XTI,



show cryptoisakmpsa- COAX Y RIE IKEVI EY > a>n&, EERX. BLUOBEZHS
MZULET, showceryptoipsecsa- CHOIAN RiE IPsecSA DT VT 1ET 1 ZBESHIC
LET, Z: IKEvI OBEEREAKVY . ZOH DD Perfect Forward Secrecy ( PFS ) Diffie-
Hellman ( DH ) Group fEl&. &#¥O K> X)) X2 IT—> 3 28I, PFS (Y/N):N, DH
group:none ERFJENET, L, F—BEBRIRELLEEZ, ELVENFNrRREIAET

o —DENMEIECSCug67056 TRREAETNTVERTA, NI TRH VY EH A, KEVIEKE2DELNE,
BETEFSAFAUTHRBO—BELTEREThDEWVWSCETT, BEIYTICREENEDH LT, ¥F—B4%
BRECOXMAETIhES., O, FUOF—BERETE. PFS (Y/N)N, DH group:none FRRENET. IKEVI T
E. 91499 T— REICF SA DERAFKEL, CREATE_CHILD_SA XY t—S C@RXMARAO— REGEETHEHOS
AEZazZ>IFsY, ChLE>THFULVRERFENEID DHNSA—RFEEEND LY, RBH2EETHD

efbAYET. show crypto ikev2 sa- COAX Y RiK ISAKMP EEABOH D ZRHLETH
. IKEV2 ICEIET9 ., show crypto session- cODIAX > REZOF/INA ATOREE{LEY S
Aa>OENHE D ERBELUET, show crypto socket- CHIAN > RIFES{LY T Y bORE
ZRLULET, showceryptomap- cOIAX >V REA 2V E—T7I/AACHITSD IKEZTAT77 A
ILEIPsec 7O77AILDIVYE> T ERLUET, showipnhrp- 2COANY REEF/INA A
HSDONHRP BEERBLET, ChIE FlexVPN Y N7 Y TORAR—THE, XV
DMVPN €Y K7 Y 7DAR—VBBROCRAR—VENTBOBHEONA T4 2 J &L
5F7,
2. NORINOELET/NY T TBLEHICEK., ROON REFERHALET,

debug crypto ikev2debug crypto isakmpdebug crypto ipsecdebug crypto kmi
I—bMEEORE

EIGRP E N RO ARSI 1—RNTHEHICFERATES, EREIOT RO—BEIRICKL
x99,

. show bgp summary - cONY Y RZFEAL T, EREhEXRAN—BRTTOREBZRFEL
£7,
- show ip eigrp neighbor- cOY > KRZEMAL T, EIGRP L&Y EREEhTVWEIRSM/N—%
RLET,
.showbgp- 2OAX REEAHL T, BGP THBEhETL 71 v OREMRBLET,
- show ip eigrp topology - cOY > KEAL T, EIGRP ZEBU TEBEhETL 71V
AERLET,
2ELETLTAVIARNN—TFAITT—=TILAVARN=ILENTWVWR T LTIV IARLE
BARALEZH>THBLKENEETT, fFHlICOVWTIRE, ATINEED "Route Selection in
Cisco Routers; . F7=I& TRouting TCP/IP Cisco Pressa 2B L T &\,

B EER

ASRIK [l GRE NV R EBERU &S BERIHYET, Shid. CiscoBug D
CSCue00443TBIFENTVWET, BEATIE, CiscolOSXEY 7RI T T U—R312THIE
HATZ1—)LEhTVET,

BED ) —ZAANRAARICE > EBROBAZELIZERRONTZEZRZL T EE L,


/c/ja_jp/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
/c/ja_jp/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
http://www.ciscopress.com/search/index.asp?query=Routing+TCP%2FIP
https://tools.cisco.com/bugsearch/bug/CSCue00443
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