FPATIF—=I&

SGT By —> KR—A 7
T4 R¥ T EH

& O TrustSec SGT 1
L 7= IKEv2 OE&EHI

A&

BE

HIIERH
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FHTRZAR—FK b

t¥a)F4 FGIN—T 2T (SGT)

XY RI—=UK

Traffic flow

TrustSec 257 RDE&TE

DZAT > NDEEE

3750X-5 & R1 B ® SGT Exchange Protocol

=
20V

R1 & R2 B ® IKEv2 DERTE
=
ESP/NT Y N LRI DOHESR
IKEV2DZE & LY : GREZE i IPsecE— R
IKEv2 ' 5D SGT 2 J ICE < ZBF

=
20V

SXP BH®O SCTYXYEVHICETL ZBF
£

O—RXv7

KZ7)a—b

B E B R

B=

CORFIARNTR, AV2—FXYNF-ITIARAFIOD N=2322(IKEV2) &EF2
T4 IN—7 27 (SGT) ZEALT. VPN R RIILICEBENBINTY NIETZRTBH
ECODVWTBALET, COFRALCR-—BRNEBALERJNIEENTVET, CORFIXY
RTEE, SGCTRIEY—R—A TT7ATT#F—)L (ZBF ) ICDOVWTEEFHAL, 2 20>FUF%
BNALET,



CIKEV2 RO RILDSZEE NI SGT XV ICE T ZBF

. SGT eXchange Protocol (SXP )XYy EVJICETIL ZBF
IRXTOBIZ, SCT RV NDEFHEERIATDIEOONT Y N LRILOFNYITHNFEENRTY
£9,

= 343

=4
ROEEICHTZABN 6B M ERENET,

. TrustSec AV R—% > N O ER A

. Cisco Catalyst A/ Y FNDIAN > RSA>2 AR —T I A4 A (CLlI) BREDEB A
. Cisco Identity Services Engine ( ISE ) M & EiZ2 5
V=IUR=RATFPATIA=)OEBAE

- IKEv2 ([C B9 % B AN

E IR D St 7
CORFIAYNOERE, KOYTRITTEN—RIITON-TIAVIETVTLET,

- Microsoft Windows 7 & Microsoft Windows XP

. Cisco Catalyst 3750-X Y 7 kT 7 U1)—2Z 15.0 LA&

. Cisco Identity Services Engine V7 Rk T 7 DU—Z 1.1.4 L\

VTR ITFT VD)—=RA1532)T BN M4 2 A N—=)L& 17z Cisco 2901 H—EAHKER )L —
X (ISR)

¥ IKEV2IEISR Generation 2(G2) 7’2 Y R 7 #—ATHHHPR—KRENTVWET,

CORFIXYNOBERE. BREDFARRRICHDITNAACETVWTHREhE L, CORFIXNTHEATRZIINTOTF
NAAR, B (TF72LEN ) REOREASEBHLTVET, HROXY NT—IFRBEBAPTHREEICR. ENLS5IX
VRIZDOVWTE, TOBENEHECODVTRECERL THBENfHVET,

t*1)F4 JIN—7 2T (SCT)

SGT., IPZRLACEIAMBVEEAEAEFIUT 1 RID—EFRATZIELDICERFTS N
Cisco TrustSec Y )1 —>3> F—FFTO0F v O—ETI,

TrustSec V72T RADKZ 74 Y Uk SCT 2T 2> THEEh, N—FTEhEd, 20
RIICEITVTIRNT T4V 0T ANEIITTDEF1UT 14 RIS —ZERTEET, TN
TORID—E, ISELS—THWICEEE N, TrustSec 77V RADITXNTOFNA AICEBHEE
nEXY,

SCTRTICEIZEHREETLOIC, 80219 RV ICNIIEELFKDIETI—HYRY KN 7
L—LABEEIATVWERT, BEEhIA—HZRY N T7L—LAR, BRENEZDAD FNAAT
BUNEREATERLA, EECEERXZUATICRLET,



ETHTYPE :Ox82809

- CMD Etherlype  Version Length  SGT UptType  SGT Value  Uther CWD Uptions

Cisco Meta Data 16 bit |:64| mm}

Cisco XZ7T—XR (CMD ) 714 —=J)LRIF, COBHIDOLSIZ, FHENTWVWBDEEFRT MACT7 RL
Z74—)LK (SMAC) £/ 8021 71 —L ROBE&AILBEAT hET,

VPN BH T TrustSec V725V RICEHKTSD I, IKEZORMIIE IPsec 70 N DA HERE
NELLZ, IPsec A2 T4 RF T EREND COHREFERATIIE, SGT 2T %
Encapsulating Security Payload (ESP ) /N Y R TCEE TR ENTEERT, ESPARIO—RE
INTY RBEORAMO—ROEFOSNAIKRDODCMD 71 —)LRZEETEDLSICEEFEIFE
T, A, 412 —FY MEHTHEFET B EESLE N Internet Control Message
Protocol ( ICMP ) /¥4 ¥ K IZ (& [IP][ESP][CMD][IP][ICMP][DATA] # &£ h TV E T,

FHICOVTE, EE0E2HTHALEY,

ﬂgll

E

p:

TIORTYNADER=T)RY—) (BHFI—FER) &, H$EO show AY¥> RzHR
—RMLUTVWET, show AN ROE IO DM ZRTRT SIZE. Output Interpreter Tool Z fF
ALEY,

debug AV REMATHEIIC, TNV IRV ROEBLER, 23BLILKEEV

XY ND—IR


/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

SXP session

(10.48.66.129)

SXP speaker SXP listener

Trunk withoul SGT tagging ——

— T —

B750X-5 3750X-6

R1
SGT aware ZBF

G (SXP)

Lo _,i'
192,168.100.1 f Interneat
LY

£ R2 b
== SGT aware ZBF 'H"-'“-x, e
{inline SGT) T
Wi
WindowsXP

192.168.2.200
5GT=3

Traffic flow

SOxY NT—Y Tk, 3750X-5 & 3750X-6 A TrustSec ¥ 5 KMERMD Catalyst A1 ¥ FTF
o MADAAYFTIZTVRIZSMT S /- BE Protected Access Credential ( PAC ) 7’'O0E
Da”ZVINERENET, 3750X-5 F>—REL T, 3750X-6 IEIET— R FNAAELTHER
TENET, MEFDRAYFREONT 714 Y Uk, MACsec THEFILEh, ELLKXITFIFEhE
CB

Windows XP Tl&, XY RD—DICT O ERATBEHIC 802 Ax FEAENET, BEEICKINTS
ELVISEREDOEYSAVICERATS SCTRIEMZIRLET, TOPCASREETNEINT
DRNZ 714V OICSCGT=3Z2FALEEZINFFTHSsNhET,

I—Z1(R1)EIL—F2(R2)IE2901ISR TT, ISRG2 ik, BE, SCGT XF¥ T &2HYR—
RLTULWEWVESD, R1&ER2IE TrustSec 72 ROAZBIZEEEES N, SCTRIZETLSIC
CMD 71 —JLRABEEhA/A—HYZRYKN TJL—ALAZRBLEEA, TDOLSH, 3750X-5 15
R1A®DIPISGTIYXYEVIICETRBHEGLETE-HIC SXP FEAENET,

R1ICIE, VE—N O —232(192.168.100.1 ) BTCDRTS 74V U R REITDLSICKRES
N, A4 BFXFINFEMCHEL2>TVS IKEV2 RURIUABERBENTVET, IKEV2 202
IT—>3a>EIC. RINR2ICEEETNDESP/NTY NADOERITFHERHBLET, ZFTEF
3750X-5 S ZELESXP F—RICETIEET,

R2IF, TORZ 714V 0%ZZELT, FBFELESCTRIVICEISVT, ZBF TERESNEFED
TOIAVERERTIDENTERT,



RI LTEAUFIY 3V ERATEET, SXPYYEL T EEATAE, R B, SGT 7L—
LAGAR—REATWEVEATE, SGT XY IESVT LAN A SERELL/NT Y hE RO Y
TIBIENTERT,

TrustSec V577 ROERE

REDBHDATY TIE, TrustSec V75T RZEBETZETT, MAHD 3750 AL Y FTUT
BETTHILENHVYET,

. TrustSec 75 KR (ISE) ICXIBERAICFERE NS PAC ZEIELET,
CRYRND=OFNAATRIZYSI3> QA MAO—JL (NDAC ) 7O AZFRIEL THEBE
F: S
- )20 ET® MACsec x 1< I —2 3/ IZ Security Association Protocol ( SAP ) Z#A L &
ER
COATYZR, COFERABFICEMSETTN. SXP7OR NN ELSHETZLEHICHELED
TTREBYVEBA. R1IIE, SXPYYEVITEIKEV2 A TA RF T 2RTITBHHIC ISE
NS PAC RERRETF—FXZHBIIHERZFHIEHEA,

3

3750X-5 & 3750X-6 D> U Tk, 802.1x IC&k > TRII I — &z MACsec BES LA E
AEh&ET. BADRAAMYTH, EFVICL>TEFE NI SCT RV ZFEHLTRETANET,

bsns-3750-5#show cts interface
Global Dotlx feature is Enabled
Interface GigabitEthernetl/0/20:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "3750X6"
Peer's advertised capabilities: "sap"
802.1X role: Supplicant
Reauth period applied to link: Not applicable to Supplicant role
Authorization Status: SUCCEEDED
Peer SGT: 0 : Unknown
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Version: 2

Configured pairwise ciphers:
gcm-encrypt

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher: gcm-encrypt
Propagate SGT: Enabled

Cache Info:
Cache applied to link : NONE

Statistics:
authc success: 32
authc reject: 1543

authc failure: 0



authc no response: 0

authc logoff: 2
sap success: 32
sap fail: 0
authz success: 50
authz fail: 0

port auth fail:

AAYFETEREO-INR— 7\7'7127\]/|\I:l JJUABN (RBACL ) ZEHRATA_&@FTE
FBA. chSDORUZ—F, ISE LTERES I, HENICASYFICATVO—RENET,

D974F > hORRE

77’(} /I\(.i 802.1x, MAC wu\nIE/\’r/\X(MAB) 357"3: Web wu\nﬁﬁﬁﬂqzéiio IEL
WRTAL=ILotEFa1)74 JIL—THRENDELSICISE ZRELTLSEEL,

st ranfns
CISCO Identity Services Engine

I'i'l Home  Operations « Folicy w Administration w

|ﬂ Authentication IEA Autharization |°_‘34 Frofiling @d Posture |&d Client Provisioning

Dictionaries Conditions Fesults
i Security Groups List = VLAN2O
Resulis .
Security Groups
[ ) .
— MName | viaNz0
= E Sty
— Description
| Authentication SGA For VLANZ0 PC
k|| Authorization
| Profifing
bl :
| Posture Security Group Tag (Dec / Hex): 3/ 0003
¥ || Client Provisioning - -
* || Security Group Access S feset

P Security Group ACLs
* | Security Groups
@ Unknooan
(G VLANTO
& VLAN1DD
(& VLANZO
| Security Group Mappings

- -




bsns-3750-5#show authentication sessions interface gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20
SGT: 0003-0
Session timeout: N/A
Idle timeout: N/A
Common Session ID: C0A80001000006367BE96D54
Acct Session ID: 0x00000998
Handle: 0x8B000637

Runnable methods list:
Method State
dotlx Authc Success
mab Not run

BB, 3750X-5 15 TrustSec V57 RHDMBDAA Y FICEEENhDIVZA4TNNST
1Yk SGT=32FEALTRIFHEhET,

HAIL—=ILOFIICDVTIE., TASA & KU Catalyst 3750X = 1) —A A4 Y F TrustSec D& EH
BLRUOKRS TN a—F 1420 HAR, ZBBLTLLEZL,

3750X-5 & R1 B ® SGT Exchange Protocol

R1l&. CMD 714 —J)LRZELA—HRY BN JL—LZRELAEV 2901 ISRG2 )L—Z2 D=8
TrustSec 72 RICSIMTE XA, LEDN DT, SXP IF 3750X-5 L TEREETNET,

bsns-3750-5#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.10

cts sxp default password cisco

cts sxp connection peer 192.168.1.20 password default mode local

SXPIE R1 LTEREENET,

BSNS-2901-1#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.20

cts sxp default password cisco

cts sxp connection peer 192.168.1.10 password default mode local listener
hold-time 0 O

32

R1AIPISGTYYEV JRBEZFBLTVWB L2 HELET,


/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
/c/ja_jp/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

BSNS-2901-1#show cts sxp sgt-map

SXP Node ID(generated) :0xC0A80214(192.168.2.20)
IP-SGT Mappings as follows:

IPv4,SGT: <192.168.2.200 , 3>

source : SXP;

Peer IP : 192.168.1.10;

Ins Num : 1;

Status : Active;

Seq Num : 1

Peer Seqg: 0

CHREAT., R1IE, 1921682200 A SZFELEITNTORNT 714 v 0% SGT=3 L TEITF
TENRTVRDPDOELSICMIEBTEIUREN HD L ZRBLTVET,

R1 & R2 EjM IKEv2 OFE

ik, IKEv2 AN—hK F7 2 )L M EFER L 2B #i% Static Virtual Tunnel Interface ( SVTI ) X
—ADTFTIATYT, BERRHEF—HFRILCFEARAE A, null BSILA ESPNNTY RO HERSIC
THEHICFERAENET, 192.168.100.024 NDIXTDOKRZ 714 Y OH, Tunnel 12 32—7
I/ ARBHTEFEIhET,

Zhix R1 OEETT,

crypto ikev2 keyring ikev2-keyring

peer 192.168.1.21

address 192.168.1.21

pre-shared-key cisco

1
crypto ikev2 profile ikev2-profile

match identity remote address 192.168.1.21 255.255.255.255
authentication remote pre-share

authentication local pre-share

keyring local ikev2-keyring

crypto ipsec transform-set tset esp-null esp-sha-hmac
mode tunnel
!
crypto ipsec profile ipsec-profile
set transform-set tset
set ikev2-profile ikev2-profile

interface Tunnell

ip address 172.16.1.1 255.255.255.0

tunnel source GigabitEthernet0/1.10

tunnel mode ipsec ipv4

tunnel destination 192.168.1.21

tunnel protection ipsec profile ipsec-profile

interface GigabitEthernet0/1.10
encapsulation dotlQ 10
ip address 192.168.1.20 255.255.255.0

ip route 192.168.100.0 255.255.255.0 172.16.1.2
R2 Tk, XY RD—7192168.2.024 BTDINXTDOVE—2 RNZT7 4V N Tunnell 41 2 X
—7 I ARHTEFEEIET,

crypto ikev2 keyring ikev2-keyring



peer 192.168.1.20
address 192.168.1.20
pre-shared-key cisco

crypto ikev2 profile ikev2-profile

match identity remote address 192.168.1.20 255.255.255.255
authentication remote pre-share

authentication local pre-share

keyring local ikev2-keyring

crypto ipsec transform-set tset esp-null esp-sha-hmac
mode tunnel

crypto ipsec profile ipsec-profile
set transform-set tset
set ikev2-profile ikev2-profile

interface Loopback0
description Protected Network
ip address 192.168.100.1 255.255.255.0

interface Tunnell

ip address 172.16.1.2 255.255.255.0

tunnel source GigabitEthernet0/1.10

tunnel mode ipsec ipv4

tunnel destination 192.168.1.20

tunnel protection ipsec profile ipsec-profile

interface GigabitEthernet0/1.10
encapsulation dotlQ 10
ip address 192.168.1.21 255.255.255.0

ip route 192.168.2.0 255.255.255.0 172.16.1.1
MADIL—BRTAVTAVEFTZEBNCTREHICHELIT Ri, crypto ikev2 cts sgt_]
N REWFTT,

3

A4 BF V02XV TI—NI2BENFHYVET, 1 2BE 2 D2BD IKEV2 NTY KT,
BEORKHA—IDAEEEATVET,



4 192.168.1.20

5192.168.1.21
6 192.168.1.20
7 192,168.1.21
8 192.168.1.20
9 192.168.1.20
10 192.168.1.21

192.168.1.21 544 IKE_SA_INLT
192.168.1.20 ISAKMP 448 TKE_SA_INIT
192.168.1.21 ISAKMP 636 IKE_AUTH
192.168.1.20 ISAKMP 332 IKE_AUTH
192.168.1.21 ISAKMP 124 INFORMATIONAL
192.168.1.21 ISAKMP 124 INFORMATIONAL
192.168.1.20 ISAKMP 124 INFORMATIONAL

- - A - - - - . -

Type

Type Payload:
Type Payload:
Type Payload:
Type Payload:
Type Payload:
Type Payload:
Payload: Notify (41)

[ LIMLLIdLOT COURIE, EUZ0ES Laule LIddd
Responder cookie: 0000000000000000
Next payload: Security Association (33)
Version: 2.0
Exchange type: IKE_SA_INIT (34)

» Flags: 0x08

Message ID: 0x00000000

Length: 516

Type Payload:

Security Association (33)

Key Exchange (34)

Nonce (40)

Vendor ID (43) : Unknown Vendor ID
Vendor ID (43) : Unknown Yendor ID
Vendor ID (43) : Unknown Vendor ID
Notify (41)

Wireshark TREENBEV 3 DORIA—ID(VID) AHYWET, ThSFUTICEBALET,

- AOTHR—RNE 5 DELETE-REASON
- AOATHR—NE NS FlexVPN
SGTA VT4 BF 2T
chZEFNYITTRIILET, IKEV2AZI—RTHD RIFUTEEEBELET,

debug crypto ikev2 internal

*Jul 25
*Jul 25

*Jul 25
*Jul 25

07:58:10.633:
07:58:10.633:

07:58:10.633:
07:58:10.633:

IKEvV2

IKEvV2
IKEvV2

:Construct Vendor Specific Payload: DELETE-REASON
IKEV2:

(1) : Sending custom vendor id : CISCO-CTS-SGT

:Construct Vendor Specific Payload: (CUSTOM)
:Construct Vendor Specific Payload: (CUSTOM)

R1A2D2HOIKEV2 NTY NEFU VID ZZELET,

*Jul 25
*Jul 25
*Jul 25
*Jul 25

*Jul 25

07:58:10.721:
07:58:10.721:
07:58:10.721:
07:58:10.721:

07:58:10.725:

IKEvV2:

IKEvV2

Parse Vendor Specific Payload: CISCO-DELETE-REASON VID

:Parse Vendor Specific Payload: (CUSTOM) VID
IKEvV2:
IKEvV2:
NOTIFY (NAT_DETECTION_SOURCE_
IKEvV2:

Parse Vendor Specific Payload: (CUSTOM) VID

Parse Notify Payload: NAT DETECTION_SOURCE_IP

IP)

Parse Notify Payload: NAT DETECTION_DESTINATION_IP

NOTIFY (NAT_DETECTION_DESTINATION_IP)



*Jul 25 07:58:10.725: IKEv2:(l): Received custom vendor id : CISCO-CTS-SGT

TN, MAITESP RAO—ROKXEAND CMD F—ZOBAICARELET,

KEV2 EF¥ 21T 4 PYSTI—232 (SA)ZFIVILT, COREERIELET,

BSNS-2901-1#show crypto ikev2 sa detailed
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
1 192.168.1.20/500 192.168.1.21/500 none/none

Status
READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth

verify: PSK
Life/Active Time: 86400/225 sec
CE id: 1019, Session-id: 13
Status Description: Negotiation done
Local spi: 1A4EQ0F7D5093D2B8 Remote spi: 08756042603C42F9
Local id: 192.168.1.20
Remote id: 192.168.1.21

Local reqg msg id: 2 Remote req msg id: 0
Local next msg id: 2 Remote next msg id: 0
Local reqg queued: 2 Remote reqg queued: 0
Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry 0
Fragmentation not configured.

Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is enabled
Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

Windows 724 7> hH S5 192.168.100.1 ICRT 7 4 Y U FEFEE NS, R1I FUTERRL

x9,

BSNS-2901-1#sh crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

Interface: Tunnell
Uptime: 00:01:17
Session status: UP-ACTIVE
Peer: 192.168.1.21 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 192.168.1.21
Desc: (none)
IKEv2 SA: local 192.168.1.20/500 remote 192.168.1.21/500 Active
Capabilities: (none) connid:1 lifetime:23:58:43
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4227036/3522
Outbound: #pkts enc'ed 9 drop 0 life (KB/Sec) 4227035/3522

BSNS-2901-1#show crypto ipsec sa detail

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.168.1.20

protected vrf: (none)



local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 192.168.1.21 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#pkts no sa (send) 0, #pkts invalid sa (rcv) 0

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: 0

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0
##pkts replay failed (rcv): O

#pkts tagged (send): 9, #pkts untagged (rcv): 4

#pkts not tagged (send): 0, #pkts not untagged (rcv): 0
#pkts internal err (send): 0, #pkts internal err (recv) 0
#send dummy packets 9, #recv dummy packets 0

local crypto endpt.: 192.168.1.20, remote crypto endpt.: 192.168.1.21

plaintext mtu 1454, path mtu 1500, ip mtu 1500, ip mtu idb
GigabitEthernet0/1.10

current outbound spi: 0x9D788FE1(2641924065)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0xDE3D2D21(3728551201)
transform: esp-null esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2020, flow_id: Onboard VPN:20, sibling_flags 80000040,
crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4227036/3515)
IV size: 0 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x9D788FE1(2641924065)
transform: esp-null esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2019, flow_id: Onboard VPN:19, sibling_flags 80000040,
crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4227035/3515)
IV size: 0 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
BSNS-2901-1#

BITFEONTY RFEBENTVRZEILEFELTLKEEL,

NS 74V OTIE, R1 A Windows 954 TF > RMDS R2ICEFENDNTT7T14v 01227
FTTRDUENHDBEIC. ESPNTY RN SCT=32FALTELLEZIFITEhTWBR L
EHEFELET,



debug crypto ipsc metadata sgt
*Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200

ALY FHSREETNIZREL VLAN PESDORNZT74Y VRBFTT7#)LKT SGT=0 ICEREE 1
x9,

*Jul 23 19:43:08.590: IPsec SGT:: inserted SGT = 0 for src ip 192.168.2.10

ESP NTY N LXRILORER
ROEICRT KSIC, Embedded Packet Capture (EPC ) Zf#RL T R1IAS R2AMESP 5
714V 0 BELET,

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Bacaga ~PEXeS “es2xuFI2 EE QA MR L §

Filter:l ﬂExpression.._ Clear Apply Sawve

No. |Source Destination Protocol | Length| Info
192,168.1.21 112 ESP (SPI=0x2b266a93)

b Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits)
P Raw packet data
b Internet Protocol Version 4, Src: 192,.168.1.20 (192.168,1.20), Dst: 192.168.1.21 (192, 168.1,21)
= Encapsulating Security Payload
ESP SPI: 0x2b266a93 (723937939)
ESP Sequence:; 13
= Data (84 bytes)
Data: 84818180000100034500003cdcd400007fA176d2c0a802c8. .|
[Length: 84]
NULL Authentication

04 61 01 60 06 61 00 83 45 00 60 3c dc d4 60 O
7f 08l 76 d2 c0 aB ¢ A N i i S
6l 62 63 65 66 67 68 60 Ga 6b Gog. . i.abcd efghijkl

75 76 77 61 62 63 64 65 mnup-qlst uvwabcde
be 6 4e 5d 82 ea 19 ac

Wireshark &, 2+ 1T 14 NFX—R A2FYOAX(SPI) D null E5{tEFI—RTBDH
CEAETNET, IPUAYE—RHOREETIPEREIPRIL—FZD/EZ—ZYNIPF7RLA
TT (M RILDEBRERBEELTERAETNET ),

ESPRAO—RIZIE., FBETERBAXRTENLZSNA RO CMD 74 —J)LRAEEFIATVET,

- 0x04 : IP THBRDOAY S —

L0x01: RE (AYVE—DBDIDANA D, AVEZ—BEHT8/NMN)

. 0x01: /N—>3> 01

- 0x00 : FHIF M

. 0X00 : SGT R (£ET4/N1 K )

. 0x01 : SGT &4 7

. 0x0003:SGTR Y ( &RED2F V7T Y ME00 03, SGTIEWindowsZ 54 7> MZERAE 1S



)
IPsec IPvd E—RARYZIL AV E—T7IARICERENATVS 1%, BRETRFERRE AR
DAYH—HIP TF, EETIP & cOa8 02 c8 ( 192.168.2.200 ) T. 384 IP & cO a8 64
01 (192.168.100.1) T9. 7O RIILBESE ICMP % T 1 T,

BHOAYH—F, 217080k 8(ITI—BER) OBFETRBRRE L ICMP TY,

R ICMP RAO—RT, 2NAM MR (D2FY, anS8iETOXF) TT, RORAMO—RIF
Windows 954 7> NICHEWNEZEDTT,

VDO ESPAYA—AICMP RAO—RICHEEET,

. 0x01 0x02 : NF 1>,

. 0x02 : NTF1 VUK,

.0x63: "EEOTTANR—KINBEEAARL OFORNIIN 0x63 ZEEIADAYA—, Zhi
IRDTA—=)LR (ESP TF—RXAOKIDT7 1 —=)LR )N SCGT RITHBD_&&ZRLET

12/\4 NOEEMF IV UE,
CMD 714 —J)LRiF, BERFES{LEND ESPRAO—RALLHY XTI,

IKEV2DO & & L IR : GREE =k IPsecE— R

CCETR., ChsnBITRRIL E—RIPsecIPv4 ZFEALTEEL . BHIL—FT127
A7 EILGREyE—RZFEATRDEES K ETH,

IL—32A B IP/NTY RE GRE RICATEILILT D E, TrustSec AO—HIICREEShEEED
ELTEONTYNERRLULET, 2FV ., GRENT Y KDOIEETH Windows 9S54 T NT
FE<, L—RICBEVWET, CMD 74 —J)LRABMENEHEE. B, BEOZRTORDVIC
F7F)I KN RT (SGT=0 ) NMEAEThFET,

NZ7 499K IPsec IPvd E— R® Windows 754 7> N (192.168.2.200 ) A SEEE hi-i§
&k, SGT=3 R RENET,

debug crypto ipsc metadata sgt
*Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200

EEL, BUNZ 74V I9DOR RN E—RAGRE ICEEE NS, SGT=0 f'RRENET,
CDHITIE, 192.168.1.20 "N RIEETIP T,

*Jul 25 20:34:08.577: IPsec SGT:: inserted SGT = 0 for src ip 192.168.1.20

F:LENST, GREZEALBVIELRIEREICEETT,

Cisco Bug ID CSCuj25890, "GREE—R®MIOS IPSecA >4 > XF¥ > : JL—ZSGTOEA
1 ZZRLTKEEVN, 2ONTE. GRE ’E{Eﬁﬁﬁ'étéh_ Bl SGT IR Z TJEEICT B 1=
IC#EREEL . DMVPNENDSGTIE, Cisco I0S® XE 3.13SH 5 HR—hEhET,

IKEV2 250 SGT 2 JICET< ZBF


https://tools.cisco.com/bugsearch/bug/CSCuj25890

Zhik R2 ETD ZBF OREHTT, SGT=3D VPN RS 74V Uik, IKEV2 RO RILHSZE
TNEIRTONT Y MRFRTFRFFERTVS (DFY, CMD 74— RAEEATVD ) L
NPOSEANTEXRT, LENF>T, VPN KT 74V 0ZRAOAYILT, OJVICRERITBDENTE
7,

class-map type inspect match-all TAG_3
match security-group source tag 3
class-map type inspect match-all TAG_ANY
match security-group source tag 0

!
policy-map type inspect FROM_VPN

class type inspect TAG_3

drop log

class type inspect TAG_ANY

pass log

class class-default

drop

!

zone security vpn

zone security inside

zone-palr security ZP source vpn destination self
service-policy type inspect FROM_VPN

interface Tunnell
ip address 172.16.1.2 255.255.255.0
zone-member security vpn

mEE

192.168.100.1 AN M ping A" Windows 754 F7 > ~ (SGT=3 ) A SEFEhFERE. TNV
ICRDEDICKRTRENET,

*Jul 23 20:05:18.822: $FW-6-DROP_PKT: Dropping icmp session
192.168.2.200:0 192.168.100.1:0 on zone-pair ZP class TAG_3 due to
DROP action found in policy-map with ip ident 0

ping A A4 ¥ F (SGT=0 ) A SEEE N-BER. FAYIILARDLS CRFENET,

*Jul 23 20:05:39.486: $FW-6-PASS_PKT: (target:class)-(ZP:TAG_ANY)
Passing icmp pkt 192.168.2.10:0 => 192.168.100.1:0 with ip ident 0

R2ASDT7ATI#— et EREUTICRLET,

BSNS-2901-2#show policy-firewall stats all

Global Stats:
Session creations since subsystem startup or last reset 0
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate 0
Maxever session creation rate 0
Last half-open session total 0

policy exists on zp ZP
Zone-pair: ZP



Service-policy inspect : FROM_VPN

Class-map: TAG_3 (match-all)
Match: security-group source tag 3
Drop
4 packets, 160 bytes

Class-map: TAG_ANY (match-all)
Match: security-group source tag 0
Pass
5 packets, 400 bytes

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes

420 ROY 7 (Windows ICK 2 THEFEALICMP TO—0OF 7)) &£ 5 DOER (A
AYFOTT7HIRE) NEIFTEET,

SXP &#H® SGCTYYEVJICESL ZBF

R1 ET SGT #/5 ZBF ZR{TLUT. LAN A SEEENERTTAYIETANRILIFTBE
ENFTEET, CONTT 1Y IR SCT ATFRHFSNhTOERAN, RIESXPIVEDY
BHREAFLT, TORS T4V IERTHFEELTRBTEET,

COBITIE, LANY—2EVPNY—2OBTRIS—NERAESNET,

class-map type inspect match-all TAG_3
match security-group source tag 3
class-map type inspect match-all TAG_ANY
match security-group source tag 0
!
policy-map type inspect FROM_LAN
class type inspect TAG_3
drop log
class type inspect TAG_ANY
pass log
class class-default
drop
!
zone security lan
zone security vpn
zone-pair security ZP source lan destination vpn
service-policy type inspect FROM_LAN

interface Tunnell
zone-member security vpn

interface GigabitEthernet0/1.20
zone-member security lan

ez

ICMP Z—A" Windows 754 7> MASEEEhEBEE. ROV Z2HEIETEET,

*Jul 25 09:22:07.380: 3FW-6-DROP_PKT: Dropping icmp session 192.168.2.200:0



192.168.100.1:0 on zone-pair ZP class TAG_3 due to DROP action found in
policy-map with ip ident 0

BSNS-2901-1#show policy-firewall stats all

Global Stats:
Session creations since subsystem startup or last reset 0
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate 0
Maxever session creation rate 0
Last half-open session total 0

policy exists on zp ZP
Zone-pair: ZP

Service-policy inspect : FROM_LAN

Class-map: TAG_3 (match-all)
Match: security-group source tag 3
Drop
4 packets, 160 bytes

Class-map: TAG_ANY (match-all)
Match: security-group source tag 0
Pass
5 packets, 400 bytes

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes

SXPEYZ a2 TCPICETVWTVS Iz, 3750X-5 & R2E® IKEV2 M RLIZEHT SXP +
VIAVEBREL, A UT4 FFVITEEALTIC. R LORTICETVWTZBF RS —%
BRAITAHZEETEERT,

O—RkIv7

GETVPN A >S54 ZF>JIE, ISRG2 & Cisco ASR1000 > U—X FH U= 3> H—
ERAIL—RLETEHR—RENET, ESPNTYNZIECMD 714 —J)LRADEMD 8 /N1 KA
BENTOVET,

Dynamic Multipoint VPN ( DMVPN ) O HR—KREFEENTVWET,

FHMICOVWTIE, T2 A TrustSec WS4 V7 ZARNZ9F ¥, O—RIVTESBLTILKES
Lo

R

REGICERAFIEERHENATVERT,

NZ7L21—h


//www.cisco.com/en/US/partner/solutions/ns170/ns896/ns1051/trustsec_matrix.html
//www.cisco.com/en/US/partner/solutions/ns170/ns896/ns1051/trustsec_matrix.html

RE, COREICHIDREORS TN 1—T 12 IBREHYEHA,

BYE 1 ]

. Cisco TrustSecAA Y FEREH A K : Cisco TrustSeclc 2\ T

. 7Y 91:Cisco ASAS ) —XO—BHBRECLIO 714 F¥aL—>3a>HA K, 9.1:Cisco
TrustSect AT 5 k% DASADERE

- Cisco TrustSec General Availability! ) U —ADJ1J—A_/—b : Cisco TrustSec 3.0 General
Deployability 2013 U—ZAOQJJ—RA /—b

- TrustSec D IPSec 1> 54> ZR¥ T DERE

. Cisco Group Encrypted Transport VPN 7 41 ¥1 L —>3 2 H A K, Cisco IOS XEV J—
A38:Cisco TrustSec®|Psec{ 54 > Z¥ > J OGET VPN ER—b

TOZHILYR—BE RFI X - Cisco Systems



//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



