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crypto ikev2 client flexvpn Flex_Client
peer 1 172.25.1.1

peer 2 172.25.2.1

client connect Tunnell
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TEDELDIC, BEEThBIMLENHYET,

interface Tunnell
tunnel destination dynamic
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TE2BAR—-VORE : BRA

crypto logging session

crypto ikev2 keyring Flex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key local cisco
pre-shared-key remote cisco

crypto ikev2 profile Flex_IKEv2

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local Flex_key

aaa authorization group psk list default default
virtual-template 1

crypto ikev2 dpd 30 5 on-demand

crypto ikev2 client flexvpn Flex_Client
peer 1 172.25.1.1

peer 2 172.25.2.1

client connect Tunnell

crypto ipsec transform-set IKEv2 esp-gcm
mode transport



crypto ipsec profile default
set ikev2-profile Flex IKEv2

interface Tunnell

description FlexVPN tunnel

ip address negotiated

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1
ip nhrp redirect

ip tcp adjust-mss 1360

delay 2000

tunnel source Ethernet0/0

tunnel destination dynamic

tunnel path-mtu-discovery

tunnel protection ipsec profile default

NTRE
NT ORELABARALTIHN, VKOAOREETOBBNBUET. TOREDBEAL

. 1 2EQORR—IHD 1 2ONTICEHZEENATVSDYN, HOAR—TRBIONTEBELT
WBESHBRRICBEEL TVWET,

AR=IDF RLA

AR—UTRIPTRLAENTHASHETZED, NTT, BIEOHTZY NOTRLRA, £
F120H7XYNORBZIBHEZEVETHENBELEELVTT,

LTI, W22 0flERLET,
N7 1

ip local pool FlexSpokes 10.1.1.100 10.1.1.175

N7 2

ip local pool FlexSpokes 10.1.1.176 10.1.1.254
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bgp log-neighbor-changes

bgp listen range 10.1.1.0/24 peer-group Spokes
network 192.168.0.0

neighbor Spokes peer-group

neighbor Spokes remote-as 65001

neighbor 192.168.0.2 remote-as 65001

neighbor 192.168.0.2 route-reflector-client
neighbor 192.168.0.2 next-hop-self all
neighbor 192.168.0.2 unsuppress-map ALL

access-1list 1 permit any

route-map ALL permit 10
match ip address 1
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show crypto ikev2 sad X > KTk, AR—IHFREFEHRENATVIBFRCODVTHELET,

show crypto ikev2 client flexvpn AN > REEAThEE, BEEE FlexVPN 2514 F > NOBE
DREDREF THVUET,

Spoke2# show crypto ikev2 client flexvpn

Profile : Flex_Client

Current state:ACTIVE

Peer : 172.25.1.1

Source : Ethernet0/0

ivrf : IP DEFAULT

fvrf : IP DEFAULT

Backup group: Default

Tunnel interface : Tunnell
Assigned IP address: 10.1.1.111

show logging DEREZFEAL 7 I =LA —N—HFEELCKRTTDIE, AR—I FNAALCHT
DROEDFOTICRBRENET,

$CRYPTO-5-IKEV2_SESSION_STATUS: Crypto tunnel v2 is DOWN. Peer 172.25.1.1:500
Id: 172.25.1.1

SFLEXVPN-6-FLEXVPN_CONNECTION_DOWN: FlexVPN(Flex Client) Client_public_addr =
172.16.2.2 Server_public_addr = 172.25.1.1

$LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnell, changed state to down
$LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnell, changed state to up
$CRYPTO-5-IKEV2_SESSION_STATUS: Crypto tunnel v2 is UP. Peer 172.25.2.1:500
Id: 172.25.2.1

$FLEXVPN-6-FLEXVPN_CONNECTION_UP: FlexVPN(Flex_Client) Client_public_addr =
172.16.2.2 Server_public_addr = 172.25.2.1 Assigned_Tunnel_v4_addr = 10.1.1.177
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- debug crypto ikev2
- debug radius

BRE1E

-FlexXVPN EA 2V B—FY N F—TIOAFIOI N=S32 2 DMBHA R, CiscolOS U

1)—A 15 M&T
- TOZAHI YR—=BME RF 21 XM - Cisco Systems



//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-cfg-clb-supp.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-cfg-clb-supp.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	FlexVPN クライアント ブロックによる冗長ハブ設計での FlexVPN スポークの設定例
	内容
	概要
	前提条件
	要件
	使用するコンポーネント


	背景説明
	設定
	ネットワーク図
	トランスポート層 ネットワーク
	オーバーレイ ネットワーク

	スポークとハブの基本設定
	スポークの設定の調整
	スポークの設定：クライアント設定ブロック
	完全なスポークの設定：参照用

	ハブ設定
	スポークのアドレス
	ハブのオーバーレイ アドレス
	ルーティング
	ネットワーク集約の使用
	スポーク間トンネル


	確認
	トラブルシュート
	関連情報


