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CORFIXYRNTE, CiscolOS® TELKEETBH WL DA DT F 1 FIZE FS Enhanced
Interior Gateway Routing Protocol ( EIGRP ) ®&&EREICDOVWTEHBAL £, Cisco I0S Tl&.
EIGRP XA N—BiEBER (T2 v 22— ) 2ZTANDEHIC, ALY TZYNAD IP PR
L AN S EIGRPHELLO /NTY RZEEBTIRXENHYET, COEFRE. ip unnumbered X
VREGEALUTEMICITDCENTEET,

CORENHAOIL Tk, EIGRP TRILSTRY RAICBEWNT Y RE2ZELLBEEICRET
% EIGRP OEEICOVWTHALTVET,

£51206ITlE. CORBEEMICL, EIGRP TERZ HTEXY NIELTVWBE TR
BEREFEKTEDXSIZTS ipunnumbered X ROBABFZEZERLTVET,

CNRETR, Y—/\HDSEEEhBIPTRLAZFEALE, FlexXVPN O/NT 72 R RAR—2
NDBACDVWTEFHALTVET, cOTFVFOEHEE, 7%y NO#ERRIE, ip address
negotiated AN > RICDOWT# 7 T%& < ip unnumbered Y RICDOVWTERBMICBENE T, ip



unnumbered Y > Rk, RAINY—=KRL N (P2P) R4 7 DA R—T7 T4 AICEILEH
LET, COOXVRE, PP P—FTOF Y ICE TS EY, FlexVPN FBBLREDICEYET

o

BEIC. IPV6 TOYFUAIDVT, AZTFAYIERRNVZIL AV Z—TIAA(SVTI) &
AAFTZIYVIRBN DRIV AR —TIAA(DVTI) OBMAFICBEITZIHEEBEEEICHBLET,
IPv6 & IPv4 2 F AR TR E, BMEICETOZEEN HYET,

F /. CiscolOS /N\— 3> 151 £ 153 DETHEEICDVWTEHBEL TWVWET ( Cisco Bug
ID CSCtx45062 ) »

DVTI Tl&. ipunnumbered OX Y RABFRELEVET, Chik, RET>TL—HM A&
— T IAAICBNICRETNLIPTRLAYN, RERT7I9ERA AV E2—T7 T4 AICERENDC
ERBVEDHTT, . IP7RLANFREENTVEVWSA O Z—T I/ ATR, RA4F+IvD
N—=T4>2F 7O OBHERBRERITEETH A, ip unnumbered 1Y > Rl SVTI Tl
BILBYWFERBAN, TOHTRY M BVE, BA4FEv 0 II—FT420 7O OBEEEEK
PRI ENDBRICERNFRTENET, £/, ipvé unnumbered X RE IPv6 F U A TRE
T9. chid, EIGRP BHEBRZERTHI DIV IOO0—HIL P RLANFERAEND EHT
LD

BSR4

B
RKOERICETAERNEHBIHRENET,
- Cisco 10S T® VPN RE
. Cisco I0S T FlexVPN & E
FERATAIAR—F N
CORFIAYNOERIE, CiscolOSN—T 3 V153TICETIKENTT,

CORFIXNDERIE., BEODSRREBICHDTFNAARAICEIVWVTERENELE, COR
FAXKRNTERAIZINTOT/NA AR, I (FT7 2N ) REORELSEEBHLTVET
o WROXY ND—INEBREFTHIEBEEICE., EOXSBIAXRICOVTE, TOEBEN
BEEIIODVTHEICERLTBSBEN HYET,

BRBDYTZYNEFE D1 2OLM—HZXY DN BIANTOD
EIGRP

NAROY : L—% 1(R1) (€0/0: 10.0.0.1/24 ) —--— (€0/1 :10.0.1.2/24 ) L—& 2 (R2)

R1l:
interface Ethernet0/0
i p address 10.0.0.1 255.255.255.0


https://tools.cisco.com/bugsearch/bug/CSCtx45062
https://tools.cisco.com/bugsearch/bug/CSCtx45062

router eigrp 100
network 10.0.0.1 0.0.0.0

R2:
interface Ethernet0/0
ip address 10.0.1.2 255.255.255.0

router eigrp 100
network 10.0.1.2 0.0.0.0

R1 Tk, ROKSICRRLET,

*Mar 3 16:39:34.873: EIGRP: Received HELLO on Ethernet0/0 nbr 10.0.1.2

*Mar 3 16:39: 34.873: AS 100, Flags OxO0: (NULL), Seq 0/0 interfaceQ 0/0

*Mar 3 16:39: 34.873: ElI GRP-1Pv4(100): Neighbor 10.0.1.2 not on common subnet
for Ethernet0/0

Cisco IOS Tlk. BEL EBZREEEFERLEEA. ChIZBE T35 MIE. "EIGRP @ "Not On
Common Subnet" EWVWAS XY E—J0EKIF?2, EVWSREEEZSRBLTLSEETL,

B3 7Y NEREDSVTI T A NTO EIGRP

BURRLY, RERNZRIL A2Z—T T A4A(VTl) ( Generic Routing
Encapsulation (GRE ) N> X ) 2FEAT2HBEICRELET,

MROZ : R1(Tun1:172.16.0.1/24 ) ------- (Tun1:172.17.0.2/24 ) R2

R1l:
interface Ethernet0/0
i p address 10.0.0.1 255.255.255.0

interface Tunnel 1

ip address 172.16.0.1 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 10.0.0.2

router eigrp 100

network 172.16.0.1 0.0.0.0
passi ve-interface default

no passive-interface Tunnel 1

R2:
interface Ethernet0/0
i p address 10.0.0.2 255.255.255.0

interface Tunnel 1

ip address 172.17.0.2 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 10.0.0.1

router eigrp 100

network 172.17.0.2 0.0.0.0
passi ve-interface default

no passive-interface Tunnel 1

R1 T, ROKXSICKRTRLET,


/c/ja_jp/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/13674-15.html
/c/ja_jp/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/13674-15.html

*Mar 3 16:41:52.167: EIGRP: Received HELLO on Tunnel 1 nbr 172.17.0.2

*Mar 3 16:41:52.167: AS 100, Flags OxO0: (NULL), Seq 0/0 interfaceQ 0/0

*Mar 3 16:41:52.167: ElIGRP-1Pv4(100): Neighbor 172.17.0.2 not on common subnet
for Tunnell

ChFEELZHETT,

IP 723> /N—K Y~ R (ip unnumbered ) O fEH

ROPITIE, BEBEZEMICL, BERDHTRYNOETETO EIGRP Y < 3> O % &L
(29 % ipunnumbered X > ROFEABZEZRLTVET,

NARODRHOBEBRTVERTA, COBEFERNRILOT RLAN, =Ny o&EBELTWV
% ipunnumbered XY RICEK > TEHEIhTVET,

RAOS : R1(Tunt : 172.16.0.1/24 ) —--- ( Tunt : 172.17.0.2/24 ) R2

R1l:
interface Ethernet0/0
i p address 10.0.0.1 255.255.255.0

interface LoopbackO
ip address 172.16.0.1 255.255.255.0

interface Tunnel 1

ip unnumbered LoopbackO
tunnel source Ethernet0/0
tunnel destination 10.0.0.2

router eigrp 100

network 172.16.0.1 0.0.0.0
passi ve-interface default

no passive-interface Tunnel 1

R2:
interface Ethernet0/0
i p address 10.0.0.2 255.255.255.0

interface LoopbackO
ip address 172.17.0.2 255.255.255.0

interface Tunnel 1

ip unnumbered LoopbackO
tunnel source Ethernet0/0
tunnel destination 10.0.0.1

router eigrp 100

network 172.17.0.2 0.0.0.0
passi ve-interface default

no passive-interface Tunnel 1

R1 Tk, ROKSICRRLET,

*Mar 3 16:50:39.046: ElI GRP: Received HELLO on Tunnell nbr 172.17.0.2

*Mar 3 16:50: 39. 046: AS 100, Flags OxO0: (NULL), Seq 0/0 interfaceQ 0/0
*Mar 3 16:50:39.046: EIGRP: New peer 172.17.0.2

*Mar 3 16:50: 39. 046: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 172.17.0.2



(Tunnell) is up: new adjacency

Rl#show ip eigrp neighbors
El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hol d Upti me SRTT RTO Q Seq
(sec) (rrs) Cnt  Num
0 172.17.0.2 Tul 12 00: 00: 07 7 1434 0 13

Rl#show ip route eigrp
172.17.0.0/24 is subnetted, 1 subnets
D 172.17.0.0 [90/27008000] via 172.17.0.2, 00:00:05, Tunnell

Rl#show ip int brief

Interface | P- Addr ess OK? Met hod Status Prot oco
Et hernet 0/ 0 10.0.0.1 YES manual up up
LoopbackO 172.16.0.1 YES manual up up

Tunnel 1 172.16.0.1 YES TFTP up up

R2TE, ChERKTT,

ip unnumbered Y > RZ/ED IP P RLARELEE TS &, EIGRP BiEBEREEREhE
A,

BRA@TTXYNEFEDOSVTIAS DVTIAOEIXNTD
EIGRP

ZOHITE ipunnumbered X RAEHAENTVET, BICHRBALEZIL—ILA DVTI ICEEA
ThET,

MROZ : R1(Tun1:172.16.0.1/24 ) ------- (RFEF>7L—b :172.17.0.2/24 ) R2

BOHA, CCTRESVTIORDYICDVTI ZFEATEEHICEECATVET, £k, 20l
TI& tunnel protection ( R RIJILRE ) EEBMENATVET,

R1:

crypto i saknp policy 1
encr 3des

aut hentication pre-share
group 2

crypto i saknp key cisco address 0.0.0.0 0.0.0.0
!

crypto i psec transformset TS esp-des esp-nd5- hnmac
!

crypto i psec profile prof

set transformset TS

!

i nterface LoopbackO

ip address 172.16.0.1 255. 255.255.0

!

interface Tunnel 1

ip unnumbered LoopbackO

tunnel source Ethernet0/0

tunnel node ipsec ipv4

tunnel destination 10.0.0.2

tunnel protection ipsec profile prof

|

router eigrp 100



network 172.16.0.1 0.0.0.0
passi ve-interface default
no passive-interface Tunnel 1

R2:

crypto i saknmp policy 1
encr 3des

aut hentication pre-share
group 2

crypto i saknmp key cisco address 0.0.0.0 0.0.0.0
crypto i saknmp profile profLAN
keyring default
match identity address 10.0.0.1 255. 255. 255. 255
virtual-template 1
!
crypto i psec transformset TS esp-des esp-nd5-hmac
|
crypto i psec profile profLAN
set transformset TS
set isaknmp-profile profLAN

interface LoopbackO

ip address 172.17.0.2 255.255.255.0

1

interface Ethernet0/0

i p address 10.0.0.2 255.255.255.0

1

interface Virtual - Tenpl atel type tunnel
ip unnumbered Loopback0

tunnel source Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile profLAN
1

1
router eigrp 100

network 172.17.0.2 0.0.0.0

passi ve-interface default

no passive-interface Virtual - Tenpl atel

RIZRTEKDIC, TXNTHEEESY ICHBEEL TVWET,

Rl#show crypto session

Crypto session current status

Interface: Tunnell

Sessi on status: UP-ACTI VE

Peer: 10.0.0.2 port 500
| KEvl SA: local 10.0.0.1/500 renote 10.0.0.2/500 Active
| PSEC FLOW pernmit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 2, origin: crypto nap

Rl#show crypto ipsec sa

interface: Tunnel 1
Crypto map tag: Tunnel 1-head-0, |ocal addr 10.0.0.1
protected vrf: (none)
local ident (addr/mask/prot/port):
renote ident (addr/mask/prot/port):
current _peer 10.0.0.2 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 89, #pkts encrypt: 89, #pkts digest: 89
#pkts decaps: 91, #pkts decrypt: 91, #pkts verify: 91

0. 0.0/ 0/ 0)

(0.0.0.0/0.
(0.0.0.0/0.0.0.0/0/0)



Rl#show ip eigrp neighbors

El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hol d Upti me SRTT RTO Q Seq
0 172.17.0.2 Tul 13 00: 06: 31 7 1434 0 19

Rl#show ip route eigrp
172.17.0.0/24 is subnetted, 1 subnets
D 172.17.0.0 [90/27008000] via 172.17.0.2, 00:06:35, Tunnell

R2#show crypto session

Crypto session current status

Interface: Virtual - Accessl

Profile: profLAN

Session status: UP-ACTI VE

Peer: 10.0.0.1 port 500
| KEvl SA: local 10.0.0.2/500 renpte 10.0.0.1/500 Active
| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 2, origin: crypto nap

R2#show crypto ipsec sa

interface: Virtual-Accessl
Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.0.0.2
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 10.0.0.1 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 107, #pkts encrypt: 107, #pkts digest: 107
#pkts decaps: 105, #pkts decrypt: 105, #pkts verify: 105

R2#show ip eigrp neighbors

El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hol d Upti me SRTT RTO Q Seq
0 172.16.0.1 Vil 13 00: 07: 41 11 200 0 16

R2#show ip route eigrp
172.16.0.0/24 is subnetted, 1 subnets
D 172.16.0.0 [90/1433600] via 172.16.0.1, 00:07:44, Virtual - Accessl

BOEBTIE., NORIL A R—T I A ATEE172.16.0.1 £ 1721702 ZREL LDETD
E. EIGRPABINIS—¢E21=<BEAUIS—TABLET,

BiE3HT7EXxY N2 IKEV2 Flex VPN T® EIGRP

LLTIC FlexVPN\NT 72 R AR—OBROBIZERLES, Y—/N\TR., > 714F21L—>3
Y E—RIZEP2TIPFRLAEISATRNIEELET,

RO : R1(e0/0:172.16.0.1/24 ) - (e0/1:172.16.0.2/24 ) R2

N7 (R1) ORE :



aaa new node
aaa aut horization network LOCALI KEv2 | oca

crypto i kev2 authorization policy AUTHOR- POLI CY
pool POOL

!

crypto i kev2 keyring KEYRI NG

peer R2

address 172.16.0.2

pr e- shar ed- key Cl SCO
!

crypto i kev2 profile default

match identity renote key-id FLEX

aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal KEYRI NG

aaa aut horization group psk |ist LOCALI KEv2 AUTHOR- POLI CY
virtual -tenplate 1

nt erface LoopbackO
ip address 1.1.1.1 255.255.255.0

nterface Ethernet0/0
i p address 172.16.0.1 255.255.255.0

nterface Virtual - Tenplatel type tunne
ip unnumbered Loopback0

tunnel source Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile default
1

1

router eigrp 1

network 1.1.1.1 0.0.0.0

passi ve-interface default

no passive-interface Virtual - Tenpl atel
1

ip local pool POOL 192.168.0.1 192. 168. 0. 10
AR—T DRE :

aaa new node
aaa aut horization network FLEX | oca

crypto i kev2 authorization policy FLEX
route set interface
1
1
!
crypto i kev2 keyring KEYRI NG
peer Rl
address 172.16.0.1
pr e- shar ed- key Cl SCO
!
1
1
crypto i kev2 profile default
match identity renpte address 172.16.0.1 255. 255. 255. 255



identity local key-id FLEX

aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal KEYRI NG

aaa aut horization group psk list FLEX FLEX

interface LoopbackO

ip address 2.2.2.2 255.255.255.0
!

interface Ethernet0/0
i p address 172.16.0.2 255.255.255.0

interface Tunnel O
ip address negotiated
tunnel source Ethernet0/0
tunnel node ipsec ipv4d
tunnel destination 172.16.0.1
tunnel protection ipsec profile default

router eigrp 1
network 0.0.0.0
passi ve-interface default
no passive-interface Tunnel O

AR—TTlE, IRXTOAR—TICRLTDVTI ZFEATE/N\TICELETDHIC, SVTIAEH
TN TVWET, EIGRP Ik Open Shortest Path First ( OSPF ) EEFEBMEN B L, T4 2X—7
IAA(SVTI £k DVTI) TRETEAZWES, EIGRPA Tun0 12 —7 I 4 ATHERREICHE
MEBZEDERSIC, AR—2(CF network 0.0.0.0 FEAZThTVWET, BHEREEAN Tun0 41> X —
TIAACHLTNHBRICEBRENDESIC, NYIT A B—TIAAFEREATVET

o

COEATIE, /\7IZ ipunnumbered ZE&EIT D EEHBETT, RETVTL—NA22—7
IAMATIP7RLAZFHTRETSE, TOTRLAKEBRET IR AV EZ—T T4 AICE
HENhFRA, Fo, BRET7IELAAVE—TIARIZIP T RLANEVYHTSNT, EIGRP
BEEEREFERENERA, COESD, DVTIA 2 E—7 I 4 AN EIGRP BfEEHREFR TS I
HIZ. ipunnumbered X RFBTHBEILCLEYET,

ROPITE. EIGRP BEZEBEHRA 1.1.1.1 £ 192.168.09 DEATHERENTVET,

NTTOTFAN ;

Rl#show ip int brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Et hernet 0/ 0 172.16.0.1 YES NVRAM up up

Et hernet 0/ 1 unassi gned YES NVRAM adninistratively down down

Et her net 0/ 2 unassi gned YES NVRAM adninistratively down down

Et hernet 0/ 3 unassi gned YES NVRAM adninistratively down down
LoopbackO 1.1.1.1 YES manual up up

Vi rtual - Accessl 1.1.1.1 YES unset up up

Vi rtual - Tenpl at el 1.1.1.1 YES manual up down

Rl#show crypto session
Crypto session current status

Interface: Virtual - Accessl
Session status: UP-ACTI VE
Peer: 172.16.0.2 port 500
| KEv2 SA: local 172.16.0.1/500 renpte 172.16.0.2/500 Active
| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto nap



Rl#show ip eigrp neighbors
El GRP- | Pv4 Nei ghbors for AS(1)

H Address Interface Hol d Upti me SRTT RTO Q Seq
(sec) () Cnt Num
0 192.168.0.9 Vil 10 01:28: 49 12 1494 0 13

Rl#show ip route eigrp
Gateway of last resort is not set

2.0.0.0/24 is subnetted, 1 subnets
D 2.2.2.0 [90/27008000] via 192.168.0.9, 01:28:52, Virtual -Accessl

AR—TIZ& 2T, ipaddress negotiated 1V >/ K& ip address unnumbered N> R & R IC
BWEEL, YT7XY FORRBEEMDICEYET,

AR—DOTOTAD :

R2#show ip int brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Et hernet 0/ 0 172.16.0.2 YES NVRAM up up

Et hernet 0/ 1 unassi gned YES NVRAM adninistratively down down

Et hernet 0/ 2 unassi gned YES NVRAM adninistratively down down

Et hernet 0/ 3 unassi gned YES NVRAM adninistratively down down
LoopbackO 2.2.2.2 YES NVRAM up up
Tunnel O 192.168.0.9 YES NVRAM up up

R2#show crypto session
Crypto session current status

Interface: Tunnel O
Sessi on status: UP-ACTI VE
Peer: 172.16.0.1 port 500
| KEv2 SA: local 172.16.0.2/500 renote 172.16.0.1/500 Active
| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto nap

R2#show ip eigrp neighbors
El GRP- | Pv4 Nei ghbors for AS(1)

H Address Interface Hol d Upti nme SRTT RTO Q Seq
(sec) (s) Cnt Num
0 1.1.1.1 TuO 14 01:30:18 15 1434 0 14

R2#show ip route eigrp

1.0.0.0/24 is subnetted, 1 subnets
D 1.1.1.0 [90/27008000] via 1.1.1.1, 01:30:21

M—F14>F0A>714F1L—>3> F—R

o

AYB—%Y R F— IIAFIVY N—T3Y2(KE2) &, £5120472a>TT, )l



—KNE27Y2193EHIC, A 74F1L—>3) T—REFEHATEET, COPFUFTE
. EIGRP & ipunnumbered Y > REAETT,

BOflE, A2 714F1L—>32 F—RICE2TEDOIN—KREREETBDEDIC/NTEZHRETS
O, ROLSICEETEET,

crypto i kev2 authorization policy AUTHOR- POLI CY
pool POOL
route set access-list SPLIT

ip access-list standard SPLIT
permit 1.1.1.0 0.0.0.255

RIZRTELSIE, AR—U T 1111 ZEIGRP TREL, ARTAVYIERBLET,

R2#show ip route

1.0.0.0/24 is subnetted, 1 subnets
s 1.1.1.0 is directly connected, Tunnel O

BUZ7OEAANRREEICHELET. RICRITELSIC, AR—ITRENTCIL—MEEEFELE
ER

crypto i kev2 authorization policy FLEX
route set access-list SPLIT

ip access-list standard SPLIT
pernmit 2.2.2.0 0.0.0.255

RICFRTESIC, NTTEZOIL—NE (EIGRP TRAEL ) AZTA Y VEBBELET,

Rl#show ip route

2.0.0.0/24 is subnetted, 1 subnets
s 2.2.2.0 is directly connected, Virtual-Accessl

cOIFIFTR, XAFZV U IL—FT4>7 7O E ipunnumbered Y REFRET
9o

B3 7%Y NEFED SVTI S X NTO IPv6 EIGRP

IPv6 MFE. RREFEBZYET, <hik, IPve U>>o0O—HI) 7 RL A (FE80:/10) A" EIGRP
F/-ld OSPF OBIEREREZIERT I EHICERAENDLEHTT, BBV I20—-HIL FRLA
AFEICBALCYTZYRNIBLTWSESD, COF RLAIZXL T ipve unnumbered Y > RZEfE
AT3HEEFEHYEFEA,

ROFORNRODEEOFDBEERLUTTHN, IXTDOIPv4 T RLANIP6 7 RLAICEZ
BZOShTVETD,

R1 MERE :



interface Tunnel 1
no i p address
ipv6é address FE80:1::1 link-local
ipv6é address 2001:1::1/64
i pv6 enabl e
ipvé eigrp 100
tunnel source Ethernet0/0
tunnel node gre ipv6
tunnel destination 2001::2

interface LoopbackO
description Simulate LAN
no i p address

ipvé address 2001:100::1/64
i pv6 enabl e

ipvé eigrp 100

interface Ethernet0/0

no i p address

i pv6 address 2001::1/64
i pv6 enabl e

ipvé router eigrp 100
R2 DEERE :

nterface Tunnel 1

no i p address

ipvé address FE80:2::2 link-local
ipvée address 2001:2::2/64

i pv6 enabl e

ipvée eigrp 100

tunnel source Ethernet0/0

tunnel node gre ipv6

tunnel destination 2001::1

nterface LoopbackO
description Sinulate LAN
no i p address

ipvée address 2001:200::1/64
i pv6 enabl e

ipvée eigrp 100

nterface Ethernet0/0

no i p address

i pv6 address 2001::2/64
i pv6 enabl e

ipvé router eigrp 100

ROZFILTRLAKEZDHTZY N (2001:1:1/64 $ & T 2001:2:2/64 ) ICHVWETAH. Th
FEETRHVELTA, UVO—NIL T RLAR., BERRZERTILEHICEAEATVE
T, CNSOT7 RLAZFEATNE, BEZEBEREOERIEEICKIILET,

R1 TROKXSICOX REZASDLET,

Rl#show ipvé int brief

Et hernet 0/ 0 [ up/ up]
FE80: : ABBB: CCFF: FE0O: 6400
2001::1



LoopbackO [up/ up]
FES80: : A8BB: CCFF: FEOO: 6400
2001:100:: 1

Tunnel 1 [up/ up]
FE80: 1

1
2001:1::1

Rl#show ipv6é eigrp neighbors
El GRP- | Pv6 Nei ghbors for AS(100)

H Address Interface Hol d Upti me SRTT RTO Q Seq

(sec) (s) Cnt Num

0 Li nk-1ocal address: Tul 12 00:13:58 821 4926 0 17
FE80:2::2

Rl#show ipvé route eigrp

D 2001:2::/64 [90/28160000]
via FE80:2::2, Tunnell

D 2001:200::/64 [90/27008000]
via FE80:2::2, Tunnell

R2 TROKXSICOR REASDLET,

R2#show ipvé int brief

Et hernet 0/ 0 [ up/ up]
FE8O: : ABBB: CCFF: FEOO: 6500
2001::2

LoopbackO [up/ up]
FE8O: : ABBB: CCFF: FEOO: 6500
2001: 200::1

Tunnel 1 [up/ up]
FE8BO: 2::2
2001:2::2

R2#show ipvé eigrp neighbors
El GRP- |1 Pv6 Nei ghbors for AS(100)

H Address Interface Hol d Upti me SRTT RTO Q Seq

(sec) (ms) Cnt  Num

0 Li nk-1ocal address: Tul 14 00:15: 31 21 1470 0 18
FE80:1::1

R2#show ipvé route eigrp

D 2001:1::/64 [90/28160000]
via FE80:1::1, Tunnell

D 2001:100::/64 [90/27008000]
via FE80:1::1, Tunnell

E7®OIPv6 XY ND—2&., EIGRP 7OFAIZEK > TA VAN =IEhET, R1ICE
2001:2::/64FY RD—OB A AR=ILENTHY, TORY NT—U(F2001:1:/64E F RS
H7TRYRNTT, RRTERKZETT, LEXE, 2001:1/64FETIP7 RLAOY T XY NTT,
Z M354E. ipve unnumbered Y REXEHVY EFR A, /o, EIGRP BIZEBERZRULTI O
CRhRILA2Z—T T4 ATipv6address IV REBEHYERBA. chld, U>o0O—7H
IFRLANFEREh (BT, Chs5H, ipv6enable IV REMALTIPv6 £2BR/ICL L
BRICEBNICEREN ) D LEHTT,

RE3H7%Y N&¥D IKEV2 Flex VPN T® IPv6 EIGRP



IPv6 FA®M DVTI :8E k. IPv4A DBZENREERFERVYET, BN IPT7RLAZRETD LR
TEBRLBZVYEL I

Rl1(confi g) #interface Virtual-Template2 type tunnel
Rl(config-if)#ipvé enable

Rl(config-if)#ipvé address ?

autoconfig Obtain address using autoconfiguration

dhcp btain a ipv6e address using dhcp

negotiated |Pv6 Address negotiated via | KEv2 Mddeconfig

Rl(config-if)#ipvé address

chlk, BT RLANBRET VLA AV R—TIAAIZBREENABVEOFERTEET, O
=&, N7 OFREICE ipv6e unnumbered X RAFHERE h, AR—I ORREIC K ipv6 address
negotiated IV > R ¥R hFE T,

RROZRAOFERBUTTH, INTOIPvA T RLAN IPv6 PRLAICEZEBRZShTVE
ER

N7 (R1) ORE :

aaa aut horization network LOCALI KEv2 | oca

crypto i kev2 authorization policy AUTHOR- POLI CY
i pv6 pool POCL

crypto i kev2 keyring KEYRI NG
peer R2

address 2001::2/64

pr e-shar ed- key Cl SCO

crypto i kev2 profile default

match identity renote key-id FLEX

aut hentication renmpote pre-share

aut hentication | ocal pre-share

keyring | ocal KEYRI NG

aaa aut hori zation group psk |ist LOCALI KEv2 AUTHOR- POLI CY
virtual -tenplate 1

interface Loopback0

no i p address

ipvé address 2001:100::1/64
i pv6 enabl e

ipvé eigrp 100

interface Ethernet0/0
no i p address
i pv6 address 2001::1/64
i pv6 enabl e

interface Virtual - Tenpl atel type tunnel
no i p address

ipv6é unnumbered LoopbackO

i pv6 enabl e

ipvé eigrp 100

tunnel source Ethernet0/0

tunnel node ipsec ipv6

tunnel protection ipsec profile default

ipvé | ocal pool POOL 2001:10::/64 64



ipvé router eigrp 100
eigrp router-id 1.1.1.1

AR—% (R2) DERE :

aaa aut horization network FLEX | oca

crypto i kev2 authorization policy FLEX
route set interface

crypto i kev2 keyring KEYRI NG
peer Rl

address 2001::1/64

pr e- shar ed- key Cl SCO

crypto i kev2 profile default

match identity renote address 2001::1/64
identity local key-id FLEX

aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal KEYRI NG

aaa aut horization group psk list FLEX FLEX

nterface Tunnel O

no i p address

ipvé address negotiated

i pv6 enabl e

ipvé eigrp 100

tunnel source Ethernet0/0

tunnel node ipsec ipv6

tunnel destination 2001::1

tunnel protection ipsec profile default

nterface Ethernet0/0

no i p address

i pv6 address 2001::2/64
i pv6 enabl e

pv6é router eigrp 100
eigrp router-id 2.2.2.2

FREE :

R2#show ipvé eigrp neighbors
El GRP- | Pv6 Nei ghbors for AS(100)

H Address Interface Hol d Upti nme SRTT RTO Q Seq
(sec) (s) Cnt  Num
0 Li nk-1ocal address: TuO 11 00:12: 32 17 1440 0 12

FE8O: : ABBB: CCFF: FEOO: 6500
R2#show ipvé route eigrp

D 2001:100::/64 [90/27008000]
vi a FE80: : A8BB: CCFF: FEOO: 6500, Tunnel O

R2#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation



X - I KE Extended Authentication, F - |KE Fragnentation

Interface: Tunnel O
Uptime: 00:13:17
Sessi on status: UP-ACTI VE
Peer: 2001::1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 2001::1
Desc: (none)
| KEv2 SA: |ocal 2001::2/500
remote 2001::1/500 Active
Capabilities:(none) connid:1 lifetime:23:46: 43
| PSEC FLOW pernit ipv6 ::/0 ::/0
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec' ed 190 drop O life (KB/ Sec) 4271090/ 2803
Qut bound: #pkts enc'ed 194 drop O life (KB/Sec) 4271096/ 2803

R2#ping 2001:100::1 repeat 100
Type escape sequence to abort.

Sendi ng 100, 100-byte | CWP Echos to 2001:100::1, timeout is 2 seconds:
NN RN R RN R R R RN R RN RN RN RN R RN RN RN RN AR RN

Success rate is 100 percent (100/100), round-trip mn/avg/max = 1/4/5 ns

R2#show crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation

Interface: Tunnel O
Uptime: 00:13: 27
Session status: UP-ACTI VE
Peer: 2001::1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 2001::1
Desc: (none)
| KEv2 SA: |ocal 2001::2/500
remote 2001::1/500 Active
Capabilities:(none) connid:1 lifetime:23:46: 33
| PSEC FLOW pernit ipv6 ::/0 ::/0
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec' ed 292 drop O life (KB/ Sec) 4271071/ 2792
Qut bound: #pkts enc'ed 296 drop O life (KB/Sec) 4271082/ 2792

DVTI ®B4E., IPV6 ZFEBHTHRET D LI TEEE A, /\7IZ(F ipv6 unnumbered X > RHF
#REh, AR—2ICE ipv6 address negotiated AV RAF¥ERE hE T,

CDOFIATIE, DVTI A® ipv6 unnumbered 1Y RERLTVWET, IPv6 DIBE. IPv4 &
FEAY, FREFVTL—NA22—T7 T4 AICKL T ipv6 unnumbered 1Y RFFEZ L
CEETACEHFEETT, COERE., IPV6 O SVTIZFUADIBEERLTT, DFH., U
>O0O—h)LIPv6 7 RL AN BHEEROERICERENET, RET L - sERE I
BRETIOERAAVEZ—TIAATREIP6 DO0—HIL 7P RLAZHEL, TOT RLANS
hi(F EIGRP BZBRZIEKRTEE T,

32

BE, COREICERATESIHIFIREH)FEA,



NZ7)L21—hk

RE, COREICHIDREORNS TN 1—TFT 1V IBREHIEEA,

BRADEEER

Cisco Bug ID CSCtx45062 FlexVPN : R ZI D IP 7 RL AN /132 DH{EIC, EIGRP AHE®D

7RV REFIVILERA,

CONTERVCEER, FlexVPN BBEDED TR B EEA BE(VI7RDITT UU—RA

15.1) ZREITDHEIC, ROOX RZAHLET,

R2(config-if)#do show run int tunil
Bui | di ng configuration...

Current configuration : 165 bytes

interface Tunnel 1

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profl

R2(config-if)#ip address 192.168.200.1 255.255.255.255
Bad mask /32 for address 192.168.200.1

BE(V7RhJIF7153) &I, ROOANRZEAHLET,

R2(config-if)#do show run int tunl
Bui | di ng configuration...

Current configuration : 165 bytes

interface Tunnel 1

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profl

R2(config-if)#ip address 192.168.200.1 255.255.255.255
R2(config-if)#

*Jun 14 18:01:12.395: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor
192.168.100.1 (Tunnell) is up: new adjacency

KBICFVYTIRTIT7 VDIU—A153ICRRD 2 DOEENHET,

. Netmask /32 X XT®H IP 7 RLATZTANSND,
2T RLAZFEHATSHES. EIGRPRA/N—DHY Ty NFBERE AL,

B

EIGRP M EfElE. ip unnumbered XY RIZK > TEEENE T, cOIN > RTE.

OEBHERRERUIDERARIC, BUYTRYNOFIVIEZEMICILET,

EIGRP


https://tools.cisco.com/bugsearch/bug/CSCtx45062

REF>TL—RNICDVTI OBNICREETNEZIP 7 RLAZEATIES. TOT RL RARFRE
TORAICEBRENBVWCEILEETDICEEEETT, <D, ipunnumbered F RETT

o

FlexXVPN ICDOW Tk, 9547 MR I—RNENET RLAZERTIHESIC, ip
unnumbered AV REFEHATIHLEREHY) EBA., LAL., EIGRP 2EAT B8, /\TT
CHOOAXR >V RZFEHITDCENEETT, IL—FT4JICA714F1L—23> E—R&EH
I55H5E. EIGRP FFETTY,

SVTI OiFE, IPv6 TRKBEZEBEZRICU V00— P RLAZEAT S =%, ipv6 unnumbered
O REGEATIVEFHY EE A

DVTI DBE., IPV6 ZFBHTHRET D CEETEEE A, /\7IZ(F ipv6 unnumbered X > RHF
#REh, AR—2ICE ipv6 address negotiated AV RAF¥ERE hE T,

BOE1E ]

. Cisco 10S 15.3 FlexVPN R 1 R
. Ciscol0S15.3 O R UZ7L VA
- TOZAHAIHR—=BE RF 21 X - Cisco Systems



http://www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-cfg-ikev2-flex.html
http://www.cisco.com/en/US/partner/products/ps12745/prod_command_reference_list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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