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aaa new-model

aaa group server radius FlexVPN-AuthC-Server-Group-1
server-private 10.7.7.129 key Ciscol23

aaa authentication login FlexVPN-AuthC-List-1 group
FlexVPN-AuthC-Server-Group-1

aaa authorization network FlexVPN-AuthZ-List-1 local

aaa authentication login list A< > Ri&k. BBRE. FFAI. 8RTETFTHVU T4 (AAA) T
IN—7 (RADIUS H—NZEHTD ) 28WL ET. aaa authorization network list >/
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RADIUS H—/NDERE., COFNA AN SFHIAMEBERZTADLSICEETIHEN B E
E

2. O0—HNIRBRERV>—ZRELET,

ip local pool FlexVPN-Pool-1 10.8.8.100 10.8.8.200
crypto ikev2 authorization policy FlexVPN-Local-Policy-1
pool FlexVPN-Pool-1

dns 10.7.7.129

netmask 255.255.255.0

def-domain example.com

iplocal pool AX > Rk, V94T NCBIVETAIPPRLAZERID HICEAETH
£Y, REEAKRYZ—I&. FlexVPN-Local-Policy-1 D 1—H¥&TEZE N, 9514 TFT >~
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crypto pki trustpoint FlexVPN-TP-1


/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

enrollment url

serial-number none

fgdn flex-hub.example.com

ip-address none

subject-name cn=flex-hub.example.com
revocation-check crl

rsakeypair FlexVPN-TP-1-Key 2048

4. COEROREEZBRLET,
crypto ikev2 profile FlexVPN-IKEv2-Profile-1
match identity remote key-id example.com
identity local dn
authentication remote eap query-identity
authentication local rsa-sig
pki trustpoint FlexVPN-TP-1
dpd 60 2 on-demand
aaa authentication eap FlexVPN-AuthC-List-1
aaa authorization group eap list FlexVPN-AuthzZ-List-1
FlexVPN-Local-Policy-1
virtual-template 10

crypto ikev2 profile IClk, A FICRERMI DB, COERICHEIDIELALDRENS
FNhTWET, match identity remote key-id : 754 P> NFERATS IKEID Z8RBLEXT
o —DXFHEIE, AnyConnect XML 7’O7 7 A1 ILHIZEREET NE T, identity local
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¥ 7. aaa authentication eap : EAP ZF2REIC A ¥ S, aaa authentication login list
FlexVPN-AuthC-List-1 ZfEf 9% < £ ZBR L ¥ 9, aaa authorization group eap list : F&7J
B FlexVPN-Local-Policy-1 @ 1 —1'% & & & aaa authorization network list FlexVPN-
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crypto ipsec profile FlexVPN-IPsec-Profile-1
set ikev2-profile FlexVPN-IKEv2-Profile-1
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ipunnumbered : 1 > X—T7 IAALETIPVAIL—TFT AT 2BMELTEDLSIC, HEF1>
R—=—TIALRADEDA2R—TIAREF>F>/V—IZ L F T, tunnel mode ipsec ipv4 : 1
VER—TIAARAZVTIZRATORNRILELTERLET,

interface Virtual-Templatell type tunnel

ip unnumbered GigabitEthernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile FlexVPN-IPsec-Profile-1

7. Z02I -3 %SHAMICEIRLES (A 723> ),
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crypto ikev2 proposal SHAl-only
encryption aes-cbc-256
integrity shal

group 5

crypto ikev2 policy SHAl-only
match fvrf any

proposal SHAl-only
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(Local)] > [RADIUS Clients and Servers] ®JEIZEBIL . [RADIUS Clients] 20 )Y L&Y
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New RADIUS Client ]|

Settings IAdvanced I
¥ Enable thizs RADIUS client

™| Select an existing template;

| £

— MName and Address

Friendhy name:
| FlexVPN-Hub

Address (IP or DNS):
[10.77.100 Verfy... |

— Shared Secret
Select an existing Shared Secrets template:

| - |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

f* Manual ™ Generate
Shared secret:

Caonfim shared zecret:

oK Cancel

2. [New RADIUS Client] ¥4 7OJRY VAT, ROFIEIZHE Cisco I0S JL—A % RADIUS
94T NELTEMLET,
[Enable this RADIUS client] FT Y VRY OV RZEDI VYOI LET, [Friendly name] 7 1 —)L
RIZBBTZEADLET, COBITIE FlexVPN-Hub 2R L TWE T, [Address] 7 1 —JL R
CIL—ZDIPTRLAZADLET, HEMBIVUF T, [Manuall 773> RE &9
1)y 2L, [Shared secret] # & T [Confirm shared secret] 7 1 —)L RICHERBEADLF
T, X HABBE., I—RICREThTVIHERMBE—HLTVILENHY)ET,
[OK] 20Uy OLEY,

3 H—NNZX—DF A2 Z—T I (AT, [Policies] ZEB L. [Network Policies] ZiZiR L &
CP



[New Network Policy] X4 7AJRY VAN RRENET,

' Spedify Network Policy Name and Connection Type

You can specify a name for your network policy and the type of connactions to which the policy is applied,
i .

Policy rame:

Metwork connection method

Select the type of nebwork access server that sends the connection request to NPS. You can select ether the network scoess server
type or Vendor specic, but nefher is required. F your network sccess server is an 802 1X authenticating switch or wirsless access pairt,
sedect Unspecified,

(¥ Type of network access sarver:

|L|"|5DE‘EﬂE‘d j
™ Vendor specfic:

[0

4. [New Network Policy] X4 7AJRY JAT, ROFIBICHV, FILLWRY ND—0 KU
—ZEBMLET,

[Policy name] 7 4 — )L RICBEIZEAANLET, COBHITIEE FlexVPN ZERAL TVWET,
[Type of network access server] 7> a> RAVEZOUYOL, RAYTHAI>Y UARND
5 [Unspecified] ZiBIR UL E T, [next] 221 Y U LFET, [New Network Policy] F4 70O
RYDAT, [Add| 22Uy oLT, ILLERKZEML ET, [Select condition] X 4 7O
JRY D AT, [NAS IPv4 Address] k#-ZBIRL ., [Add) 2OV Y ILET,

[NAS IPv4 Address] 4 AT RY JANKRTRENETT,



NAS IPv4 Address

Specify the |Pv4 address of the network access server sending the access
request message. You can use pattem matching symta.

10.7.7. 100

QK Cancel

[NAS IPv4 Address] & 4 POTRY VAT, XY RND—9 FOEAH—/N0 IPv4 P RL A
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OKl| 22Uy JLEY,

Specify Access Permission

i |
Configure whether you want 1o grant nebwork adcess or deny nebwork access iF the connection request matches this |
oalicy.

= "nl

¥ Arcess granted
Cwrant access i ciient connection aflempts match the condtions of this policy

7 Access denied
Dy aocess f chent connection attempts match the condiions of this polcy.

[ Access is detemined by Ussr Dialan propeties fwhich cvemds MPS palcy)
Grank or dery access accondng (o user dialn properties f clent conneclion aitempls mabch the condiions of this polcy

prv_[[ ] |_omca |

[New Network Policy] # 4 7OJ 7R Y 9 AT, [Access granted] 73> REAV &I Y
L. RYRND=IOADIZATFTONTFORARZFILT (A—HFHFADTDIILTVD



YILFERMDOBRE ). Next] EOVUYILET,

Configure Authentication Methods
i
‘ Configure one or mare authentication methods required forthe connection request ta match this policy. For EAP

% 5 thentication, you must configure an EAP type. If you deploy MAP with 802, 1% or VPN, you must configure
Protected EAP in connection request policy, which overrides netweork policy authentication settings.

EAP types are negatiated between NP5 and the chent in the order in which they are ksted.

EAP Types:
Microsoft: Secured password [EAP-MSCHAP w2)

Less secure authertication methods -
™ Micosoft Ermptedmncahmmnuscmuz:

|_' ser mer channe ter red
r utmun Ermmdh.ﬂmrcatmﬂﬂscHhP}

r Emwphadal.lhamdbn [CHP-P]'

™ Unencrypled suthentication (FPAP, SPAF)

[T Alow clients to connect without negotiating an authentication method.
™ Performn machine heakh check only

Microsoft DBEDH. £F 11T 1 TREE hiz/YAT— R ( EAP-MSCHAP v2 ) /¥ EAP
RA 7 TITICRREN, Cisco I0S 7/V1 A& Active Directory BOBEEA RN & LT EAP
MSCHAPV2 OFERAN T EhTVWA & ZMREL, [Next)] ZOUY OLET,
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* Network policies allow you to desgnate who i suthonzed ta connect to the netwodk and the ciicumstances under which they
| can or cannol connect.

| Ststus | Processing Order | Access Type | Sowce |
Enabled 1 Grant Acce...  Unspecified
| g Connections to Microsoft Routing and Remote Accessserver  Enabled 2 Deny Access  Unspecified

Deny Access  Unspecified

Conditions - F the following condiions ane met:

Conditicn | Ve
NAS |Pwd Address  10.7.7.100

Settinegs - Then the following settings ane appled.:

| Setting | Value N
Fathendscation Methaed EAP

Access Pemmission Grar Access

Undate: Moncompliant Chents T

MAP Erforcement Allorve Full network acoess

Framead-Protocol PPP

Service-Type Framed

lgnoce User Diall-bn Properties False

Bxtenasble Authenbcation Profocol Method Microsefi: Secured password (EAF-MSCHAF v

D974F > bORRE
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K, XML Z’O7 740N 2 ERAT36 2R RLET,

<?xml version="1.0" encoding="UTF-8"?>
<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/
AnyConnectProfile.xsd">

<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false
</UseStartBeforeLogon>

<AutomaticCertSelection UserControllable="true">true
</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AllowLocalProxyConnections>true
</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="true">false
</AutoConnectOnStart>

<MinimizeOnConnect UserControllable="true">true
</MinimizeOnConnect>

<LocalLanAccess UserControllable="true">false
</LocallLanAccess>

<ClearSmartcardPin UserControllable="true">false
</ClearSmartcardPin>

<AutoReconnect UserControllable="false">true
<AutoReconnectBehavior UserControllable="false">
DisconnectOnSuspend

</AutoReconnectBehavior>

</AutoReconnect>

<AutoUpdate UserControllable="true">false</AutoUpdate>
<RSASecurIDIntegration UserControllable="false">
Automatic

</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocalLogon
</WindowsLogonEnforcement>
<WindowsVPNEstablishment>LocalUsersOnly
</WindowsVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>
<PPPExclusion UserControllable="false">Disable
<PPPExclusionServerIP UserControllable="false">
</PPPExclusionServerIP>

</PPPExclusion>

<EnableScripting UserControllable="true">true
<TerminateScriptOnNextEvent>true
</TerminateScriptOnNextEvent>
<EnablePostSBLOnConnectScript>true
</EnablePostSBLOnConnectScript>

</EnableScripting>

<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20
</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4
</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false

</RetainVpnOnLogoff>

</ClientInitialization>

<ServerList>

<HostEntry>



<HostName>F1lexVPN Hub</HostName>
<HostAddress>flexvpn-hub.example.com</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>EAP-MSCHAPv2</AuthMethodDuringIKENegotiation>
<IKEIdentity>example.com</IKEIdentity>
</StandardAuthenticationOnly>

</PrimaryProtocol>

</HostEntry>

</ServerList>

</AnyConnectProfile>

<HostName> l&, 95472 MIRRENDTFANNFITY, <HostAddress> &,
FlexVPN N7 DELEf R XA > % (FQDN ) T¥, <PrimaryProtocol> I&.

SSL ( AnyConnect D77 # )L KN ) TlEA& <, IKEV2/IPSec ZERA T ERZHREL T,
<AuthMethodDuringIKENegotiation> (&, EAP I MSCHAPV2 Z# 3 2 #ZEHZREL &
¥, ZDfElE. Microsoft Active Directory (239 2 FRIEICAE T, <IKEldentity> (&, /\7
LFOBEDOIKEV2Z A7 7ANICOTAT RN E—RE I NFIEZERELET ( LREA
TYT4BRSR),

X047 7A7740NE, AT NOANFERITRIRETT., EEER.
Anyconnect 7O7 7AI)N IF 14 2%ZFEALT, V547N 7A7 74N 2EKTB L
FHERENET,

2. RORICEBEENATVWDRESY), flexvpnxml 77 A I 2B IETFA LI NJICRELTL
ZEW,

3. AnyConnect 7247 hNZEKTL, BEBLET,

S

E‘! Cisco AnyConneckt Secure M

¥PN:
Please enter vour username and passwaord.

IFIex'-.-'F'I"-J Hub j Commect

4. [Cisco AnyConnect Secure Mobility Client] X4 7O 7R Y U AT, [FlexVPN Hub] Z3&iRL
. [Connect] 20Uy ULET,

[Cisco AnyConnect | FlexVPN HubZ 4 7OJRY U AN KRRENE T,



& Cisco AnyConnect | Flex¥PN Hub x|

Please enker wour username and passwiord,

Isernanme:

Password:

2K, I Cancel

5 1—HRBENAT—RZAHNL, [OK| 20UV ILET,

32

E eI 22, [show crypto session detail remote client-ipaddress] AN > REFEAL T
o cOIANY ROFFMICOVWTRE, "BtV 3 ZREITD Z2SRLTLEE L,

E:TFIRTYNAYE—TUR Y=L (BRI—FEM) (OIT) &, HE0 show 1
TV REHR—RLET, OT Z2EAL T, show IV KOWDOHHERRLET,
NZ7L>1—b

BRERNZ TN 1—FT1420FBIC@F. 9547 MDA SDARTOV ZRELTHHL, IL—
ATROTNYTJIAR> REFERAL ET. debug crypto ikev2 packetd & U*debug crypto ikev2
internal,

¥ :debug ON REFEATZHEIC, "FNYY AN ROEERER, 25BLTLKE
=W\,
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