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TR, BEILENIENSTAVIRYBA O EZA—TIAATRHRICEZSETEERTT (&
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ZRULET,

interface Tunnel?

ip address negotiated

tunnel source Ethernet0/1

tunnel mode ipsec ipv4

tunnel destination 172.16.0.2

tunnel protection ipsec profile testflex

CHAFIVY (AVTl) (HAFTEVIREBI ORIV AEZ—TIAAR, BEDRZILD
BEERKLEBWVWAALAFIV T IPsec NOZRIINZRIHRTDEOICEAETIET, RORILOX
dT—23>oRBEC, RETIERA AV E—T T4 AN RET>7TL—Nr5 00—
“—oJ&Eh, TORBTUOTL—RTIXNTO LIMWEEZBHAL FT, RIZ, dVTI OFRESH
ZRULET,

interface Virtual-Templatel type tunnel
ip unnumbered Ethernet0/1

tunnel mode ipsec ipv4

tunnel protection ipsec profile testflex

dVTI OFMAICOVTE, RORFIXD R ZZRLTEZ L,
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EzVPN Client /4

* f EzVPMN/FlexVPN Server

FlexVPN Client

LAS— NEM+ E— R EZVPN 954 F 2 b OREDRETE
OFAF 2 NRE

RIZ, —MRWE EZVPN 95 A T RO —FBREZRLET. COERETIE. Network
Extension Plus ( NEM+ ) E— RAFEAENET, COET—RTE., @HD LAN AZS > X2—7
IS RARBICEEBO SARTE, VATV NAICE—RBEILL>TEYHETSNEZIPFPRLA
FERENET,

crypto ipsec client ezvpn legacy-client
connect manual

group Group-One key ciscol23

mode network-plus

peer 192.168.1.10

username clientl password clientl

xauth userid mode local

!

interface Ethernet0/0

description EzVPN WAN interface

ip address 192.168.2.101 255.255.255.0
crypto ipsec client ezvpn legacy-client
1

interface Ethernetl/0

description EzVPN LAN inside interface
ip address 172.16.1.1 255.255.255.0
crypto ipsec client ezvpn legacy-client inside

H—)VERE

EzVPN =Tk, LA — VTN XY TREN, BITAOERREEL L THAENET,

aaa new-model
|



aaa authentication login client-xauth local
aaa authorization network ezvpn-author local
!
username clientl password 0 clientl
!
crypto isakmp policy 10
encr aes
authentication pre-share
group 2
!
crypto isakmp client configuration group Group-One
key ciscol23
pool Group-One-Pool
acl split-tunnel-acl
crypto isakmp profile Group-One-Profile
match identity group Group-One
client authentication list client-xauth
isakmp authorization list ezvpn-author
client configuration address respond
!
crypto ipsec transform-set aes-sha esp-aes esp-sha-hmac
1
crypto dynamic-map client-dynamic-map 1
set transform-set aes-sha
reverse-route
1
crypto map client-map 1 ipsec-isakmp dynamic client-dynamic-map
1
interface Ethernet0/0
description EzVPN server WAN interface
ip address 192.168.1.10 255.255.255.0
crypto map client-map
1
ip local pool Group-One-Pool 10.1.1.100 10.1.1.200
1
ip access-1list extended split-tunnel-acl
remark EzVPN split tunnel ACL
permit ip 172.16.0.0 0.0.0.255 any

H— /YD FlexVPN A\ QBT

BOEIS3ITHIALERSIC, FlexVPN I IKEV2 20> NO—J)L 7L—> 7O EL
TEAL., IKEVIR—ADMEzVPN Y D 1—>3a>enEFERNEEEEEEA. TORKR,
DBITO—ME2E. L — EzZVPN (IKEv1 ) & FlexVPN (IKEV2 ) DEEN RIFTED LS
BEETHRED EZVPN Y—N\ZRETHETT, COEERERTZICE, XD 2 >OFE
DBITHLEEFERTEEXT,
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3 : EzZVPNZ Z A4 7> N TNetwork Extension Plus(NEM)E— RDEzVPNEIEZ HR— KT
k. AY RIVRIL—FHFAVTIEEED T IILFSAZHR—KNLTVRIRENHYET, ChiZ&k»
T, BROIP7O0-ZRRIIICK>THRETEET, chid. AYRIVRAEZVPN V54
TOoROABRY RD—IADKRSTT714v 90, BREIKEVI E—ROBEICK2TIZAT U
BV YETShEIP7RLAZESILTDEHICHETT, IKEVI ZFEAL = dVTI TOXILF
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H—NTREZEEEZRETDICF., ROFIEZERITLET,

FHE1:E2ZVPN 95472 N ORIV ZRIHRTDIYEBENAN D R—TIAANSTIVT KNIV
TZHIBRLE T,

interface Ethernet0/0
ip address 192.168.1.10 255.255.255.0
no crypto map client-map

FR2: hRILOBAURIC, RETIELA AV E—T7IAAOIVO—ZVTRORET>TL
—bAVE—TITARAZERLFTT,

interface Virtual-Templatel type tunnel

ip unnumbered Ethernetl/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile legacy-profile

FE3: FLECERENECORBT O TL—NAVE—TIA A%, REFARD EzVPN J )L
—7 M isakmp A7 7 A ICEEMNTET,

crypto isakmp profile Group-One-Profile
match identity group Group-One
client authentication list client-xauth
isakmp authorization list ezvpn-author
client configuration address initiate
client configuration address respond
virtual-template 1

FOREZEZT2ES, BFEODEZVPN VS A T MBI EHREMETDEZHALET,
L, SEN RV, BA4AFIVICERENERET I LA AR —T I A ATHRELE
T, Chik, XDBIDOKSIZ show crypto session X RZEFEHAL THERBTEEXT,

PE-EzVPN-Server#show crypto session
Crypto session current status
Interface: Virtual-Accessl
Username: clientl
Profile: Group-One-Profile
Group: Group-One
Assigned address: 10.1.1.101
Session status: UP-ACTIVE
Peer: 192.168.2.101 port 500
IKEvl SA: local 192.168.1.10/500 remote 192.168.2.101/500 Active


//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-2s/sec-ipsec-virt-tunnl.html
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IPSEC FLOW: permit ip 172.16.0.0/255.255.255.0 host 10.1.1.101
Active SAs: 2, origin: crypto map

IPSEC FLOW: permit ip 172.16.0.0/255.255.255.0 172.16.1.0/255.255.255.0
Active SAs: 2, origin: crypto map

FlexVPN BETED H—/SA QBN

ZOBITIE, FlexVPN 254 7Y NEH—NOESETRSASIG (%Y, R/ ) #FEALE
T, cOEIAVOERETEK., Y—NHNFITICERICRIEE N, CAH—NICEEEThTWS
CcEZAIRELTVET,

FME1:IKEV2 AN—N F7 ) RNEREEERELET,

IKEv2 Z AL T, 152(1)T CTEAThEAN—KN F74)L NEEEERTED LS ICBY EL
oo &, FlexVPN SBREZBMILT A EHICEAETAET, KIC, WSD2HADFT T )L NERE
ZRULET,

F7A)KNDIKEV2 HFAIRUS— :

VPN-Server#show crypto ikev2 authorization policy default
IKEv2 Authorization Policy : default
route set interface
route accept any tag : 1 distance : 1

F7FI)ND IKEV2 B2 :

VPN-Server#show crypto ikev2 proposal default

IKEv2 proposal: default

Encryption : AES-CBC-256 AES-CBC-192 AES-CBC-128

Integrity : SHA512 SHA384 SHA256 SHA96 MD596

PRF : SHAS512 SHA384 SHA256 SHA1l MD5

DH Group : DH_GROUP_1536_MODP/Group 5 DH_GROUP_1024_MODP/Group 2

F7FI)INDIKEV2 RS —

VPN-Server#show crypto ikev2 policy default
IKEv2 policy : default

Match fvrf : any

Match address local : any

Proposal : default

F7A)INND IPsec 70774 :

VPN-Server#show crypto ipsec profile default
IPSEC profile default
Security association lifetime: 4608000 kilobytes/3600 seconds
Responder-Only (Y/N): N
PFS (Y/N): N
Transform sets={
default: { esp-aes esp-sha-hmac } ,
}

TF7FIENDIPsec FT2AT7A—AL Y M

VPN-Server#show crypto ipsec transform default
{ esp-aes esp-sha-hmac }



will negotiate = { Transport, 1},
IKEV2 AN— K~ 77 # )L NEEEDFFHEIC DOV TR, FIKEV2Z AN—hK F7#4 ) by (BRI
BER)ZZRLTEEL,

FHE2: F7AILNDOIKEV2HFAR)S—ZZEL T, FlexXVPN I9ZSAT7NOTF72ILND
IKEv2 70774 I)&ZEMLET,

CCTHERUEIKEV2ZO7 74L&, RXA > BciscocomlCEILKETIDE—HL., 9547
RNAILERLUERET IO EAA D E—T IA AN BRET T L— 2 s EFREhEdT, £k,
IRV —IE, EFIPPRLAOEV)UTICERATZIL—NEERXRLET,

crypto ikev2 authorization policy default
pool flexvpn-pool

def-domain cisco.com

route set interface

route set access-list 1

!
crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn VPN-Server.cisco.com
authentication remote pre-share
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint flex-trustpoint

aaa authorization group cert list default default
virtual-template 2

FME3:FlexVPN 9S4 T NCERAENZHRETF I L—N A 2—T T4 AZERLET,

interface Virtual-Template2 type tunnel
ip unnumbered Ethernetl/0
tunnel protection ipsec profile default

FlexVPN Client O 5%

crypto ikev2 authorization policy default
route set interface

route set access-list 1

!

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn Client2.cisco.com
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint flex-trustpoint

aaa authorization group cert list default default
!
crypto ipsec profile default

set ikev2-profile default

!

interface TunnelO

ip address negotiated

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default


//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-cfg-ikev2-flex.html#GUID-F936D366-EEE2-4016-A8CA-DE4EF6C1B205
//tools.cisco.com/RPF/register/register.do
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hostname VPN-Server
1
1

aaa new-model

aaa authentication login client-xauth local

aaa authorization network default local

aaa authorization network ezvpn-author local
1

!

no ip domain lookup

ip domain name cisco.com

ip host ca-server 192.168.2.1

!

crypto pki trustpoint flex-trustpoint
enrollment url http://ca-server:80
serial-number

ip-address none

fingerprint 08CBB1E948A6D9571965B5EES58FBB726
subject-name cn=vpn-server.cisco.com, OU=Flex, O=cisco
revocation-check crl

rsakeypair flex-key-pair 1024

1

1

crypto pki certificate chain flex-trustpoint
certificate 07

certificate ca 01

username clientl password 0 clientl

username cisco password 0 cisco

!

crypto ikev2 authorization policy default
pool flexvpn-pool

def-domain cisco.com

route set interface

route set access-list 1

!

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn VPN-Server.cisco.com
authentication remote pre-share
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint flex-trustpoint

aaa authorization group cert list default default
virtual-template 2

!

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

!

crypto isakmp client configuration group Group-One
key ciscol23

pool Group-One-Pool

acl split-tunnel-acl

save-password



crypto isakmp profile Group-One-Profile

match identity group Group-One

client authentication list client-xauth

isakmp authorization list ezvpn-author

client configuration address initiate

client configuration address respond
virtual-template 1

!
crypto ipsec transform-set aes-sha esp-aes esp-sha-hmac
1
crypto ipsec profile default

set ikev2-profile default

!
crypto ipsec profile legacy-profile

set transform-set aes-sha

!
crypto dynamic-map client-dynamic-map 1

set transform-set aes-sha

reverse-route

!
crypto map client-map 1 ipsec-isakmp dynamic client-dynamic-map
1

interface Ethernet0/0

description WAN

ip address 192.168.1.10 255.255.255.0

!

interface Ethernetl/0

description LAN

ip address 172.16.0.1 255.255.255.0

1

1

interface Virtual-Templatel type tunnel

ip unnumbered Ethernetl/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile legacy-profile
1

interface Virtual-Template2 type tunnel

ip unnumbered Ethernetl/0

tunnel protection ipsec profile default

1

ip local pool Group-One-Pool 10.1.1.100 10.1.1.200
ip local pool flexvpn-pool 10.1.1.201 10.1.1.250
1

ip route 0.0.0.0 0.0.0.0 192.168.1.1

!

ip access-list extended split-tunnel-acl

remark EzVPN split tunnel ACL

permit ip 172.16.0.0 0.0.0.255 any

access-list 1 permit 172.16.0.0 0.0.0.255

E27% IKEvi EzZVPN 9514 F > hERE

hostname Clientl

!

crypto ipsec client ezvpn legacy-client
connect manual

group Group-One key ciscol23

mode network-extension

peer 192.168.1.10

username clientl password clientl



xauth userid mode local

!

interface Ethernet0/0

description WAN

ip address 192.168.2.101 255.255.255.0
crypto ipsec client ezvpn legacy-client
1

interface Ethernetl/0

description LAN

ip address 172.16.1.1 255.255.255.0
crypto ipsec client ezvpn legacy-client inside

ip route 0.0.0.0 0.0.0.0 192.168.2.1

2B IKEV2 FlexVPN 954 F > NERTE

hostname Client2
!
aaa new-model
!
!
aaa authentication login default local
aaa authorization network default local
1
!
no ip domain lookup
ip domain name cisco.com
ip host ca-server 192.168.2.1
!
crypto pki trustpoint flex-trustpoint
redundancy
enrollment url http://ca-server:80
serial-number
ip-address none
fingerprint 08CBB1lE948A6D9571965B5EE58FBB726
subject-name cn=Client2.cisco.com, OU=Flex, O=cisco
revocation-check crl
rsakeypair flex-key-pair 1024
1
1
crypto pki certificate chain flex-trustpoint
certificate 06
certificate ca 01
!
!
crypto ikev2 authorization policy default
route set interface
route set access-list 1
!
crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn Client2.cisco.com
authentication remote rsa-sig
authentication local rsa-sig
pki trustpoint flex-trustpoint
aaa authorization group cert list default default
!
crypto ipsec profile default
set ikev2-profile default
1

interface TunnelO



ip address negotiated

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default
1
interface Ethernet0/0

description WAN

ip address 192.168.2.102 255.255.255.0
1
interface Ethernetl/0

description LAN

ip address 172.16.2.1 255.255.255.0

1

ip route 0.0.0.0 0.0.0.0 192.168.2.1

1

access-list 1 permit 172.16.2.0 0.0.0.255

BE D FERE

RIZ. L—ZTO EzVPN/FlexVPN O EMEZ TR I B HICHEAET DV 2ANIN T RZ R
LEXT,

show crypto session

show crypto session detail

show crypto isakmp sa

show crypto ikev2 sa

show crypto ipsec sa detail

show crypto ipsec client ez (for legacy clients)
show crypto socket

show crypto map
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