FireSIGHT & AT ADYIAREFIE

A&

BE

[0k Saa

aA74FaL—>3>

ATY 7 1: PHRE

ATYVT 2. SA4EVADAVARN—)

ATYVT 3 SARTL RV —QHER

ATV 7 4 FEHRIS—DERA

ATV 75 EBRKT/NA ADEEK

ATYVT 6 AVAR=INEhTVWBE S ADERI
FIE7  BAAR—T I A ADERE

ATV 7 8: BARIS—DERE

FIE9: FOEARA A MO—-IL RV —OHRELER
F)IE 10 : FireSIGHT Management Center ¥ A1 X R 2 ZETIH ESH ORKREE
T DD HEIRETE

B=

FireSIGHT Management Center £ = l& FirePOWER /N1 ADA X =S EEANETLES, A
TALANTEZICHBEL, BAMNRYRNDTS—RZERTEDRDICTDEODOFIEZERTTH 4
ENFHYUET(FAEVADAVAN =L, TTZATADETR, EEMHRIS— AT A
RIVD—, POLAA AL RV —, BARUD—QOHERBZE ), CORFIXDNE,
FireSIGHT AT LADA 2V AM—=I HA4 R HA ROBE T,

= 353

CORFIXYNE, FireSIGHT AT LDAVAR—=)L A4 REFATVD L ZHIRELT
WEd,

A 74Fa1L—>3>
ATFYv7 1 g E

FireSIGHT Management Center T Web 41 > X—7 I A4 AIZAJA4 L, RIZRTEYRNTY T
R=UTHYHBREATAVEZEBELT, Y NTPY T J7OCAZETIBRENF HYVET,



DR—TT, BEEENAT—RZZEEIDIHBENH KT, Tleo RXA®P DNS -\ &
DERY NI—UREPHZIREZEETDEETERT,

Change Password
Use the=e fizlds fo change the paszward for the admin accourd. Sourcefire recommerds that you use A passwond that has 21 l2ast sight alphanumeric characters of mised caze and
inclodes al least one numeric chasacter. Avoid using words thal appear in & dicionary.
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Network Settings

Use these helds 1o specty network-related informition far the management mecriace on the applance.

Protocol = Py IPyh Botn
Pvd Management IP

Metmask

Pvs Defaul Metwark Gateway

Hostname:

Domain

Primary DNS Server

Secondary DNS Server

Tertiary DNS Server

Time Settings

U=z these felds 1o specty how you want 10 521 the time for the Defense Center

® iz NTP from

Sal My Clock ) )
Yanualy 2013 w (/| July v /(19w | |9 w|: |25 v

Curreni Tme L003-07-19 05c2h

Sal Tiane Zone Amesicaflew York
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Recurring Rule Update Imporis

Use these Tields i schadule reciiiing rule updates.

Inestal Mow

Enable Recurring Rule Update mpaorts

Recurning Geolocation Updates

Lise these fislds in schedule recusving weekly geolocntion updnates. Nobe that updates may be Inrge and can inke up 1o 45 minuies
Install Mow
Emabic Recurring Weekly Lipdaies

Automatic Backups

Use this feid 10 schedule auiomatic configuration backups.
Enable Sutomatic Backups

License Setings

To ofiain your hcense, NAMJRLE whnera you will be prompied for the loense key and the actvation key, which was
cmadcd 1 The CONTAGT PErS0n 00 YU SUREONT Contract. Folow the 0n-50resn Rsruchions o genernns & leense, which wil be emaded to wou. Paste the Inense below and dick
Add®erify, If your browser cnnnot socess the Interned, swinch to n host that can

License Key

By |

COR—T Tk, T/VAL A% FireSIGHT Management Center ICE& L, RET—RZEETS
CEETEFRT, BRPICBRENEZREETE-—REZOMBOFT>IVIIK2T, DATLTH
RENDTFTAINNAVE—TIAA, 42542 YN, BROV—2EFTEHLS, BEEWNR
TFNARACRAICERAEND RIS —EREENET,



Device Regisiration

Use this saction to edd, lcenss, and apply initial access conbrol podiclas 1o pre-regisiered devices. Note that wou do not need 1o add devices o the secondary Defense Cenier ina
high avaiiaiiiy pair. |f you enabée the Apply Detauk Access Control Pelcies option, the apphed polcy for each devee depends on the detection mode (Ining, Passae, Access
Caontral, or Metwork Discovery) you configured for the device,

Click Add to add each dewice,

Anply Defaukt Access Comirol Polces 1+

End User License Agreement

I DU LA N MoHEE | BLL W THE | EHMS ANLY UL IS WU LAINEL I | HIS MeHEEMEN 1, |HEN SUUHLERIHE I3 UNWILLING |J LG ENSE 1HE =
LICEMZED MATERIALS TO YOU, IN WHICH CASE YOU MAY NOT DOWHNLOAD, INSTALL OR USE ANY OF THE LICENSED MATERIALS. |

IF ¥0OU DO NOT AGREE TO THE TERMS AND COMDITIONS OF THIS AGREEMENT DO MOT INITIATE USE OF THE PRODUCT. BY SELECTING "1 ACCEPT,” _=
TOE.T TCONTINUE,” 7YES,” "MEXT OR BY INSTALLING OR USING THE LICENSED MATERLALS IN ANY WY, YO ARE INDICATING YOUR COMPLETE
UNDERSTANDING AND ACCEFTANCE OF THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF ¥YOU D0 NOT AGREE TO THE TERMS OF THIS
AGREEMENT, DO NOT INSTALL DR USE THE PRODUCT.

I You are lcated outsde of the Linbed Siates, then Sourceire international Gmib, a subsoary cated in Swizernd, shad be a parsty 10 this AQreement with Yau and
the party boensing the Licensed Maberials o You hercunder. Thes Agreement governs Your acoess and use of the Sowrcefre Products, exoept 1o the cxtent there is a
separaie written agneement signed iy both You and Sourcefire that expressly staies that i governs Your use of the Sourcedire Products, in the event of a confiict between
the provisions of such a writen agreement and this Agreement, the ceder of precedence shal be (1) the s=parate signed sgresmen, and (2) this Agresment,

1. DEFINITIONS

The ioliowing capiakzed terms shall have the folpwing meanings in this ELILA:

-
1.1 “Applance™ means anmy Sourcefine-branded network securty appliance made availabie to You, consisting of Hardware and pre-instalied Sourcedire Softeare andior P

|| I'have read and agree to the END USER LICEMSE AGREEMENT
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cRONR—=TIZBEL T : [System] .> [Licenses]
- [Add New License] 22 JY VL&Y,



Add Feature License

Licenze Key

License

et License Verify License Submit License

If your web browser cannot access the Internet, you must switch to a host with Internet access
and navigate to

Lising the license key, follow the on-screen instructions to generate a
license.

Return to License Page
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1. ROR—DIZBE L F T : [Devices] > [Device Management]
2. A4 REBMICTBDTNARAZEV )Y UL, [Devicel] R7E2RRLET,
3. [License] DHE®D [Edit) (#AE 71> ) 20Uy 2L FT,

License
Protection: Yes
Control; Yes
Malware: Yes
URL Filtering: Yes
VPN Yes

COTFNARACBERZ A AZBMICL, [Save] 209V Y ILET,

& EBBIZ T You have unapplied changesy EWD XY E—IFRRENET, COBEE. TN
A ABEBR—IDSBEL R TE, [Apply Changes] REAVEIV Y VFTBDETRTFTIOT17
BERCEVET,

@ Health System Helpw adminw

s, You have unapplied changes w# Apply Changes
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1. [Devices] > [Device Management] R—ZJ ICBEBILE T,
2. ZEHITB YO [Edit] (¥ ) FAOAEIVYILET,
3. [Interfaces] 27 T, BUTDAVA—T IS AD[Edif] PAAEIVYILZET,


//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
//www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center/118596-configure-firesight-00.html

Edit Interface ?

None | Passive | Inline | Switched | Routed | HA Link

Please select a type above to configure this interface.

Save Cancel
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. [Policies] > [Intrusion] > [Intrusion Policy] D EIZi®#IRL £ 7.
. [Create Policy] 20 UY O LET, ROFATATRY DANRTENET,

Create Intrusion Palicy ? %

Policy Information

Mame *

Description

Drop when Inline )

Base Palicy | Connectivity Over Security
Variables

[i]' Use the system default value

Metworks to protect

* Required
Create Policy Create and Edit Policy Cancel

BRZEHET, FHITIR—ARVI—ZERLET, EAREICK > T, [Drop when
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FIEO: PO/EA > MO—-IL RUS—ORELEA
1.[Policies] > [Access Control] ICEEIL £ T,

2. [New Policy] 22Uy 2 LET,

New Access Control Policy ? X
Mame:
Description:
Default Action: Block all traffic ) Intrusion Prevention MNetwork Discovery

Targeted Devices

Available Devices Selected Devices

. Search

==
= —

Save Cancel
3RS —DEMEHRAREELET.
4.7 0t AQ> bO—)LR 1) S —0[Default Action]& L T[Intrusion Prevention] Zi#IR L £,

5.REIC, TURAMBARVS—EBATHE—7TY h TN AZERL. [Save]2 V)Y Y
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m Targets (1) Secunty Intsligence HTTP Rasponses Advanced

m Filtar by Dawice J Add Categary el Ado Rala Search Rules

Source  Dest BOu.., | Dest 5
& Mamse Foncs Zoncs Het .. Met... WLA... Wa... App... SreP..  Dest... URLs Action 1_', ol L

Administrator Rules

Standard Rules

This cotegar

Root Rules

This categary 5 amphy

Lot e e |

fire Aulbsiad Paliging

Aocess Tomrel: Block all Tratfc
Access Dontrel: Trust &l Trafc
Mabveark Dascnwary Gnly
[nkrasian Preventdaor: Expes mertal Fodcy 1
[nlrusioe Proseatioe: Canneclivily Dwar Socurily
[nbtrusion Preventor; Balanoced Security and Conpechywiby
Cntrusion Presestion: Seoueny Over Connectivity
vabad Palcivs
[nbrasian Preventaor: Defaut Security Over Conmeckwity

TEREANRNZERTDICE, BREOXF DT EEVNCITEIHLEN H V) FT, [Default Action] ®
GRICHZS ROVYTEI A _1—20)YILET,

Logging 7 X

|_| Log at Beginning of Connection

EI Log at End of Connection

Send Connection Events to:

@ Defense Center
|| Syslog
|| SNMP Trap

Ok Cancel

BEKNDBRUFTLFIRRBICERZRERIDCEZERLET, 1R M FireSIGHT
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You have unsaved changes | |ﬂ Save || ﬂ Cancel || % Save and Apply

&) Add Category () Add Rule Search Rules

ts ‘D—tPan:l URLs Action ‘ i ‘L:j ‘J:f ‘L,j ‘

TE2RFIZN, REVTHRATZIOAZBRTERT, ROV RINFRREN, RELTE
BEIUYILET,

Apply Access Control Policy ? W
Access Control Policy: Test Policy

Apply this Access Control policy and all associated rule configurations,
objects, and policy changes to affected devices.

| apply Al || Details... || Cancel |
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13.8AIDATF—BARERTBICE, R—VLBCRRENBBAD TRRAYDATF—R A
D0V OLET, T, ROSICBEL E9, [System] > [Monitoring] > [Task
Status] ICBBILET,

x

Task Notification
Task Status Policy apply task queued

14. [Task Status]) > o2& 20y oL T, Z7tLAA MNO—=IRV—0ERAOETRRAZEER
LEI,



Job Summary Remove Completed Jobs || Remove Failed Jobs

Running 0
Waiting 0
Completed 7
Retrying 0
Failed o
Jobs
Task Description Message Creation Last Status

Time Change

= Health Policy apply tasks
0 Running 0 Waiting 1 Completed 0 Retrying 0 Failed

Health policy apply to
appliance Health Policy applied
- successfully

2013-07- 2013-07-
19 19 Completed [l

Health Palicy Apply 18:25:39 18:26:42

(= Policy apply tasks
0 Running 0 Waiting 3 Completed 0 Retrying 0 Failed

Apply Default Access
Control to Access Control Policy
: applied successfully

2013-07- 2013-07-
19 19 Completed |

Access C;:lntr'n:nl Palicy 18:26:04 18:27:12
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