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CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR
FAXRNTEATEZINTOTFNARRG, A (F7FIIN ) REOREASBELTVET
o MROXY RT—INEBBHITHBIBERICE, EOXSIBIOANU RIZDVTE, TOEEN
BEEIODVTHRIEBRL THBENfBYUET,
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AFNAA(NAD ) EDHEEHR—RNTBELSICKRETDHEFERBVET. XOH
X, COREERETDLEONDHFEND1D2TT, REFE—EOHEEETHY), AL
THEENBEAOD-_—XICEHLETEETESNET, RANOKER. 2 20FEO7O+E
ATHBDEIFEELTLEEZV, 12U ENEBAIRUS —% ISE TEZEL. ISE I
RADIUS BREDRT (av R7 ) % FMC £ B EBRET/NA AIEE £ T, —h5
D avRTIE, RIZCFMC Y ATADRI Y —F/ETERESNO—HIL 11— JIL—7(C
IXvbEVTEnET,

XYRND—=O FRAAREZRY RND—O FIRARA TI—T DO&&E

. ISE @ GUI T, [Administration] > [Network Resources] > [Network Devices] [cBEIL £ T,
[+Add] 2OV Y OLT, MLLWRY ND—OU FPOEAFNAA(NAD ) ZBIMLET, <
DTFNAADBRBICBDBHETNAADIP T RLAZEELET, XOBITE., FMC
ERENTVET,

Network Devices

* Name| FireSIGHT-MC

Description | |
* IP Address: | 10.1.1.10 | /{32 |
- [Network Device Groups] ® T T. [All Device Types] FLUODBORNZIIYILE

¥+, FAOAUEIUY L “ 7T, [Create New Network Device Group] ZiBRL £ 7,
ROAD =223y NOBITIE, [Device Type] M [Sourcefire] AREENTVET, D
[Device Type] &, ZBOFIEORAR) S —OHAUDERTSRENTVET, [Save] 27
Dy OL&ET,



Create New Network Device Group... x

Network Device Groups

* Parent | |l Device Types | Reset to Top Level

* Name | Sourcefire]

Description

* Type | Device Type

3

AL BOKRNEBEIVYOL, FOFETREENERY ND)—9 FINA R TIL—=T
ZBRLET
* Mebwork Device Group

Location| aj Locations | Set To Default |

Device Type sourcefire | Set To Default |

- [Authentication Settings] DEIZHBDF IV IRY VRAZFAICLET, O NADICFERT
% RADIUS HEMEZEF—EANLET, BLUHEMEF—AH. & T FireSIGHTMC £T
RADIUS H—N\N%ZRETHIRICBEFAS DI EICEELTLEESY, L= FTFA
N (EEEILTFAN) DF—EZRERETHICIE, [Show] REVEIVYILET,

[Save] 20U Y IO L& T,

= Authentication Settings

Enable Authentication Settings
Protocol  RADIUS
* Shared Secret | llllllllll I Show
Enable KeyWrap [ ] ¢
* [Key Encryption Kay

* Message Authenticator Code Key Show

Key Input Format = ASCIT - HEXADECIMAL

- GUIT7EAFREZEZ I 7OEAIC RADIUS I—HRAXRLFRBAZHBEETEIIANT
O FireSIGHT MC £ BENRT/NA AILDOWVWT, LRROFIEZEVIELET,

ISE BRERD > —DRRRE :

. ISE ® GUI T, [Policy] > [Authentication] IZBEBLET., RU>— Y NE2FERATRIHSE.
[Policy] > [Policy Sets] ICBEBILET., KXDOBFE, F7AILNORIAR)S—A22—T I
AABRERBARIS— AV B—TIA AZHERATBHISEEANSOENTT, FiAHK
CERAKAOOD Y Vik, BREFZECBRE<ELUTT,

- ERAFDOHEEN MAC FREE/N A /N A ( MAB ) 7= l& 802.1X T4 L) NAD A5 M RADIUS ER



ZRAT B HIC, [Default Rule (Ifno match ) | AAEAHEhET, T 7L KNTERES O

TVWBDERSIC, CORAITEE ISE DO—AHIL® [Internal Users] ID Y—ARDOI1—H FHh

hEBRLET, ZOFRE. [Administration] > [Identity Management] > [External

Identity Sources] D F TEZEE 115, Active Directory, LDAP X EDNAIEID YV —RAESRT

BEOICEETEFTT, BHMICLTHHIYURILKTSRLHIC, XROBITREISEOO—HI

TCA—HY THIRNEERTDEH, RBARIS—Z2ESICEETIHERFHYEFEA,
Authentication Policy

Deefine tha Authentication Policy by selecting the protocols that 152 should use to communicate with the ratwork devicas, and the kentity sources that it should use for authentication,
Folicy Type () Smple (&) Auke-Based

Mag I Wired_MaB OR Allpw Protocols | Default Network Acgess and
Wirsdess MAB
Default use Irernal Endpoints
Dotlx o IF Wined BO2.1X OR Allow Pratocols @ Defaull Netveork Acoess and
‘Winghess_H0E, 1X
Drffanualt e Guest_Portal Sequence
Befault Rule (I ne match) Allow Protoends @ Defauk Nebwark Access ard USE ¢ Iternal Users

ISEADOO—HIL I—HDEM

- [Administration] > [Identity Management] > [Identities] > [Users] D JEICBEIL £9, [Add] Z
DUV OLET, BEROZPHAVRTVI—HRENAD—RZADLET, [User Groups]
DBIRT, REOTIL—TEBEZBRTDH, FEBGEO +|RBEZIUYILTHLVWIIL
—7#EMLET., KROFTE, I—H O Tsfadminy A" HARL T IL—7 D "Sourcefire
Administratory IZEIW) H TSN TVWET, <OI1—Y JI—T&F,. TO "ISERTRI>—
NERE) FETEREhDRAZ7A7FAILICIOENET, [Save] 2V YILET,



Metwork Access Users List = sfadmin

Metwork Access User

* Name | sfadmin

Stahus Enabled ~
Email
Password

* Password | ssssssss Need help with password policy ? '

* Re-Enter Password [T T]

User Information

First Name

Last Mame

Account Options

Description

Change password on next login [_|

LUser Groups

Sourcefire Administrator

ISE BAIRD > —DE&RE

. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] @ JIE (Z#1R
LET, BROFRBEZIVYILTHLLVRBIT 70774 ZEBMLET,

. Sourcefire Administrator D & S BEEKDH A V) X FTVWE B Z [Name] ICIEEELE T,
[Access Type] T [ACCESS_ACCEPT] Zi#IRL £9, [Common Tasks] T, X FEETA
SO—J)LUT[ASAVPN] DEDF I Y URY VAREAVICLET, FLUSBOKENEY
1) v 2 L. [InternalUser:ldentityGroup)Zi&IRL E£J. [Savel 2TV I LZET,

EVN: COBITRISEO—HDILI—IDARNTZFEATE 0, REZBHRALTHEHIC
InternalUser:ldentityGroupZ L —7"F 7> a U FEREhET, ABIDANTEZERATS
1BE. ASAVPN ORTEMENSIEHREFHENETH ., Sourcefire /N1 AIZIRTEREF
BTRELET, L&A, [ASAVPN] ROY 7HAI> RY U AIZ Administrator & F B
TANTBE, Sourcefire /N1 AIZEEE 1D Class = Administrator & V> Class-25 @
av RT7ENERENET, OEE. RICZATLDRIS—FREND—ZELT
sourcefire D1—H JI—TICXvEVITTEET, RABI—HOBEEFE. WTFhORE
FEEHFBENET,



HNEBI1—Y o6

* Mame

Sourcefire Administrator

Description

* Access Type

ACCESS_ACCEPT

Service Template |

¥ Common Tasks
| PRALDEC FOICY

|| NEAT

|| Web Authentication (Local Web Auth)

| | Airespace ACL Name

E! ASA VPN InternalUser:IdentityGroup -
¥ Advanced Attributes Settings
-~ | Select an item ® | = o

¥ Attributes Details

Access Type = ACCESS_ACCEPT
Class = InternallUser:IdentityGroup

ABI—H OB




™ ASA VPN Administrator

Advanced Attributes Settings

Select an item =

[} TINN.| i T
Attributes Details

Access Type = ACCESS_ACCEPT
Class = Administrator

. [Policy] > [Authorization] (CEEBIL, Sourcefire Administration @Y > 3> AOFHL LWEETIR
D —E|/ELET, XDOHFITIE, DEVICE:Device TypeR#EFRAL T, ERRDO TxY M
D=0 FINAAREXRY ND—=O FINA R TIN—=TO&EL V> a>TRELEFINA A
BATIC—HRTBDELSCLTVWET., <ORUZ—E, RICETEREL % Sourcefire
Administrator BRI Z’O7 7 1 )LICBEENS TS NE T, [Savel 2OV Y ILET,

Status Rule Name Conditions (identity groups and other conditions) Permissions
Wireless Black List Defa Blacklist Wireless_Access Blackhole_Wireless_Acoess
ult
Profiled Cisco IP Phones Cisco-IP-Phone Osco_IP_Phones
Profiled Non Cisco IP Ph MNon_Cisco_Profiled_Phones MNon_Cisco IP_Phones
anes
Sourcefire Administrator DEVICE: Device Type EQUALS All Device Sourcefire Administrator
Types#Sourcefire
COWA-PSN1 MNetwork Access:ISE Host Name EQUALS OWA-PSN1
isel2-psnl
CWA-PSN2 Network Access:ISE Host Name EQUALS OWA-PSN2
isel2-psn2

Sourcefire D AT L RS —EE

- FireSIGHT MC (—O% 4 > L T, [System] > [Local] > [User Management] [CBEL £7,
[Login Authentication] 2 7291 Y2 L%E¥, [+ Create Authentication Object] K&~ % &
Dy oULT, I—YRAELEERTHAOFL LV RADIUS H—/NZEBMLET,

- [Authentication Method] T [RADIUS] Zi2IRL£9., <O RADIUS H—/XDOFREBIZ/EDBEHI
ZANLET, [Host Name/IP Address] & [RADIUS SecretKey] ICA DL ET, MEF—
(&, BT ISE TRELEF—E—BLTVRHENHYVET, NYITYTDISE H—/\
NEETDHEEE. [Host Name/IP Address] ICA 7> 3> TAHLET,



Authentication Object

Authentication Method RADIUS =
Mame * ISE
Description

Primary Server

Host Name/IP Address * 10.1.1.254
Port = 1812
RADIUS Secret Key sesssnsens

Backup Server (Optional)
Host Name/IP Address |
Port 1812

RADIUS Secret Key

. [RADIUS-Specific Parameters] £9>3> T, GUI 7Vt AIC—8 9 % Sourcefire DO—7
LWIN=TEZOBRI_HBDTFAN RY VD AIC Class-25 D av RFPDONXFHEADLET,
Z DTk, Class=User Identity Groups:Sourcefire Administrator® {&A"Sourcefire
AdministratorJ )L—7ICIX Y EJEhTVWEYT, ZODfER. ISE A" ACCESS-ACCEPT @
—HWELTRIETT, A7>32T, Class-25 FI—7HE) HTS5hTWEVRIEH
& 1—HH D [Default User Role] ZBIRLET, [Save] 2V VY I LTREZRTFITS N,
FLERFISEZFEALTRAZTARNTDEHICTO KR, 023V ICHEARAET,



RADIUS-Specific Parameters

Timeout {(Seconds) 30
Retries 3
Access Admin

A

Class=User Identity
Groups: Sourcefire Ad ministral:url

Administrator

A
Discovery Admin

A
External Database User

A
Intrusion Admin

A
Maintenance User

.
MNetwork Admin

A
Security Analyst

A
Security Analyst (Read
Only) A
Security Approver y

Access Admin
Administrator
Discovery &dmin
External Database User

Default User Role

- [Shell Access Filter] T, > IT) Y>3 &EEFE SSHEY> a ZFHRITDI1I—F0hHh
NXWIARNZABDLET,

Shell Access Filter

Administrator Shell Access  |userl, user2, user3
U=er List




SNEBRERED B XL
REICUATOFIEZRITL T, FMC THAMEALZBMICLEX T,

1. B8 AT A > Local > PATFALARY S —.
2. 2R HEPRREE £RID /NI

BAT—RAZRDLSICEELET AN (F74ILNTREN) .
4. JEle]'é_‘ N7z ISE RADIUS H—/NZBMI-LFET,
5. R — E{%ﬁb T72AT ALK —2BEEALET,

Status Enablad &
Access Lis
Audit Log Settings KRN, Cahmin
Dashboard Default User Rale r;:—l--r-lmz-n n
Datahase External Database User
DMS Cache Shell Authentication | Disabled 2
Email Motification CAC Authorization Disabled &

* External Authentication

Intrusion Policy Preferances Mame Description Method Server:Port Encryption

Language s - & 71
: W  1S5E RADIUS 10.1.1.254:1812 i L

Login Banner

Netwark Analysis Pollcy Prefenences

ENMP

STIG Complanos
Tirme =1 A hran Easn
User Interface

Vulnerabilicy Mapping

Save Policy and Exit Cancel

TR

CISE ICR UL TA—HUFEAZ2T AN TSI, [Additional Test Parameters] 293> &TA
20—=)LLT, ISEI—YDI1—HYRBENAD—REZADLEY, [Test) ZVUYILET
o TANCEUTRE, BREORIIHFIEENET, TestComplete EVWDI XY E—TIH T
ZOH T4 RVOEBEIZKRRENE T,

Additional Test Parameters

Iser Name sfadmin

Password TTIII I

*Required Field

Save Test Cancel

- TANRIENHERERRTDICIE, [Test Output] 223> ICBBL T, [Show Details] ®
BILHBIROXKHNZVIYIOLET, ROAVI—>223y hoOBITRE, Mradiusauth -
response: |Class=User Identity Groups:Sourcefire Administrator|"DfEZISEA S ZELFL 1=
o COfEIE, £TFireSIGHT MC L Ti&EL /= Sourcefire A—AJ JIIL—7IZBEER TS
Nz Class DEE—HTBEFFTT, [Save] 2V JUYILET,



Test Qutput

Show Details -

ehack_auth_radius: g2lkser: sladmin

HADIUS config file: fwar/amp/OPMTHT Igls/radiuschent_O.canf

radiusauth - respanse: |Lser-Name=sfadmin|

radiusauth - response: |Sate=ReauthSession: DacleBcb 0000006530 F4856]

radlusauth - respanse: |Class=Llser [dentity Growns: Saurcefire Administrator|

radiusauth - response; |Class=CACS: bacSeBeb000I006539FaE06: sl 2-panl/ 191969385/ F|

“sfadmin” RADIUS Authentication D&

eheck_iE_radivs_membser atlhib match feund: [Class=User Identity Groups: Sourcelire Administralos| - [Oless=Leer [dentily Groups: Sourcelire
Administratgr] TrerEee

roke_bee 2et] Beal39- 11 df-a02a-4 2 c66a3h36:

Liser Test

. ISE MEHE GUI T, [Operations] > [Authentications] IcBEL T, 1—YRIATANORIIE
ERAMERIELET,

D) St Lot St b ke Bt Dpdsrery ™ ledeh Fafran| Ewiry 1 fiinuls 7| Shos| Lited 102 i
Tovm | e fhun: [ty Erslign=t [ Endpoim Pafie My Devics | Dfvios Pon Budtebriamgn PR Ty Oobil PO Sls  Sorer B
Lound

o Lo SR e ot u o L =aly Sourosire -0 Toarefire ACTmin Lner [ty Growps. RebAppicatis e 137w Agtterriornn
W PR o e SouroE eI ey Triemiiy G pe 1Tl At ©
Er DS RED E I - ] o wainin Sourosfire J0-00 Lnar [rdeniiw Grospe: e 2] Agtherricason |
It ieemmn B o wninin FR-LC fourefire_Acmin Ly [henitiy Grocpe. Hebhppifcadis el 2-mnl Aatherdicacmn
&M 05 BEA-T TH o wninin FR-LC Tourmefire_Acmin Ly [emitby Groope. Hebhppifcatie el 2-mnl ettt

P Lo e L el i u @ Lo ol RO Toarmmfire_Admin Kt i adin e 13mn] Fthrerioeson
M- 5 T En @ Lo ol RO 3 mm] Pgthresiceson |

NZ7L1—h

CISEICR LTI —HYRIAZETARNLEFE, XOIZ—E RADIUS MEBEF—DF—F, H5
WEIA—YEBEEENAT—ROBEYYZRLTVET,

@ Error »

Test Failed: Bind failed. Please verify your
Authentication Method Specific parameters.

. ISE &M GUI T, [Operations] > [Authentications] ICBEBL ¥, FDAAR MEEB%E
AL, BOARY NERRERE, B, FLEERIEEORIZRLTVWEY, 744z ol)

volL QO T, FAANRNOHMAEERLE T,



Overview

Event 5400 Authentication failed
Username sfadmin

Endpoint Id

Endpoint Profile

Authorization Profile

ISEPolicySetName Default
IdentitySelectionMatchedRule Default

Authentication Details

Source Timestamp 2014-06-16 20:01:17.438

Recelved Timestamp 2014-06-16 20:00:58.439

Policy Server ise12-psni

Event 5400 Authentication failed

Fallure Reason 22040 Wrong password or invalid shared secret

Resolution Chqdi the Device shared secrel in Administration > Network Resources > Network
Davices and user for credentials.

Root cause Wrong password or invalid shared secret

Username sfadmin

User Type User

Endpoint Id

Endpoint Profile

IP Address

Identity Store Intemal Users

BYE 1§
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