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adm n@sour cefi re3D: ~$ cat /var/log/messages

XV tE—JTROVThDOBEEERELET,

Sour cefire3D SF-1MS[ 2004]: [2011] d oudAgent: | PReputati on [ WARN] Cannot downl oad
Sourcefire_lntelligence_Feed

Sour cefire3D SF-1 MS[ 24085] : [24090] d oudAgent: | PReputation [ WARN] Downl oad
unsucessful : Failure when receiving data fromthe peer

BRI
COMBEDNSTLS 1-F 4 VIS, ROFBERTLET,

1. XD =B LET, intelligence.sourcefirecom b4 NET VT4 7T, 75IOHYT
https://intelligence.sourcefire.com|Z B & L £ 9,

2. 2% 17> 1 )L(SSH) TFirepower Management Center(FMC)DCLIC 7 7t AL &9,

3. ping intelligence.sourcefire.com firepower Management Centerh S X DREZRITLE T,

adm n@sour cef i re3D: ~$ sudo ping intelligence.sourcefire.verifyyou receive an output simlar
to this:

64 bytes from x (XXX.XXX.XX.X): icnp_req=1 ttl=244 tinme=4.05 ifyou do not receive a
response sinmlar to that shown, then you can have an outbound connectivity issue, or you do
not have a route to intelligence.sourcefire.com.

4. DIRA K % & ﬁﬂ}}'& LET intelligence.sourcefire.com:


https://intelligence.sourcefire.com

adm n@i repower: ~$ sudo nslookup intelligence.sourcefire.com

RDESBISENRREND CEZBIELET,

Server: 8.8.8.8
Addr ess: 8. 8. 8. 8#53

Narme: intelligence.sourcefire.com
Address: XXX.XXX.XX. X

X LRROEATR., HlE L TGoogle/NT VY I RXA 2V ZR—ALS AT ADNS)H—/N%fF
ALTVWEY, COEHE. [System] > [Local] > [Configuration] TERE L I=DNSEREIC & 2
TEBYET. Network o RICRTEIBRENFRRENBZVWIHEERE, DNSEREHNELWVC
EEBBELET, EE . YNNG, O—RNFU22T, MEEYE, SXUCEEREICTY
Y ROEVIPPRLAARAF—NZFEALET, LENF T, IPPRLAREEE D A8
FHYWVET, DAOATE., 77A4T77A4—)L%Z cNaME IPZ RLADRKRD Y IZERAEhET

B EEFELUE T, inteligence.sourcefire.com telnetZ A T 254

adm n@i repover: ~$ sudo telnet intelligence.sourcefire.com 443

RDESBHANRREND CEZHELET,

Tryi ng XXX. XXX. XX. X. . .
Connected to intelligence.sourcefire.com
Escape character is '""]"'.

E2EBDOFIEZEEICETTETE, TelnetTEHRTELRVEEE,
intelligence.sourcefire.com ZR— N443IC LT, R—N443DREETOAVITEDTI7AT I #
—ILRAZRETEET, intelligence.sourcefire.com.

. [System] > [Local] > [Configuration] [CEBEIL . Manual Proxy FXE D T I Network o

X CO7OF 2 A Secure Sockets Layer(SSL)f VARV IV 2 RTITBHEK. 7O
FOENANATEINANAIL=INZRETIHEND VVET, intelligence.sourcefire.com.
RDBREZERTTEDNESHZTAMLET, HTTPGET ~ICHTBER

intelligence.sourcefire.com:

adm n@i r epower : ~sudo curl -vvk https://intelligence.sourcefire.com
* About to connect() to intelligence.sourcefire.comport 443 (#0)

* Trying 198.148.79.58..

* Addi ng handl e: conn: 0xec5630

* Addi ng handle: send: 0

* Adding handle: recv: 0

* Curl _addHandl eToPi peline: length: 1

* - Conn O (0Oxec5630) send_pipe: 1, recv_pipe: O

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)
* SSLv3, TLS handshake, Client hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Cient key exchange (16):

* SSLv3, TLS change cipher, Cient hello (1):



* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, dient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSL connection using DHE- RSA- AES256- SHA

* Server certificate:

* subject: O=Sourcefire Inc.; OUVRT Department of Intelligence

emai | Addr ess=vrt-systems@ourcefire.com L=Col unbia; ST=MD;, C=US

CN=i ntel i gence. sourcefire.com

* start date: 2016-02-29 22:50:29 GVIr

* expire date: 2019-02-28 22:50:29 GVI

* jssuer: O=Sourcefire Inc.; OU=VRT Department of Intelligence

emai | Addr ess=vrt-systems@ourcefire.com L=Col unbia; ST=MD;, C=US

CN=i ntel i gence. sourcefire.com nsCaRevocationUrl =
https://intelligence.sourcefire.comvrtca.crl

* SSL certificate verify result: unable to get |ocal issuer certificate

(20), continuing anyway.

>GET / HITP/ 1.1

>User-Agent: curl/7.31.0

>Host: intelligence.sourcefire.com

>Accept: */*

>

<HTTP/ 1.1 200 OK

<Date: Tue, 01 Mar 2016 13:06:16 GMI

* Server Apache is not blacklisted

<Server: Apache

<Last-Modi fi ed: Tue, 09 Dec 2014 20: 08: 06 GVl

<ETag: "9da27-3-509cel9%9e67580"

<Accept - Ranges: bytes

<Content - Lengt h: 3

<Cont ent - Type: text/htm

<

:)

* Connection #0 to host intelligence.sourcefire.comleft intact

Hoc ANV REHE, BREAERICITONECEZRLET, X 7OF>2FEHATSE
B, ANV RICFI—YENFHBETT, OV Rideur -U <user> -vwk
https://intelligence.sourcefire.comT¥, £/, AN RZALTRE, 7OF/NAT—R
DANZRHZDTOVTRHFERRENET,
EFIVFAAITUDSIVATA—READVO—RTBEHICERAENBHTTPSK S
AV ONSSLTFO VT 22 BBLEBEVC L EZRELET, SSLES{ARELTLWEVS
EZERABITBICE. ATYT6OHITH—/NEHAEERERIELET., T—/NEHEHN KX
DHICTRTABTE—HLBVEEE, IIAEZBEER I HSSLES{LMEZFERATEET,
RZ74YIONSSLTFVIT 22RBIBIRERRE. BEDIXNTORNZ T4V 7&2NANA
?6%;75‘“5 WET intelligence.sourcefire.com.

adm n@i repover: ~$ sudo curl -vvk https://intelligence.sourcefire.com
* About to connect() to intelligence.sourcefire.comport 443 (#0)

* Trying 198.148.79.58..

* Addi ng handl e: conn: 0xec5630

* Addi ng handl e: send: 0O

* Adding handle: recv: O

* Curl _addHandl eToPi peline: length: 1

* - Conn O (Oxec5630) send_pipe: 1, recv_pipe: O

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)
* SSLv3, TLS handshake, Cient hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Cient key exchange (16):


https://intelligence.sourcefire.com

* SSLv3, TLS change cipher, dient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, dient hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSL connection using DHE- RSA- AES256- SHA

* Server certificate:

* gsubject: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com

* start date: 2016-02-29 22:50:29 GMT

* expire date: 2019-02-28 22:50:29 GMT

* issuer: O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com; nsCaRevocationUrl=
https://intelligence.sourcefire.com/vrtca.crl

* SSL certificate verify result: unable to get local issuer certificate
(20), continuing anyway.

>CET / HITP/ 1.1

>User-Agent: curl/7.31.0

>Host: intelligence.sourcefire.com

>Accept: */*

>

<HTTP/ 1.1 200 K

<Date: Tue, 01 Mar 2016 13:06:16 GMI

* Server Apache is not blacklisted

<Server: Apache

<Last-Modi fied: Tue, 09 Dec 2014 20: 08: 06 GVl

<ETag: "9da27-3-509cel9e67580"

<Accept - Ranges: bytes

<Content - Lengt h: 3

<Content - Type: text/htm

<

)

* Connection #0 to host intelligence.sourcefire.comleft intact
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