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1. Cisco Support & Downloads %4 kA5 Cisco FireSIGHT Management Center {R¥87 75 1
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2.0—HAILFA4LIRNVIZ, targz 77 AINORBEHERERLET,
3. VMware vSphere 254 F7 > BT, ESXi H—/NIZEHRELE T,

() VMware vSphere Client 3w
vmware

VMware vSphere”

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
viCenter Server,

IP address [ Name: ;I

Lser name:

Password:

[ Use Windows session credentials

Login Close Help

4.vSphere 7547 MZOJ 4> L5, [File] > [Deploy OVF Template] Zi#IRL £,
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File | Edit View Inventory Administration Plug-ins Hel|

New ' htory b [ Inventor:
Deploy OVF Template...

Export k

Report b

Browse VA Marketplace...

Print Maps [

Exit

5. [Browse] 20U Y OLT, ATV 2THBLE7 74N 2RELET. OVF 771)
Sourcefire_Defense_Center_Virtual64_VMware-ESXi-X. X.X-xxx.ovf Z1#IR L T, [Next] &9
Dy OLZET, 1
& Deploy OVF Template o @ |[=]

Source
Salect the source location.

Source

OVF Template Details

Name and Location

Datastore

Disk Format

Ready to Complets Deploy from a file or URL
|c: Temp'Sourcafre_Defense_Center_Virtuab4 VMware-5, 33 Browse... |
Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such a5 a local hard drive, a
network share, or & CD/OVD drive,

Help < Back | Next > | Cancel |

e
6. [OVF Template Details] BIEI T [Next] 20 UYL T, F7AILRNOBREZZITANE T,



@ Deploy OVF Template (=[] =]

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
Mame and Location
Datastore

Disk Format

Metwork Mapping

Ready to Complete

Product: VirtualDC54

iblisher: Mo certificate present

Downdoad size; 523.4 M8

Size on disk: 1.4 GB (thin provisioned)
250.0 GB (thick provisianed)
Description: Sourcefire Defense Center Virtuala4
Sowrcefire Inc.,
3770 Patuxent Woods Drive

Columbia, MD 21046

Help <gack [ met> | concel |

7. Management Center D Z51Z AL T [Next] Z9 U Y I LET,
@ Deploy OVF Template ol

Name and Location
Spedfy a name and location for the deploved template

Source Mame:

OVF Template Details IWMH:JC&":

Hame and Location

Datastare The name can contain up to 80 characters and it must be unigue within the inventory folder.
Disk Format

Metwork Mapping
Ready to Complete

Help | < Back | Next > | Cancel

8. IRV > #4ER T % [Datastore] Zi#IRL ., [Next] ZV U Y VL ET,

]



@ Deploy OVF Template == EoR =

Datastore
Where do you want to store the virtual machine files?

Cource Select a datastore in which to store the VM files:
OVF Template Details — sionad ™ — =
Name and Location Mame Capacity | Provisio Free | Type in Provisioning | Access
Datastore [datastored] 129TB 866.14GE 46936 GBE WMFS Supported Single
Disk Format [datastorel] 459,75 GB  563.00 MB 459.20 GB VMFS Supported Single
MNebwark Mapping
Ready to Complete
L4 >
Help < Back | Mext = I Cancel |
A

9. [Disk Format] % L T [Thick provisioned format] D F7°'> 3> REA>Z01)v UL T,
[Next) 22V YO LET, v o7OEDa-_ IEATR. REFT 1 AT DERKICHE
B4 RAVEENE)ETSNET, 70D aZ I ERXTR, YEBICHU THEEN
FREIhET,



& Deploy OVF Template (= [@] =]

Disk Format
In which format do you want to store the virtual disks?

Source
OVF Template Details
Mame and Location

Information about the selected datastore:

Mame: datastore2

Datastore :‘Emh‘: ) I‘ST

Disk Format e

Metwork Mapping Select a format in which to store the virtual machines virtual disks;
Ready to Complete ¢ Thin provisioned format

The storage is allocated on demand as data is written to the virtual disks. This is
supported only on YMF53 and newer datastores. Other types of datastores might
create thick disks.

Estmated disk usage: 1.4 GB

% Thick provisioned format
All storage is allocated immediately.
Estmated disk usage: 250.0 GB

_ e | cgack || mew> | concel |

#

10. [Network Mapping] £ 3 > T, FireSIGHT Management Center DEE A > X—7 I 4
A% VMware &Y KD — D ICBAEN T T [Next) 20 JUY UV LET,
@ Deploy OVF Template =R ===

Network Mapping
What networks shauld the deploved template use?

ﬁwnlate Details Map the networks used in this OVF template to networks in your inventory

Mame and Location

Datastore Source Networks | Destination Networks

Digk Format ) Management I'I.I'Tﬂ e twark ll
Hetwork Mapping

Ready to Complete WM Metwork 2

Description:
The Management network




11. [Finish] 221 Y 2 LT, OVF 7> 7L —hDRBEEKTLET,
@ Deploy OVF Template = = ][=]

Ready to Complete
Are these the options you want to use?

source When you dick Finish, the deployment task will be started.
OVF Template Details

Marme and Location s e isllis
Datastore OVF file: C:\Temp\Sourcefire_Defense_Center_\Virtuale4_ViMware
Disk Format D.c-wnlnal;l gize: 523.4MB
I Size on disk: 1.4 GB
Netwark Mapping Name: VirtualDCe4
Ready to Complete Host/Cluster: localhost.
Datastore: datastore?
Disk Format: Thick Provisioning

Metwork Mapping: "Management” to “VM MNetwork”

Help < Back Firizh Cancel
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1. HULERENLARENYD T IOEALES, H—NBEHEVUY UL, [Power] >
[Power On] Zi&IRL T, Y —NORAOEEZERITLET,



= [ Infrastructure VirtualDC64

51 Cisco

E3 Linux Getting Started
5 [Vitugseze
| Power r m Power On Ctrl+B
Fuest 4 Power Off Ctrl+E
Snapshot 4 Suspend Ctrl+Z
= Open Console Reset Ctrl+T
(3  Edit Settings... Shut Down Guest  Ctrl+D
Add Permission... Ctrl+P Restart Guest Ctrl+R

Report Performance...
Rename

Open in New Window... Ctrl+Alt+MN

Rermove from Inventory
Delete from Disk

2.[Console] R 7 &&IRL., =D V=)L ZEHRLET, [LILOBoot] X Z1—HKRE
NnNEXI,

VirtualDCe4
Getting Started | Summary - Resource Allocation | Pedformance  Events [ila Fermissions

LILD 22.8 Boot Menu

Hit any key to cancel timeout Aa:8a
Use «Tl+ arrow keys to make selection
Enter choice & options, hit CR to boot

boot :
Loading 3D-5.3.8................

BIOS DF—RNDF IV INEREICKTITRDE, YIBIRETOCANf RBAEThET, BIO
EBICEADURBENMIDDIZZENHYETH., ChERDIICERET—IR—AZVHRET
B2LEHTTY,



Firstboot detected, executing scripts
Executing SH3install-math-pari.sh
Executing SBdasync_syslog_dc.sh
Executing SB4fix-httpd. sh

Executing sHSset-mgrnt-port

Executing SBGaddusers

Executing SB7uunid-init

Executing SH9configure_mysql

e N R N R It
Initializing the configuration database. Depending on available
system resources (CPU, memory, and disk), this may take 38 minutes

or More to codplete.

kb g 3wk sk sk st sk 3t T TR DOm0 56 58 3¢

Executing S1Bdatabase

-

PVHRETOELANTTTSE, "Nosuchdevices EVWD XY E—IHNRRENhBD N
HVET,
Enpyright (c) 1999-26818 Intel Corporation.

Jilicom Byp 30 Control driver w5.8.39.5

Ho s=uch device

3.[Enter] ¥F—Z W3 OTA> AV T RHFRRENET,
Copyright (c) 1999-2818 Intel Corporationm.
Silicom Bypass-50 Control driver »5.68.39.5
No such device

sourcefire Uirtual Defewnse LCenter b4dbit vi.3.8 (builld 571)
Sourcefire3dl login: _

¥ Xv+—2 TWRITE SAME failed. FBHTEOIL T2, SATLAZYOTREL L£EIC
RRENBZDHFENHBYVET, ChIFTFEEERTEDOTIREAEL, VMwareANL— RS 4
NAWRITE SAMEOY > REHR—RNLTVWREVWIERZELKRLET, YATLRZIOD
XvtE—IKRRL, 77—V OOR REZEZTLTCELUBREZETLET,

XY NID—DUDOREE

1. Sourcefire3aD OO A2 ZAV 7 RT, QA TBICRROILTFOO Y I 2FEALE
o N—23>2 5x DFEI1—HK:admin/\ AT — R : Sourcefire/\—= 3 > 6.x LABEDH
&1—H%&:admin/\AD— K : Admin123E> N : GUI OB EN7OLAICEVT, F
7HILNDONAT—REZZEETDENTEET,

2. XY ND—UDONERRER. AVVTFRNTITVWET, ATVT N root 1—H&E L TETT
TEIVENDHYET, root T—H—ICHI)EBEZXBICE., sudosu-AIX RENAT—R
SourcefireX k= &Admin123 (6.xA ) ZAHL &Y, root 1—H & L T Management
Center DN R ZA IO A4 2 LESEREELTLSEETL,

adnmi n@sour cefi re3D: ~$ sudo su -
Passwor d:

3. XY RND—VUDREZBRBTDICIE, root &L T, configure-network A2V ) 7 READLFE
£

root@sourcefire3l: # configure-netuwork

Do you wizh to configure IPwv4? (yp or nl y

BEIPTRLA, RYKRIAY, BLTTFT7AIINT—RIIAZEBETSZLDIERESh




Y, REZWMETDE, XY RNT—I H—EANBREBEIhET, BRELT, EEA
VE—TJIAANFLLT, TOER, TICERYEXT,

Do you wish to configure IPuv4? (y or n) y

Managerment [P address? [192.168.45.45]1 192.H.2.2

Management ne
Managerent

Management IP address? 192.8.2.2
Managerent netwask? 255,255,255, 8

Hanagement default gateway? 192.8.2.1

Are these settings correct? (Y or w) y

Do you Wwish to configure IPUGE? (y or m) n

eldBB: ethB: elB8BB8 _watchdog_task: HIC Link iz Up 1888 HMbps Full Duplex, Flow Con
trol: MNone

ADDRCOMF (HETDEV_UP): ethB: link i= not ready

ADDRCONF (HETDEV_CHAMGE Y : ethB: link becomes ready

Updated network configuration.

Updated comm=. channel configuration.

Please go to https:~~192.8.2.27 or https:/~[]17 to finish installation.
root@Sourcefire3l: ™8 _

FNHARGE D RAT

1. XY RND—ORENETLES, Web 75IHZRAWVWT, BRELLIP Z HTTPS ( 204l
Tl https://192.0.2.2 ) ZBLU THRELET, EREhLBEE. F74) N0 SSL EEH
EERBIALET, OJAVICBRRROILTF Y IILEFEFALEST, N—23 > 5x DFE
1—4%:admin/N\ A — R : Sourcefire/N\—2 32 6.x ABOHE 1 —H % admin/Y A0 —
R : Admin123

2. ROEETIE., NAT—ROZES LY —EAFARNVOERZRVT, GUIOIXNTO
RERLITIEATSTITT, B DL 2TVWBHESIE. Management Center D4
HIREZBEICITOILEDIC, EYNTYT D4 —REFEAITZIEEBEBOLET, %
ENTTLES [Apply]l 22 ') ¥ 2L T, Management Center 8 KU EFL £=F/V1 RAlICx
LTREZBEALET. REATVIVOBEBERROESH ) TT, Change Password : 7
ZZIRD admin PHIO Y RONAT—REZEETDENTEEXRT, NATD—REZEE
TRIUENHVET, Network Settings: 77 TA TPV AFELERFRENIVOEERSA X
—TJ7IAAICKRUTERREENTVS IPV4 BLTIPV6 XY RD—UDREZZETS
ENTEET, Time Settings : Management Center Z{53T& % NTP YV —A L@z &
BEEHERBLET, IPSEVY—IE, AT LA KR —%EL T Management Center M
RAEBRBITEIRDICRETDCENTEET, F723a>7T, B, BRUOERRODRA
LAYV—VZEFETRERET D LN TEET, Recurring Rule Update Imports :  Snort JL—
LNOEMEFHZBEMCILT, A7 3 THHMBREPRICA 2 AN—)LTEE T, Recurring
Geolocation Updates : #IEERIL—IIOEMEFZEMICL T, 7232 THHREH
LA ARN—=)LTEE T, Automatic Backups : FREDBEMNBENY ITFTY T EZ AT 1—
JLUE T, License Settings : #EEZ 1 > AZEML £7 ., Device Registration : 1 -
VAZENML, ROOTIVEAFHBRIS —%, HS5HUHBBENTVSDITFT/NA AIEH
TDCENTEXRYT, KRARB/IP T RLAELEFF—F., FrePOWERIPS €2 1—)L T
BELEIPFTRLAEBFEF—E—HLAEGFNERY EFHE A, End User License
Agreement : EULA OFEFREFEHETT,



https://192.0.2.2

Change Password

Liz= these fislds to change the password for the admin sccount. Sourcefire recommends that you use & password that has at least eight alphanumeric
characters of mixed case and indudes at least ene numeric character. Avoid using words that appear in a dictionary.

Mew Password

Confirm

Network Settings

Use these fields to specify network-related information for the managemaent interface on the applance.

Protocol («1IPwd [ 1 IPWE [ ) Both
IPv4 Management [P

MNebmask

TPvd Default Network Gateway

Hostname

Domain

Primary DNS Server

Secondary DNS Sarver

Tertiary DNS Server

Gl
AT

BEE 1T

. VMware [81 i} FirePOWER Management Center {RE O A Y U9 AR —KN HAALA R NN=23>
6.0
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