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<#root>
curl -v -k https://api-sse.cisco.com
<-- To verify connection with the external site

nsl ookup api - sse. ci sco. com


https://tools.cisco.com/bugsearch/bug/CSCvr46845
http://api-sse.cisco.com
https://api-sse.cisco.com/
/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/fpmc-config-guide-v601_chapter_01110010.pdf

<-- To dicard any DNS error
/I ngf w/ et c/ sf/connector. properties

<-- To verify is configure properly the FQDN settings
Isof -i | grep conn

<-- To verify the outbound connection to the cloud on port 8989/tcp is ESTABLISHED

723> 1DNSERENEEL &L

ATY7 1. FIDTCDNSHARBREENTVWR L ZHAELE T, DNSEREHNBZWEER. ROFIE
ZRITLEXT,

> show network

ATY72:ROOX> RZFEHALTDNSZEMLET,

> configure network dns servers dns_ip_addresses
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<#root>
FTDO1: /home/Tdap/abbac#
curl -v -k

https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com/

* getaddrinfo(3) failed for api-sse.cisco.com:443
* Couldn't resolve host 'api-sse.cisco.com'

* Closing connection 0

curl: (6)

Coul dn't resol ve host 'api-sse.cisco.comn

2 VR RSTANYI—FA4VT]. ATV VIEAUE RN SERLET. £7.


https://api-sse.cisco.com
https://api-sse.cisco.com
https://api-sse.cisco.com/
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<ffroot>

root@fp /home/admin# curl -v -k https://api-sse.cisco.com
Rebuilt URL to: https://api-sse.cisco.com/
* Trying 10.6.187.110...
* Connected to api-sse.cisco.com (10.6.187.110) port 443 (#0)
* ALPN, offering http/1.1
* Cipher selection: ALL:!'EXPORT:!EXPORT40:!EXPORT56: !aNULL: !LOW: !RC4:@STRENGTH
* successfully set certificate verify Tocations:
* CAfile: none
CApath /etc/ssl/certs
* TLSv1l.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSvl1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1l.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

* Server certificate:

* subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api-sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2

* SSL certificate verify result: self signed certificate in certificate chain (19), continuing anyway.
GET / HTTP/1.1

Host: api-sse.cisco.com

User-Agent: curl/7.44.0

Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 30 Dec 2020 21:41:15 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5fb40950-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src https: ;
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000; includeSubDomains
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*

Connection #0 to host api-sse.cisco.comleft intact


https://api-sse.cisco.com
https://api-sse.cisco.com/

Forbidden

Curlz b —NORARNBICEELE Y,

<{froot>
#
curl -v -k

https://cloud-sa.amp.cisco.com
Trying 10.21.117.50...
* TCP_NODELAY set
* Connected to cloud-sa.amp.cisco.com (10.21.117.50) port 443 (#0)
* ALPN, offering http/1.1
* Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56: !aNULL: !LOW: !RC4:@STRENGTH
* successfully set certificate verify Tocations:
CAfile: /etc/ssl1/certs/ca-certificates.crt
CApath: none
* TLSv1l.2 (OUT), TLS header, Certificate Status (22):
* TLSv1l.2 (OUT), TLS handshake, Client hello (1):
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# nslookup cloud-sa.amp.sourcefire.com
# nslookup cloud-sa.amp.cisco.com
# nslookup api.amp.sourcefire.com
# nslookup panacea.threatgrid.com

<#root>
root@fp:/home/admin#

nsl ookup api - sse. ci sco. com

Server: 10.25.0.1
Address: 10.25.0.1#53

Non-authoritative answer:

api-sse.cisco.com canonical name = api-sse.cisco.com.akadns.net.
Name: api-sse.cisco.com.akadns.net

Address: 10.6.187.110

Name: api-sse.cisco.com.akadns.net

Address: 10.234.20.16


https://cloud-sa.amp.cisco.com

AMPO ZJ RADQEFGOEEIL, DNSIHAN RRATH B AREMNH ' £F. DNSEREZHZ TS
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nslookup api.amp.sourcefire.com

Telnet

<tfroot>

root@fp:/home/admin#

tel net api-sse. cisco.com 8989

root@fp:/home/admin#

tel net api-sse.cisco.com 443

root@fp:/home/admin#

tel net cl oud-sa. anp. ci sco. com 443

ping

<#root>
root@fp:/home/admin#

pi ng api - sse. ci sco. com

TOMONT TN a—F1420F7>3>

Ingfw/etc/sf/connector.properties CAXR IV ZO7ONT 1 ZHFELET, ELVIXRIXR—b
(898N EMAL XD L, IEL WURLESEA L connector_fqdn A" ET T,

<#root>
root@Firepower-modulel:sf#

cat /ngfw etc/sf/connector. properties

registration_interval=180

connect or _port =8989

region_discovery_endpoint=https://api-sse.cisco.com/providers/sse/api/vl/regions



https://api-sse.cisco.com/providers/sse/api/v1/regions

connect or _f gdn=api - sse. ci sco. com
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Cisco Bug ID CSCvp56922 Use update-context sse-connector API to update device hostname
and version
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Cisco Bug ID CSCvr46845 ENH : AJLAX Y 2—< Cisco Cloud Configuration - Failure needs
improvement
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