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INSIDE L OUTSIDE
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FTRTOVZARAZY NCTOTATRBEFYTF AN HRIAESHERRETSICE, ROION
Y REFERALET,

<#root>
firepower#

cluster exec show capture

unit_l_l(LOCAL):******************************************************

unit_z_l-*************************************************************
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un-i t 3 1. B e e R R R L e e Rk kR S L T S R Rk Sk o S S S R R A o ok SR ek R T

firepower#

Po1.201 (RE ) DIXTOIZY RTF—RTL—F v+ TFrZ2BMCTBHICRE. ROFIE
ZRITLET,

<#root>
firepower#

cluster exec capture CAPI interface | NSIDE

FYTTFYIAIINREEEL, KEORZ 74V INFREhIBERE. FYTFYNV T 7%
BRI ezl@<BHHLET,

<#root>
firepower#

cluster exec capture CAPlI buffer 33554432 interface |INSIDE match tcp host 192.168.240.50 host 192. 168. 2¢

AL

<#root>
firepower#

cl uster exec show capture

un-lt 1 1(LOCAL) e e dede e e dede e dede NS de NN NS Nede S NN de NNl NS Ndd
capture CAPI type raw-data buffer 33554432 qinterface INSIDE [Capturing - 5140 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un-lt 2 1 O i A T i i T T A L T e T T i D T S A e A T i g S T i A T i T T e A A T T g T T i S T 1
capture CAPI type raw-data buffer 33554432 interface INSIDE [Capturing - 260 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

unit-3-1:* st g dededededede e dedededede de e de dedededeok
capture CAPI type raw-data buffer 33554432 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

INTOFFTTFYORNBERTTDICE, ROONV REXFTLET (COHDREEICRLS
BRENBYNET ),

<tfroot>



firepower#

term nal pager 24

firepower#

cluster exec show capture CAP

unit_l_l(LOCAL):******************************************************
21 packets captured

: 11:33:09.879226 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: S 2225395909:2225395909
: 11:33:09.880401 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45456: S 719653963:719653963(0
: 11:33:09.880691 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: . ack 719653964 win 229
: 11:33:09.880783 802.1Q vlan#201 PO 192.168.240.50.45456 > 192.168.241.50.80: P 2225395910:2225396054

A WN R

un-i t_z_l- Tedehfdehddhfdehddhdd RS Ndddh VANVl NdhNdhFdhfdhfdhddhddddndh
0 packet captured

0 packet shown

un-i t_3_1- B e R R R R R S e e R Rk i o T R Rk Sk o Sk o S o S e S R Sk S ek R T

0 packet captured
0 packet shown

RL—ADF+7F+

BIAZYRTAINTY "D F—EBTL—2TEDEDICREBENZ A ZFAXNBICIE., traceF—
D—REFEALET, chicky), BRYOS0BEDAANT Y RANL—AEThET, ZAR10000
AINTYNENL—ATEEXT,



FEAVER—TIAALEBOF Y TF Yy ZBERAIZEE. 12ONTYRNERNL—AT
E2ORFMEEZFTT,

IRXTDIVZARIZY MDA R—T7 T4 AOUTSIDETERYI D 1000 ALNTY hZE KL
—AFBICE, ROIXV REZEZTLET,

<#froot>

firepower#

cluster exec cap CAPO int QOUTSI DE buff 33554432 trace trace-count 1000 natch tcp host 192.168. 240. 50 hos

MKRO7O0—%F+7FyLES, FEIZYRNTREONTYRZERNL—ALTVWD & ZHER
TRDUENFHYWET, BEDO/NT Y NEUNit-1-1THEL., BIOIZY NTHIETZREDHZE
BEBDZENBETT,



ZOPITIE., SYNACKIEZIZY R2-1TRENT Y R2TTH, 1Y R3-1TRR/NTY N1 TH B
CENFDAVYET,

<#root>
firepower#

cluster exec show capture CAPO | include S. *ack

unit-1-1(LOCAL):* S S S S SRS RS RS RS R R RS R R R e
1: 12:58:31.117700 802.1Q vlan#202 PO 192.168.240.50.45468 > 192.168.241.50.80: S 441626016:441626016(0
2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S
301658077:301658077(0)
ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>

un _I ToD ] r et et e dede e deded e g e e S e e g e S e e S e S e e e e S e S e dr e de e e de e de e e e e

un-lt 3 1 e e dedeedede e e NN dehdedehdede e de S dededeNddeNdde NN Nhd
1: 12:58:31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S
301658077:301658077(0)
ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>

O—AILNIZY NTNT Y M#2(SYN/ACK)Z RL—ATBICIE, ROINY REZEITLET,

<ttroot>

firepower#

cluster exec show cap CAPO packet-nunber 2 trace

um' t_l_l(LOCAL) . Tehhd RS dhddddddedededededededededededdh NN RN N RS ddddedededededededd

2: 12:58:31.118341 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:
S

301658077:301658077(0)
ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:



Additional Information:
MAC Access list

UE—RI=y RTRALU/NT Y NSYNACK)ZE RL—ATBICiE, ROOTY RERFTLET,

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace

1: 12:58:31.111429 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45468:

S

301658077:301658077(0)

ack

441626017 win 28960 <mss 1460,sackOK,timestamp 1125686319 1115330849,nop,wscale 7>
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access 1ist

CCLF¥F v F v
CCLUZVY (FXTDIZYRN)TEFYTFYyZ2HBMCTRICE,. XROFIEERTLET,

<#root>
firepower#

cluster exec capture CCL interface cluster

unit_l_l(LOCAL)-******************************************************
unit_z_l-*************************************************************

unit_3_l-*************************************************************

BAIIUMERT

FIAIRNTE, F—=E2TL—F—BZFA 2 EZ—TIAATEMNCBE>TVBF YT FyiE, ¢
XNTONTY N ERLET,



c MERXYRD—IUNSEETRIED
« CCLASHEIEAETIhDED

BEAENIENTY hERTLESBWEER, reinject-hide 77232 ZFALET, chid
 7O-—HERMTHIHNESH 2RI I BEICRIUBEERT,

<#root>
firepower#

cluster exec capture CAPI _RH reinject-hide interface INSIDE match tcp host 192.168. 240. 50 host 192. 168.°

COFYTFYTRE, O—ALIAZY MBEDA U E—TIAATYERRY ND—I P SERE
RELERABEFAREATEY ., #OIVZARIZY MASEZEELTLVERE A,

ASPROY

BEON7O—OY7RNIITROYTEZHETIHEAK. asp-dropF ¥ 7 FYEBEMCTEEXT
o 7A—HNATBROVZFOEANDASKVEEE., F—TJ—RalZFEALET, k. NT
Y MRAO—REZFXNGWVEEIE, headers-only F—D—REZBETEET, ChiZkV), 20 ~
EONTY NZEFYTFYTEERT,

<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

unit_l_l(LOCAL):******************************************************

Unit 2 l.*************************************************************

Unit 3 l-*************************************************************

TSIC, ASPFY IF Y THRODIPEIBETEET,
<#root>
firepower#

cluster exec cap ASP type asp-drop all buffer 33554432 headers-only

match ip host 192.0.2.100 any

FYTFYOOUT



FRTDUSARIZY hTRFENTVBF ¥ TFYONY 77 EVUTLET, ShICLY
L FVTFYRELESAT, XY TPHIUTENBLEEFTT,

<#root>
firepower#

cluster exec clear capture /al

unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit oz e dde e vt d e de d e de S e de S g e g e e e e S e b e e e S S e e e e e e e e e e de e e e e

FYTFYOEL

IRTDIVZARIAZY RTTITATRBEFYTFYEFLTRICRE. 22005 EFMHYVET, #
THBRTEET,

FEA

<#root>
firepower#

cluster exec cap CAPlI stop

unit_l_l(LOCAL):******************************************************

Unit 2 l-*************************************************************

Unit 3 l-*************************************************************

BRET2ICE

<#root>
firepower#

cluster exec no capture CAPI stop

unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

unit_B_l:*************************************************************



FkR2

<#root>
firepower#

cluster exec no capture CAPlI interface |INSIDE

unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

1 RN RNR NN N NSNS deddededededededededhhNh NN NN NN NN NN N deddedededededededededededededNNNh
unit-3-1:

BHRETSICIE

<#root>
firepower#

cluster exec capture CAPl interface | NSIDE

unit_l_l(LOCAL):******************************************************

1 sl de e dedede RN dede A defe el de Rl ANl dede Rl dedehddefhdde RNl de A dehddddd
unit-2-1:

1 sk Rk hh N R RN R hdhfddddedededededededededededdhhhh NN RN N RN fddeddedededededededed
unit-3-1:

FYTFYOURE

FYTFVYEIVAR—NTDHFEIERBY)ET,

FEL: DE—RY—1N

ChiZkY), F=RTL—=—UPSUEFE—RNY—=/N(TFTPARE ) ICF ¥ SF ¥ %27 Y7 O—RTZE
F9, FY7FyREE, V-ARIZY N ZRBRLTEINICEEENET,

<#root>
firepower#

cluster exec copy /pcap capture: CAPI tftp://192.168.240. 55/ CAPI . pcap

unit_l_l(LOCAL):**** Fedehdhe T vk
Source capture name [CAPI]?
Address or name of remote host [192.168.240.55]7

Destination filename [CAPI.pcap]?



INFO Destination filenane is changed to unit-1-1 _CAPlI.pcap !!!!!1!1

81 packets copied in 0.40 secs

un1t_2_l-*************************************************************

INFO Destination filenane is changed to unit-2-1_CAPI. pcap

un1t_3_l-*************************************************************

INFO Destination filenane is changed to unit-3-1_CAPI. pcap

7Yy 7O—R&nipcap7 7ML :

Mame =

g -

ate UNIt-1-1_CAPIL.pcap

g -

aie UNIt-2-1_CAPIL.pcap

g =

«ie UNIt-3-1_CAPIL.pcap

FE2ZFMCASF Y IF v MBI

CNDHE. FIDCOABERENET, BHIC. F¥ 7 F ¥ EFIDF4 A2ICOAE—LE T,

<#root>
firepower#

cluster exec copy /pcap capture: CAPl diskO: CAPI. pcap

unit_l_l(LOCAL):******************************************************
Source capture name [CAPI]?
Destination filename [CAPI.pcap]?

62 packets copied in 0.0 secs



expertE— RA S, /mnt/disk0/A S /ngfw/var/common/Z4 LO NJICT7 74 E2IE—LF T,

<#froot>

>

expert

admin@firepower:~$

cd / mt/di skO

admin@firepower:/mnt/disk0$

sudo cp CAPI . pcap /ngfw var/conmon

B#I\Z. FMCTSystem > Health > Monitorz 7> 3 ICBEL £, View System &
Troubleshoot Details > Advanced Troubleshooting M JIEIZ#IRL, F ¥ TSF ¥ 774/ E2BRBLE
ED

alal. Firepower Management Center
CISCO 5 i

Cnrengiaew Anahysiy

Mﬂn“ﬂring e HEEHhZ 1{:}162,148.228 ﬂ MNormal
. _.._.{:\..l_..-::.:.. o ] e

Tnl Home Overview CPU Memory Int
”rlula'-l: Ic;- Firepower Management Center Croarvien Analysis Paodicies Davioas Dingacls AMP Inialigence
Advanced Troubleshooting
10.62.148.228

File Dorvmioad Thireat Defense CLI Packet Tracer Capiure wWiTrace
Fil
CAP peap
==l
F ¥ 7 F ¥ OHIBR

INTDISARIAZY MNP SF Y7 FrZHIKRTZICE, ROV REEALET,

<{froot>




firepower#

cluster exec no capture CAP
unit_l_l(LOCAL):******************************************************
unit_z_l:*************************************************************

Unit 3 1.*************************************************************

Z70—REhiz70—

FP41xx/FP9300Tlk, 7O—Z/N\N—ROITFTF7USL—ZXIZH#H (Fastpath)l—I)L& & ) £z
FEIWICHAT7O—RTEERT, 7O0—F70—ROFMCOVTE, RORFIXD NERERL
TLEEL,

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-
threat-defense-acc.html#anc22

70-77F70—REhB5E, PBONTY NEGHFFIDT—RT7L—2ZBBLET., ThH
BAE, N=ROITF7F7I7t€ZL—FSmartNIC)IZ&k > TAREEZhET,

FYTFYOBANSRDE, ChRFFIDOF—RT7L—2LARILOFYTFrEFEEMICL
TE, FNARZBBIDITRNTONT Y RARRENBVIELEEZERLET, CDBE.
FXOSY ¥ = LARIILDOF Y TFrEEMCTISEN HYET,

Cluster Control Link(CCL)X Y =—=

CCLTHF YT FYZRITIRE, VFARIAZY NIEBDZATOXY E—D2RBLTWVS
CENDAYET, RREBLDDEFRXNDIEBETT,

7okl B7L

DZAZN—KE—N(F—=TT3547)
L37' 0— R¥F ¥ A N(255.255.255.255)

CNSONTY RE, ALAFIYVIOREFEEDIDD1OREE I
UDP 49495 IRKTOITARAZIZY MRS EEENET,

FYTFYICRREND ITANTOUDP 49495N7 Y RA\N\—RE—B
EWRFEsSHEVWCEICEELTLEZY

N=RE—RNCIRZ—TABSHFEBEIET,

UDP 4193 OSAZEBM7ORINOTF—EZNAXY £—



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html#anc22

AZF¥ AR

CHSONTY NI, 7O0-FBE. RALIR. NYOTYTmHA
ERECHIDR|M(XET—R ) FEENATVERT, RIZHZERLET

o

FLOLW7O—DEREhdE, MEELSH AL U ZIC Tcluster add.
XY E—INEEFEEND

TJO—KF&T9dDE. Tclusterdeletes XY E—INFREELISH AL
VRIEEFEEND

VZAZZBBIZDECREXRBNT 74V OT7O0-CBIDT—ENTY

TF—Z2NTY N N

DZAZN—KE—hK

314 23.954345 192.222.1.1 |255. 255,255,255 | UDP 2085 45455 - 49495 Len=163
315 23.954364 192.222.1.1 255.255.2535.255 Upp 285 49495 -+ 49495 Len=l63
JEE 28.958976 192.333.1.1 255.255.255. 255 upp 285 49405 -+ 40495 Len=lE3
IehH 28.950993 152.222.1.1 255, 255, 255 255 upp 2085 45455 = 49495 Len=163

Frame ¥i4: 285 bytes on wire (1540 bits), 285 bytes captured (1540 bits)
+ Ethernet II, Src: Dell 98:01:8F (09:15:c5:98:81:8F), Dst: Broadcast (Ff:ff:ff:ff:fFifF)
+ Internet Protocol Versiom 4, Sec: 192.222.1.1, Dat: 255.255.255.255
User [:lnl;agrul Protocol, Src Port: 49495, Dst Port: 459455
4 Data (163 bytes)
Data: Blelgefeddal

ff ff £Ff ¥F £Ff ff 00 15 <5
80 bf af 1f &8 08 ff 11 51
ff ff ¢l 57 cl 57 o0 ab 79
B B0 29 &0 DO 8O 0D 09 8D
B8 Bb 00 &0 B0 A7 47 52 4Af
@89 75 6& &0 74 2d 31 24 31
69 74 2d 31 2d 31 2@ &8 a3
8o 80 85 D) B4 0D 00 99 B4
@89 89 @7 o9 B4 B 99 Ja W6
B0 co de @1 81 £ fF 0@ &8
Ba 09 &4 &0 80 de 9f 2@ @b
B8 Bl 98 @l be 68 B 9@ QB
Bl 28 2d 0 OE 08 08 @8 DA

i LeBa3beoegREi AT 2455503 Loaaa.

81 af &5 2@ 45 BO E
c@ de 81 @1 TF FF Qf
gl 91 @@ fe 08 a3 WW-- g
B B0 89 2D BB le L
58 31 o3 oD 81 o8

Heartbeat
E.E'qIJE'r"II:E' nu rnI::E-r

SEEZEZZELREENS
3
:
4

D ZAZFHRAZ NCCPYX Y =

N=RE=RXYE—2CMAT, BEDZFTUATCCLEN L TRBENDZHD I T ARF
WXy E—IHFBYWET, —HREIZFYANXYE—IT, ##E7O0—-RF T ARTT,

CLUSTER_QUIT_REASON_PRIMARY_UNIT_HC ( V5 AR TOEHR 754X VI1ZY bk
_HC)

A=Y RNTHIEH/ —RASD3DDEHTZ/\—RE—RM XY E—H DN B T, CCLEN
L TCLUSTER_QUIT _REASON_PRIMARY UNIT HCXY Et—IHFERENET, COXY —
SORR:



e I-FVYARNTY
- ChRF1POBRTEIZY MIEBENET,
c AZY RN COXYE—DZETDE, BITAX%ZEKTL(DISABLED), BESLET

2
Site-A switching infra Heartbeats | Dl switching infra

X
@’ ﬁ 3 Health Check (HC)

Keepalives did not reach unit FTD3

CLUSTER_CILIT_REASON_MASTER.

TD3 asks FTD1 and FTD2 to quil iae

cluster

\__FTD1 FTD2 ) — CCL
Cantral Linit Data Unit —  Data Data Unit

Q. CLUSTER_QUIT_REASON_PRIMARY_UNIT_HC®O B IX A TT A,

A. unit-3-1(Site-B)A* 5 B3 &, Unit-1-1& unit-2-1OEA N DIEEESite AN SRS 1%, TES

EHRKAVINUARAS IS DEGENBRTIXEN HYET, TS5LEVE, unit-2-14 X
INDARNIELSTOVT, unit-2-1A"BHEOTF AL I RICE2>TVWBREES., NTY MR H
BEMEA BV, unit-2-1ANO 70—V T VERFERBLET,

CLUSTER_QUIT_REASON_UNIT_ HC (V7 AR TOERIZY h_HC)
FE/ —RE, F—2/—RHIPSEHLT3DO/N\—KNE—R XY E—-T&KS5E, CCLIEHT

CLUSTER_QUIT_REASON_UNIT HCX Y £—2ZEELET. cOXYE—JRBFIZTF ¥ A b
T9o,

(. switching infra b n DCl switching infra

=\

3 Health Check (HC)

Keepalives didn't make it to the
Control Unit

L4
= L ﬁ
\__ FTD1 FID2 ) - baw xs'te-B dlE #

Control Unit Data Unit Data Unit




CLUSTER_QUIT_REASON_STRAY_MEMBERT 9,

BEN—F AT IAVHFETN—FAIVEBEETRE, FLLVF—R/— RE R Z 5
1=Y MCU)C &> THAXYINELTRD A,
CLUSTER_QUIT_REASON _STRAY MEMBERMOERHZZELCCPRTAYE—EZELET,

switching infra Heartbeats | DCl ¢ switching infra

Recovery after a split brain

and rejoin)

CCL
Data

. FTD1 FID2 | L FTD3

Control Unit Data Unit Data Unit
(priority 9)

CLUSTER_QUIT_MEMBER_DROPOUTT 9,

F—R/—RICE>TEREEN, TO-RFFARNELTERENZTO-—RFFTARXY £—
o AIZYRTIDAYE—IHREFEETND L, FDISABLEDAT—RALLBITLET. &5I1C
. BEESNEF Y IFTLEEA,

<#root>
firepower#

show cluster info trace | include DROPOUT

Nov 04 00:22:54.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-1-1 for reason

CLUSTER QUI T_MEMBER DROPOUT

Nov 04 00:22:53.699 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 to unit-2-1 for reason

CLUSTER QUI T_MEMBER DROPOUT

DIZAZBRICEIRDEISICRRENETT,

<#froot>

PRIMARY DISABLED Received control message DISABLE (



nmenber dropout announcemnent

)

Cluster Health-Check(HC) X A Z X A

EREER

s BUOTZAZRIAZY RE, ALAFIY OREFEED1/3ZEIC/N—RE—RZMHOITANT

=y h(70—R*F+¥AN255.255.255.255 ) IZIEE L. CCLBH M ER% & L TUDPR
—N49495% FEAL E T,

« BRUZARIAZY ME, PollZAN—EPollHDY MEZFEAL T, BOIXTOHOIZY b

ZEBMCNZYEFTLET,

« VZAZIAZY "Y', N—RE—NERRICVZAZRETIZY NASNTY N (N—KE

—NEERT—ENTY N ) ZZBLEBEDL 21258, R—U2ITNT NOENFEMLE
9o

DZARETIAZY ROR=DVTAIY MENBILBD E, TOETRIILTWSRLE
RBENET,

N—RE—RZZEITILFL—TVABSHAFIVIEH, UECZELEN—NE—
NEDEZHFMEERBDFE. ThIZWWUT/N—RNE—RNROYTHAIYEZAEMLET,

« DS AZET DOPollcounth T ZN0OUADET, NTY NHFETICE2>TERESTND L,

ARV EY hEhhERT,

RDAXY RZFEALT, V97AZDOANINANT D ZZHEBLET,

<#root>
firepower#

show cluster info health details

| Unit (ID)| Heartbeat| Heartbeat] Average | Maximum| Pol11 |
| | count| drops| gap (ms)| slip (ms)| count|
| unit-2-1 ( | 650] 0] 4999 | 1] 0]
| unit-3-1 ( 2)| 650] 0] 4999 | 1] 0]
XA 25 DFREA

HZ L Bl

B {7 (ID) VE—RNISAZETOID,




N—RhE—BMH

CCLEZNMLTUE—RETASZELIEN—NE—NDE,

N—hE—bhOROYT

Kbohiz\—hE—bOH, COAVRIF, FELE/N—
RE—R—TVRBSICEITVTHEEZLET,

FHEFY YT

ZELEN-ME—NOFHEEBER.

R—=V2TAIU K~

ORI ANICRDE, ATV NFISARZASHIBE
£9. K—U JoTUBRE/\— R E—NEBERALTY
A ML TRTENET,

ho22ze )Yy NTBICE,

<#froot>

firepower#

clear cluster info health details

ROIX RZFEALET,

QN—RNE-—NDBEEZBRI B HER?

AFXF vy T7OFEEEZEBRIELET,

<ffroot>

firepower#

show cluster info health details

| Unit (ID)| Heartbeat| Heartbeat]|

Aver age

| Maximum| Pol11 |

I I

gap (ns)

| sTip (ms)| count|
o init2-1 (DI
999

count| drops|

3036 0l




Q. FIDOVZARREBREMEEETSICE. ES5TNREIVOTITN,
A. FlexConfigD £ A
QARAZUYRNTLAVORIZO MO/ —RICBEDDRIHETTH ?
A7ZAFVTANFREEV (HREPEVES)IZTY N

<#root>
firepower#

show run cluster | include priority

priority 9

A OWVWTE, HCEES U A 12 B L TS EE L,

D AZHCEE DO IIRIL
Poll Poll Poll Paoll Poll
Query Query Query Query Query
1/3 1/3 1/3 1/3
haldtime holdtime holdtime holdtime

Cluster peer
HC failed

BREZAN—  &RMELRAER, HRRICREFELUECCLNTY NOFEICL>TELRYEXT,

R—1> T 5T

Hold time FIvo B/ B S B AR RS
(BB

3:@)‘?7” ~ B ~3.01% ~ 3.99%




4% ~1.33% ~4.01% ~5.32%
5% ~1.66% ~5.01% ~6.65%
6% ~ 2% ~6.01% ~7.99%
7% ~2.33% ~7.01% ~9.32%
8 ® ~2.66% ~8.01% ~10.65%
DZAZHCORBE>FUF

COEIZAVOENREROTEYANL—>32%21T752ETY,

« TREXBIVTAZHCEESFTUF
-éiéi&ﬂﬁtJV/hﬁﬂEﬁ B T2 7%

hAROD

switching infra

Site-A DCl

switching mfra

&

7o\

@}

. FID1 FTD2 ) Site-B FTD3
Control Unit Data Unit ccL ==Y
Data
DTAZDEE
—v M1 -9 k2

cluster group GROUP1l

cluster group GROU




key Yededehw key Yeddehk
Tocal-unit unit-1-1 local-unit unit-2
cluster-interface Port-channel48 1ip 10.17.1.1 255.255.0.0| cluster-interface
priority 9 priority 17
health-check holdtime 3 health-check hold
health-check data-interface auto-rejoin 3 5 2 health-check data
health-check cluster-interface auto-rejoin unlimited 5 1 || health-check clus
health-check system auto-rejoin 3 5 2 health-check syst:
health-check monitor-interface debounce-time 500 health-check moni:
site-id 1 site-id 1

enable enable

VZAZRAT—RA

d1-vY M1 d1=vY h2-1

<#root> <#root>

firepower# firepower#

show cluster info show cluster info

Cluster GROUP1l: On Cluster GROUP1: On

Interface mode: spanned Interface mode: spanned

This is "unit-1-1" in state PR MARY This is "unit-2-1" in state SECONDARY
ID : 0 ID 2
Site ID 1 Site ID 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247LNK Serial No.: FCH23157Y9N
CCL IP : 10.17.1.1 CCL IP : 10.17.2.1
CCL MAC : 0015.c500.018f CCL MAC : 0015.c500.028
Last join : 20:25:36 UTC Nov 1 2020 Last join : 20:44:46 UTC
Last leave: 20:25:28 UTC Nov 1 2020 Last leave: 20:44:38 UTC

Other members in the cluster: Other members in the cluster:

Unit "unit-3-1" in state secondary Unit "unit-1-1" in state PRI MARY
ID 1 ID : 0
Site ID 1 2 Site ID 1
Version : 9.12(2)33 Version : 9.12(2)33
Serial No.: FCH22247MKJ Serial No.: FCH22247LNK
CCL IP : 10.17.3.1 CCL IP : 10.17.1.1
CCL MAC : 0015.c500.038f CCL MAC : 0015.c500.018
Last join : 20:58:45 UTC Nov 1 2020 Last join : 20:25:36 UTC
Last leave: 20:58:37 UTC Nov 1 2020 Last leave: 20:25:28 UTC




Unit "unit-2-1"

ID

Site ID
Version
Serial No.:
CCL IP
CCL MAC
Last join :
Last leave:

in state SECONDARY

1 2
1
: 9.12(2)33

FCH23157YON

: 10.17.2.1
: 0015.c500.028fF

20:44:45 UTC Nov 1 2020
20:44:38 UTC Nov 1 2020

"unit-3-1"

ID

Site ID
Version
Serial No.:
CCL IP
CCL MAC
Last join :
Last leave:

in state SECONDARY

1
i 2
: 9.12(2)33

FCH22247MK]

: 10.17.3.1
: 0015.c500.038

20:58:45 UTC
20:58:37 UTC

SFUS

W[ THRARAWU EDOCCLEFE X
BEANARLETDH

FTD1 FTD2 FTD3

Y4 RA T4 RA Y4 B
./ — R T—2/—R T—2/—R
DANVE(IZY FNORBEICEELEL )

FTD1 FTD2 FTD3

T4 RA T4 RA 4 B
H4E S/ — R TF—2/—R TF—2/—R
Pl

[BE (CCLABNARDPNhEXLL ),



unit-1-1 unit-2-1 dreent ypjt-3-1
Control Unit = Data Unit : Data Unit

AZY RAOF—RTL—2O0 V=)A=

<tfroot>

firepower#
WARNING: dynamic routing is not supported on management interface when cluster interface-mode is 'spann
If dynamic routing is configured on any management interface, please remove it.

Cluster unit unit-3-1 transitioned from SECONDARY to PRI MARY

Cluster disable is performing cleanup..done.
AT11 data interfaces have been shutdown due to clustering being disabled.
To recover either enable clustering or remove cluster group configuration.

A=Yy M-12ZAZNL—AO7 :

<#root>
firepower#

show cluster info trace | include unit-3-1

Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8918307fb 0x
Nov 02 09:38:14.239 [INFOJFTD - CD proxy received state notification (DISABLED) from unit unit-3-1

Nov 02 09:38:14.239

[ DBUG Send CCP nessage to all: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QU T_MEMBER DK
Nov 02 09:38:14.239 [INFO]Notify chassis de-bundle port for blade unit-3-1, stack 0x000055a8917eb596 0x
Nov 02 09:38:14.239

[ DBUG Send CCP nmessage to id 1: CCP_MSG QUIT fromunit-1-1 to unit-3-1 for reason CLUSTER QUI T_REASON_U

Nov 02 09:38:14.239 [CRIT]Received heartbeat event 'SECONDARY heartbeat failure' for member unit-3-1 (I

ATUYRNTLAY

1Zv b1 d1=v h2-1




<ttroot>

firepower#

show cluster info

Cluster GROUP1l: On
Interface mode:

ID

Site ID
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:

Unit "unit-2-1"
ID
Site ID
Version
Serial No.:
CCL IP
CCL MAC
Last join :
Last leave:

spanned

This is "unit-1-1" in state PRI MARY

: 0
1
: 9.12(2)33

FCH22247LNK

: 10.17.1.1
: 0015.c500.018f
: 20:25:36 UTC Nov 1 2020

20:25:28 UTC Nov 1 2020

Other members in the cluster:

in state SECONDARY

12
1
: 9.12(2)33

FCH23157Y9N

: 10.17.2.1
: 0015.c500.028fF

20:44:45 UTC Nov 1 2020
20:44:38 UTC Nov 1 2020

<ttroot>

firepower#

show cluster info

Cluster GROUP1: On
Interface mode: spanned
This is "unit-2-1" in state S

ID i 2

Site ID 1

Version 1 9.12(2)33
Serial No.: FCH23157Y9N
CCL IP : 10.17.2.1

CCL MAC : 0015.c¢500.028

Last join : 20:44:46 UTC
Last Teave: 20:44:38 UTC
Other members in the cluster:

Unit "unit-1-1" in state PRI MARY

ID : 0

Site ID 1

Version : 9.12(2)33
Serial No.: FCH22247LNK
CCL IP : 10.17.1.1

CCL MAC : 0015.c¢500.018

Last join : 20:25:36 UTC
Last Teave: 20:25:28 UTC

VT AR ERE

1=y 31

7 < |1
<

JEEEN
1
= N
1

<{froot>

SECONDARY

CH 7T\ A
CN 7N A

09:38:16 UTC Nov 2 2020

PRI MARY_POST_CONFI G Primary relinquished ro

09:38:17 UTC Nov 2 2020
PRIMARY_POST_CONFIG Primary

Primary post config done an




L]

CCLE{E1EIH

Unit-1- 1 BREQOHIH / — REBHL, Unit-1-1OENFMBEIBLZA SWESH, Unit-3-11
CLUSTER_QUIT_REASON_STRAY_MEMBERX Y +—2 & XEL THLUVER7 O A&E N
ﬁ—bi_‘fo Eaf'fét:\ Un|t'3'1‘15_—g/_ |\“ & bfﬁﬁébi?o

DEIN—FT A3 VAHAETN-—TFT4232EBERIZDE, T—F/— REXENZHE S/ —R
ICKI2THRAXNELTHED L, CLUSTER_QUIT_REASON_STRAY_MEMBERMERZET
CCPERTXYtE—2%ZZELET,

itching i Heartbeats ) itching i b
Site-A switching infra DCl 1mhm switching infra

—

Recovery after a split brain

and rejoin)

ECL
Data
L FTD1 kE‘:mtn‘et-lil
Control Unit Data Unit Data Unit
(priority 9)
<#root>

Unit-3-1 console Togs show:

Cluster unit unit-3-1 transitioned from PRI MARY to DI SABLED

The 3DES/AES algorithms require a Encryption-3DES-AES activation key.
Detected Cluster Primart.

Beginning configuration replication from Primary.
WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.

Cryptochecksum (changed): a9ed686f 8e2e689c 25532104 7a2bd33a
End configuration replication from Primary.

Cluster unit unit-3-1 transitioned from DI SABLED t o SECONDARY



BMAEDIZY N (AZY 1112 Y R=3-1) FUSAKOTICERENET,

<#root>
firepower#

show cluster info trace | include retain

Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima
Nov 03 21:20:23.019 [CRIT]Found a split cluster with both unit-1-1 and unit-3-1 as primary units. Prima

split-brainlc X U THEKE NdsyslogX v E—JEH VY E T,

<#root>
firepower#

show | og | include 747016

Nov 03 2020 21:20:23: %FTD-4-747016: Clustering: Found a split cluster with both unit-1-1 and unit-3-1
Nov 03 2020 21:20:23: %FTD-4-747016: Clustering: Found a split cluster with both unit-1-1 and unit-3-1

9T AREBRE
|1
VIR
-y -1

NI 1 N3
1-||2-
1 |1

<{froot>

09:47:33 UTC Nov 2 2020

;2;1 Primary DI SABLED Detected a splitted cluster

>

KI[R[09:47:38 UTC Nov 2 2020

Q:Q:DISABLED ELECTION Enabled from CLI
09:47:38 UTC Nov 2 2020

U|[LU||ELECTION SECONDARY_COLD Received cluster control messa
09:47:38 UTC Nov 2 2020
SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

09:48:18 UTC Nov 2 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application conf




———r

09:48:29 UTC Nov 2 2020
SECONDARY_CONFIG
09:48:30 UTC Nov 2 2020
SECONDARY_FILESYS
09:48:54 UTC Nov 2 2020
SECONDARY_BULK_SYNC

SECONDARY

Client progression done

SECONDARY_FILESYS Configuration replication -

SECONDARY_BULK_SYNC Client progression done

F

72

M3 ETH3 ~ AWEOCCLERFEXR.

BEANRET DA

FTD1 FTD2 FTD3

B4 RA T4 A H4 KB
H4E ./ — R TF=2 /=R T=2/—R
DANVE (DIZY NORBICEERL )

FTD1 FTD2 FTD3

B4 A HA KA H4 B
./ — R TF—=2/—R T—2/—R
Pkl

ARYN OO /—RIFIZY R3-11S83D2NDHCE %\, 95ARE#HND&LS>TZ
Y RBMUAYE—TBEIEELET,



Site-A switching infra DCl EWItEhI ng infra

i Jt?
3 Health Chec (HC)

Keepalives dld 't make ‘.

nele unit-3- it to the Contrpl Unit
[o quit

_®_

CCL
Data

AR RN2: CCLAEEICELSEEL, #HIfH/ —RASD
CLUSTER_QUIT_REASON_STRAY MEMBERX Y t— A UE—RNAIICEEEshELE, 1=
Y R3-1A'DISABLEDE— RICE#EBITL., ATVUYRNTLAUANRELAL

{ i i i -\l lf - - "
Site-A switching infra DCl switching infra

fisk unit-3-
o quit

Site-B

CCL
Data

AZYy M1 (A MAO—L ) TRROKISICRRENET,

<ffroot>

firepower#
Asking SECONDARY unit unit-3-1 to quit because it failed unit health-check.

Forcing stray nenber unit-3-1 to | eave the cluster



IZY R (F—R/—R) TR, ADESICRRENET,
<#root>
firepower#

Cl uster disable

is performing cleanup..done.
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-3-1 transitioned from SECONDARY to DI SABLED

UZARIZY R3-1ADISABLEDIREIZEITL, CCLAGHNEREND L, F—R/—RELT
BHEALET,

<#root>
firepower#

show cl uster history
20:58:40 UTC Nov 1 2020
SECONDARY DI SABLED Recei ved control nessage Dl SABLE (stray menber)

20:58:45 UTC Nov 1 2020

DISABLED ELECTION Enabled from CLI

20:58:45 UTC Nov 1 2020

ELECTION SECONDARY_COLD Received cluster control message
20:58:45 UTC Nov 1 2020

SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

20:59:33 UTC Nov 1 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration sync done
20:59:44 UTC Nov 1 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished
20:59:45 UTC Nov 1 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

21:00:09 UTC Nov 1 2020

SECONDARY_BULK_SYNC SECONDARY

Client progression done

S+ A3
WA ETH3 ~ 4DBOCCLBRERA.,
EE SR,



FTD1 FTD2 FTD3

TA A T4 hA +4 NB

HE S/ — R TF—R/—R F—RJ—R

UANDE (B — REEBEE nEEE)

FTD1 FTD2 FTD3

TA A H1RA H4 NB

TF—2/—R HE S/ — R TF—2/—R

paliy

- switchinginﬁ B .. . Eswitchinginfra \
> y

CCL
Data

1.CCLAA DV LET,
2. Unit-1-1{&Unit-3-1A 53 DNOHCX Y £—2 2 ZEFEE T, QUITX Y E—2 ZUnit-3-112EEL
FT, cOXYE—INIZYRIMCEETDIEEHYFEHA,
3. AZYRIANIZY R2AICQUITXAY =P ZEELE T, CcOXYE—IHN T Y K2-
1MW BETHEREHY)ERA,

CCLAEmELET,

4. Unit-1-1E, Unit-3-1ABEZHMEH / —RELTTZTRNZA AL &=L,




QUIT_REASON_STRAY_MEMBERX ¥ £—2 ZUnit-3- 1l AfELE T, unit-3-1TX Y &£—
DhEREENBDE, DISABLEDIRREICAY) FT, RAKIC, unit-3-1F
QUIT_REASON_PRIMARY_UNIT_HCX Y £—> Zunit-1-1IC#EEL, KT EMBLET,
A=Y NMANSZSETDE., COXYE—JIEDISABLEDIREEIC V) =7,

VT AR B

1=y k1

<f#froot>

19:53:09 UTC Nov 2 2020

PRI MARY DI SABLED

Received control message DISABLE
(primary unit health check failure)

19:53:13 UTC Nov 2 2020

DISABLED ELECTION Enabled from CLI

19:53:13 UTC Nov 2 2020

ELECTION SECONDARY_COLD Received cluster control message
19:53:13 UTC Nov 2 2020

SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done
19:54:01 UTC Nov 2 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configur
19:54:12 UTC Nov 2 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication fini
19:54:13 UTC Nov 2 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

19:54:37 UTC Nov 2 2020
SECONDARY_BULK_SYNC

SECONDARY

Client progression done




SFUF4

%3 ~ ARMEOCCLEBEEX

BEANARLETDH

FTD1 FTD2 FTD3

T4 hA T4 KA Y414 KB
B — K F—8/—K F—8/—K
UANVE (B — RS A NEZEE)

FTD1 FTD2 FTD3

H4 hA H4 hA #4 ~B
TF—2/—R TF—2 /=R HH — R
vl

EE

BUBREOELIEH, COBE. 1-YM11E1ZY R-3-1H1S83DOHCAXY - %S E
B9, FILLWF—TTSA7E2SELEE, STRAYXYE—2ZFEALTIZY M-31%2Fv 9
TIORLEDSELELEN, XvE—2RFIZY R31ICEELEEBATLLE,




- itching i Heartbeats ) itching i
Site- switching Infra; Dl " Esmtchmg infra

Keepalives didn't make it from

the Control Unit

CLUSTER_QUIT_REASON_MA

1. CCLABMMBEAMICAYET, 1-Y h-3-1F. 1=-Y FM-1-1DSE3DOHCXY E—T %
ZELT, B/ —REeBB,

2. 1=¥ h2-1l&, CLUSTER_QUIT_REASON_RETIREMENTX Y t—2 ( 7O—RF ¥ AN
) ZEFET %o

3. 1=y M=3-1A"1 =Y h=2-1IZQUIT_REASON_PRIMARY_UNIT HCX Y £— ZRXEL %
T, ATV R21MEChZzEEL. VTAZEKTLEY,

4. 129 M=3-1H"1=Y h-1-1ICQUIT_REASON_PRIMARY_UNIT_HCXY t—2 & XELE
T, IZY M-1EEFIhZEZEL, VT7AXZRTLET, CCLAEELET,

5. 179 M-1&2-1E, F—R/—RELTIVFZTARRICBSMLET,




X ATYTBTCCLAEMELBEWEE, ¥4 NATRFTDIAFHL WHIE ./ — RIZ&Y,

CCLOEIERICH L VERFTHOLINET,

d1ZY MM-1DsyslogX Yy £—2

<#froot>

firepower#

show | og

Nov
Nov
Nov
Nov
Nov

03 2020
03 2020
03 2020
03 2020
03 2020

i ncl ude 747

23:13:08:
23:13:09:
23:13:09:
23:13:10:
23:13:10:

%FTD-7-747005:
%FTD-4-747015:
%FTD-7-747005:
%FTD-4-747015:
%FTD-6-747004:

Clustering:
Clustering:
Clustering:
Clustering:
Clustering:

State machine notify
Forcing stray member
State machine notify
Forcing stray member

St ate nachi ne changed from state PRI MARY to DI SABLED

event CLUSTER_EVENT_MEMBER_STATE
unit-3-1 to leave the cluster
event CLUSTER_EVENT_MEMBER_STATE
unit-3-1 to leave the cluster



Nov 03 2020 23:13:12: %FTD-7-747006: Clustering: State machine is at state DISABLED
Nov 03 2020 23:13:12: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MY_STATE (sta
Nov 03 2020 23:13:18: %FTD-6-747004: Clustering: State machine changed from state ELECTION to ONCALL

A=Y M-1OIZAZNL—AOY :

<#root>
firepower#

show cluster info trace | include QUT

Nov 03 23:13:10.789 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 for reason CLUSTER_QUIT_R
Nov 03 23:13:10.769 [DBUG]

Recei ve CCP nmessage: CCP_MSG QUIT fromunit-3-1 to unit-1-1 for reason CLUSTER QU T_REASON_PRI MARY_UNI T_

Nov 03 23:13:10.769 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
Nov 03 23:13:09.789 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
Nov 03 23:13:09.769 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C
Nov 03 23:13:08.559 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
Nov 03 23:13:08.559 [DBUG]Send CCP message to id 1: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason C

1= Y R3-1DsyslogX v £—2

<#root>
firepower#

show log | include 747

Nov 03 2020 23:13:09: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-7-747005: Clustering: State machine notify event CLUSTER_EVENT_MEMBER_STATE
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering:

St at e machi ne changed from state SECONDARY to PRI MARY

Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_FAST to PRIMA
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_DRAIN to PRIM
Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_CONFIG to PRI
Nov 03 2020 23:13:10: %FTD-7-747006: Clustering: State machine is at state PRIMARY_POST_CONFIG

Nov 03 2020 23:13:10: %FTD-6-747004: Clustering: State machine changed from state PRIMARY_POST_CONFIG t
Nov 03 2020 23:13:10: %FTD-7-747006: Clustering:

State nachine is at state PRI MARY

VT AR B



1=y M1

<ffroot>

23:13:13 UTC Nov 3 2020

PRI MARY DI SABLED Recei ved control message DI SABLE
(primary unit health check failure)

23:13:18 UTC Nov 3 2020

DISABLED ELECTION Enabled from CLI

23:13:18 UTC Nov 3 2020

ELECTION ONCALL Received cluster control message
23:13:23 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ONCALL ELECTION Received cluster control message

23:14:48 UTC Nov 3 2020

ELECTION SECONDARY_COLD Received cluster control message

23:14:48 UTC Nov 3 2020

SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

23:15:36 UTC Nov 3 2020

SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration
sync done

23:15:48 UTC Nov 3 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

23:15:49 UTC Nov 3 2020

SECONDARY_FILESYS  SECONDARY_BULK_SYNC Client progression done

23:16:13 UTC Nov 3 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done

SFUAS
BENRETDH

FTD1 FTD2 FTD3

B4 RA HA KA B4 B

—2/—R —2/—R

!l

H4E ./ — R

!l




JANIE (EEBL)

FTD1 FTD2 FTD3

B4 A B4 A H4 KB
H4E ./ — R TF—=2/—R T=2 /=R
&

AZY R3MEIAZY MAEIZY R2-1OEBICQUITX Y =T ZIAELEL LA, EHROM
BICK)IZY R21DO&NQUITX Y -2 2 ZEL XL L.

A=Y M-19ZAZNL—AO7 :

<#root>
firepower#

show cluster info trace | include QUT

Nov 04 00:52:10.429 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:47.059 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:45.429 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CL
Nov 04 00:51:45.429 [DBUG]Send CCP message to unit-3-1(1): CCP_MSG_QUIT from unit-1-1 to unit-3-1 for r

A=Y h2-19ZAZKNL—AO7 :

<#root>
firepower#

show cluster info trace | include QUT



Nov 04 00:52:10.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-3-1 for reason CLUSTER_QUIT_REASO
Nov 04 00:51:47.019 [DBUG]Send CCP message to all: CCP_MSG_QUIT from unit-2-1 for reason CLUSTER_QUIT_R
Nov 04 00:51:46.999 [DBUG]

Recei ve CCP nessage: CCP_MSG QUIT fromunit-3-1 to unit-2-1 for reason CLUSTER QUI T_REASON PRI MARY_UNI T_

Nov 04 00:51:45.389 [DBUG]Receive CCP message: CCP_MSG_QUIT from unit-1-1 to unit-3-1 for reason CLUSTE

N )

7 &I H

—

CH 7TV A

d1=v k21

<t#troot>

00:51:50 UTC Nov 4 2020

SECONDARY DI SABLED Recei ved control message DI SABLE
(primary unit health check failure)

00:51:54 UTC Nov 4 2020

DISABLED ELECTION Enabled from CLI

00:51:54 UTC Nov 4 2020

ELECTION SECONDARY_COLD Received cluster control message

00:51:54 UTC Nov 4 2020

SECONDARY_COLD SECONDARY_APP_SYNC  Client progression done

00:52:42 UTC Nov 4 2020

SECONDARY_APP_SYNC  SECONDARY_CONFIG SECONDARY application configurati
sync done

00:52:54 UTC Nov 4 2020

SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finishe
00:52:55 UTC Nov 4 2020

SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

00:53:19 UTC Nov 4 2020

SECONDARY_BULK_SYNC

SECONDARY

Client progression done
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unit-1-1 (id 0}

OUTSIDE

INSIDE S
Pal.201 _@_. Pol 202
& |
Podl | —
:'_I_IZ
Cantral Unit
192.168.240.x/24
switching unit-2-1 {id 1)
infra

30

3

192.168.241.x/24

switching
infra

CCL

. - !

Data Interface

DZARI1=Y N&ID:

Last Teave:

N/A

1=y -1 1=y ~2-1
<#root>
Cluster GROUP1: On <#root>
Interface mode: spanned Unit "unit-2-1" in state SECC
This is "unit-1-1" in state PRI MARY
I D 1
D 0 Site ID : 1
Version : 9.15(1)
Site ID -1 Serial No.: FCH23157YSN
Version : 9.15(1) CCL IP : 10.17.2.1 ‘
Serial No.: FCH22247LNK CCL MAC & 0015.c500.02
CCL IP - 10.17.1.1 Last join : 02:04:19 UTC
CCL MAC  : 0015.c500.018f Last leave: N/A
Last join : 02:24:43 UTC Nov 27 2020




BWBEOTZARZRFYTF v .

cluster exec cap CAPI int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq 8
cluster exec cap CAPO int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 192.168.241.50 eq
cluster exec cap CAPI_RH reinject-hide int INSIDE buffer 33554432 match tcp host 192.168.240.50 host 19
cluster exec cap CAPO_RH reinject-hide int OUTSIDE buffer 33554432 match tcp host 192.168.240.50 host 1
cluster exec cap CCL int cluster buffer 33554432

N ChonFANE. YSRAEERTE NS 71 Y IR INROSKBETEAEnE
L. EHREBETR. Fv7F 10 T /(X 2RMRCHMZA D, TERRYEE
DFETTFr7ANR (FERE. EA—NETERRYEETK—N) 2EATHES
CLTLEZTL,

T—AARETFAARKBRNZT TAY I (F—F—RBTFA1LIRTEHD )

21 reinject-hideF ¥ 7F vk, 1Y M-1ONTY RDAZERLTVWET, Chid, mAEE
O70—NI1ZY M1 (RHERNT T4V )ZBBLECEZERLET,

<#root>
firepower#

cluster exec show cap

UNTt-1-1 (LOCAL) 5 # s s dedededesdestese s do o dede et e e e el e e de e e et e e e el sl el

capture CCL type raw-data interface cluster [Capturing - 33513 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Buffer Full - 33553914 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

reinj ect - hi de
buffer 33554432 interface INSIDE [Buffer Full -

33553914 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

reinj ect - hi de
buffer 33554432 interface OUTSIDE [Buffer Full -

33553914 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

un-i t 2 l- B R R R R R R R R R R R R R R R R R R R R L o R R R AR ok S T o A R AR ok R Tk R T

capture CCL type raw-data interface cluster [Capturing - 23245 bytes]
capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - 0 bytes]



match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

unit 3 1-*************************************************************

capture CCL type raw-data interface cluster [Capturing - 24815 bytes]

capture CAPI type raw-data buffer 33554432 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPO type raw-data buffer 33554432 trace interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

capture CAPI_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface INSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80
capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 33554432 interface OUTSIDE [Capturing -

0 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq 80

B2 IAETTR— NS94 AL 7 O0—0EHET7 5T 94

<#root>
firepower#

cluster exec show conn

unit_l_l(LOCAL):******************************************************
22 1in use, 25 most used
Cluster:



fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 2 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
45954
, idle 0:00:00, bytes 487413076,

flags U O NL

Unit 2 1.*************************************************************

22 1in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 249 most enabled, 0 most in effect

Unit 3 1.*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:443 NP Identity Ifc 192.168.240.50:39698, idle 0:00:23, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

45954
, idle 0:00:06, bytes 0,

flags y

1=y k~ 7297 |

JO0-FEE-1Zvy MY 70—Z0EBLET

RAALOR : AZY R31I2E TYL TRELS Y, A"HB 0,
J1=v M-1 |UIO ND70—DHEALOURELTIAZY M-AFBIRENEZEERLT
WET, LEN2T, COIZY NIFBEETEHS 2O, 01
YN(ZOBEARIZY RN DINYIOTYTHREELE L TEEE
nhTVWET




1=y k21 |-

dZv 31 |y

AZY RNENYOTYTHEETT

ThZRTRLET,

192.168.240.%/24

TCP SYN O tati0hd o ctor
INSIDE A LUTSILE
Pol.201 ;®'— Pol1.202

Fods

Cluster nddCuntml Unit
sage: unit-3-1 is

192.168.241.x/24

"; Backup onwer TCP
. SYN/AC
o unit-2-1 (id 1) >
<+ f .
S50
! e Po0l.202
Host-A e Cluster Delete
message: The flow is
terminated
v unit-3-1 (id 2)
—— .
Poas Backup owner
ccL . —(3)_

Pol.201 == 1 :
Data Interface o i —— ],

1. TCP SYNNNT Y RHFRARAASIZY MACEZFLET, 1Y M1 Z70—F—F—
L&Y ET,

2.1-Y MAETO—FA4LIRELTEEEhET, LEN2T, IZYR3AENYOT
YTHBEELTERENET (IFAZEMXY =),

3. TCP SYN/ACKN\NT Y RA' RARBASIZY R3MICEIBELET, RNERHETT,

4. BEENKRTIDE, IEBERITARYBAYE—SERELT,. NVITYTHMEENLS
7O0—1BHEHIBRLET,

BE3 NL—ANEOF v+ 7’FyiE, MA@AIZY M-10&AZBRATHDEZRLTVWET,
ATV 1 BRERR—NIEIVT, IXTOIUVTAZIZY NTREERD 7O—-E/NT Y
RZBELERT,

<ffroot>

firepower#



cluster exec show capture CAPl | i 45954

unit-1-1(LOCAL):*

1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: S 992089269:992089269(0
2: 08:42:09.363521 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.45954: S 4042762409:4042762409
3: 08:42:09.363827 802.1Q vlan#201 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 4042762410 win 22

unit_z_l:******ﬂ TehhhhhNNNNfhfdddddedddddddddhhh RN RN NN hfddddeddedddd

unit_B_l:******ﬂ TehdhhhhNnNfhfddddddddddddddhhh NN NN NN fddddeddeddedd

<#root>

firepower#

cluster exec show capture CAPO | i 45954

unit_l_l(LOCAL):****************** el defhdede N ded R dde Rl d Al hd ANl AR hdd

1: 08:42:09.362987 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: S 2732339016:2732339016

2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954: S 3603655982:3603655982
3: 08:42:09.363903 802.1Q vlan#202 PO 192.168.240.50.45954 > 192.168.241.50.80: . ack 3603655983 win 22

unit_z_l:************************* R e R A ki L e A Rk ke b S o R kA T

unit_g_l:************************* R R A i L A R ke b S o R kA T

ATV 2: ChRETCP7O—KRL—ATHB1®, 3VIA/NRITAIONTY RERNL—RA
LET, COEBASDADELSIE, IZY MAFFEETT., DHPITL< TR, BEEL
BOUKRL—RA7I—-XRGEBKLET,

<#root>
firepower#

show cap CAPI packet-number 1 trace

25985 packets captured
1: 08:42:09.362697 802.1Q vlan#201 PO 192.168.240.50.

45954

> 192.168.241.50.80:

S
992089269:992089269(0) win 29200 <mss 1460,sackOK,timestamp 495153655 0,nop,wscale 7>
Phase: 4

Type: CLUSTER- EVENT



Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'

Fl ow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

)2—>KNZ7 4 Y J(TCP SYN/ACK):

<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

25985 packets captured
2: 08:42:09.363415 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.45954:

S

3603655982:3603655982(0)

ack

2732339017 win 28960 <mss 1460,sackOK,timestamp 505509125 495153655,nop,wscale 7>
Phase: 3

Type: FLOW LOOKUP



Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 9364, using existing flow

BEAFTDT—R 7L —>Dsysloglcld, IXTHOIZY FTOEHZOERERTHARTRENE
¥,

<#root>
firepower#

cluster exec show |l og | include 45954

unit-1-1

(LOCAL).******************************************************

Dec 01 2020 08:42:09: %FTD-6-302013:

Bui lt inbound TCP connection 9364

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302014:

Teardown TCP connection 9364

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024000440 TCP FIN

Unit 2 1.*************************************************************

unit-3-1
Dec 01 2020 08:42:09: %FTD-6-302022:
Built backup stub TCP connection

for INSIDE:192.168.240.50/45954 (192.168.240.50/45954) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 08:42:18: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/45954 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

T—RAARFTA2XMHMRNT T4V (BALIRERBDF—F—)

s T—AAZFAMERUTIN, COT—AAZXFA4 TR, 70—F—F—BFF1L IV X
ERRNDIZY RNTTY,

s INTOHEIRFT—AAZFTAH#IZELULTVET, T—RAARXTFIAH#IEDEZEVEE,
SFIVAND Ty, 750 2BEMAD "Y1 75T,



BEAIA—FT—RBTILIZ—CEREBYXT,

EETR—N62782FEAL 70— 0K 757 0

<#root>
firepower#

cluster exec show conn

unit_l_l(LOCAL):**** Fededede el deNded NNk
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46278
, idle 0:00:00, bytes 508848268, flags

U o N

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46276, idle 0:00:03, bytes 0, flags aA N1

unit_z_l:*************************************************************

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

unit_3_1:*******f Fedededeede Rk
17 1in use, 20 most used
Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:46276, idle 0:00:02, bytes 0, flags z
TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46278
, idle 0:00:06, bytes O,

flags Y



1=y M1 |UIO - JO0-MEBEE-I1ZY RN 70-Z0EBLET

BALOBRENYOTY T F—F— ATV RFMDTZTE

A=Y 31 Y Y(HALIR) TF.

ThZzRTRLETD,
TCP SYN
INSIDE / A “TOTSIDE
Pol. 201 _@._. Pol.202
Fodl ——
Control Unit
Cluster Add 9 192.168.241.x/24
192.168.240./24 |h£5ﬂgg‘:: unit-3-1 is TCP
thje Backup onwer
1 SYN/ACH
o - unit-2-1 (id 1) Ew' ching >
& HEere—— a—
50 T — o048 S— S50
! .EiE F‘I:l.?l:‘.l‘l R Fol.202 (ﬂa :
Host-A 9 Cluster Delete Host-B
message: The flow is
terminated
v unit-3-1 (id Zb-
>, \ irector +
ccL pos —@_ Backup owner
Data Interface Fol.201 3'5-—_'2 Po1.202

1. TCPSYN/NT Y KA 7RARNAASIZY MAZBEBLET, 1Y MAN70—F—3F—
IV ET,

2. Unit-3-1A"70—F 4 LI RIBEE WD 1Y R1ENY OT Y THREETEHYET
( CCLEMUDP 41930 clusteradds Xy t&— ),

3. TCP SYN/ACKN\NT Y RA'RARBASIZY R31ICEIBELET, RNEWRHTT,

4. BENIRTIDE, FIEECCLESNL TUDP 4193 7T Mcluster delete; XY =— #I%(E
L. NvOFY7TrmEENS 7O0—BHREHIBRLE T,

BE2NL—ANEOF Y7 FriE. @ARAAIZY M1OKERBIBTDEZRLTVET




ATYT1: T—AAEZTFM1EALUT77O0-F2FEAL T, REXTR—NEIVWTIRNTOY
SARIAZY NORR7O—ENTY NEHBELET,

<#root>
firepower#

cluster exec show cap CAPlI | include 46278

unit-1-1

(LOCAL):******************************************************
3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460,sackOK,timestamp 503529072 0,nop,wscale 7>
4: 11:01:44.842317 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46278:

S
3524167695:3524167695(0)
ack

1972783999 win 28960 <mss 1380,sackOK,timestamp 513884542 503529072,nop,wscale 7>
5: 11:01:44.842592 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80: . ack 3524167696 win 22

unit Dz dedde ettt et e de de e v de A e de S e de S e de S S e e d e e S e e S e e e e e e S e S e e e de s e

unit_3_1:******% B R R e R R e R R
firepower#

OUTSIDEA VA —T7 I A ATODX YT F v :

<ttroot>

firepower#

cluster exec show cap CAPO | include 46278

unit-1-1

( LOCAL) : Fedhdhhhhhhh R RN R hfddddddededededededededededededhh NN RN dhddddd

3: 11:01:44.841921 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

2153055699:2153055699(0) win 29200 <mss 1380,sackOK,timestamp 503529072 0,nop,wscale 7>
4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46278:

S

3382481337:3382481337(0)



ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
. ack 3382481338 win 22

5: 11:01:44.842638 802.1Q vlan#202 PO 192.168.240.50.46278 > 192.168.241.50.80:

unit_z_l:******ﬂ TehhhhhNNN NN A fddddddddddddddhhh RN NN hfddddeddeddedd

unit_B_l:*************************************************************
firepower#

ATYT 2 AANTY M (TCPSYNBKRUTCP SYN/ACK ) ICHEBLET,

<#root>
firepower#

cluster exec show cap CAPlI packet-nunber 3 trace
unit_l_l(LOCAL):******************************************************

824 packets captured

3: 11:01:44.841631 802.1Q vlan#201 PO 192.168.240.50.46278 > 192.168.241.50.80:

S

1972783998:1972783998(0) win 29200 <mss 1460,sackOK,timestamp 503529072 0,nop,wscale 7>

Phase: 4

Type: CLUSTER- EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner



ZY M-1OSYN/ACKZ RL—ALET,

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 4 trace

unit_l_l(LOCAL):******************************************************

4: 11:01:44.842226 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46278

S

3382481337:3382481337(0)

ack

2153055700 win 28960 <mss 1460,sackOK,timestamp 513884542 503529072,nop,wscale 7>
Phase: 3
Type: FLOW-LOOKUP
Subtype:
Result: ALLOW
Config:
Additional Information:

Found flow with id 9583, using existing flow

BEIFTDT—X 7L —>DsysloglZ . FMEBEENY VT Y THEZEOEFROEREKRTHF X
TENhET,

<#root>
firepower#

cluster exec show log | include 46278

unit-1- 1(LOCAL) TR T TR L L
Dec 01 2020 11:01:44: %FTD-6-302013:

Bui |t i nbound TCP connecti on

9583 for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 11:01:53: %FTD-6-302014:

Teardown TCP connection

9583 for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 bytes 1024001808 TC

unit-2-1:%**

unit_3_1:***x***f Tede T TSk



Dec 01 2020 11:01:44: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46278 (192.168.240.50/46278) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 11:01:53: %FTD-6-302023:

Tear down director TCP connection

for INSIDE:192.168.240.50/46278 to OUTSIDE:192.168.241.50/80 duration 0:00:08 forwarded bytes 0 Cluste

T—AARTABERMKNTZTAV I (TALIRNNT T4V VREE )

1 reinject-hideF + 7F v &, 1ZvY M1 (ERHT7O0—) &1y h2-1 (IERHE7O0—
) DINTY RERLTVWET,

<#root>
firepower#

cluster exec show cap

unit-1-1(LOCAL) :* et e e e o e e o 5 o o e o S o o o o o A o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554320 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98552 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinj ect - hi de

buffer 100000 interface
I NSI DE

[Buffer Full -

98552 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinj ect - hi de
buffer 100000 interface

QUTSI DE

[Buffer Full -

99932 bytes

1

match tcp host 192.168.240.50 host 192.168.241.50 eq www
un 1 t-2-1:* dedededededefdededehdededehdde NN dde NNl dde Al A dhddedhddefhdde NNl Al

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553268 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www




capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de

buffer 100000 interface
QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

un1t 3 1 FedededededdehdhhhhNh NN NN NN NN de S dededededededdeddhdhhhhNh NN NN NN N hde S dedededededdd

capture CCL type raw-data buffer 33554432 +interface cluster [Capturing - 53815 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 658 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - 658 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

BE2IEFETR—M46502ZEAL L7 O— DR 7 Z 7 24

<#root>
firepower#

cluster exec show conn

unit-1-1

(LOCAL):x*******{ Fededededede SN ddeNdd NNk
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:
46502

, idle 0:00:00, bytes 448760236,

flags U O N1



TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:46500, idle 0:00:06, bytes 0, flags aA N1

FTeddehddhddfdddhhdhNdeh Nl NdhNdhFdhddhddeddhddNdd Nl d TNl fdhdd

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 1 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46502
, idle 0:00:00, bytes O,

flags Y

Unit 3 1.*************************************************************

17 in use, 20 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

1=y Kk 727 |F

1Zv M-1 |UIO - 70—F—7F—-AZv " 70— 2LELZET,

RAALOZ unit-2-1CE 759 Y, KA, Cco70—0
AL OIZEL Tunit-2- 1 BIRE N EZRLTVET,

NYOTFTY T F—F—

BRI, COHDDLSHSATEHY EEAN. show captured &
_ U'show logDHAA S, IZY RN O 7 O—ZFMBEEICEEL
A=Y b2t Y TUWBTEFDAVET (BHNER. COYFUATRT #T—H
ERREZEIhEEA )

EADOIZY RNEFALOR(Y7O0— )& 720—R (z70—
) DEAICTRDERFETERY, Chs02o0O—/LIEHEEICHt
WTHD, FALIVR(Y7O0— ) BIEHRERNT T4V UV REIAT
EET, showlogDHEHIZDVWTR, COT—ARAETFT 1 DE¥2S




BLTLEEL,

1=y 31 |- -

ThZRTRLET,

TCP SYN o

INSIDE SN TSI
po1201 CAM po1.202

o o
T
trol Unit

192.168.240.%/24 192.168.241.%/24

‘3. TCP
9 SYN/ACK
STeCHi unit-221 (id 1) swilchin

=+ H‘l'—rf \

-

Host-A Director +
Backup owner
unit-3-1 (id 2)
CCL

Data Interface . Pol.202

1. TCP SYN/NT Y RAZRARNAASIZY MAACBEIBZLET, 1Y MAAN70—F—F—
L&Y ET,

22.AZY R2AN7O—FALORENYOTYTOmMBE I CEHEEhD 70—F—F—F T
clusteradd) 1Z-F Y+ ARXYE—T%UDP 4193 TREEL. NV IO T YT OA—F—IZ7
O—IC2WTEAILEY,

3. TCP SYN/ACK/NT Y RAFRARBASIZY R21ICEHIBELET, 7O0—RIERHTT,

4. 1= R2-1&. (TCP SYN Cookiel—&¥) ) CCLIBHT/NT Y NEFIEEICEELET,

5.FiBEEAZ—T7 T AAOUTSIDET/NT Y RZEBEALTHA S, NTY NZERARMAIC
BEALET,

6. NIRRT IDE, MEBERISARBIBRAY E—2%EELT. NV IOTYTHEENS
7O0—BHREHKRLET,

BEIRNL—AZFEALEFY7Fyik, IERHNZT 740, IZTY R2AAS5T1ZY M-
1INDURAL 923> ERLTVET,



AFYT 1 MROTO—(R—R46502) BT /N7y hEEELET,

<#root>
firepower#

cluster exec show capture CAPlI | include 46502

un1t 1 l(LOCAL) B R R R R R R R R LR T S R A R ARk b T S L A R R AR T LR T

3: 12:58:33.356121 802.1Q vlan#201 PO 192.168.240.50.46502 > 192.168.241.50.80:
4: 12:58:33.357037 802.1Q vlan#201 PO 192.168.241.50.80 > 192.168.240.50.46502:
5: 12:58: 33 357357 802 lQ v1an#201 PO 192 168 240 50 46502 > 192 168 241 50.80:

RN ONOROONONOSORONORONORORONORONOROORONORORONONONOROROSONOSOROSONONOROROJOON o e oo e de de de de ve Yo ve v ¥
unit-2-1: Tt dd e EXS el etk %k el dede ok EXS

1 RN RNR NN N NSNS deddedededededededehdehhNh NN NN NN NN NS dededededededededededededdedNNNhn
unit-3-1:

RYEDHM :

<#root>
firepower#

cluster exec show capture CAPO | include 46502

unit_l_l(LOCAL):**v‘ Fededeledededehddefehddefhddefhdde NNl de NN dde Al defddedhddefhddeNddd

3: 12:58:33.356426 802.1Q vlan#202 PO 192.168.240.50.46502 > 192.168.241.50.80:
4: 12:58:33.356915 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502:
5: 12:58:33.357403 802.1Q vlan#202 PO 192.168.240.50.46502 > 192.168.241.50.80:

DRCICRON DROSOROONN

1 sk Rk hh N R R RN hdhdddddedededededededededededdhh NN RN NN fddddedededededededed
unit-2-1:

1: 12:58:33.359249 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502:
2: 12:58:33.360302 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502:
3: 12:58:33.361004 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.46502:

1 shhhhhh RN RN NN dhdddddedededededededededededdhhhh NN RN NN fddddedededededededed
unit-3-1

S 4124514680:4124514680
S 883000451:883000451(0
. ack 883000452 win 229

S 1434968587:1434968587
S 4257314722:4257314722
. ack 4257314723 win 22

S 4257314722:4257314722
. ack 1434968736 win 23
. 4257314723:4257316091

ATYT2: NTYRERL—ALET, T72INBRTE, FYOS50BDOADNT Y NOHH B
L—RAEh&ET, bHAUPI<KTR O, BELBEVNL—AT7I-ARFEHKLET,

—YM-1(FRREE):

<#root>
firepower#

cluster exec show capture CAPlI packet-nunber 3 trace

un1t 1 1(LOCAL) Tededededede eSS S dede eSS de S de eSS dehdede eSSl
3: 12:58:33.356121 802.1Q vlan#201 PO 192.168.240.50.



46502
> 192.168.241.50.80:

S

4124514680:4124514680(0) win 29200 <mss 1460, sackOK,timestamp 510537534 0,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:

Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

AZYR24(7#4T7—H)

JR—>2KNZ 74V 9(TCP SYNACK), RENDIZY N, AL IVRINYOTYTOmMEHE
THY), FABEICNS 74V 0RKEATHIZY N2-1TT,

<#root>
firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 12:58:33.359249 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.

46502

: S 4257314722:4257314722(0) ack 1434968588 win 28960 <mss 1460,sackOK,timestamp 520893004 510537534,no
Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW



I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

BEAFTDT—R 7L —>Dsysloglc ik, IXTHOIZY FTOEHZOERERTHARTENE
¥,

<#root>
firepower#

cluster exec show log | i 46502

UNTE=1-T1(LOCAL) : # sk sdedesodesdesdededede oo dedode e e o e ot de ol et et el o de o deiode oo o
Dec 01 2020 12:58:33: %FTD-6-302013:

B
uilt inbound TCP connection

9742 for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.
Dec 01 2020 12:59:02: %FTD-6-302014:

Teardown TCP connection

9742 for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 bytes 2048000440 TC

unit-2-1:%"
Dec 01 2020 12:58:33: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46502 (192.168.240.50/4650
Dec 01 2020 12:58:33: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46502 duration 0:00:00 forwarded bytes 0 Forwa
Dec 01 2020 12:58:33: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/46502 (192.168.240.50/46502) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 12:59:02: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/46502 to OUTSIDE:192.168.241.50/80 duration 0:00:28 forwarded bytes 20483163



un-i t 3 1. B e e R R R R kL e e R kR kL T S S R Sk S S S o R A ok SR ek R T

firepower#

T—AARTAAERMKNZ T4V I (A—F—RBEALIER)

1 reinject-hideF v 7F v &, 1ZvY M1 (ERHT7O0—) &1y h2-1 (FERHE7O0—
) DINTY RERLTVWET,

<#root>
firepower#

cluster exec show cap

unit-1-1(LOCAL) :* et e e e o e e o 6 o o o e o S o o S o o A o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554229 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 98974 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinj ect - hi de
buffer 100000 interface

I NSI DE

[Buffer Full -

98974 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq www
capture CAPO_RH type raw-data

reinj ect - hi de
buffer 100000 interface

QUTSI DE

[Buffer Full -

99924 bytes

1
match tcp host 192.168.240.50 host 192.168.241.50 eq www

LI 2 2 e e e e e e
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33552925 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

reinj ect - hi de



buffer 100000 interface OUTSIDE [Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50

UNT = 3= 7 %o s s s e v e o e s e e e e e e e e

host 192.168.241.50 eq www

ededede ek kS h ke h kR RN Rk kA kR RNk

capture CCL type raw-data buffer 33554432 qinterface cluster [Capturing - 227690 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50

host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 4754 bytes]

match tcp host 192.168.240.50
capture CAPI_RH type raw-data
match tcp host 192.168.240.50
capture CAPO_RH type raw-data
match tcp host 192.168.240.50

host 192.168.241.50 eq www
reinject-hide buffer 100000 interface INSIDE [Capturing - 0 bytes]
host 192.168.241.50 eq www
reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
host 192.168.241.50 eq www

BE2IAETR— N6916ZFERAL L7 O— 0K T 50 2

<#root>
firepower#

cl uster exec show conn

unit-1-1

( LOCAL) : B R R Rk R Rk

23 1in use, 25 most used
Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used
centralized connections: 0 in use, 0 most used
VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46916

, idle 0:00:00, bytes 414682616,

flags U O N1

unit-2-1

21 in use, 271 most used
Cluster:

fwd connections: 1 in use, 2 most used
dir connections: 0 in use, 2 most used
centralized connections: 0 in use, 0 most used



VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:

46916

, idle 0:00:00, bytes O,

flags z

unit-3-1

TeddehddhddfdddRdh Nk

Tl ddehddhdk

17 in use, 20 most used

Cluster:

fwd connections: 0 1in use,

5 most used

dir connections: 1 in use, 127 most used
centralized connections: 0 in use, 0 most used
VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46916

, idle 0:00:04, bytes 0,

flags y
1=y bk 729 |
J0-FEZE-I1Z-yYy N 70—%0EBLET
RAALOZ : IZY R31ICIE TYL TRELS TY, B30, C
1=y -1 |UIO O70—-OFALI92ELTIZY MANBIREhEECEERLT
WET, LENfT, COIZTYNEFBEETESD S, ol
YN(ZOBEARIZY RN DINYIOTYTHREELE L TEEE
nNTWVWET
d="v N2-1 z T #A)—A
I=v R31 |y -NYOTYTHEE

ThZRTRLET,




owngr 4+ 'Director

— LILNTSILYE
Po1.201 M Poi 202
F

o =

152.168.240.x/24

TCP SYN

192.168.241.x/24

d2)
Backup owner

cCL

Data Interface . Pol, 202

1. TCP SYN/NT Y RA7TRARNAASIZY MACBEBZLE T, Unit-1-1A70—F—F—IC%&
W, FALIRELTEBENET,

2. A"V RNV OTYTmMBEZEE L TEEEIhET, 7JO0—F—F—RGI1ZF+AMD
Mclusteraddy XY —2%ZUDP 4193 TiEEL. NV OFP Y7 OA—F+—IC70—%28&H
LEI,

3. TCP SYN/ACK/NT Y RA'7RARBASIZY R2-1ICEIEBELET, 7O0—ERHTT,

4. 1ZvY h2-1l&, (TCP SYN CookielC &) ) CCLEEHATNT Y NZFBEICEELET,

5. iBEEA>R—T7 ITAAOUTSIDETNNT Y REBEIALTAS., N7 Y REKRARAI
HEELET,

6. BENKRTIDE, MBERISAREIBRXAY E—2%ZEELT, NV IOTYTHEENS
70— BHREHIBRLET,

BE3RNL—ARAZFEALEFY7Fyik, ERIHINS 740, IZTY R2AHAS5T1ZY M-
1INDURAL O3> ERLTVET,

A=Y R21(7AD—=H)

<#root>

firepower#

cluster exec unit unit-2-1 show capture CAPO packet-nunber 1 trace

1: 16:11:33.653164 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.



46916

S

1331019196:1331019196(0)

ack

3089755618 win 28960 <mss 1460,sackOK,timestamp 532473211 522117741,nop,wscale 7>
Phase: 4
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:

Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

BZAFTDT—AX 7L —>2MsyslogZld, IXTOIZY NTOEFEDERERTHIRRENE
CB

« A=Y M1 (FREE)
« AZY K21 (7747 —4)
« AZY RSN (NYIOTYTH—F—)

<#root>
firepower#

cluster exec showlog | i 46916

um' t_l_l(LOCAL) . TehR N RS hdddddddededededededdededededdhhh RN NN NN RS ddddedededededededd

Dec 01 2020 16:11:33: %FTD-6-302013:
Bui |t inbound TCP connection

10023 for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:11:42: %FTD-6-302014:

Teardown TCP connection



10023 for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024010016 T

dedededededodedededdoddededded e dedde de ke dededede ke de dededed de ke de ke de ke e de ke de e ke ke

unit-2-1;%%%*3
Dec 01 2020 16:11:33: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46916 (192.168.240.50/4691
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46916 duration 0:00:09 forwarded bytes 1024009

UNT = 3= 0 2 % v e s e e e e e e e e e e e e o e e e e e e B0 S e e e e B S e e e e B S S e e e e e S e e de e e e e e

Dec 01 2020 16:11:33: %FTD-6-302022:
Bui |t backup stub TCP connection

for INSIDE:192.168.240.50/46916 (192.168.240.50/46916) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:11:42: %FTD-6-302023:

Tear down backup TCP connection

for INSIDE:192.168.240.50/46916 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

T—AARERTFABERMNT T4V I (FA—F—HNTFTALIREERERSD)

#2821 reinject-hideF v 7 F v &k, 1Y M1 (FERH70— ) £ Y b2-1 (ERFH7O—
) DINTY RERLTVWET,

<#root>
firepower#

cluster exec show cap

unit-1-1

(LOCAL) : * e o 4 e 5556 56 e o o e 5 55 56 56 o o o 4 5 55 55 o o o o 5 5 o o o o 5 5 o o o o
capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553207 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Buffer Full - 99396 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99224 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data

reinj ect - hi de

buffer 100000 interface
I NSI DE

[Buffer Full -

99396 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www



capture CAPO_RH type raw-data
reinject-hid
e buffer 100000 interface

QUTSI DE

[Buffer Full -

99928 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

R L L L L e T L

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33554251 bytes]
capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Buffer Full - 99052 bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de
buffer 100000 interface

QUTSI DE

[Buffer Full -

99052 bytes

]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

UINT = 3= 1 2 % v e s s e v e e e e e e e e e e o e e e e e e B0 S e e e e B S e e e e B S S e e e e e S e e e e e e e e

capture CCL type raw-data buffer 33554432 qinterface cluster [Capturing - 131925 bytes]

capture CAPI type raw-data buffer 100000 trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO type raw-data buffer 100000 trace interface OUTSIDE [Capturing - 2592 bytes]

match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPI_RH type raw-data reinject-hide buffer 100000 interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

capture CAPO_RH type raw-data reinject-hide buffer 100000 interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.241.50 eq www

B2 IAEUR— N46994 %2R L 7 O— 0k 7 Z T 74

<#root>
firepower#

cluster exec show conn



unit-1-1
(LOCAL):******************************************************
23 1in use, 25 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 0 in use, 122 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:
preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46994
, idle 0:00:00, bytes 406028640,

flags U O NL

FTeddehddhddfddRdhhdhNdeh Nl Nl fdhddhddhddedd S Nndd Nl dh Nl Nl dd

22 1in use, 271 most used

Cluster:

fwd connections: 1 in use, 2 most used

dir connections: 0 in use, 2 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 NP Identity Ifc 192.168.240.50:

46994
, idle 0:00:00, bytes O,

flags z

FeddehddhddfdddhhdhNdeh Nl Nl NdhddhddhddehddhddNndd Nl dh Nl Ndhdd

17 in use, 20 most used

Cluster:

fwd connections: 2 1in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 0 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.241.50:80 INSIDE 192.168.240.50:

46994



, idle 0:00:05, bytes O,

flags Y
1=y ks 759 x
d1=vY M- ulo - JO—MEZFE-IZY MY 70— %20EBLET
d1-v K21 |z e Ayt §
Ny OFY T A—F—
1=y 31 Y
‘Director
ThZzRTRLET,
TCP SYN
INSIDE
o Pol.201 202

Control Unit
ontrol Uni 192.168.241.x/24

192.168.240.x/24
¥ TCP
e SYN/ACK |
unit-2-1 (id 1) i, =
- .50 I Po48 '_® | ¢ g S— .50
! Po1.201 Se— 01202 .aiE !
Lo Forwarder Host-B
it-3-1 (id 2
>0 BAckup owner
ccL o] —®_ + Director

Pol20] messsss G0, 707

Data Interface

1. TCPSYN/NT Y RAKRARAASIZY MAICBEBELET, 1=-Y M1 70—F—F—

ICZV) XY,
2AZY RMATFALIRERONY OTYTHEEE L TEBEENET, 7O—F—F—



(& Tclusteradd) 1=ZF v ARXYE—RUDP 4193 TEEL, NYIOTYTOA—F—
70— 2\WTEHALET,

3. TCP SYN/ACKNNT Y RHNFKRARNBASIZY R21ICHEBELE T, 7O—EERMHTT
4. 1Z=v R2-1l&, ( TCP SYN CookielZ&t) ) CCLBETNT Y NEFBEICEELET,

5. iIBERFEAZ—T7IAAOUTSIDETNT Y RZBEALTAS, NTY RZFRARNAIC
HELET,

6. BRI T IR, FIBERIVZAZHRXY E—2%EELT. NV IOTYTMEENS
7O0—BHREZHKRLET,

BESRNL—ARZFEALEFYTF YR, ERHRNZ 74V 0, ITY M-21AS51ZY b-1-
INODVRAL D23 ERLTVET,

A=y M1 (FREE)

<#root>
firepower#

cluster exec show cap CAPlI packet-nunber 1 trace

un-i t_l_l(LOCAL) :7'::':7':7':7'::‘::‘:7'::‘:-.‘:7‘:7'::‘::':7':-.':7':-.'::':7‘::':7':7':7‘::‘::':7‘::‘:7‘:7‘:7':-.‘::':7‘:-.':7‘:7‘:7'::‘::':7’:-.':7‘:-,':7'::‘::':7':-.':-.‘:;‘:7'::‘::':

Phase: 4

Type: CLUSTER-EVENT
Subtype:

ResuTt: ALLOW

Config:

Additional Information:
Input interface: "INSIDE'
Flow type: NO FLOW

I (0) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

ResuTt: ALLOW

Config:

Additional Information:
Input interface: "INSIDE'
Flow type: NO FLOW

I (0) am beconi ng owner

AZY R21(7AT7—5")

<{froot>

firepower#



cluster exec unit unit-2-1 show cap CAPO packet-nunber 1 trace

1: 16:46:44.232074 802.1Q vlan#202 PO 192.168.241.50.80 > 192.168.240.50.
46994

: S 2863659376:2863659376(0) ack 2879616990 win 28960 <mss 1460, sackOK, timestamp 534583774 524228304,n0

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (1) amearly redirecting to (0) due to matching action (-1).

BZAFTDT—AX 7L —>2MsyslogZld, IXTOIZY NTOEFEDERERTHIRRENE
CB

« AZY M1 (FREE)
« AZY K21 (7747 —4)
« AZYRIA(NYIOTYT A—F—IZALIR)

<#root>
firepower#

cluster exec showlog | i 46994

um' t_l_l(LOCAL) . Fehh N RS S hdddddddedededededdedededededh RN NN NN RS ddddedededededededd

Dec 01 2020 16:46:44: %FTD-6-302013:
Bui |t inbound TCP connection

10080 for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241
Dec 01 2020 16:46:53: %FTD-6-302014:

Teardown TCP connection

10080 for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 bytes 1024000440 T



UINT T 2 = 0 = e e e e e e e e e e o o o o o o o o 00 00 00 00 30 00 30 00 B e e e e e e e e e e e e e e e e e e e e e e o

Dec 01 2020 16:46:44: %FTD-6-302022:
Built forwarder stub TCP connection

for OUTSIDE:192.168.241.50/80 (192.168.241.50/80) to unknown:192.168.240.50/46994 (192.168.240.50/4699
Dec 01 2020 16:46:53: %FTD-6-302023:

Teardown forwarder TCP connection

for OUTSIDE:192.168.241.50/80 to unknown:192.168.240.50/46994 duration 0:00:09 forwarded bytes 1024000

LN = 3= 1 = e e e e e e e e e o o o o o o o o 0 00 00 00 20 00 20 00 B e e e e e e e e e e e e e e e e e e e e e e e

Dec 01 2020 16:46:44: %FTD-6-302022:
Built director stub TCP connection

for INSIDE:192.168.240.50/46994 (192.168.240.50/46994) to OUTSIDE:192.168.241.50/80 (192.168.241.50/80
Dec 01 2020 16:46:53: %FTD-6-302023:

Tear down director TCP connection

for INSIDE:192.168.240.50/46994 to OUTSIDE:192.168.241.50/80 duration 0:00:09 forwarded bytes 0 Cluste

RDT—AAZT AT, FAThDZNROZEA T4V EY NEFHEIDVFZARAZICETVTY
£ I

unit-1-1 (id 0
. QUTSIDE
Control Unit
S 192.168.240.x/24
switchin i : switching
& unit-2-1 (id 1) i
infra . . infra i85
inline sat Host-B

umit-3-1 {id 2]

oL

Data Interface

T—AARTAERMKNT T4V I (A2T42 YN, MBERFIALIR)



#l21 reinject-hideF¥ ¥ 77 F v ik, 1Y M1 (ERHT7O— ) E1TY b2-1 (FERFT7O—
Y ONTY RZRLTVWET, E8IC, MBEEEIZY b2-1TT (reinject-hideF¥ ¥ 7’F v @
INSIDEA > & —7 T4 AEOUTSIDEA VB —T7 TA AOEAHIZNTY RFHYETH, 1Y
N1-1IEOUTSIDED K IZ/NT Y KRB ET ) o

<#root>
firepower#

cluster exec show cap

unit-1-1

(LOCAL):******************************************************

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33553253 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523432 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinj ect - hi de
interface

QUTSI DE

[Buffer Full -

523432 bytes

1

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit-2-1
v dededefe el de el dde NNl hddefdddehddede ANl ddde NN ddehddedehddn

capture CCL type raw-data buffer 33554432 qinterface cluster [Buffer Full - 33554312 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523782 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinj ect - hi de
interface
QUTSI DE
[Buffer Full -

524218 bytes

1
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data



reinject-hide
interface

I NSI DE

[Buffer Full -

523782 byt es]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

unit_B_l:*************************************************************

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 53118 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

BE2IEFELR— o184 ZFEAL L7 O—0EERT 7T 94

<#root>
firepower#

cluster exec show conn addr 192.168. 240.51

unit-1-1

(LOCAL) & # s s dedededede e di de dodedede e oo de e e de e ool e e e de e el i e e de e e el e e de e

30 in use, 102 most used

Cluster:

fwd connections: 1 in use, 1 most used

dir connections: 2 in use, 122 most used

centralized connections: 3 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
51844
, idle 0:00:00, bytes 0,

flags z

unit-2-1

R o R R e e R e R R R e o R R A R R Uk L R Rk L R Lk R R A

23 in use, 271 most used



Cluster:

fwd connections: 0 1in use, 2 most used

dir connections: 4 in use, 26 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:
51844
, idle 0:00:00, bytes 231214400,

flags b N

LIRS o S R e o T o R Rk Sk S S S R Rk e SR Tk R T o S T R R R T S A R SR ok O A

20 in use, 55 most used

Cluster:

fwd connections: 0 1in use, 5 most used

dir connections: 1 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:51844, idle 0:00:01, bytes O,

flags y

i 727 |

R S B I - JA)—4

1=y k21 |bN - JO-FREE-IZy MNF70—-%2LEBLET
=Y k31 |y C NYETY T A—F—

ThZRTRLET,



it-1-1 (id 0
forwardar + backu
INSIDE — DUTSIEE TCP SYN/ACK

Podd

Control Unit
192.168.240.x/24

o owner

TCP SYN switching nit-2-1 (id 1)

192.168.240.x/24

inline set

backup owner
unit-3-1 (id 2)

CCL

Data Interface

1. TCP SYN/NT Y RAZTRARNAASIZY R21ICBEIBZELET, 1Y h21A70—0OF—F
—IlZZY), FALIOZRICEHEEIhET,

22.AZY RNV OTYTHREZEEL TEEENET, 7O—F—F—IF Tcluster add.
A-FYAMXAYE—D%UDP 4193 TIEEL, NV OTFY7OF—F+—IC70—ICD0WVWT
BHILEY,

.TCP SYN/ACK/NT Y RAKRAKRBASIZY MMAZEBLEY, 7O—WRIER/RKHTT,

A2V MK, NTY RECCLBEATTFALYR (IZY R21) ICEBELE T,

Unit-2-1EMBEETHY, 1 F—T I A AOUTSIDETNT Y NZEBEALET,

Y R2AAENT Y RERARNAICEELE T,

BENRTIRE, BEERITAREIBAYE—22RELT. NV OTYTHREENS
JO0—BHREHIBRLET,

~N o o bhw

BE3INL—ANEOFXF Y+ IFr ik, ER/HRNT 74y o0&, IZY MAASTIZY R2-1A\0D
PDAALORNERLTVET,

AZY R2A(FA—F—IT41LI&R)

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPI packet-nunber 1 trace

1: 18:10:12.842912 192.168.240.50.51844 > 192.168.240.51.80:




S

4082593463:4082593463(0) win 29200 <mss 1460, sackOK,timestamp 76258053 0,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

AZYMA(T7AT—H)

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

un-i t_l_l(LOCAL) . TehnhRNfhdddddededededededededededededeh NN h NN N hdddddedededddd

1: 18:10:12.842317 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: NO FLOW

I (0) am asking director (1).

)&—> NS57 4 Y 2(TCP SYN/ACK)

AZY R2A(FA—=F—=IT4LIR)



<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 18:10:12.843660 192.168.240.51.80 > 192.168.240.50.51844: S 2339579109:2339579109(0) ack 4082593464
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'OUTSIDE'

Flow type: FULL

I (1) am owner, update sender (0).

Phase: 2

Type: FLOW-LOOKUP
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Found flow with id 7109, using existing flow

BEAFTDT—R 7L —>Dsysloglc ik, IXTHOIZY NTOEHZOERERTHIRTENE
¥,

—_YM1(FEE)
e AZYR21(72D0—4)
« AZY RN (NYIOTYVT F—F—IZALIVR)

<#root>
firepower#

cluster exec show log | include 51844

unit-1-1(LOCAL) :* Fedededededdedded e de de Sk k
Dec 02 2020 18:10:12: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/51844 (192.168.240.50/5184
Dec 02 2020 18:10:22: %FTD-6-302023:

Teardown forwarder TCP connection

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/51844 duration 0:00:09 forwarded bytes 1024001

unit-2-1:- dedededededededededededededededefedededededdedede
Dec 02 2020 18:10:12: %FTD-6-302303:



Built TCP state-bypass connection

7109 from INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240
Dec 02 2020 18:10:22: %FTD-6-302304:

Teardown TCP st at e-bypass connection

7109 from INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024001888 T

unit-3-1:-° Yededededededededededededededededededededededededededede
Dec 02 2020 18:10:12: %FTD-6-302022:

Bui It backup stub TCP connection

for INSIDE:192.168.240.50/51844 (192.168.240.50/51844) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 02 2020 18:10:22: %FTD-6-302023:

Tear down backup TCP connecti on

for INSIDE:192.168.240.50/51844 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

T—ARETATENMRRNZ T AV T (A2F42 YD, FIBENFTALIRERED)

FIEEEIZY R2-1TF ( reinject-hide¥ ¥ 7*F ¥ DINSIDEA > & —7 T 4 A&OUTSIDEA >
R—=TIAAOWEAEIC/NTY NHFHYETH, 1Y R3-1EOUTSIDEDQ K IC/NTY R H Y E
T),

<#root>
firepower#

cluster exec show cap

un1t 1 l(LOCAL) FedededededededhNNhNNh NN NN N NN NN A deddedededededededddhNhNhhNhNh NN NN NhNhNht

capture CCL type raw-data buffer 33554432 interface cluster [Capturing - 13902 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Capturing - 90 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - O bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data reinject-hide interface OUTSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - O bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

********************************‘ R o e R R R AR o R T ok A R AR R T R

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553936 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Buffer Full - 523126 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

reinject-hid

e



interface
QUTSI DE
[Buffer Full -

524230 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www
capture CAPI_RH type raw-data

rei nj ect - hi de
interface

I NSI DE
[Buffer Full -

523126 bytes

]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

FTeddehddhddfddRdhhdhNdeh Nl Nl fdhddhddhddedd S Nndd Nl dh Nl Nl dd

capture CCL type raw-data buffer 33554432 interface cluster [Buffer Full - 33553566 bytes]
capture CAPO type raw-data trace interface OUTSIDE [Buffer Full - 523522 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPO_RH type raw-data

rei nj ect - hi de
interface
QUTSI DE
[Buffer Full -

523432 bhytes

]

match tcp host 192.168.240.50 host 192.168.240.51 eq www

capture CAPI_RH type raw-data reinject-hide interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.240.50 host 192.168.240.51 eq www

BE2IAETAR— F5R210Z2 AL L7 O— D8R T7 50 2 H

<#root>
firepower#

cluster exec show conn addr 192. 168. 240. 51

unit-1-1



(LOCAL):******************************************************

25 1in use, 102 most used

Cluster:

fwd connections: 0 in use, 1 most used

dir connections: 2 in use, 122 most used

centralized connections: 0 in use, 39 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 4 most enabled, 1 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:

59210
, idle 0:00:03, bytes 0,

flags Y

B e R R R T e R kT S S S e R kA e T R R Rk Sk Sk R S L

21 in use, 271 most used

Cluster:

fwd connections: 0 in use, 2 most used

dir connections: 0 in use, 28 most used

centralized connections: 0 in use, 14 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 249 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 INSIDE 192.168.240.50:
59210
, idle 0:00:00, bytes 610132872,

flags b N

TeddehddhddfdddhhdhNdeh Nl Nl NdhFdhddhddehddhddNdd Nl dh Nl fdhdd

19 in use, 55 most used

Cluster:

fwd connections: 1 in use, 5 most used

dir connections: 0 in use, 127 most used

centralized connections: 0 in use, 24 most used

VPN redirect connections: 0 in use, 0 most used

Inspect Snort:

preserve-connection: 0 enabled, 0 in effect, 1 most enabled, 0 most in effect

TCP OUTSIDE 192.168.240.51:80 NP Identity Ifc 192.168.240.50:
59210
, idle 0:00:00, bytes O,

flags z



i R N 720 |E

dZY M1 |Y C HALOBRINYOT YT FA—F—

1=y k21 |bN - JO-FAEE-I1ZYy N 70-%2REBLET
A=Y R31 |z AR

ThZRTRLULET,

director +bac

ﬂdu

up sowner
. OUTSIDE
Pol

Control Unit

192.168.240.x/24 192.168.240.x/24

owner P
TCP SYN EW-ItChII'IE ynit-2-1 {id 1} ?\:Itﬁhlnﬂ
infsa ) infra 5*
.1.SD pﬂﬁ : .
Pol = ! @ —
inline et o

TCP SYN/ACK

forwarder 9

e unit-3-1 {id 2)

CCL

Data Interface

1. TCP SYN/NT Y RAKRARAASIZY R21ICBEBLE T, IZY M2 70— FA—
F—=Il&Y), AZY M TALIVRELTBHENET

21"V MAKTALIZTHB D, NVOTYTHREEZEEL TGEHEhEY, 70—
—F—I& Tclusteraddy IZF ¥ ARMAYE—HUDP 4193 ELET, NvOoTFTv S
DA —F—IC70—=2BHLET,

.TCP SYN/ACK/NT Y RA"7TRARBASIZY R3MICHEHBLET., 7O0—REERFHTT,

ATV R3ME, NTY RECCLBETTALIR (AZY M) ICEELE T,

5.Unit-1-1 (XAL YR ) &, FIEEN Unit-2-1THd e 2BBL. NIy RET+D—H
(Unit-3-DICIREL, FTEZENUnit-2-1THBEZBHLET,

A W



6. 1ZY ’3-1lF. IZY 21 (FREE ) ICNTY R EEELET,

7.1-Y R21E, 412 —T7 T4 AOUTSIDETNNT Y REBEALET,

8. 1Y R2-1ENT Y RZRARNAILEIELE T,

9. BENMRTI2E, MIEERISAREBAXYE—SRXELT, NYIOTYTHEENS
70—BHREHIBRLET,

Nsx  RF VT2 (CCLBBDAT Y N ) FRFY T4 (F—ARST 495 ) OFICTbR
BCENBEETT, BOT—R (e, BARE) TR, FALIXET7O— 508
LEtA, LEADT. {254ty hNTHBESD, NTY NERECELLET, 1>
B—TIAAFAYSAEY NCBEWEE, F—2/87 Y NE ROY 7EhETF.

BEINL—AZFEALLEFY7F ¥ Ik, CCLEDERNMRNT 71 v U ERBETRLET,
BZiE NS 7 4 Y 9(TCP SYN)

A=y k21 (FREE)

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPI packet-nunber 1 trace

1: 09:19:49.760702 192.168.240.50.59210 > 192.168.240.51.80: S 4110299695:4110299695(0) win 29200 <mss
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'INSIDE'

Flow type: NO FLOW

I (1) got initial, attenpting ownership.

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'INSIDE'
Flow type: NO FLOW

I (1) am beconi ng owner

)R —2 KT 714 Y 2 (TCP SYN/ACK)



Unit-3-1 (ID2-7#2—% ) &, N\ Y N%ECCLEHBTUnit-1-1 (ID0O-FA1L I % ) ICEEL
-3

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 1 trace

1: 09:19:49.760336 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: NO FLOW

I (2) am asking director (0).

Unit-1-1 (X4 L 2% ) :Unit-1-1(ID 0) Tk, 7O—FMBEZEA Unit-2-1(ID 1) TH D & ZFBHEL .
CCLENALTNT Y RZEUnit-3-1(ID2-7#0—& ) ICIREELET,

<#root>
firepower#

cluster exec show cap CAPO packet-nunber 1 trace

un-i t_l_l(LOCAL) . TehnhNNfhdddddedededededdedededededde NN NN N hdddddeddedddd

1: 09:19:49.761038 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:



Input interface: 'OUTSIDE'
Flow type: STUB

I (0) amdirector, valid ower (1), update sender (2).

Unit-3-1(ID2- 747 —4 ) i, CCLEAL T/ Y NEER#EBL, 1=vY h-2-1(ID1-FiEE
) ICEELET,

<#root>
firepower#

cluster exec unit unit-3-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.761008 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0) ack 4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,w
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Input interface: 'OUTSIDE'
Flow type: STUB

I (2) am beconming forwarder to (1), sender (0).

FIEEGNTYNEBAV2T VR, BRELCEELET,

<#root>
firepower#

cluster exec unit unit-2-1 show cap CAPO packet-nunber 2 trace

2: 09:19:49.775701 192.168.240.51.80 > 192.168.240.50.59210:

S

4209225081:4209225081(0)

ack

4110299696 win 28960 <mss 1460,sackOK,timestamp 567715984 130834570,nop,wscale 7>
Phase: 1
Type: CLUSTER-EVENT
Subtype:
ResuTlt: ALLOW



Config:

Additional Information:
Input interface: 'OUTSIDE'
Flow type: FULL

I (1) am owner, sender (2).

BEAFTDT—R 7L —>Dsysloglcld, IXTHOIZY FTOEHZOERERTHARTRENE
¥,

c AZYMA(RALORINYOT YT F—F—)
ZY K21 (FREE)
« AZYR3(7AD—4)

<#root>
firepower#

cluster exec show log | i 59210

un1t 1 1(LOCAL) Tededededede eSS SN eSS eSS de S fe eSS dehdedef S eSSl
Dec 03 2020 09:19:49: %FTD-6-302022:

Built director stub TCP connection

for INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.240.51/80
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown director TCP connection

for INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 forwarded bytes 0 Cluste

un1t 2 l B R R R R R R R R R R R R R R R R R R L T e L R kL Lk R T A R AR ok R T R ]
Dec 03 2020 09:19:49: %FTD-6-302303:

Built TCP state-bypass connection

14483 from INSIDE:192.168.240.50/59210 (192.168.240.50/59210) to OUTSIDE:192.168.240.51/80 (192.168.24
Dec 03 2020 09:19:59: %FTD-6-302304:

Teardown TCP st at e- bypass connection

14483 from INSIDE:192.168.240.50/59210 to OUTSIDE:192.168.240.51/80 duration 0:00:09 bytes 1024003336

unit-3-1:* e e e e e e e e e e e e e ok
Dec 03 2020 09:19:49: %FTD-6-302022:

Built forwarder stub TCP connection

for OUTSIDE:192.168.240.51/80 (192.168.240.51/80) to unknown:192.168.240.50/59210 (192.168.240.50/5921
Dec 03 2020 09:19:59: %FTD-6-302023:

Teardown forwarder TCP connecti on

for OUTSIDE:192.168.240.51/80 to unknown:192.168.240.50/59210 duration 0:00:09 forwarded bytes 1024003



NZ7IL>a1—hk
DZAZRRNZ TN 1—TFT12TOHBE
HSAZOMMEE, RO&SIZHETEET,

s A2 MO-LTL—20OBE (V7 AZOREMICEET S HRE )
« F—RT7L—COBE (FBRRNZT 1Y UICHET D EE)

VZARTF—RTL—0OBEE
NAT/PAT D — &) 75 FI &8

RECHIZ>EESEREE

« Port Address Translation ( PAT ; R— K7 RLAZ# ) 7—IIZIEk, 2BLKEEISTAERA
O1=y NIERUHOIPABETS, TENE, TTAE/— K& ES< DIPHBE
7,

« 77 # )L N Dxlate per-sessionIANX > Rik, BMIZTHHBEEENFBTVRY, TOEREI
ULTHBLKBENfHVET, BHREOLEHICHEEZ NIZPAT xlateTEY 2 3> Z & OxlateH' &
MIIBE2TVWREDE, BILVZAZRNOINO—=)I/—RIZY NTREETIhDH,
NT7F—=XAQOETESIERTAREEN HYET,

BEWR—RASEEENERTTAVYIICK>TPAT I ESEBEOFERARAESRY), V9F5AR
IPOREENRET S

FTDIXPAT IPZEHOEHICHEIL, xlateZBUERERTSHREICHIZTLEIS>ELET, XORXRE,
EETAR—MEUEREREHRRNOITO—NILR—RNCEDLSICEBRENDZIHNAERLTVET

TDEFETAR— B THEHKIEE TR — b

1-511 1-511

512-1023 512-1023

1024-65535 1024-65535

RETR—NEEF V2 EWICEY, TOHEED SHLVPAT Xlate 281 T3 HEHN 5584
. FIDEADIPEBEL T, TORETA— NERICHL VERES ) LTET,

AEAR



DSAREBRBITBNATR S 7 14V U OELORERE
e

EII_|

<{froot>
#

show nat pool

FIDF—&X 7 L—2OJICPAT7—ILOREN REhET,

<#root>
Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:
PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.150/49464 to Outside:192.0.2.250/20015
Dec 9 09:00:00 192.0.2.10 FTD-FW %ASA-3-202010:

PAT pool exhausted. Unable to create TCP connection

from Inside:192.0.2.148/54141 to Outside:192.0.2.251/443

=
NATZ7 5 v RAR—hEEZEREL. FRR—KZEHD,

TSIC, 6.79.15. 15 BT, PATONREBDREONY VTZ I RRNT T4V DIZLR2T/
—KFUSARERAY LEEECE T, F—RTOY IS BATHE BB EABUET,
FWTERTBR—OBER, R—NTOY I/ — KETBIBE D LS CRRE N HA
<7,

R—RN7TOYIR—ADDETIE, =& xEpb-1, pb-2 ... pb-10BEDIEDR—KNTOY U %
FALT/—RAEETSNhET, /—REIFBLCRIDOFEATELR—N7OY VL SEKBL
BER—BMNBLBBETCTVALR—NZEVETET, EWHTEF., TORAKNETD
IRXTOR—RN7OY IHNFEVREENEBEICO&K, KOR—K7OY IICBEBLET,

FERE, RARYBI20EGEBIUTHE, 12V MNEpb-1A S5 D5120BEINTICHLTY
VTENER—RESVRALICEVETET, T, ChSO512BHENIXNTTFTIOT17%
RET, pb-1EVREESNTUBEKRARNSI3BEHOEGZHEILTHE, RANEpb-2ICBH
L, TIAHASTURLBR—NEZEN)HTET, CTHUY, 5130EEHENDS 5, 10EH OELK
METU, pb-1THERAAREZIDDR—RMN VIV TENLEERELET, COBFRT, FARMY
S14BFBDERERILTDIE, pb-1ICEZEER—N (10FBOELKOHIBRO—ZE L THRKE h
EYABEETD RS, 95ARIZY NMEpb-2TRELpb-1ASIYEVTEhizAR—NEEN)
UTET,



EBEINEEERRRE. BYETRZEER-— N2/ ORYVOFEATAESR—~N7OY IH 517D
h, THhILLUBRROR—NTOYIRBEO-—RENBZIATATEICBERICEATES L
WSZETY, £z, PATREER., BEHBOBERICEAEThET, R—RNTOY INFKVEVE
BTEAAREICEDARMEIRICESBENET, LEN 2T, 7-IL2BONT U AZES I
ICHELZEEIE., R—KN7OYIR—ADT—IILFBICK>THETEET,

LU, pb-1HASpb-10FLETHOINRNTOR—RN7OY INEVREENEBE, EEEER—KT
OY IO RABEGETZAE-OOR—RMNZ2REFLTVWRESEK. R—N70OY 9 RRIZERE ©
TBERZEESND CEREHY)EBA. COERDIBHEE, BEFHOPBEVWT 7 O—FREAIXORTT

o

1. 1BREBAR—NTOY INHB./— REHEL F T (show nat pool cluster summary).
2.F0O/—RTHBEFEAEROEVAR—KNTOY %4 EL &9 (show nat pool ip <addr>
detail),
3. ZD&SKBAR—KN7OY VI L Tclear xlate (clear xlate global <addr> gport 'start-end') %&
ETL., BEREICEATESDLSICLET,

A es chiosy, BETIEEN RS hET,

BEBRBDHEENODVXALIRMBETRDE, FATILFv¥XIWebH A K~ (WebX—)L, BTk
&) ®SSO WebH 1 hESBTEEH A,

AEAR

FATILF ¥ ZIWebH 14 N (WebX—JL, RITOWebH 1 N & ) ZSRTEREA, 1—Y
N, 94T NI22BOVYT Y MNERZR CEEZERTBWebt 4 MMZESHL, 2D B O
A, 12B0EEONY 1 BZHTM2EIOTAZIXNERERBRD VT AZXNICNYS 2
TN, RST7A4YINIPPAT =L &FERATZHE, BIONTUY JIPTRLANSEREZT
madE, RST74Yv0RY—NIC&>2>TUEY REhET,

AL

T—RTL—20ZAR0F v 7FvZRBEL, FEEZIXT3PHRTVO—OLEHEZHEIEL X
T, CDJ/E. FTWEWebT A RASTCPU &Y I\7§‘ EEEhET,

BAE (6.7&YHEI, 9.151K V)

. VJLT‘E//E/ TVT—=23a 0 BBOIRYETENEIPTRLAZFERATEINES
ZHRFELET,

. 7°—)L/J"'i’:3%(,: PEHEATVWEIHES L ZHERT B2, show nat pool cluster summary_]
N RzeEALET,

« cluster exec show connINX > RZFEAL T, NZ 74 v Oo00O0—RNTF AN BEIICTH
NTVBAESHZRAELET,

« ATAYFIPOT—I)LERAEZHEIRT SICIE. show nat pool cluster ip <address> detail 1~
Y REFERALET,

. syslog 305021(6.7/9.15)E BMICLT. AT A Y FIPOBERAICARL EEERBELET,

c BRI BICIE, PAT7=I)LICESICIPZEMT DA, EREhLEASMYFTO—RNT A



FINdVAXLZWRAELET,
EtherChanneld— RN I FIIVXALIZDOVWT :

« JEFPO300NIHE. BRT1ODOY—/NBHTRIAN RETIHE BEIDI AV FT, &
EXIPIAR—NEREIPIR— RN SEETIPEFEEIPICEA 2 T, EtherChanneld— R/NZ
DOV TILIAVALERAELET,

« JEFPO300NIHE. BRURANBHOY—NENL TITDONEHEE  EERIPIR—NETE
KIPIR— N SEFETIPNOBEERA A Y FT, EtherChannelA—RNZ 2 I 7)Y
ALZFAELET,

« FPO300Mi5E : FP9300 ¥+ —> Tk, O—RNT 22T F )L X Lldsource-dest-
port source-dest-ip source-dest-mack L TEEE N THY, BETEEXREA, COBEDE
Bk, FlexConfigZ £ L Txlate per-session deny_1¥ > RZFTDEREICEML, ( FERE
NHD, FEREB/EOBVTTUT—2320 ) BEDEEIPT RLANORNZ 714V D
AN, Y= 0FAZROFHEE /) —RICK>TOHLEBENDESICLET, ERFKICIE,
ROBERFHVET,

- BRBEBENENT 74V 00OO0—RNZ 22T THNEV (TRXTORNTT
AV oA NAO—-IL/—RIZESND ),

- xlate AOY "RA'#B T A e (BRI NO—IIL/—REDBOKRZTT7T1YIOD
NATEHBRIZEZEZRIET ),

N =D OTARAOART—ZEUT 1 DET,

7= ADOPAT IPAR+5&7z8®, AV RMO—II/—RICEFENZDINTORZ TV TICEK
BUVTZAENTA—XVADEKT,

AEAR

VZARICE, =8 /—RIZEZZIPEZE) SETHDICTHBEPATIPABWVIZ®, PATRED X
REBBINTORZ74v o)k, REBOLSHICONO—II/—RICEEEAET,

AL

show nat pool cluster ¥ > REFEALTEIZY ROEY HTERRL, IXTOIZY MY
—IATALBLLEEIDDIPEFIELTVWA CEZHERELE T,

=AM

6.7/9.15 1KV EFIDH AR, VFAZRAND ./ —ROBEDLBELLEERBUS A AODPATI =LA ®
DL EBIBELET, PAT7 = &2EHT56.7/9.15. 1Tk, IXTOPATZ —ILIPA 5KR—
R7OYO%EHETET, PATT—IILOFERAENFEEICEL, TP EECEVREEND
BEE., PAT =Y A A EBRIMENfHVYVET ( "FAQ OV IVESR),

XlateA Y 3V BEUTEMCEZ>TLWAEVES, O O—-)IL/—REEFENDZIXNTOH
Z7AVIICLRBNTA—XVANMBETLET,

AEAR

ZBOEREUDPNY O T YT I7OA—NIVZARFH/ — RTLBEhZD O, N7 AL
HEBEBADURMEN B KT,



de 5
R >

PATZ RT3 T—X/—RTUREBTEZNEF., EYI I BENTEMBxlateZ EA T S ELLE
(TT9, showrunallxlate AN RZFEAL T, xlate® Y IV BENOBREERTLET,

Per-session enabledid. BEMITSNhTVWREHRF BREND T < (Ixlate N FBRE D &%
BRLET, ChICKY), BRICPATFEAENZ BSOS Y OBEENT7 A —X 2 ANFfAEL
LET, tvarlenxlateld. BEITHIERNI MRENATHSESICIOVBEMTT,
HL—KA+2ICEVEES, E7/O0-NILIPLOERATESR65k TCP/UDPR— &2 G THEL
PWBENTEET,

T72)RTRE, IXTOTCPRZ 7 1Y U N xlate B THRICE>THY, UDPDNSKZ 7
IV IQHRFEYAVENTEYNIE>TVET, Chik, INTOIEDNSUDPRZ 7 1Y 5
AREBOEZOICOAVMNO—IL/—RICEEENDEZERLET,

FREE
VZAZAZY NEOEGENT Y MOBZ#FETHICE,. AOINY RZEALET,

<#root>
firepower#

show cluster info conn-distribution

firepower#

show cluster info packet-distribution

firepower#

show cluster info | oad-nonitor

cluster exec show connAX > RZFEHL T, ENDIVT AR/ —RHIUDPELZMEL TVWS A %
WELET,

<#root>
firepower#

cluster exec show conn

COONVRZHEALT, 75A%/—REAOT—IEARZIEELET.

<{froot>

firepower#



cluster exec show nat pool ip

| in UDP

= A

WRONFT74Y9 (UDPE ) DtY S a2 EMNOPAT(per-session permit udp 1Y > R)Z 5%
ELET, ICMPOBE., F7AILRNOIINFEY I AVPATHSRKEETER VLD, PATH
BREETNTWVWAHE, ICMPRZ 74 Y VR FEICONO=)IL/—RICE>TREEIAET,

J=REVSARERNIZY VZARIIEMLIZY TDE, PAT7—IILOSEATEHEICED
IR

* PATOIPEIYWETE, BEAOKRBLELEEICIVTAREZHAYTEZIZY MK 2 THREHIC
BRAURMEAN DD, BEROBENRELET,

« 6.7/9.15. 1 BT, FIL<SML L/ —RFATDBR—NTOY VEZWMBTERVGEN
HBYVET. R—N7OYIHEBEV/—RE, NZ74v 020> O-IL/—RICUA
ALORLET, 2BLEE1DOR—NTOY I ZHE DI/ —RFRNT T4V V2B,
T=IHAEVWREEhDEROYTLET,

AL

s F=RTL—2OsysloglZlk, KDRSBXY E—TIHFRRENET,

<#root>
%ASA-3-202010:
NAT pool exhausted. Unable to create TCP connection

from inside:192.0.2.1/2239 to outside:192.0.2.150/80

« 7= 0D EEEER T SIZIE,. show nat pool cluster summary Y > REFERAL E£ T,
« cluster exec show nat pool ip <addr> detail AN > RZFEAL T, JFAZX/—REOT—)L
ERARE®IELETD,

= A



« 6.7/915 1KY ERDI ) —ATIE, W< D2H OEEKACisco Bug ID CSCvd10530 ..."

« 6.7/9.15.1LAB& T&. clear xlate global <ip> gport <start-end>IY > R&EFHAL T, HEXA
J—RICBEHRITZDLEHICMO/—ROR—N7TOAYIO—BEFETIIVFTLET,
FEAR
DZABRICKRI2TPATEND RNTZ 74V VDEELEROBE, chik, FIDF—X7L—>T
&, 8REtLE. JO—/NILNATZ RL RIZH U TGARPHEFENEVWESH T,
¥eRE

BEEERENLET/NAADARPT =TI, #fl/ —ROEERIC, VTART—R(22—7
IAADMACT RLANEBZDCEZRLTVWET,

<#root>
root@kali2:~/tests#

arp -a

? (192.168.240.1) at f4:db:e6:
33: 44: 2e

[ether] on ethO
root@kali2:~/tests#

arp -a

? (192.168.240.1) at f4:db:eb6:
9e: 3d: Oe

[ether] on ethO

ol
DI2ART—BAVER—TILATAEZTAY YT (R )MACZREL X T,

PATREE O R & % 3 (T3 ik

ER
DSARICEDTPATEND RS 71V U DELGORE,
FREE/AEM

c RENELKBERENATVREZHIELET,
s ToANFEFECIREATVR L ZBIELET,


https://tools.cisco.com/bugsearch/bug/CSCvd10530

T=IOmMBENIN BN THDI L ZHERELET,

 show asp clusterA I X TRENTANEMLER A,

s FALURIT DX TO—NBEUBEBRTERE N TVDR L ZBRELET,

« NYOTY xlate N EFICER., BEF, BRTFIV—"2TFvT7ENTVWBIHNESH ZREE
LET,

o xlateAERE N, "LV AVEN, OBEICR > TRTIINESHZERIELET,

« Tdebugnat2, ZEMICTRE, TT—HNRRENET, COHDBRFFEEIC /A1 AXHFZV

AEEMN BB CEITEFRELTLEETY, RIZHZRLET,

<#root>
firepower#

debug nat 2

nat:

no free blocks available to reserve for 192.168.241.59, proto 17

nat: no free blocks available to reserve for 192.168.241.59, proto 17
nat: no free blocks available to reserve for 192.168.241.58, proto 17
nat: no free blocks available to reserve for 192.168.241.58, proto 17
nat: no free blocks available to reserve for 192.168.241.57, proto 17

TINY T FIETRICE. AOFIEZRTLET,

<#root>
firepower#

un all

« EHEBRENATEEDsyslogZ BRICL T, BH/EAML LEHKICEENTET,
ASAB LKTFTDY T AR OPATOHRE (9.158 K U6.7LUF )
AN BEENLDTI D,

PATOBIMEN BRGTENhE LIt BLXDIPP RLANGIZAZAXUN-CBAHEIDEEH
WEBA. RDYIZ, PATIPER—KR7OYVICHEIEN, IPRT 1Y FHBELHEIEDET
SNSOR—RNTOYIZITAZXYN—ETHEIL (TeERRY ) 7BLET,

FLULVERET TR, ROFIRBEICHMLET (FIOEIIVESR),
s INFEY2a>sF7TIT—23aidk, 93AZEEDIPATAYFHEORMICLDEER

ZFERT,
« COEHR, VZAZADO/—ROBEDPBLLELFALU YA AXOPATT =L ZFEODZETT



s J—RANVSAREBNLEYN ITSARIZSMLEY T2 E, PAT =IO EN FHEEIC A
)
« PAT—=I)LOFHEE & RIsysloglEd V) £ A,

BMICE, F7FIL8D1 ~ 511, 512 ~ 1023, KR V1024 ~ 65535MR— NEHO KD V)
2. PATOF 7 #) NR—REEHEL T1024 ~ 65535 FELET, cOTF7 4 )L NEHEE., B
FOPATRICT ~ 10230 4%#ER— NEIHZ SO LD ICHRTEE T ( Ninclude-reserves #F7°%
32 ),

RIZ, FIDG.7THOPAT—IILOREHIZRLUET, FMHMICOVTE., TEREHA Ra OXRDOEEE
o2 asESBLTILSEETL,

MAT Rule:
Insert:
In Category - AT F et -
Type:
Dymamic v
Enable
Description:
Interface Objects Translation PAT Poo Advanced
I
Criginal Packet Translated Packet
Criginal Source;® Translated Source;
net_192.168.240.0 v T Address v
Criginal Destination: * | -4
Address w
Translated Destination:
w e P —_
Original Source Port: Translated Source Port:
w w
Original Destination Port Translated Destination Port:




Interface Objects Translation PAT Pogol Advanced

—————
Enable PAT Pool
PAT;
Addrass ¥ p_T192.168.241.57-59 A
Use Round Robin Allocation
Extendead PAT Table
Flat Port Range i This option always enabled on device from vE.7.0 imespective of its configured value

Black Allocation

PATICEAT 2 ZDMO NS T 1—FT 1 0 JHER
FTDF—2X 7L —> Msyslog ( 6.7/9.15.154F% )

AT 4 Y FHEDsyslogld, V77AR/—REDAT A Y FIPTIXNTOR—MFEVWREZE
h, BWVHETHEER-—PEZEORERATRBZIPCLBE IS EERENET,

%ASA-4-305021: Ports exhausted in pre-allocated PAT pool IP 192.0.2.100 for host 198.51.100.100 Allocat

Pool inbalance syslogld, /—RFVZARICBMTBEEIZERE N, R—N7OYIOEE
FERETEEBHRBEERMEBLEREA, RIZHZERLET,

%ASA-4-305022: Cluster unit ASA-4 has been allocated 0 port blocks for PAT usage. All units should have
%ASA-4-305022: Cluster unit ASA-4 has been allocated 12 port blocks for PAT usage. All units should hav

Show Y R
T=ILOBAEAT—RA

show nat pool cluster summary® tH I Tld, FPATIP7 RLAICD2WT, FEHEIES> VA0
J—RETIR—NTOVIEBADEEZRITBEVLSICTIHENHET, FHECFAFEHE
OR—KN7T0OY I PBEDH,

<#root>
firepower#

show nat pool cluster summary



port-blocks count display order: total, unit-1-1, unit-2-1, unit-3-1
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.57 (126 -

42 | 42 ] 42

)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.58 (126 - 42 / 42 / 42)
IP OUTSIDE:ip_192.168.241.57-59 192.168.241.59 (126 - 42 / 42 / 42)

5
<{froot>

firepower#

show nat pool cluster sunmary

port-blocks count display order: total, unit-1-1, unit-4-1, unit-2-1, unit-3-1
IP outside:src_map 192.0.2.100 (128 - 32 /

22 | 38

/ 36)

7 — LB DIRE

show nat pool cluster® i 1 Tlk, UNKNOWNE L TRIBEZEELEENY IT7 Y 70oWTFhh N
EENEE—OR—RNJOVYIREETEETEA. BETDIHRR. I EHEEESICEEN
Hd_EZRLET, Bl :

<#root>
firepower#

show nat pool cluster | in

[3072-3583], owner unit-4-1, backup <

UNKNOWN

>
[56832-57343], owner <UNKNOWN>, backup <UNKNOWN>
[10240-10751], owner unit-2-1, backup <UNKNOWN>

A—R7OYIRADR—RNEINHETOTHOT42T



show nat pool AN Rik, 74N EZV > TEni-HAEGTELKFMABERERTIZD AT
FEMENTIEERENATVET, 4 :

<#root>
firepower#

show nat pool detai

TCP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated O

TCP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 18
UDP PAT pool INSIDE, address 192.168.240.1, range 1-1023, allocated 0O

UDP PAT pool INSIDE, address 192.168.240.1, range 1024-65535, allocated 20
TCP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated O

TCP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 18
UDP PAT pool OUTSIDE, address 192.168.241.1, range 1-1023, allocated O

UDP PAT pool OUTSIDE, address 192.168.241.1, range 1024-65535, allocated 20
UDP PAT pool OUTSIDE, address 192.168.241.58

range 1024-1535, allocated 512

range 1536-2047, allocated 512

range 2048-2559, allocated 512

range 2560-3071, allocated 512

un -l t- 2 1 Tl el de NS N de NSNS S dedededNddd
UDP PAT poo1 OUTSIDE, address 192.168.241.57
range 1024-1535, allocated 512 *
range 1536-2047, allocated 512 *
range 2048-2559, allocated 512 *

“E, NV IOTYTENLER-—RNTOYITHBDEEZRLET,

COEBEZERERT SIZIE, clear xlate global <ip> gport <start-end>IX > R&EFEHL T, LD/
—RICHBR—KN7OVIO—EBEFHTIVT L, ELE /—RICBEHALET,

FHTRNIUA—EhBR—N7OYIOBER

s RZT74VIUNBABBVRBEBRY ND—U TR, /—RIFVTAZZHENTESNT S
@(8%5<hb ANV ONFRERA ), 7—I0BEELHBZRMETELRZVEE®. REOD
BRAR—N7OY IO EZMBTELRVEZENf GV ET,

. show nat pool cluster summary N> REFEHAL T, KEBELEOR—NTOY U ERELT
Wa/—REBELET,

« KYBLOR—NTOY U EMETSD./—RT, show nat pool ip <addr> detail J¥ > R%&
FAL, 2YETHHS RELBVR—RNTOV I ERELET,

« clear xlate global <address> gport <start-end>AN > RZFEHAL, chsnR—~70OY Y
NESERENEZHBREZDITLT, RELR/ —RICBEETEDESICLET, RIZHZETR
LET,

<#root>
firepower#

show nat pool detail | i 19968



range 19968-20479, allocated 512
range 19968-20479, allocated 512
range 19968-20479, allocated 512

firepower#

clear xlate global 192.168.241.57 gport 19968-20479

INFO: 1074 xTlates deleted

6.7/9.15. 15 B OPATICB§ T B FAQ

QIVZAZNDOEATELIZY MRICH L TEATERIPOBNI H2HE, 7732l T
IZY RBHEVIDDIPEFERATEETH,

ABRRHERENTHEST ., IPTRLAR—RER—KNTOY IR—ADT—I)IEBEHARZT)
BAPHEFRHYFEA,

BEIDIPT RLAR—ADT—=IGBERTE., RARDYSOEBBROERE (B—0T77VTr—>
IV ATVO—F)FIOFTAZOERZS /—RICO—RNZVAEh, XvEYTE
NIZEBBIPTRLACEBMENTREY —NHFRBDIIVTATAHSEBENIZEDETH
ENTULERSNATFEYZIVTFTTIVT—2aVEENFMNRELTVERLLE,

Fh, FLLAR—-—RNTOYIR—ADSBAREFERATEE, 1DOPATIPZ RLATHO B
DOPATIP7 RLAZMEBTEER TS, PATHREZEGHRICESIVTTOBHROPATIPZ RL A
BERAITH_ENBEICHBTAETS,

QITAZOPAT—ILADIP7 RLAO T =)L Z5|ERxEFEATEETH,

AW, TEET, IXTOPATS—IIIPASOR—NTOYIHNVZAR/—RETH#HEh
x9,

Q. PAT7 = TEHOIPT RLAZFERATRHBE. EXVNICEYHTShD R—b0T70OY D
FE&IP7RLAZEICEAUTT A,

AVVZ, BIPREBICOEENATVERT,

QIRNTNYTAZ/—RIZIRNTONT VY IVIPHFHYEIN, R—hOHTEY NEFTT
Do COBE, BERIPFREUNT VY VIPEERTZLEVIC. ThHFRIEESMETH,

AFMBTYT, EPATIPO—ZAE / —RICE>THEENTVET, BIRLENTUY JIPT R
LAAN /—RTEVREENDE, AT A YFIPEREBETER VN & ERTsysloghERE .,

) HTRRICERATREENT VY VIPICBELET. RAEZRT7OY, HA, EERISAEZE
BTH2TE, IPATAYFHEEICLRARNIT7A—M—ATHY, 7—IILOTHKICL2T
BBVWET,

Q.INTHPAT=ILADIDODIPT RLAILESVTVETH, PATS—ILATERDIPT RL
ANEAZATVRERREAEhEEA,



A PAT7—=)LHOEHROIPT RLAICEERAENE T, PATS7—ILHAOIXNTOIPHASNDKR—bB
TOY 9k, 95X /—RETOEENET, PATT—ILOITXTOIPZ RLAR, VF5AXR
HOITXNTOXNICBEIENET, LEN 2T, PATS=ILRICTIZTACOT RLANH 15
B, INTODIVTAZXNE, IXTOPATS =T RLANSOR—KNT—=)ILE2FEEET,

Q. CGNATTEMEL XT A,

AlEW, CGNATERBRICHR—KREhTVET, 70OV &) BTPATE EFRIENDCGNATD
F7A)IMNOTOY 94X 512, T. xlate block-allocation size CLITEETCE X d, BE
DA A F 2V UPAT (JECGNAT ) MES, 7OV VYA XEEIC 512, T, BETHRETEE
tAo

QEBHN VAN SEBETZEE, #ltl/—RER—NTOY VEEZMOKEICE) HTE
IH, ThEEHE/ —REEHICELRTH,

AZBR—NTOYIICEFABEEENY ITYTHHYET, xlateld, R—R7OY VD SERE
NBECC, R—=RNTOVYINYITY T /—RICEERENET, /—RIFIVTAZZBND
ECNVIOTYT )—REIXRTOR—NTOVIOEBREOEGEZMBELES, N\VYOTYVT/
—RiF, ChSsOEBMOR—KN7OYIDOFREEICKE 21D, FLWNY OTY T ERIRL,
BEEOFVAZNEBITDLEHICRENOINTDxXlateZ TN/ — RIZERL KT,

QINTS—RIETVT, AT A Y FHERNMTBEDICEDES BT VLAV ERTTESE
Ihe

AMBEZREFTEEVERRE2OHYET,

BH-1: MNZ74Yv000-RNZIVINELLITOAABL, ChiE, WTFhHO/—RT
D/ —REVESSDEGBNIMREEND CENRERT, BEODAT 1Y FIPHENF RETS
EOTY, NZT7AVINVZAR/—REATHFLIRET WD LSICTIE, COBEICKR
TEEY, L&A, FPRUMXXxV T AR TR, ERE IR/ YFTO-RNZZ 2 I7IILT
DALZFHELE T, FPRIZOVVTAZRTIE, v —2 24T/ L—ROBHAELVICEDKSIC
LEY,

ER2ZPAT/—IIOEARNEECEVLES, T7—ILFBEECEVREENET, ChiCHLT
BIClE, PATZ7—=)IY 1 X%=BXLET,

Q. extendedF¥F—D—ROHBR—NEED RS ICMEBEINDDOTITHL, TT—HNKRREh, 7v7
JL—RABIZNATIOY Y REENEBINENZD2OHNBELEENETHA, ThEE, TLERF—T— R
HIfrEhT, BENFrRRENETH,

A. PATILSERA 723> &k, ASA915.1/FPB.7TEABD VT AR TR R—REhTVWERE A, BE
F7>3a2ild. CLIASDM/ICSM/IFMCH S IFHIBREhFERB A, (TYTIL—RIZKDTEESR
FREEZENIC )RETDE, BEXAVE—IHNFRTENTREN ZTANSKhETTH, EBICE
PATOHLREMEEF R TREhELE A

QEKERERLUBOERTI N,

A 6.7/9151& Y EHD U J—RATIE, 1 ~ 65535TL 1A, EETK—NE1 ~ 10240 &ET
RHEYEAE ARV ES, BE L1024 ~ 655350/ 1) £9(64512 conns)e 77 4 )L N D EYE



ELT Tat, ZFEHAL #26.7/915 1B OEETIE. ChlE1024-65535TF, =1L, 1-1024%
FHT2BEE. Tinclude-reserve; 7> a> & FERATEET,

Q/—RIFVZARRIRDE, WNYIOTYT /) —RFNYOTYTELTHEREL, TONY
OFVT/—RFFWVWR—RTOY V% /—RICRHLET,

AZORRATOR—NTOYIOTRATEUT ALK 2>TEBYET, /—RIFVSAREH
had&E, TO/—ROIXTOR—RNTAYIANYIOTY T /—RIEBEBLET, RIC. Z
R—K7OY UV %ZBBLTHEL/—RIBATZOE, HH/ —KTT,

Q&M / — ROREBIZEEN H2HE. FLLEE/ — RAMEHEZh, PAT7OY V0HIV)HT
NHEBEIBOTTN. BBV, R—NTOYIFFHLVEIEH/ —RICETVWTHEY HTE
hd0NTIH,

AFILLHIE / —REE, E0T7OYINENEHTSATHY, ERNFZVTLRANFDA>TV
£ I

Q. xlate DEHmEAZIE, COF L LVEMETORBFEGDRAKRERBLU TI A,

A HYNET, xlateDJABIE, PATR—ROTRAZEVTAILEL>TERBYET, Chik, B
RIZEGORARE FEBERTT, 1DOT RLAKETZHATTRHEE. #E655357F 'C@“o
WELKDIPT RLAFBEZHERE., EIVHTAIPTRLAZERPIBEN N HYVET. +5
RLAKR—RABNE, RARKEGHRICIETERT,

QFLWVWIZARXNFEMEND EEOR—NTOY VEVETOTOLAREND RS BE
DTETH. UVT—RNIEITITAEZAYN—NFEMENIZGERESBYETH,

AR— I\7'EI17£1-%LZZI‘/I\EI =/ —=RIZL>THHENET, R— I\7'I:I177§‘"¥ﬁbb\/
—RIZEHTS DD, R—R7OYIXFHBBEETTT, ZER—NTOY I,
R— I\7I:IJ'7P\]0)71t/'7‘c_“1’LTJJ' I\’ciJlbfﬁﬁb‘htxéhkb\;t’ém"ﬂibiﬁo

TSI, BRERIC., &/ —REAMETED 7OV VOB ZEFELET. /—RAIEELYE
Z<O7OYVRFELTVBRIEE, BMOR—NTOY INFEATREICEDE, TOEMOR
—h70O0v oA RO-IL/—RIZVI—RENET, RIZ, S/ —REThSEZHLLLE
BENET—2/—RICBEIVEHTET,

Q. TCPELRVUDPZORINEZE@ESCTPO A A HR—REhTWVWETH,

A . SCTPREA A F Y UPATTRHR—REhTLWEHA, SCTPRS 74V I TR, AZTAY
DFXYRND—OFTSIORNNATOXEFERATHEEHRBLET,

Q. /—RT7OYI9R—MHIEVREEATVRIES. Ny NEROYZ7Eh, KRICERATRE
BIP70OYVRERAEABZVOTT A,

AVVZ, TICREEEhEEA, XOPATIPASERAREZR—N/OY O RFERATZ TN
TOPATIPOITXRTOR—KNTOY INEVREENDE, NTTAYVIREEEIET,

QIZAZTYTIL—ROBETICHE/ —ROBEFRZE TR O, G/ —RTINT
DEHEHNVEBEIhZOZEF2EYE, BURKET (LEARE, 4AZYNODIZAETYTIL—



ROBHT)HLVGHEZFBHTERIDAENIRVWTT D,

AJYVRO-ILRBRBICEHRIDILENF HYVET. Chik, FIH/ —RAFLOUN-D322F
TI3EES. TNTO/—RAFHFLWN—3 22T LEVEY ., T—I)L0BAEEKBLEW
T, &, PTYTIL—RZRTTDE, ILLUN-23VE/HIIRNTOTF—X/—R
., §WN—232&2RTLTVWRHECI MO/ —RPSOT—IIBEHEXY -2 2 &
RLET,

CHEFMICHATRILEHIC, A, B. C. BRUVDN4DND/—RZ2FHHETZIVTAZRRZER
ALET, " BROSEPHTYTIL—RFIEZRXZRLETS,

1. & /—RICHLWAN—> 302400 0-RLULET,
2212y R"DZUO—RLET, IXNTOESR. xlateE/NY IT7 Y7 /—RIZBEBLET,
3. 1=y N "Dy HFEEL, UATHAKRRENET,
a. PATOREZAELET
b.&PAT IPZR—K7OY VICHEITS
CINTOR—RNTOY INKRE Y TRETH S
dd>RO=IAPSZELEGEVWN—23 00T ARPATAY E—D 2 BIALET,
e TNTOPATERZ T ZATVICUEAALYIRNLET,
4. FEKIC, ILWN—23a T/ —RZEZBLET,

5. 12y NADY RO—LEUO—KLET. SBAONY 9Ty 7THBEVED, BEOERER
IXTROYFENET

6. LLWIYAO—LEF, HLWERXTR—RNTOY V0BG ZRHBLET

7.2y 8 TAL AFBREEL. R—R7OYI0OBREXY E—22ZHANTRETES
770X Mo

R

YA RNEIZAZOEATR, 120K EDHY A NTUREITIBENHBD T T I A MEhzN
TYN(HARO—HAILRZT714v 0 ), BOBARNOIZY MIEFTEET, chiF, C
NSOHY A RNDIDHFTZIX NABEZEODCENTERZHTT,

VDZAZMEBTR, 77X MEEnIENTY NEFDERICHLT, 779X NEEE
WSO—-IAEBMTERENTVET,

TR NMELENEENTY ROFE, 750X NEREIDVTARIAZY RME, 750X
YRORERIPTRLA, BEIPFRLA, BXRTNTY SMDONYZIICETVWTTISIXY
RNAIBEZRELET. TOR, IXNTOTIZTIXV NG, VZAZEHBI0ZNLTTZT
XV NABECEEENE T, AMYFOO—RNZUIVINYZITEAEShZE8TIILESR
ATVWBDORBHINTIZIXNEFBRDOT, 727XV NEEZZVZARIZY MZO—R



NZVATEET, TOMODTZITXY NIRBEBRAR—NERRER—RMFEENT, DU S
AZAZY MCA—RNZATEEXRT, 77TXNOFBER., EET/EEIPT RLAER
—RNONYZICETVTTFALIRERETERDLSIC, NTY hZ2—RKHNICBBRLET,

HLUVWEROBERE., 729X NOMBENEROMBEEICEY T, BEOEREDOSE, 7
FZUXVNABZBEREINTODTIZIX N EOTAREE ) VBATEEMAEE CRELET
o TDR, BEORMBENINTDTIZITXY NEBRBELET,

DFZATRDSH—NANOT7Z XY MUCMPIO—ERO 702V T, RO MROD %
BELET,

Client
192.0.2.10

fagnil [t &wn ELI'r

nnection own

outside

Server
203.0.113.10

BEQOIEFZEBHBIZDLEHIC. NL—AFAT2a>EERLTREENEA, A, SRV
SAREHBI DAV BR—TIA AT, DFARAREEONTY RFYTFyABYVET, 51
. reinject-hideA 7> 3> Z2FERLENTY RF Y TF Y HFAPA 2 EX—T ITAATHREE ATV
7,

<tfroot>

firepower#



cluster exec capture capi interface inside trace match icnp any any

firepower#

cluster exec capture capir interface inside reinject-hide trace match icnp any any

firepower#

cluster exec capture capo interface outside trace match icnp any any

firepower#

cluster exec capture capccl interface cluster trace match icnp any any

V7 AZAORENERF
1. A MOIZY M1, 777X MEEhZICMPIO—ERNT Y h2ZELET,

<#root>
firepower#

cluster exec show cap capir

uni t - 1- 1( LOCAL)

2 packets captured

1: 20:13:58.227801 802.1Q vl an#10 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.227832 802. 1Q vl an#10 PO

2 packets shown

2.unit-1-1&, YA R 20IZY h22%2T7 50X RFIEBELTGEIRL, 750X MEEh
ENTY NEFEELET,
AZY M-AABSIZTY R22ICEEETNBNT Y ROBEMACT RL AWK, 1=v h2-20CCLY
O DOMACT RLATY,

<#root>
firepower#

show cap capccl packet-nunber 1 detai



7 packets captured
1: 20:13:58.227817
0015. ¢500. 018f 0015. ¢500. 029f

0x0800 Length: 1509

192.0.2.10 > 203.0.113.10

icmp: echo request (wrong icmp csum) (frag 46772:1475@0+) (ttl 3)
1 packet shown

firepower#

show cap capccl packet-nunber 2 detai

7 packets captured
2: 20:13:58.227832
0015. ¢500. 018f 0015. ¢500. 029f

0x0800 Length: 637

192.0.2.10 > 203.0.113.10
(
frag 46772

:603@1480) (tt1 3)
1 packet shown

firepower#

cluster exec show interface po48 | i MAC

unit_l_l(LOCAL):****************************************************«*

MAC address 0015.c500.018f, MTU 1500

Unit 1 2.***********************************************************«*

MAC address 0015.c500.019f, MTU 1500

unit-2-2

MAC addr ess 0015. ¢500. 029f, Mru 1500

Unit 1 3.***********************************************************«*

MAC address 0015.c500.016f, MTU 1500

Unit 2 1.***********************************************************«*

MAC address 0015.c500.028f, MTU 1500

Unit 2 3.***********************************************************«*

MAC address 0015.c500.026f, MTU 1500



3.AZY 221, 727X MEENIZENTY M ZZELTEEBRL., 7O0-0F—F—IC%Y)
£

<#root>
firepower#

cluster exec unit unit-2-2 show capture capccl packet-nunber 1 trace

11 packets captured

1: 20:13:58.231845 192.0.2.10 > 203.0.113.10 icmp: echo request
Phase: 1

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (2) received a FWD_FRAG TO FRAG OMER from (0)

Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) have reassenbl ed a packet and am processing it.

Phase: 3

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:



MAC Access Tist

Phase: 5

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 203.0.113.10 using egress ifc outside(vrfid:0)

Phase: 6

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) am beconi ng owner

Phase: 7

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced trust ip any any rule-id 268435460 event-log flow-end
access-1list CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: digasimov_prefilterl
access-1list CSM_FW_ACL_ remark rule-id 268435460: RULE: rl

Additional Information:

Phase: 19

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 1719, packet dispatched to next module

Result:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: allow



1 packet shown
firepower#

cluster exec unit unit-2-2 show capture capccl packet-nunber 2 trace

11 packets captured

2: 20:13:58.231875

Phase: 1

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'inside'

Fl ow type: NO FLOW

I (2) received a F\WD_FRAG TO FRAG OMNER from (0)

Result:

input-interface: cluster(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

1 packet shown

4,17y h22lk, EFIVTARII—ICETOVTINTY NEFAL, ABAVEZ—T I A%
NUTHAR2ASH A MIZNTY NEIEET S,

<#root>
firepower#

cluster exec unit unit-2-2 show cap capo

2 packets captured

1: 20:13:58.232058 802. 1Q vl an#20 PO 192.0.2.10 > 203.0.113.10 icnp: echo request

2: 20:13:58.232058 802. 1Q vl an#20 PO



BEEE

TFALIORDKEEGFEEBY), 79X NOMBEZBEOHA MNANICO—NT A XIS
CERTEFERA, 729X NOMBER., ILLVEGOT7SIX MEEahiNTY K
ZRACZGELEIZY MK >TREEh, FEOH A NIHETEE T,
T750XNOMBENEEOFMBEICBEDCEETEDNDT, NTY NERERANIE
ETBICE, HAMEZ—TIAAZBRLT, BARANELEREZRIVARNEKRY Z7OIPT R
LAEMACT RLAZBRETEDHRENHDYVET, chidk, KTVARKYTEFTERAS
ANDEEAREMZEF > TVWBIHMEN BB L ZRRELTVET,
T50XMEENTENTY NE2BERTDLHIC, ASAFTDRBHINFEA > Z2—T7 14
AZELIPTZIX NBBRED 12— ZH#BFLET, P7TZIXNBERETED 1)
NEETF—R2ERTRTSICIE, show fragment AN REFEHALET,

<#root>

Interface: inside
Configuration:

Si ze: 200

, Chain: 24, Timeout: 5, Reassembly: virtual

Run-time stats: Queue: 0, Full assembly: 0

Drops: Size overflow: 0, Timeout: O,

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP len: 0,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: 0,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0

VDZAZRETR, 72X NBERLRBERABEEN,. 779X MEEhLENTY
RET7ZTXRF1—CANET, 779X NF1—0OH A XF, fragment size
<size> <nameif>_1N > R TEREE N/=Size h DV ZDOE ( 77 # )L N&200 ) IC& 2 THIR
ENET, 73T XARNFI—OH A AN SizeD2B3IETDE, 759X RKF1—0OL
EWMEZBALERBEh, BEOT7IFIXRNFI—VICEFhBLVHFLWIZIXD N
FIXNTEEENET, COFAE. Fragment queue threshold exceeded AE ML .

syslogX ¥ £—FTD-3-209006 A" £ ENE T,

<{froot>

firepower#

show fragment inside

Interface: inside

Configuration:

Si ze:

200

, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats:

Queue:

133

, Full assembly: 0



Drops: Size overflow: 0, Timeout: 8178,
Chain overflow: O,

Fragnment queue threshol d exceeded: 40802

Small fragments: 0, Invalid IP Ten: O,

Reassembly overlap: 9673, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0O

%-TD- 3- 209006: Fragnent queue threshol d exceeded, dropped TCP fragnent from 192.0.2.10/21456 to 203.0. 1’

B % & L T, Firepower Management Center > Devices > Device Management > [Edit Device] >
Interfaces > [Interface] > Advanced > Security Configuration > Override Default Fragment
SettingTH A4 X&#EP L., REEZREFEL TRV —ZRBEALET, RIC. show fragmentIX >
REDDFI—HDRE, syslogX ¥ £—TFTD-3-209006 DREZEHRL £ T,

ACIDE=E

ACITRY RTOTITATBILAF IV IOHALARIEIZED VT AZBZHDEHGOMLA S ERE
FER

« ACIZRY RICEAZNI=ASAIFTDY AR ZN L -GN MG ICRET D BE,

« VTZAZAICIAZY RFMMELABVERR. BEREOBBEFIRELERA,

c DDV TZARIAZY RASTZARAOMDI DR ENDIZ Y MIEFBENIZNTY NE
. FXOSHE LV E—T'Y RAZY hOTF—RTL—2F Y TFYTREAEE A

—DATHJ I——l an.m
£l £3
" S

ACI| FABRIC

=

s VDSAREE) O BBHIDIAALINENERNRS 74V DICKELVAFIY OH
LN, ChREEBEHETT, VFAXGEHIIONALORAAY FIE, L4FIVD
HLAZRKRIELEBA, UF IV IHLZERIDAAYFICLY, RZ74v 05 ROY
TENBAEEN BV ET, ACIZ7TIUYIAAYFOREZFIVIL, VFAXEHE
D OBHATEZEENENTY MCRUTUF IV OB AN RTERTVEVC L 2
FLET,



VZAZAMNO-LTL—>ORE

AZY MNOTRZICSIMTE RV

CCLOMTUY 1 X
unit-1-1
Po48
127.2.2.1
Po12 L
switching *.swltchmg
infra infra

Po13

127 -2:1:1

Po48

CCL

Data Interface

AEAR

AZY M VZARCSMTES, ROXY E—IHFRRENET,

The SECONDARY has Teft the cluster because application configuration sync is timed out on this unit. Di
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is SECONDARY application co
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust



AL/

« FTDTshow interface AN > RZEFEAL T, JFZAZBHI D42 Z—T T4 AODMTUHN
TR ABR=T IAAODMTUK Y ED2 B EE100N1M hEVWC EZBEELET,

<#root>
firepower#

show i nterface

Interface

Port -channel 1

| nsi de

", is up, line protocol is up
Hardware is EtherSVI, BW 40000 Mbps, DLY 10 usec
MAC address 3890.a5f1.aa5e,

MIU 9084

Interface

Port - channel 48

cluster

", is up, line protocol is up
Hardware is EtherSVI, BW 40000 Mbps, DLY 10 usec
Description: Clustering Interface
MAC address 0015.c500.028f,

MIU 9184

IP address 127.2.2.1, subnet mask 255.255.0.

« YA XFTI 3L EEEL TCCLIEH TpingZER1TL. CCLMTULTREEATWBA L
5h%. NARDTRTOFNAATELLBEENTVRHAESHERBLET,

<#root>
firepower#

ping 127.2.1.1 size 9184

« A4 Y FTshowinterface N> RZEFEHAL T, MTURREZHERLET



<tfroot>
Switch#

show i nterface

port-channel 12
is up
admin state is up,
Hardware: Port-Channel, address: 7069.5a3a.7976 (bia 7069.5a3a.7976)

MIU 9084

bytes, BW 40000000 Kbit , DLY 10 usec

port-channel 13
is up
admin state is up,
Hardware: Port-Channel, address: 7069.5a3a.7967 (bia 7069.5a3a.7967)

MIU 9084

bytes, BW 40000000 Kbit , DLY 10 use

VZAZAZY NEDAVE—TILADR—
R
AZY R VZARICEMTET, ROXY E—IHFRRENET,

Interface mismatch between cluster primary and joining unit unit-2-1. unit-2-1 aborting cluster join.
Cluster disable is performing cleanup..done.

Unit unit-2-1 is quitting due to system failure for 1 time(s) (last failure is Internal clustering erro
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

RRAEL/AE

B Y—OFCMGUICAY 14> LT, InterfacesR 7 ICBEIL, TXTOISTAZX/)N—D
AB—TIAABRENBAUTHIDHPESHEEIELET,

« RMEBFNAAICE) YT ENEAVEZ—TIAR
c AIVE—TIAANEERRE

s AVE—TIAANEBETFITLY IR

s AVE—TIALAADAT—RA



T—RIR—RNF¥RINAEZ—T I AOREE
CCLEHMEZEMREMOBEEICLDATUY NTLAY

REAR

VZAZRNICREROFBIZY NFHYVET, CORROZEZSRLTLSEZ,

Pa1 Pod VFCA SWi1 Pol VPC1 A Pol
Eth211-2 § % EthiM7-18 Eth1H3-20 § L Eth213-4
) A TA

LTS
rey,

iPods VPC 48 Pod3 VPC 49 | CCL

T Eth1143-50 Eth1/51-52 T Ethi34

LTI
wa

04E VPC 48 Fiod3 VPC 49
Eth3/3-4 : ! Eth151-52 Eth1/49-50

P43
Eth2H-2

B L LI ILE
amE

——C C L
. —— ) A TA
Foi 2 §  PolveC Pol VPC1 x g Pad
Eth2/3-4 % § Eth1M320 W2  EthinT-e % 7 Eth2/1-2
Chassis 1:

<ttroot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-1-1" in state PRI MARY

ID : O

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUSH

CCL IP : 127.2.1.1

CCL MAC : 0015.c500.018f

Last join : 07:30:25 UTC Dec 14 2020
Last leave: N/A

Other members in the cluster:

Unit "unit-1-2" in state SECONDARY
ID : 1

Site ID : 1



Version : 9.15(1)

Serial No.: FLM2103Tu4D

CCL IP : 127.2.1.2

CCL MAC : 0015.c500.019f

Last join : 07:30:26 UTC Dec 14 2020
Last Teave: N/A

Unit "unit-1-3" in state SECONDARY
ID : 3

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2102THIT

CCL IP : 127.2.1.3

CCL MAC : 0015.c500.016f

Last join : 07:31:49 UTC Dec 14 2020
Last Teave: N/A

Chassis 2:

<{froot>

firepower# show cluster info

Cluster ftd_clusterl: On
Interface mode: spanned

This is "unit-2-1" in state PRI MARY

ID : 4

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUN1

CCL IP : 127.2.2.1

CCL MAC : 0015.c500.028f

Last join : 11:21:56 UTC Dec 23 2020
Last Teave: 11:18:51 UTC Dec 23 2020
Other members in the cluster:

Unit "unit-2-2" in state SECONDARY
ID : 2

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2102THR9

CCL IP : 127.2.2.2

CCL MAC : 0015.c500.029f

Last join : 11:18:58 UTC Dec 23 2020
Last Teave: 22:28:01 UTC Dec 22 2020
Unit "unit-2-3" in state SECONDARY
ID : 5

Site ID : 1

Version : 9.15(1)

Serial No.: FLM2103TUML

CCL IP : 127.2.2.3

CCL MAC : 0015.c500.026f

Last join : 11:20:26 UTC Dec 23 2020
Last Teave: 22:28:00 UTC Dec 22 2020



AL

« pingdXY>Y RZHEALT, HEIZY MOV T ARG > J(CCL)IPT RL AB DL Z
BELET,

<#root>

firepower# ping 127.2.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 127.2.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

« ARPTFT—7ILEFITYILET,

<tfroot>

firepower# show arp

0015.c500.026f 1

cluster 12 3
2 0015.c500.029f 1

7.2.2.
cluster 127.2.2.

« OMA—-ILIAZY KT, CCLAVER—TIAADF YT F Y EREBLOCEIELET,

<tfroot>

firepower# capture capccl interface cluster
firepower# show capture capccl | i 127.2.1.1

2: 12:10:57.652310 arp who-has 127.2.1.1 tell 127.2.2.1

41: 12:11:02.652859 arp who-has 127.2.1.1 tell 127.2.2.1
74: 12:11:07.653439 arp who-has 127.2.1.1 tell 127.2.2.1
97: 12:11:12.654018 arp who-has 127.2.1.1 tell 127.2.2.1
126: 12:11:17.654568 arp who-has 127.2.1.1 tell 127.2.2.1
151: 12:11:22.655148 arp who-has 127.2.1.1 tell 127.2.2.1
174: 12:11:27.655697 arp who-has 127.2.1.1 tell 127.2.2.1

=M

« CCLR—RFY¥ZRILAE—TIA AN, AA4YFLEODBAAMOAR—KRFY¥RILAE—TI
A ACEHEENTVWA L ERERELET,
« NexusAA Y FTREAR—KNF ¥ XI(VPC)ZFERATBHEEIE. CCLR—RhFY¥RILAR



—T7IAANBIOVPCILEHRENTVWE L, BRTVWPCHRENBEMIABAT —ZAN K
RENTUVWRVWIEZBIELET,

s CCLR—RNF+Y¥RILAVE—TIAANBAL7O—RF¥ARNRXASICHY), CCL
VLIANAERENTA 2V R—T IAATHATATVD L ZBEELET,

ALY FOREHERICRLUET,

<tfroot>

Nexus#

show run int po48-49

interface port-channel48
description FPR1

swi tchport access vlan 48

vpc 48

interface port-channel49
description FPR2

swi tchport access vlan 48

vpc 49

Nexus#

show vlian id 48

VLAN Name Status Ports

48 CCL active Po48, Po49, Pol00, Ethl/53, Ethl/54

VLAN Type Vlan-mode

48 enet CE

1 Pol up success success 10,20



48 Po48 up success success 48

49 Po49 up success success 48

<{froot>
Nexus1l#

show vpc bri ef

Legend:
(*) - local vPC is down, forwarding via vPC peer-1ink

vPC domain id : 1

Peer status : peer adjacency formed ok
vPC keep-alive status : peer 1is alive
Configuration consistency status : success

Per-vl an consi stency status : success

Type-2 consi stency status : success

vPC role : primary

Number of vPCs configured : 3

Peer Gateway : Disabled

Dual-active excluded VLANs : -

Graceful Consistency Check : Enabled

Auto-recovery status : Disabled

Delay-restore status : Timer 1is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)

vPC Peer-1link status

1 Po100 up 1,10,20,48-49,148

vPC status

1 Pol up success success 10,20

48 Po48 up success success 48

49 Po49 up success success 48



TF—RR—RFIYRILAE—TIAADFHICLD T T AZDEIML
AEIR

1DUREDTF—RR—KRFYRILAE—TIA AN —RBHELLTVET, EBLHHCE>TL
BT—RAVE—TIAANFHEhDE, A VF—TIAADANILAFIY IICKRBLELS
RBAUSY=SHDOIRTOITARIAZY N UZARD SHEAEIhET,

CORROZZSRLTSEEL,

Fo1 Pol VPC1 SW1 Po1 VPC1 K Pol
Eth21-2 2 o Eth1/17-18 Eth1113-20 § = Eth2/3-4
) 4, TA

L]
«Fods VPC 48 Pod3 WPC 49 & CCL Pod$

= Eth1/43-30 Ethirsi-32 Eth3i3-4

LTI

AEEEEEESE SR

PodE VPC 48 Pods VPC 43 1
Eth2/2-4 H f Eth1i51-52 Eth1/43-30
——C C L

A

uET

Fol % H Pod VPCA Po1 VPCA 3 : Pod
Eth2/3-4 % ' Eth1/13-20 SW2 Eth1/17-18 A F Eth2/1-2

s A2MNO=-)LAZY bOOAVY - ZH#FELET,

<#root>

firepower#
Beginning configuration replication to

SECONDARY uni t-2-2

End Configuration Replication to SECONDARY.
Asking SECONDARY unit

unit-2-2

to quit because it

failed interface health

check 4 times (Tast failure on

Port - channel 1



). CQlustering must be manually enabled on the unit to rejoin.

« ZE 951 Y N Tshow cluster history Y > R &show cluster info trace module hca<Y >/

ROHDEBELET,
<#root>

firepower# Unit is kicked out from cluster because of interface health check failure.
Cluster disable is performing cleanup..done.
A1l data interfaces have been shutdown due to clustering being disabled. To recover either enable clust

Cluster unit unit-2-1 transitioned from SECONDARY to DISABLED

firepower#

show cl uster history

From State To State Reason

12:59:37 UTC Dec 23 2020
ONCALL SECONDARY_COLD Received cluster control message

12:59:37 UTC Dec 23 2020
SECONDARY_COLD SECONDARY_APP_SYNC Client progression done

13:00:23 UTC Dec 23 2020
SECONDARY_APP_SYNC SECONDARY_CONFIG SECONDARY application configuration sync done

13:00:35 UTC Dec 23 2020
SECONDARY_CONFIG SECONDARY_FILESYS Configuration replication finished

13:00:36 UTC Dec 23 2020
SECONDARY_FILESYS SECONDARY_BULK_SYNC Client progression done

13: 01: 35 UTC Dec 23 2020

SECONDARY_BULK_SYNC DI SABLED Recei ved control message DI SABLE (interface health check failure)

<#root>
firepower#

show cluster info trace nodule hc

Dec 23 13:01:36.636 [INFO]Jcluster_fsm_clear_np_flows: The clustering re-enable timer 1is started to expi
Dec 23 13:01:32.115 [INFO]cluster_fsm_disable: The clustering re-enable timer 1is stopped.



Dec 23 13:01:32.115 [INFQ I nterface Port-channell is down

« fxos 1Y > RZ 1)L Tshow port-channel summary X > ROHHEFANE T,

<{froot>

FPR2 (fxos)#

show port-channel sunmary

: D - Down P - Up in port-channel (members)
- Individual H - Hot-standby (LACP only)
Suspended r - Module-removed

- Switched R - Routed

- Up (port-channel)

- Not 1in use. Min-Tlinks not met

1 Pol(SD) Eth LACP Eth2/1(s) Eth2/2(s) Eth2/3(s) Eth2/4(s)

48 Po48(SU) Eth LACP Eth3/1(P) Eth3/2(P) Eth3/3(P) Eth3/4(P)

=M

IRTOI Y= DIZARTIIN—TEBENADT—RAFLUTHBDEZHIELET,
NI Y= ERA(YTFT, R—RFYRINAE—TIAADPBX Y N—(2 B —
TJ7IAANEBEEMCB2THY, AUTFITLY VA/BEERETHD L ZHBLE
EE

BARNANIZAETR, IXTOY—2HAOFALTF—RR—KRFYRILAEZ—TIA A
A AAYFLEOBUR—RFYRILAER—TIAACERENTVWD L ZHELET

Nexus AA ¥ FTREAR—RNF ¥ R (VPC)ZFEHTZHEEIE. WPCRENEBEMAT—2Z
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- show cluster history AN RZFEAL T, KEAN VDI T AR ZBN A ZHEBLET

<#root>
firepower#

show cl uster history

* FXOSICRL—ANY IOXHBIHESH Z2HFEBTHICE, AOINY REFEALET

<ffroot>
FPR4150#

connect | ocal - ngnt

FPR4150 (local-mgmt)#

dir cores

c AZY RAUSRAREBNEBBICERENEIT 77 A LEREL, TACKRHELET,
FARIAVIRENTY

DZARIZY ROINgWN—FT 423> 0OF 1 AVERARNF M %ICETDE, IZYREIZ
ARZRTULET, TARAIVFEAROF IV ORIV EICTDODIET,

<ffroot>

> show di sk

Filesystem Size Used Avail Use% Mounted on

rootfs 81G 421M 80G 1% /

devtmpfs 81G 1.9G 79G 3% /dev

tmpfs 94G 1.8M 94G 1% /run

tmpfs 94G 2.2M 94G 1% /var/volatile

/dev/sdal 1.5G 156M 1.4G 11% /mnt/boot

/dev/sda2 978M 28M 900M 3% /opt/cisco/config
/dev/sda3 4.6G 88M 4.2G 3% /opt/cisco/platform/logs
/dev/sda5 50G 52M 47G 1% /var/data/cores

/dev/sda6 191G 191G 13M

100% / ngfw

cgroup_root 94G 0 94G 0% /dev/cgroups



— MFE. show cluster historyD H HF RO XS ICKRRENE T,

<{froot>

15:36:10 UTC May 19 2021
PRIMARY Event: Primary unit unit-1-1 is quitting
due to

di skst at us

AppTlication health check failure, and
primary's application state is down

FhE

14:07:26 CEST May 18 2021
SECONDARY DISABLED Received control message DISABLE (application health check failure)

EEZEFEITDESIDOFERFROEBYTT,

<#root>
firepower#

show cluster info health

Member ID to name mapping:
0 - unit-1-1(myself) 1 - unit-2-1

0 1
Port-channel48 up up
Ethernetl/1 up up
Port-channell2 up up
Port-channell3 up up

Unit overall healthy healthy

Service health status:
0 1

di skstatus (monitor on) down down

snort (monitor on) up up
Cluster overall healthy

T, TARAIH100 %EATDIHFE, BRENDTAAVBEFHI HDET, IZY MO TAX
ICEMUTRD CENREBBENHY KT,
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BT EI. HUFARIZY NGO—NLBLVPEFTIZY NTCCPUEXEUDEREREF I
YOLET, EAENYATLDOLE WVME (LINACPU50 %E - ELINAXEUS9% ) #8x %
BE. ROESBBEBAYE—IHFRRENET,

+ Syslog(FTD-6-748008)
« 7 7 4 )Llog/cluster_trace.log. i :

<#root>
firepower#

more |log/cluster_trace.log | i CPU

May 20 16:18:06.614 [INFO][
CPU | oad 87%

| memory load 37%] of module 1 in chassis 1 (unit-1-1) exceeds overflow protection threshold [
CPU 50% | Memory 59%

]. System may be oversubscribed on member failure.
May 20 16:18:06.614 [INFO]J[CPU Toad 87% | memory load 37%] of chassis 1 exceeds overflow protection thr
May 20 16:23:06.644 [INFO][CPU Toad 84% | memory load 35%] of module 1 in chassis 1 (unit-1-1) exceeds

COXYE—2@F, IZY NCEENMRELLBECMHOIZY ROUY—ANFF—N—HT A
DIATENB ARSI BB EEZRLTVET,

HZE—R

6.3k WJEIOFMCU U—ADEE

« FMCT&IVZAR/—RZ@EBIICERLET,
« RIZ, FMCTHREIZAREZEHELET,
s HLWIOTSAR/—RZEMTZDLETIC, /—REZFETERIDHBENHYKRT,

6.3 DFMC

- BEE-—RBEEEEAIZ L, IEAOFIETITARERZFMCICERTERT (VT AAR
DEEDT1/—RZBEFRIDETTT ),

HR— h& s EESR
BEEHRT/NA A K74 AODBNN— |[EEEE
SaAVHNE

YR—KhEhBHNY
X=T%¥

FMC 6.3 FP9300# & T 6.2.0 CHIFFMCHEED & T




FP4100LDFTDY Z A E]
2D &

A BE5 FIDTISAAAFRENES. DR EBE AT TRRTILENHYET
. USAR ) — REFBTERIDNOTRAL ([F/N( ADQEM ). [BEA7a>%
BRALTEEL,

R
J—REEODKRHK
« FHE/ —ROBENFASHOEHATARMTDE, VTARFFMCH SHIBRENET,

=M
ASHADERTT—X/— ROBEFHNAKKBLUILIGEERE., RO2D0FT7a>FeHyEY,

1. 9FAZICERATR T, FMCRERTAIMUENHDITARX/ —RIFHIHESH%Z
BEL, ChsO/—ROBBHERZHEALET,

2. Cluster Summary 2 7 (Devices > Device Management > Cluster tab > View Cluster Status')
VO)DTIC, ReconcileA 7’2 a>rhAHy)ET, BETF7IVIVHFNIA—EhdE,
FMCRERTDLEN D/ —ROBBERZFRBLET,

BYIE 5 ¥

+ Firepower Threat Defense® 9 ZAZ') > 5

« Firepower 4100/9300> ¥ —> HHASAV T A X

« Firepower 4100/9300> ¥ — DO S AR I 2O2W\WT

« Firepower NGFWO S A &R ) > J O Ff#H — BRKSEC-3032

« XY BRNDT—OOBBEEMENICRNS TN A —F 12T 52D Firepower 77 AT I #
—LEFX¥TFrYOHH



https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/clustering_for_the_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/ha-cluster-fp.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos291/web-guide/b_GUI_FXOS_ConfigGuide_291/logical_devices.html#concept_E0AA44EF3C8748BD94A7F5FBB91F2176
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.ciscolive.com/on-demand/on-demand-library.html?search=3032
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
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