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sftunnellC & > TEAZT B 7OMNJI/IR—NBEATETH,

sftunnellE TCPR— 8305 EAAL£d, /N\Y VI RTERTLSMNXRILTT,

No. Source Destination Frotocol  Length TCP Segment Info
57 18.62.148.75  10.62.148.42  TCP 74 9 47789 » 8305 [SYN] Seq=286@693630 Win=29200 Len=0 M55=1460 SACK_PERM=1 TSval=1176730058 TSecr=0
f 58 10.62.148.42  10.62.148.75  TCP 74 8 8305 » 47709 [SYN, ACK] 5eq=279535377 Ack=286@693631 Win=2896@ Len=0 MSS=146@ SACK_PERM=1 TSval=55847.
59 18.62.148.75 18.62.148.42 TCP b6 B 47789 » 8305 [ACK] Seq=286@693631 Ack=279535378 Win=29312 Len=8 TSval=1176738858 TSecr=35847291
6010.62.148.75  10.62.148.42 TiSvi.2 229 16
61 18.62.148.42 18.62.148.75 TP 17 9 8305 » 47709 [ACK] Seq=279535378 Ack=2868693794 Win=20880 Len=0 TSval=55847291 TSecr=1176730851
6210.62.148.42  10.62.148.75 TLSv1.2 1514 144 Server Hello
63 10.62.148.75  10.62.148.42 TCP 66 847709 » 8305 [ACK] Seq-2860693794 Ack=279536826 Win=32128 Len=0 TSval=-1176730053 TSecr=55847292
64 18.62.148.42 16.62.148.75 TLSv1.2 803 ?Bﬁ(ertificatc, Certificate Request, Server Hello Dorﬂ
65 18.62.148.75 18.62.148.42 TCP B6 @ 47789 » 8305 [ACK] Seq=286@693794 Ack=279537563 Win=350872 Len=@ TSval=1176738853 TSecr=55847292
66 19.62.148.75 19.62.148.42  TLSv1.2 2581 2515|Certificate, Client Key Exchange, Certificate Verify, Change Cipher spec| Encrypted Handshake Message
67 18.62.148.42 18.62.148.75 TCP 66 9 8305 » 47709 [ACK] 5eq=279537563 Ack=2860696389 Win=35872 Len=0 TS5val=55847292 TSecr=1176730056
68 18.62.148.42 108.62.148.75 TLSw1.2 1284 1218|New Session Ticket, Change Cipher Spec, Encrypted Handshake Message |
69 18.62.148.75 18.62.148.42 TLSv1.2 364 298 Application Data
78 19.62.148.42 18.62.148.75 TLSv1.2 364 298 Application Data
71 18.62.148.42 10.62.148.75 TLSw1. 2 183 37 Application Data
72 10.62.148.75  10.62.148.42 TCP 66 8 47709 » 8305 [ACK] Seq=2860696607 Ack=279539116 Win=40832 Len=0 TSval=1176730059 TSecr=55847292
73 18.62.148.42 18.62.148.75 TLSv1.2 367 381 Application Data
74 18.62.148.75 18.62.148.42 TLSw1.2 183 37 Application Data
75 18.62.148.75 18.62.148.42 TLSv1.2 367 301 Application Data

FTD®Sftunnel TCPAR—NEZBE TS %

> configure network management-port 8306

Managenment port changed to 8306.

X Z0BE, FMCOR—KNEZETIHENH V) &9 ([Configuration] > [Management
Interfaces] > [Shared Settings] )o < tildk, FUFMCIC T TIZBHREENTVWRHBOITNTO
TNAAIHELET, VE—FEEBER—BPNETF7AILIRENOXFRICLTH ZEZ2®EL
HRELEITH), BEER—MIYRNI—VLOMBOBELEHEEITIEERE. FIOR—NER
RTEFET, EBER—INZEETEIHER. ARCEEITIVENHHIEARENOTIANT
DTFNAACH UL TEBR—NZEETHIHEN BYET,

sftunnellC & > TR hdEHEHK

sftunnelld2 o D#ER (F YR ) EBILET,
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AR RNTFYERIL



192.168.0.x/24 192.0.2.0/24

EFYXILERABRIBITINAABREND ?

SFUALEITRENET. HEOKF 1Y NTHEE ATV T UAERBLET,
AXJE
BROEX

FTD CLI
FIDTE., FNA AZRROEFBIEROEHBY T,

>configure manager add <FMC Host> <Registration Key> <NAT ID>

| B8
CNEFROVTNAICEYFET,
- [hostname]
FMCRA b - ipvd7 RL A
-ipv6 7 RL A
- DONTRESOLVE
chld, FNAABRIIFAThDIHEREDOR
Bt XFH (2 ~ 6XF ) T, BUF, \ 17
A —AAT(). BRTEVARO)DIKERTE

EORTIPT KL AN EEE AT W MBE L
NAT ID FMCETNA ABOERTOCARICHERAET N2
FOXEH, FMCTEIUNATIDZEELE T,

SHMAIC DWW TIE. FCisco Firepower Threat Defense A RUTZ 7L Ay ZSRBLTLSEE W

o

FMC Ul

FMCT. [Devices] > [Device Management] IC# & L £, [Add] > [Device] Z:#IRL £7,


https://www.cisco.com/c/ja_jp/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp7633350870%20

C, Search Device
High Availability
Stack

Add Device F+]

Mozt +
[
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[ l

Diomain
Salect Doenmn

Appeis Comtrol Pobey®

Sman Licensing
LSRR
Thigal
U, Filering

Fdvanced

Unigpui MAT 100+

ﬂ Tranader Pachets

-

* Efthar Baal of MAT ID @ eegpaings

. [Host]CFTDDIP7 RL AZIEELF T,

. [Display Name] T, HERZEZRZBELET,

- BRF—F. FIDCLITEEENLEDE—HRTIRENHYET,

- EBEORXA O EZFERTEEEIE. FIDZEMTE RXAS 2V ZEBELE T,

. [Group] T, FTDZEMT D TFNA RATIN—T=ZIEELET,

- [Access Control Policy] ¢, FIDICEBBE I EF*1UT 1RV —ZBELET,

. Smart Licensing:i8REE N EBEICHERES A AZEELE T,

-NATID:CORFIXNTRABTIDHED> T IATHBETT,

FHMIZDOWTIE, TFirepower Management Center Configuration Guides @ "Add Devices to the
Firepower Management Center



/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/device_management_basics.html#ID-2242-0000069d

>F VA1 FMCEFTDO AR T4 Y JIPF RLA

FMC
sftunnel (encrypted) —
=]

A

42 iy
10.62.148.0/25

FTD CLI
>configure manager add <FMC Static IP> <Registration Key>

BRI, WO2HhDHlZRLET,

> configure manager add 10.62.148.75 Cisco-123
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

HRIEH

FIDOAN RZANTBETIC, FIDRF20WZ EICFMCADEHRZRAITLUETH, FMCIEEL
BEENTVEWES, TCPRSTTIHELET,

> capture-traffic

Pl ease choose domain to capture traffic from
0 - ethO
1 - doba

Sel ection? 0

Pl ease specify tcpdunp options desired

(or enter '?" for a list of supported options)

Options: -n host 10.62.148.75

HS_PACKET BUFFER SIZE is set to 4.

tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes

18: 53: 33. 365513 | P 10. 62. 148. 42. 46946 > 10. 62. 148. 75. 8305: Fl ags [s], seq 2274592861, wi n 29200,
options [nss 1460, sackOK, TS val 55808298 ecr 0, nop,wscale 7], length O

18: 53: 33. 365698 | P 10. 62. 148. 75. 8305 > 10. 62. 148. 42. 46946: Flags [R.1, seq 0, ack 2274592862,
win 0, length O

18: 53: 53. 365973 | P 10. 62. 148. 42. 57607 > 10. 62. 148. 75. 8305: Fl ags [s], seq 1267517632, win 29200,
options [nss 1460, sackOK, TS val 55810298 ecr 0, nop,wscale 7], length O

18:53: 53. 366193 | P 10. 62. 148. 75. 8305 > 10. 62. 148. 42. 57607: Flags [R.1, seq O, ack 1267517633,



win 0, length O

18: 54:13. 366383 | P 10. 62. 148. 42. 55484 > 10. 62. 148. 75. 8305: Fl ags [S]l, seq 4285875151, wi n 29200,
options [nes 1460, sackOK, TS val 55812298 ecr 0, nop,wscale 7], length O

18: 54:13. 368805 | P 10. 62. 148. 75. 8305 > 10. 62. 148. 42. 55484: Fl ags [R.], seq 0, ack 4285875152,
win 0, length O

TINARBRRAT—RA

> show managers

Host : 10.62.148. 75
Regi strati on Key DokrkE

Regi stration : pendi ng

RPC St at us :

Type . Manager

Host : 10.62.148. 75
Regi stration : Pendi ng

FTDIE/R—KTCP 8305 )Y A L&Y,

adm n@FTD66: ~$ netstat -na | grep 8305
tcp 0 0 10.62.148. 42: 8305 0.0.0.0:* LISTEN

FMC Ul
COBER. REEELET,

- RAKN (FTDOIP7 RLA)

- RRE

cBRF— (FIDTREESNTVRENDE—RTEIHLENHYET )
CTOEA A NAO—-I)L R —

- Domain

c AN RS AER
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Please Wait...

Adding device. ..




FMCA'7R—KTCP 8305TU Y AV ZRIKLET,

adm n@MC2000- 2: ~$ netstat -na | grep 8305
tcp 0 0 10.62.148. 75: 8305 0.0.0.0: * LISTEN

NYDTZ22 RT, FMCRTCPEZZRBLET.

20: 15:55. 437434 | P 10. 62.148. 42. 49396 > 10.62. 148. 75.8305: Flags [S], seq 655146775, wi n 29200,
options [nes 1460, sackOK, TS val 56302505 ecr 0, nop,wscale 7], length 0

20: 15:55. 437685 | P 10. 62.148. 75. 8305 > 10.62. 148.42.49396: Flags [R], seq 0, ack 655146776, w n
0, length O

20: 16: 00. 463637 ARP, Request who-has 10.62.148.42 tell 10.62.148.75, length 46

20: 16: 00. 463655 ARP, Reply 10.62.148.42 is-at 00:50:56:85:7b: 1f, length 28

20: 16: 08. 342057 | P 10.62.148.75. 50693 > 10. 62. 148. 42. 8305: Flags [Ss], seq 2704366385, w n 29200,
options [nes 1460, sackOK, TS val 1181294721 ecr 0, nop,wscale 7], length O

20: 16: 08. 342144 | P 10.62. 148.42.8305 > 10.62. 148. 75. 50693: Flags [s.], seq 1829769842, ack
2704366386, win 28960, options [nes 1460, sackOK, TS val 56303795 ecr 1181294721, nop, wscale 7],
length O

20: 16: 08. 342322 | P 10.62. 148. 75. 50693 > 10.62. 148.42.8305: Flags [.], ack 1, win 229, options

[ nop, nop, TS val 1181294722 ecr 56303795], length O

20: 16: 08. 342919 | P 10.62. 148. 75. 50693 > 10.62. 148. 42.8305: Flags [P.], seq 1:164, ack 1, wn
229, options [nop, nop, TS val 1181294722 ecr 56303795], length 163

20: 16: 08. 342953 | P 10.62. 148. 42. 8305 > 10.62. 148. 75.50693: Flags [.], ack 164, win 235, options
[ nop, nop, TS val 56303795 ecr 1181294722], length O

sftunnel®lfll F v+ XL BEIENET,

adm n@MC2000- 2: ~$ netstat -na | grep 8305
tcp 0 0 10.62.148. 75: 8305 0.0.0.0:* LI STEN
tcp 0 0 10.62.148.75:50693 10.62.148.42:8305 ESTABLISHED

> sftunnel-status
SFTUNNEL Start Tinme: Sat Apr 18 20: 14:20 2020

Both | Pv4 and | Pv6 connectivity is supported
Br oadcast count = 4

Reserved SSL connections: 0

Managenment I nterfaces: 1

ethO (control events) 10.62.148.42,

Rk S S S R I S

** RUN STATUS****ksec-fs2k-2-ngnt. Ci SCO. conf****x*x*xxkxx
Ci pher used = AES256- GCM SHA384 (strength: 256 bhits)
ChannelA Connected: Yes, Interface etho
ChannelB Connected: No
Regi stration: Conpl eted
I Pv4 Connection to peer '10.62.148.75" Start Time: Sat Apr 18 20:16: 08 2020

PEER | NFO
sw version 6.6.0
sw_build 90

Managenent | nterfaces: 1
ethO (control events) 10.62.148.75
Peer channel Channel-A is valid type (CONTROL), using 'eth0', connected to



'10.62.148.75"' via '10.62.148.42"
Peer channel Channel-B is not valid

BOBIC, AIRVINFIYRILAIBUEIAET, IXRVENFIYRLOREACVTRIORICTE
£¥9, COPITIE, FMCTT,

20: 21: 15. 347587 | P 10. 62. 148. 75. 43957 > 10. 62. 148. 42. 8305: Fl ags [S], seq 3414498581, wi n 29200,
options [nes 1460, sackOK, TS val 1181601702 ecr 0, nop,wscale 7], length O

20: 21: 15. 347660 | P 10.62.148.42.8305 > 10.62.148. 75.43957: Flags [S.], seq 2735864611, ack
3414498582, win 28960, options [mes 1460, sackOK, TS val 56334496 ecr 1181601702, nop, wscal e 7],
length O

20: 21: 15. 347825 | P 10.62.148. 75. 43957 > 10.62.148.42.8305: Flags [.], ack 1, win 229, options

[ nop, nop, TS val 1181601703 ecr 56334496], length O

20: 21: 15. 348415 | P 10.62.148. 75. 43957 > 10.62.148.42.8305: Flags [P.], seq 1:164, ack 1, wn
229, options [nop, nop, TS val 1181601703 ecr 56334496], |length 163

U LBEBRR—NEERA ZS I —-2%ZRLET,

adm n@MC2000- 2: ~$ netstat -na | grep 10.62.148.42
tcp 0 0 10. 62. 148. 75: 50693 10. 62. 148. 42: 8305 ESTABLI SHED
tcp 0 0 10. 62. 148. 75: 43957 10. 62. 148. 42: 8305 ESTABLI SHED

AR NFYRIDNFIDICK 2 THRBEAEEE., BARAOKSIZBYET,

adm n@MC2000- 2: ~$ netstat -na | grep 10.62.148.42

tep 0 0 10.62. 148. 75: 58409 10. 62. 148. 42: 8305 ESTABL| SHED
tep 0 0 10.62. 148. 75: 8305 10. 62. 148. 42: 46167 ESTABL| SHED
FTDEIA S

> sftunnel-status
SFTUNNEL Start Tinme: Sat Apr 18 20: 14: 20 2020

Both | Pv4 and | Pv6 connectivity is supported
Broadcast count = 6

Reserved SSL connections: 0

Managenent Interfaces: 1

ethO (control events) 10.62.148.42,

R I S

**RUN STATUS****Kksec-f S2K-2- mgnt . Ci SCO. CONT * ** *x * ks x
Ci pher used = AES256- GCM SHA384 (strength: 256 bits)
ChannelA Connected: Yes, Interface ethO
Ci pher used = AES256- GCM SHA384 (strength: 256 bits)
ChannelB Connected: Yes, Interface ethO
Regi stration: Conpl eted
| Pv4 Connection to peer '10.62.148.75 Start Tinme: Sat Apr 18 20: 16: 08 2020

PEER | NFO
sw version 6.6.0
sw_build 90

Managenent Interfaces: 1



ethO (control events) 10.62.148.75,

Peer channel Channel-A is valid type (CONTROL), using 'eth0', connected to
'10.62.148.75"' via '10.62.148.42"

Peer channel Channel-B is valid type (EVENT), using 'eth0', connected to '10.62.148.75'
via '10.62.148.42"

> show managers

Type : Manager
Host : 10.62.148. 75
Registration : Completed

>

3V Z2:FTD DHCP IP7 RL A -FMCEEIP7 RL A

CDIFIATIE, FIDEEAR—T7 T4 AEDHCPHY—N\ASIP7 RLAZEELEL I,

FMC

- sftunnel (encrypted) —
R =
—

DHCP Address 75
(10.62.148.45) 10.62.148.0/25

FTD CLI
NAT IDZEETHIHXENf BV ET,
>configure manager add <FMC Static IP> <Registration Key> <NAT ID>

BRI, WO2HhDHlZRLET,

> configure manager add 10.62.148.75 Cisco-123 natl23
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

>

FIDEEAT—RXRARRDEHVTT,

> show managers

Host . 10.62.148. 75
Regi strati on Key Do kEE

Registration : pending
RPC St at us :



Type : Manager

Host : 10.62.148. 75
Regi stration : Pendi ng
EMC Ul

COBER. REEELET,

- RRB
 BHF— (FIDTREENTLDEDE—BIDBENHYET )
LTOEA DY RO-L KD —

- Domain

c AX—RTAMEAER

- NAT I D(FRARMFEEE ATV EVBERE BB FIDTHREENTVWRENDE—HLTVWD %
ENHYET

Add Device (]

Hosi:t
| empty

Display Mame
FTD1

Registration Key:*

Domain:
Gilobal Y mzafeiro v

Group:
Mane ¥

Access Control Policy:*
FTD_ACP1 .

Smart Licensing
M3 Mahware
Threat

LRL Filtering

Advanced

Unigue MAT ID:+

Transfer Packets




CDBE. N sftunnelZBBRLETH.

FTDA WA DOF ¥ R EHGEZRBRL R,

ftdl:/home/ adm n# netstat -an | grep 148.75
tcp 0 0 10. 62. 148. 45: 40273 10. 62. 148. 75: 8305 ESTABLI| SHED
tcp 0 0 10. 62. 148. 45: 39673 10. 62. 148. 75: 8305 ESTABLI| SHED

Ui

>FIAZFTIDAZRT 4 Y JIPF RLA-FMCDHCP IP7 RL A

FMC

sftunnel (encrypted) E—
_ | =

10.62.148.42 DHCP Address
10.62.148.0/25

> configure manager add DONTRESOLVE Cisco-123 natl23
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

>

X : DONTRESOLVET &, NAT IDA'XETT,

FMC Ul

CDBERF., ROLSICEELET,

-FTDOIP7 RL A

- RRE

- BEF— (FIDTRHREENTVREDE—HIBDHENHYVET)
TR MO RIS —

- Domain

- AN—RNF A2 AER



-NATID (FTIDTREENhTVWRIED L —BIILEFHD )

Add Device [+

Hos
1062 1468 42

Displey Mame
FTDn

Registration Key®

Domain

Global § mzafeino ®
Group

Mome -

Access Comrgl Pobcy:*
FTD_aCPEl -

Smart Licensing
Mabware
Threat

E URL Filtering

Advanced
Unigue NAT D+

Transier Packels

| Cancel J

EHJREOFTD:

> show managers

Type . Manager
Host : 5aB8454ea- 8273- 1lea- a7d3- d07d71db8f 19DONTRESCLVE
Regi stration : Conpl eted

CDBE. #HF sftunnelZBIEL =T,

- FMCH &Il F ¥ R ZBRKL £ 3,
CARRNTFYRILGEESORINSERBRTERT,

r oot @MC2000- 2: / Vol une/ hone/ adm n# netstat -an | grep 148.42
tcp 0 0 10.62.148. 75: 50465 10. 62. 148. 42: 8305
tcp 0 0 10.62.148. 75: 48445 10. 62. 148. 42: 8305

ESTABLI SHED
ESTABLI SHED



>3 1) ZF4:FMC HAADFTD O &%

FIDTIX, 7971 7FMCO & 2R EL X T,

> configure manager add 10.62.184.22 ciscol23

Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

L[

10.62.184.22

i i - -\.\.
\ ;.
— e

FMC (Standby)
10.62.148.42

I R,

X FTDASHAEDFMCADTCPR—KB3058Z 7 1 Y UNHAEhTVD C & R
=S

£9. 771 TFMCADsftunnel A EILEhFE T,

> show managers

Type . Manager
Host : 10.62.184.22
Registration : Completed

Wo%. FIDRAR/NAFMCADRFERKBLET,



Reqgister

> show managers
Type

Host
Registration

Type
Host
Registration

System gl v arTillly]

Updates Licenses v Health v Monitoring « Tool

Dismiss

Registration
Started registration of FTD1

. Manager
©10.62.184.22
: Completed

. Manager
© 10.62.148.249
: Completed

FIDINXY VL RTRE, 2O0#IHF ¥R ( ZFFMCIZ1D ) E2DDAR N F YR (F
FMCIZ1D ) A" EhFE T,

ftdl:/hone/ adm n# netstat

tcp 0 0 10.62
tcp 0 0 10.62
tcp 0 0 10.62
tcp 0 0 10.62
> 7 1) Z5:FTD HA

-an | grep 8305

148. 42: 8305 10. 62. 184. 22: 36975 ESTABLI SHED
148. 42: 42197 10. 62. 184. 22: 8305 ESTABLI SHED
148. 42: 8305 10. 62. 148. 249: 45373 ESTABLI SHED
148. 42: 8305 10. 62. 148. 249: 51893 ESTABLI SHED

FTIDHAMDBE., FI1ZY MZIEFMCAQEBIO N RILFHY) EFT,

mAOFTDZERIICEFRL, FMCASFTD HAZFERL & T, FMIC OV TR, XZ2#FEL T



ZEW,

. Firepower PZ75AT7 > AT®O FTID A A DERE
. Firepower Threat Defense® & A A

Y+ UACFIDI SRS

FIDVZAZDFE, EI1=Y MMZIEFMCAQEBIO N ZILAHYET, 6.3FMCU ) —RALL
[ETlk, FIDNAZ—%ZFMCICEBZBTHETTEAET, TNE, BYDODIZY MIFMCH 2
L. BEBH+ERLET,

@L Master

l-!!:.]
i

L

|\

Slave

Slave

&

\rlhl

— INEVE

X BBBENT AN AZBZIEHDICNAZ—IZY N Z2EBNTZ2HHOLETH
OTAROEENOIZY N ZEBMTEET, FMICOVWTE, XOEBEZBREL TLKES
L. Firepower Threat Defense’Z7 5 A X DYERK

— BN EEABEONZ TN 1 —F 12T
1. FTD CLID /5 #3

FIDOBXHAEMNT, BEORETICKABLUEHE, FMCUNZEFEIC—BHNAEIS—XvE—DH
RRENET,


https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/high_availability_for_firepower_threat_defense.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597

Error

Could not establish a connection with device.

Verify the following and retry:

- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is comrect
- Use NAT ID if either FMC or Device is behind NAT

- Time on FMC and Dewvice s In sync

OO KT, F—7— RkeyH BEF—T. ciscol23/NATIDTT, HMHICRETNLS
BEF—D—REHYEBAN, F—D—RF—ZEMITD_EEL R T,

> configure manager add 10.62.148.75 key ciscol23
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

ERLE

ELWVEXZEAL, FELBEVF—DJ—REEALBZVTIEZL,

> configure manager add 10.62.148.75 ciscol23
Manager successfully confi gured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

2. FIDEFMCE DO EFF*—DF—H

FMCUICRXDKDICRRENET,



Error

Could not establish a connection with device.

Verify the following and retry:

- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is comrect

- Use NAT ID if either FMC or Device is behind NAT

- Time on FMC and Dewvice s In sync

HERLE
FTDT/ngfw/var/log/messages 7 7 1 LEF T Y VLT, RIANEBERELET,

FE1:BEOOT 2HEETS

> gystem support view-files
Type a sub-dir nane to list its contents: s

Type the nane of the file to view ([b] to go back, [CrlI+C] to exit)
> messages

Apr 19 04:02: 05 vFTD66 sysl og-ng[ 1440]: Configuration reload request received, reloading
configuration;

Apr 19 04:02: 07 vFTD66 SF-1MS[3116]: [3116] pmcontrol [INFQ Control Handl er auditing nessage-
>type 0x9017, from'', cnd '/ ngf

w/ usr/ bin/perl /ngfw usr/local/sf/bin/run_hmpl --persistent', pid 19455 (uid 0, gid 0)
/authenticate

Apr 19 20:17:14 vFTD66 SF-1MS[ 18974]: [19131] sftunneld:sf_ssl [WARN] Accept: Failed to
authenticate peer '10.62.148.75' <- The problem

B*2: 4707 0ER

> expert

ftdl:~$ sudo su

Passwor d:

ftdl::/hone/ adm n# tail -f /ngfw/var/log/messages

FTDT/etc/sfisftunnel.conf7 7 A LOREEF I Y UL, BRF-—AELVCEZRELET,



ftdl: ~$ cat /etc/sf/sftunnel.conf | grep reg key
reg_key cisco-123;

3. FTDEFMCH o 4t 0 &

FMCUIZEXD LS ICRRENET,

Error

Could not establish a connection with device.

Verify the following and retry:

- Device 13 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is correct

- Lse NAT ID if either FMC or Device is behind NAT

- Time on FMC and Dewvice 15 In 3ync

R B

NA(TFPATIA=INBENICNTZ T4y 02TOY U957 /V4 A(TCP 8305)A %L\ C
EEHRELET, FMCHANBEIE., TCPAR—KR8305AD KT 714 Y VN EHIDFMCICRL
THUIETNTVWBREEBRELET,

L FYTFYERBLT, NAREBEZHEELET, FTDTcapture-trafic 1Y REFEHAL £
T, TCP3TVIANRIIA OBV, TCPFINEKAEWFERSTNT Y RA VW & ZHER
£7,

> capture-traffic

Pl ease choose dormain to capture traffic from
0 - ethO
1 - doba

Sel ection? 0

Pl ease specify tcpdunp options desired

(or enter "?" for a list of supported options)

Options: -n host 10.62.148.75

HS_PACKET_BUFFER SI ZE is set to 4.

tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes



20: 56: 09. 393655 | P 10. 62. 148. 42. 53198 > 10. 62. 148. 75. 8305: Fl ags [S], seq 3349394953, wi n 29200,
options [nes 1460, sackOK, TS val 1033596 ecr 0, nop,wscale 7], length O

20: 56: 09. 393877 | P 10.62.148. 75.8305 > 10.62. 148. 42.53198: Flags [R.]1, seq 0, ack 3349394954,
win 0, length O

20: 56: 14. 397412 ARP, Request who-has 10.62.148.75 tell 10.62.148.42, length 28

20: 56: 14. 397602 ARP, Reply 10.62.148.75 is-at a4:6c:2a:9e:ea: 10, length 46

B, FMCTHF Y 7F v ZEBEL T, NAABEZHRRLET.

r oot @MC2000- 2: / var/ common# tcpdump -i ethO host 10.62.148.42 -n -w sftunnel.pcap
T, FvYTF v ZpcapleRATIIVAR—KML, NTYRNOABREBRIZD_LZHEOHLET

o

ftdl:/honme/adm n# tcpdump -i eth0 host 10.62.148.75 -n -w tunnel.pcap
HS_PACKET BUFFER SIZE is set to 4.
tcpdunp: listening on ethO, |ink-type ENLIOMB (Ethernet), capture size 262144 bytes

EZZ265Nh3RE :

- FMCIZFTDFNA AN EMENTWERE A,
NARADTFNAR (T FATIA—=NUBE ), NZT74v0TOYIVEEFEELET

INTYRMHFNATELLIL—FT 12 T&hix,

- FIDEZREFMCOsftunnel 7OEZAHNFZ D LTWS (2 F ) F6Z R

- NACMTUORBIEN ®5 (T U FEER)
FYTFYOMICOVTE, RORFIXRNEBBLTLIEEL,

XY NI—OOBBEEMRNICNTTNI—F 12T 279D Firepower 77 AT I A=)
FYTF Y DO

4. FIDEFMCORTEREDBZWVWY 7RI ITF

FMCUICRXDKDICRRENET,


https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html

Error

Could not establish a connection with device.

Verify the following and retry:

- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is comrect

= Use NAT ID if either FMC or Device is behind NAT

- Time on FMC and Dewvice s In sync

ERLE

FTD /ngfw/var/log/messages 7 7 1 L 2R L £,

Apr 19 22:08: 09 nrzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d:sf_connections [INFO Need to
send SWversion and Published Services to 10.62.148. 247

Apr 19 22:08: 09 nzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d:sf_channel [INFQ >>

Channel St ate do_datai o_for_heartbeat peer 10.62.148.247 / channel A/ CONTROL [ nmsgSock &

ssl _context ] <<

Apr 19 22:08: 09 nrzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d:sf_heartbeat [INFQ Saved SW
VERSI ON from peer 10.62.148.247 (10.10.0. 4)

Apr 19 22:08: 09 nrafeiro_vFTD66 SF-1MS[12730]: [12830] sftunneld:ssl_mac [ WARN] FMC (manager)
10.62.148.247 send unsupported version 10.10.0.4

Apr 19 22:08: 09 nzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d: sf_connections [|INFQ

<L ggs<<<<<<<< Shut DownPeer 10. 62. 148. 247 >>>>>>>>>>>>5555>>>>>>>>>

Apr 19 22:08: 09 nrzafeiro_ vFTD66 SF-1MS[12730]: [12830] sftunneld:streamfile [INFQ Stream CTX
destroyed for 10.62.148.247

Apr 19 22:08: 09 nzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d:sf_channel [INFQ >>

Channel St at e Shut DownPeer peer 10.62.148.247 / channel A/ CONTROL [ msgSock & ssl_context ] <<

FirepowerO BT N O A 2R L E T,

Cisco Firepower Eifttf H A R

5. FTDEFMCO KM=

FTD-FMCEE . 2200 FNA ABOKEEZICHEEZTXT, FIDEFMCZEBUNTPY—/\NT
& E2IHRAEHTT,

BHEMICIE., FTDA4IxXxRBx B EDNDTTY R T A —LIZAVARN=IENTVBREES, B v


https://www.cisco.com/c/ja_jp/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

—>(FXOS) SRR EZHBL K95

2 D
Jr—3

6.sftunnel7OEADHA V> - T EML

FTDTIE, sftunnel 7O AN BRI OLAZMEBLET, Cchilk, ¥X
ADAT—RATY,

> pmtool status

sftunnel (systen) - Waiting

Command: /ngfw usr/local/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw var/sf/run/sftunnel.pid

Enabl e File: /ngfw etc/sf/sftunnel.conf

CPU Affinity:

Priority: O

Next start: Mon Apr 20 06:12:06 2020

Requi red by: sfngr, sfnbservice, sfi pproxy

CG oups: nenory=Syst eni ProcessHi gh

BERAT—RA :

> show managers
No managers configured.

RE—UvERELET,

> configure manager add 10.62.148.75 ciscol23
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while addi ng Device

ChT7OEARBUPTT,

> pmtool status

sftunnel (Systen) - Running 24386
Conmand: /ngfw usr/|ocal/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf

—T v 0

in FMC

NFZ—2 v (FCM)EFMCAH R URZIERE (NTPH—/V ) ZFAL TVWB & Z2BFEBLET



PID File: /ngfw var/sf/run/sftunnel.pid
Enabl e File: /ngfw etc/sf/sftunnel.conf
CPU Affinity:

Priority: O

Next start: Mon Apr 20 07:12:35 2020
Requi red by: sfngr, sfnbservice, sfi pproxy

CG oups: nenory=Syst en ProcessHi gh(enrol | ed)

FhC, TOEAAFZT O LI EMCBE2LEUTRDENBY KT,

> pmtool status

sftunnel (Systen) - User Disabled
Conmand: /ngfw usr/ 1 ocal /sf/bin/sftunnel
PID File: /ngfw var/sf/run/sftunnel.pid
Enabl e File: /ngfw etc/sf/sftunnel.conf
CPU Affinity:

Priority: O

Next start: Mon Apr 20 07:09:46 2020
Requi red by: sfngr, sfnbservice, sfipproxy
CG oups: nenory=Syst enl ProcessHi gh

YR—T Y AT—RAREETT,

> show managers

Host : 10.62.148.75
Regi stration Key ToREES
Registration : pending

RPC St at us :

—FH. TNAADBREFEEXRBLET,

-d -f /etc/sf/sftunnel.conf

Error

Could not establish a connection with device.

Verify the following and retry:

- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device

have connectivity
- Device Registration Key is comrect

= Use NAT ID if either FMC or Device is behind NAT

- Time on FMC and Dewvice s In sync

FTDT(&. /ngfw/var/log/messages

HER o B



FIDNS W21 —F4>20774)L %YL, Cisco TACICEHKT S

7.2Hh> A UFMCTOFTDEEFREH S

FMCHALY K7 Y 7ADORAOFTDEFRE., FIDF/NA AN AR UFMCIZEME N\
FUAFBYET,

HER o B
CORFIXVRNTHAETATVDFIREICH > TSEEL,

CLI%Z {#H L i=Firepower Management Center/\4 FRASE VT 41 TOTFT/\N14 AEBR DR

B COFBIZETFNAADBERBRFEENATVE LD, COFEFAEDLVMEETT
o cE, FIDFNAADKREICKELET (HIRENIhET ), <OFJEEF. FTDOAH

EREEYRTYTOBRICOKAMGERATZDEEHEBLET, BIOYT—ATlE., FIDB KXY

FMCOKRNZIIN221—FT42T0T774)L&UEL, Cisco TACICELHEL TS EE L,

BNAMTUF RATERRAN KU TS

Cisco TACTIlE., SftunnelbZ 7 4 Y U NEBMTUD ) > UV ZBIBITBDHRENHD>F ) AN
HVET, sftunnel/N7 ¥ N IZIEDon't fragmentt’ Y RABREE N TWB Lo, 75IAF—
AVEFITEhERAS

Source Destination Protocol  Length TCP Segment | Don't fragment || Info

20 DL L8 . e Ad.0L. 14 = (L9 4 4 g 3 __ X 2 &+ 44 g I:"-I ALK | aBQ=c£/5 33235 ACK=L00003 =
59 62.148.75 16.62.148.42 TCP 66 a)5et 47709 » 8305 [ACK] Seq=2860693631 Ack=279535378

66 10.62.148.75  10.62.148.42 TLSvl.2 229 163|Set Client Hello

61 19.62.148.42 10.62.148.75 TCP 66 Alset 8385 » 47709 [ACK] Seq=279535378 Ack=2860693794 Win=
62 10.62.148.42  10.62.148.75 TLSvl.2 1514 1448|Set Server Hello

63 10.62.148.75 10.62.148.42 TCP 66 B Set A7789 » 8385 [ACK] Seq=28605693794 Ack=279536826 Win=
64 10.62.148_42 10.62.148.75 TLSvl.2 883 737|5et Certificate, Certificate Request, Server Hello Done
65 10.62.148.75 19.62.148.42 TCP 66 AlSet 47789 » 8385 [ACK] Segq=2860693794 Ack=279537563 MWin=
66 10.62.148.75  10.62.148.42  TLSvl.2 2581 2515)5et Certificate, Client Key Exchange, Certificate Verify
67 10.62.148.42  19.62.148.75 TCP 66 2| Set 83085 » 47789 [ACK] Seq=279537563 Ack=2868696389 Wins
68 10.62.148_42 10.62.148.75  TLSwl.2 1284 1218)5et New Session Ticket, Change Cipher Spec, Encrypted Ha
69 10.62.148.75  10.62.148.42 TLSvl.2 364 298)5et Application Data

76 10.62.148.42  10.62.148.75 TLSvl.2 364 298[5at Application Data

F . Ingfwivarllog/messages 7 7 1 )LICIE. KDEDIBXY E—IHFRTRENET,

MSGS:10-09 14:41:11 ftd1 SF-IMS[7428]:[6612] sftunneld:sf_ss| [ERROR] Connect:SSL/\> K</
IAOHFRBULELE

R R


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/firepower_management_center_high_availability.html#id_32288 

720X T—=2a2VICRBNTY NBAFHBHESH ZEFETSHICIE. FTD. FMC, & K&T
NARADTFNAATHF Y TFYZ2RBLET. MRICEHBETINT Y RFRREBIHESH %
BELET,

FIDTlk, FIDEEBA A2 —T7 I 4 AOMTUZ/NELKLET, F7 7))L MNMERK1500/N1 R TT,
EBA A —T7 T4 ADMAXIE1500, 1R N2 Z—T7 T4 AOMAXIFE9000TYT, cMIN
> Rk, FTD6.6J—ATEMENEL I,

Cisco Firepower Threat Defense AN RDU 77 LA

Bl

> configure network mtu 1300
MIU set successfully to 1300 from 1500 for ethO
Ref reshi ng Network Config...
Interface ethO speed is set to ' 10000baseT/ Ful | '

i
cH

> show network

[ System Information ]

Host name . ksec-sfvmkali-3.cisco.com
DNS Servers : 192.168. 200. 100
Managenent port : 8305
I Pv4 Default route

Gat eway : 10.62.148.1

Net mask : 0.0.0.0

[ ethO ]

State : Enabl ed
Li nk : Up
Channel s : Managenment & Events
Mode : Non- Aut onegoti ati on
VDI / MDI X : Aut o/ MDI X
MTU s 1300
MAC Addr ess : 00:50:56:85: 7B: 1F
---------------------- [ A R
Configuration : Manual
Addr ess : 10.62.148.42
Net mask : 255.255. 255. 128
Gat eway : 10.62.148.1
---------------------- [ IPV6 J-------mmmmmm oo - -

FIDASO/NAMTUZEFRTDICIE, XOON REZFEHATEET,
root @i repower:/ honme/ adm n# ping -M do -s 1500 10.62.148.75
doF 7> azid. ICMP/NT Y NMdon't fragmentE Y N ZFRELE T

FMCT., CORFIXYRTHBEETATVDELSIZ, FMCEEA YR —7 I 4 AOMTUEZ /)
E<LET,

Firepower Management Center(FMC)EBE A4 22— 7 I {1 ADEE



https://www.cisco.com/c/ja_jp/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4065528957
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370

9. FTD/ Chassis Manager UIX S 7— RN AN T Y 7EE#R ICERBRREBRE hD

CNEFFPAXXE RVFPI3xxT7'Z Y N7 # —ALIZEAE 1, Cisco Bug ID CSCvn45138ICiR#l
hTWET .

—f&IZ, FAHRRUAND ZTHBEVBRY ., Chassis Manager(FCMA SO 7 —KRAKZ YT
DEERFITHBEVTLSEEL,

R0 R
T—RARNSYTOEEEZTV, FHC—BLE(7—NARNSYTOEERICFTDAREL T
WBRBICFTD-FMCEBENIlic hi ) BEEk. FTIDZHIBRL, FMCICBERIDHLENHYET

o

10. ICMPUA AL O M XY - HFREATFTIDAFMCICF VEATE RS BZD

COEEG, ER7OCAICEEEZSx V), BEREICFTD-FMCOEES ZHHIL V) T3 AAE
FHYET,

COFENEEE., FIDBEEAZ—T7IAAICICMPUA ALY NXYE—2%%EL., FTD-
FMCEBEZ7 Y UR—INILTDRY ND—OFNAATT,

COBBEREIDHE

CMFE. 10.100.1.1FFMCOIPT7 RLATY, FIDICIk. FIDNEEA 2 X—T7 I A ATEE
LEICMPUA AL RNAYE—DIC&KDFryvaiechnlz)I— R FHYET,

ftdl:/ngfw var/comon# ip route get 10.100.1.1
10.100.1.1 via 10.10.1.1 dev brl1 src 10.10.1.23
cache

ERLE

FIE 1


https://tools.cisco.com/bugsearch/bug/CSCvn45138
https://tools.cisco.com/bugsearch/bug/CSCvn45138

ICMPEREEFETRDITNA A (LEAE, PYTARNI—ALBRAYF, L—RH&E ) TICMPUA
ALIORNEEMIILET,

FIR 2
FTD CLIZ SFTDL—hF ¥ v 1% UTFLET,

ftdl:/ngfw var/comon# ip route flush 10.100.1.1

VDEALIRENBVWEERE, ROKRSICBENET,

ftdl:/ngfw var/comon# ip route get 10.100.1.1
10.100.1.1 via 10.62.148.1 dev eth0O src 10.10.1.23
cache nmntu 1500 advnmss 1460 hoplimit 64

SERHR

CICMP DAAL OB XY =2 QR
. Cisco Bug ID CSCvm53282 FTD:ICMPUSR A L U M C k2 TEMENEIL—TFT 4> T9FT—7
WE. W=—TFT 149 F—TINF Y Y I1TKENICARZRYIENET

BEE 1 4R

- NGFWEREH A R



https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm53282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm53282
https://www.cisco.com/c/ja_jp/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



