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- Cisco Firepower 4120 FTD/N—>32/6.3.0.4

. Cisco Firepower Management Center(FMC)/N\—>32/6.3.0.4

. Cisco ASR1001 I0S-XE/N—232/16.3.9

- Cisco Catalyst 3850 I0S-XE/N—232/16.9.3

CORFIXYNOBHR., BEDTRARELHDTNAACEIVWTERENELL, DR
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EHRLET, 774704k, 0BFONTY NOBEMACT RLAT71—)LRESRL
VCDTRLAREAVBE—TIA(AREDUFTBDIN)ERELET,

MACZ RLAF—7IIICE., ZOT71—ILRFHVET,

> show mac-address-table
interface mac address type Age(min) bridge-group

Outside 0050.56a5.6d52 dynamic 1 1
Inside 0000.0c9f.f014 dynamic 3 1

Interface : D7 1 —)LRICE., COMACT RLAANBWICEBER-EBHNICHREES NS
FIDsOA 23— T4 ABFREEIET
- MAC7 RLA-REFEFTBMACT RLALI—R
ctype - IV RNUDEBIZEATIXVYY R, RAFIVIELERBARARTAVOICTREN
TEET
- Age(min) : TFA O VX BN ERAN— (D)o cOIL M) HNdeade LTN—TVENDET
NEVFEZRRLET, COXRAN—E, BNICFFIZDINIICOKEBEREIAET
. bridge-group : 1 V2 —7 IAANEITBT VY I IL—7ID
NTY NEEEOREF A Y FICBUTVETH, MACT—7ILOIRIUARELTVWD E, 3
BICEEBEWMBYET, AMIYTF TR, NTYRNEIANAM U RZ—TIA RAERSIXNTOA
VE—TIAAT/O—RFYARNENETH, TFWTR. N7y RHFZEETh, IWEMACT R
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LAOIY NUAFBWEE, N7y NEROY 7ENET, Accelerated Security Path (ASP) RO
Y 7' 11— Rdst-I2_lookup-fail CFEEZ hF T,

FTD63# show cap icmpin trace pack 1
7 packets captured

1: 00:20:22.338391 802.1Q vlan#20 PO 10.10.10.5 > 20.20.20.5 icmp: echo request
Result:

input-interface: Inside

input-status: up

input-line-status: up

Action: drop

Drop-reason: (dst-12_lookup-fail) Dst MAC L2 Lookup Failed

COREE, RAFTIVIT—ZVIHFEWEREOKRIONT Y NTEICREL, NTY MK
TURICEFBTMACT RLAELTMACT RLAN RS hBA 21581, BEDARTAY Y
IVRNUNFBEELEEA

IVRNUNMACT RLAT=7IILNICEMEND E, RONTY NG TT7ATO#+—)LEEERR
ICTDRSHBTERT,

FTD63# show cap icmpin trace pack 2
7 packets captured

2: 00:20:27.329206 802.1Q vlan#20 PO 10.10.10.5 > 20.20.20.5 icmp: echo request
Phase: 1

Type: L2-EGRESS-IFC-LOOKUP

Subtype: Destination MAC L2 Lookup

Result: ALLOW

Config:

Additional Information:

Destination MAC lookup resulted in egress ifc Outside

EE MACLY ITY TR, 77ATI7F—IICL2TRITENDT IO IA2OHANDT
I—ATY, LALYITYTORRIZLD ROYTHEATRETDE, BETINTY
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B770Tr—23a>0BEEICHKELET,
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FMCIC&k > TEEBENBFIDOARTA YOI NI ERETSICIE, [Edit Interface /
Subinterface] > [Advanced] > [ARP and MAC]%Z2 %2 J ¥ ¥ L, [Add MAC Configl2 27 VY VL&
o [FNARI>[TNARBE]|> [V R—TIA AR I AVHSmETIBEENAEX—TI
AADIY NUFEBMENET,

Edit Sub Interface ? X

Goner_ 1o
Information W.UCETTEIT{AE Security Configuration

Enable MAC Learning

ARP Table: D) Add ARP Config |
Add MAC Config ? X &

MAC Address:

MaC Table: OK [ gie=s @ Add MAC Config

oK || Cancel
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YIENBCEIEEL TS ES(L,

ICMP7O—7 CEJ<BH*H
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YRD—=00O—BTHEVWEES, ICMPII—ZEXATime-to-Live(TTLMET1ICIEEENE T,

MACTZ RLAT—7ILZBREHA 1 —



MACT7 RLATF—7 I DAgeRAX—Ik, FBLEIRNIZEICSDICHREETNET, COXA
TIOMEICE2DDEBDERBEIHY)ET,

Age Timeout First Stage

BUD3IDAEIE, EETMACT RLAZFE DT 7AT IO #—)LZ2BBTDARPRENT Y R
MAC7 RLAF—7IOI> KU t%b<7&L\I3EU‘ MACI RN OZBREOERFIEFENE
A, COEBTE., T7UYSTIL—TIP7 RLABTOARPREERBRAETNET, Chik.
through-the-box ARPISETRBWMONT Y NE, RYUID3DTBREBEBREND CEZERLET

o

COBITE. IPF7 KL A10.10.10.5MPCA*10.20.20.5(ZpingZZIEEL TVWE T, 10.20.20.50 %7 —
NOIAIPF7 RLAWX10.20.20.3T, MACT RL AlZ0000.0c9f.f014T T,

FEPCIF25M T EICARPT Y 7F— R ZER L. ARPNTY KA T 7AT04—)LZBEBL#
&I,

FTD63# show mac-address-table
interface mac address type Age(min) bridge-group

Inside 00fc.baf3.d680 dynamic 3 1
Outside 0050.56a5.6d52 dynamic 5 1
Inside 0000.0c9£.£014 dynamic 5 1
Outside 40a6.e833.2a05 dynamic 4 1

ChesONTY NOBEILE, NTYRFEYTFYT71ILNRVTARPNTY NAERENET

o

> show capture

capture arp type raw-data ethernet-type arp interface Inside [Capturing - 1120 bytes]
>show capture arp

12 packets captured

: 23:04:52.142524 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9£:£0:14) tell 10.20.20.5
: 23:04:52.142952 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14

: 23:04:52.145057 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9£:£f0:14) tell 10.20.20.5
: 23:04:52.145347 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£f0:14

: 23:05:16.644574 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9£:£0:14) tell 10.20.20.5
: 23:05:16.644940 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14

: 23:05:16.646756 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9£:£f0:14) tell 10.20.20.5
: 23:05:16.647015 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£f0:14

: 23:05:41.146614 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9£:£f0:14) tell 10.20.20.5
10: 23:05:41.146980 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14

11: 23:05:41.148734 802.1Q vlan#20 PO arp who-has 10.20.20.3 (0:0:c:9f:£0:14) tell 10.20.20.5
12: 23:05:41.149009 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14

000.0c9f4014NDTY RSN XRKTHY), COBEZTEHDIZERFHYRE A
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> show mac-address-table
interface mac address type Age(min) bridge-group

Inside 00fc.baf3.d680 dynamic 3 1



Outside 0050.56a5.6d52 dynamic 5 1
Inside 0000.0c9f.£f014 dynamic 5 1
Outside 40a6.e833.2a05 dynamic 4 1

B R A LT D S SE2B R

RED27E. IV T RLANFI-JVITIORNERBENDIHBBICAYNET,

> show mac-address-table
interface mac address type Age(min) bridge-group

Inside 00fc.baf3.d680 dynamic 5 1
Outside 0050.56a5.6d52 dynamic 3 1
Inside 0000.0c9f.£014 dynamic 2 1
Outside 40a6.e833.2a05 dynamic 3 1

TITORNJRELFHBRENTHE ST, to-the-box/N\TY R ZEELT—7ILIVRNIIC—HTRIEET
MACT7 RLAZEFEODNTY " REEhd &, Age L NUNBHICEFHFENET,

COBITE, F77ATOA—ILFBEOARPNT Y NE2IEFETHLDIC. D20 NI pingHiE
BEhFxT,

> ping 10.20.20.3
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.20.3, timeout is 2 seconds:
et

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

MACT7 RLATY NJRSZICRENET,

> show mac-address-table
interface mac address type Age(min) bridge-group

Inside 00fc.baf3.d680 dynamic 4 1
Outside 0050.56a5.6d52 dynamic 2 1
Inside 0000.0c9f.£f014 dynamic 5 1
Outside 40a6.e833.2a05 dynamic 5 1

ARPF—7 I

9. MACZRLATF—7ILEARPTF—TIIASELICHILTVWR X EBRIDENEE
T3, ARPIVRNUZBEHIBLEDICTTFATIA—INSEEETNBARP/NT Y Nk, MACT
RLAT—7 N 2EECERTEETN. ChSOEHF7OLRARBSYDRAITHY) ., ThE
NMBEDRA LT INEZENBHY)ET,

ARPF—T L EL—TF Y KE—RO&LSCHARIANKY 7ORELCEALTOVEVBATE
. RSYARTFLY RERHETT 7 A 74— )LD IPRTICERE NEARP/NT ¥ OB & B
IHLHNEETY,

ARPIVKNVRGEEBWTHEAE N, EEMETLFIEARAVICHKERBESICOKT—7ILIZEMN

ThET, EBRRAIOHFELT, F7VYSTI—TIZIPPRLAN®HZBE. COIPEFERAL
THREICPINgEEITTEET,

> show ip



Management-only Interface: Ethernetl/4
System IP Address:

no ip address

Current IP Address:

no ip address

Group : 1

Management System IP Address:

ip address 10.20.20.4 255.255.255.0
Management Current IP Address:

ip address 10.20.20.4 255.255.255.0

BENFTVYSITIN—TIPERLUHY T XY NCHBBEE. ARPER%BEIL. BMEARPIHE
EZETHE, IPPIMACIY NUNARPTF—7ILICREEELET,

> show arp
Inside 10.20.20.3 0000.0c9f.f014 6

MACT7 RLAT—TILERERY, AVZ—TIAAIPFRLAMACT RLAOKNUTLY K
LT 2R AN —XEMTBETT,

> show arp

Inside 10.20.20.3 0000.0c9f.£f014 1
>show arp

Inside 10.20.20.3 0000.0c9f.f014 2
>show arp

Inside 10.20.20.3 0000.0c9f.f014 3
>show arp

Inside 10.20.20.3 0000.0c9f.f014 4

BARI—Hn-300EICELIZHE. NFARPERED R A AT I (77 #)L NE14400% ) T,
TJ77AT 04— )LEIV N ZEHITBODARPERZEFELET, BV BARPRLEEZZET
&, IVRMNUAREEh, RAY—ROCRVET,

COPITE. ARPRA LT IRACOMICEMBMENTLRT,

> show running-config arp
arp timeout 60
arp rate-limit 32768

CDRALTIRNE, RIZRTKSIZ, FMCO[Devices] > [Platform Settings] > [Timeouts] X 7' T
BMETEET,



Overview Analysis Policies JeENILE0 Objects | AMP Intelligence
Device Management MNAT VPN » QoS Platform Settings FlexConfig Certificates

FTD Platform Settings

5 o 1 i
ARP Inspection Console Timeout i} (1]
Banner Translation Slot(xlate) Default .2
DNS
External Authentication LonnectianUonm) Default 22
Fragment Settings Half-Closed Default -2
HTTP
ICMP UDP Default 4
A 1CMP Default v
SMTP Server
SNMP RPC/Sun RPC Default .4
gk H.225 Default v
Syslog

» Timeouts H.323 Default s
Time Synchronization

X SIP Default v
UCAPL/CC Compliance
SIP Media Default 4
SIP Disconnect: Default ¥
SIP Invite Default 4
SIP Provisional Media Default W
Floating Connection Default W
Xlate-PAT Default 2
TCP Proxy Reassembly | Default |
ARP Timeout Custom 2 60

BALTINE60RMTHD 1m0, ARPERIE30H(60-30=30)C & ICEEENET,

> show capture arp
8 packets captured

21:18:16.779729 802.1Q vlan#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
21:18:16.780111 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14
21:18:46.779744 802.1Q vlan#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
21:18:46.780126 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14
21:19:16.779744 802.1Q vlan#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
21:19:16.780111 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14
21:19:46.779729 802.1Q vlan#20 PO arp who-has 10.20.20.3 tell 10.20.20.4
: 21:19:46.780126 802.1Q vlan#20 PO arp reply 10.20.20.3 is-at 0:0:c:9f:£0:14

ZD®E, ARPTV MJRFIMWIELIZEFHENET,

0 I o Ul i W DN B

> show arp
Inside 10.20.20.3 0000.0c9f.£f014 29
>show arp
Inside 10.20.20.3 0000.0c9f.£014 O
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B, 77AT A= FBEICNTY NEELSEELTWA L ZBFEIDHEE2EHR TS,

SETT L FEDMACT KL ADEE P Time-To-Live ( TTL ; A TRIM ) EOMMEE, 77
(74— OBSERTERO A VDT —FFET B, ELVADIYR—T I (AL
DAY R—TIAAERETBLER. L—T Y KE—KTOERTT,

ChSDEWE, TFWEY R7Y T TRAATELERA, ADAME—TIA R ZBBITDNT
YRE, BEAEDFE., 77AT7 74— ZRNIBELERALULSICRAET,

ZY RD—IHOMACTSY TR RS T4 v I L—THEDBEDEER. N7y RFADETH
BRI P AT IA— LA SHERA ST EMSBLTE, BIARECS2TEMEN 5
£7.

AINTY NEHANTY NERBITDEHIC, NTY NF ¥ F ¥ Ttrace¥—)— REZFEAT
XTI,

capture in interface inside buffer 33554432 trace trace-count 1000 match tcp host 10.10.220.42
host 10.10.241.225

capture out interface outside buffer 33554432 trace trace-count 1000 match tcp host 10.10.220.42
host 10.10.241.225

buffer : ¥+ 7 F v /N\Y 77 &/)NA NEUTEXLET, 335544320 A ABERHZRAETT,
5500-X, Firepower7 7’2 AT A, FEFREIZ VBEDEFI TR, TTICREE ATV
BFYTFYHENDBEVEY, COHYSA AEEZFEALTELELTT,

trace : ELEF Y TFYORNL—AFT>a>zEMLET,

trace-count : KV ZL DKL —AZHFALET, 10000 ZRAFEEN, 128 F 7 #I)INTT,
chE, N7 7HA XA ERUHEBEERICH>TELRELTT,

EVh:A72a o10ZEBNLENESER., FYTFYyREAFTOIVESRLTE
Y7F v 2 EBEETAFTFELSTEEMTEET, £FL, HILLATZAVEFHFLLLF
YIFYENLENTYNCOXKEEREEZD LD, NTY NEB1ILLBROFLVWIRZES
21k, clear capture capnameZfER TR BENHYWET, fl : NL—ATOF¥Y7F+

INTY N F ¥ T Fr¥Ehd&, show capture cap_name trace 1N > Rik, ABhEhiz/N\7T Y K
DEAN1000 ( NL—ABSHFEMLTVBEES ) NL—AZRRLET,

FTD63# show capture out trace

1: 16:34:56.940960 802.1Q vlan#7 PO 10.10.241.225 > 10.10.220.38 icmp: time exceeded in-transit
Result: input-interface: outside input-status: up input-line-status: up Action: drop Drop-
reason: (dst-12_lookup-fail) Dst MAC L2 Lookup Failed 2: 16:34:57.143959 802.1Q vlan#7 PO
10.10.220.42 > 10.10.241.225 icmp: echo request 3: 16:34:57.146476 802.1Q vlan#7 PO
10.10.241.225 > 10.10.220.42 icmp: echo reply Result: input-interface: outside input-status: up
input-line-status: up Action: drop Drop-reason: (dst-12_lookup-fail) Dst MAC L2 Lookup Failed

ROWAG, ABAYE—TTAADNTY REXTF ¥ hL—AOBITT, Thid, /tT vk
BE1EINNBA Y R—TIARLAY . AT Y RBE2H AV R—T7 TA RICHEC & £ B
LET.

CORL—RICE, ZONTY MIRUTEFTEAETO>3o®, Ny RAFROYTEhiz
BEOROY7OERZEDEMNERI HYET,



EFHRVKNL—ZAX, 120ONT Y NMIERKZEHTSEEE. show capture cap_name trace
packet-number packet number 1Y > RZFERAL T, TOHEONTY NOKNL—REXRRTE
x7,

hiEk, FAERENTY FES1006ITT,

FTD63# show capture in detail trace packet-number 10

10: 20:55:31.118218 0000.0c9f.£014 0100.5e00.0066 0x8100 Length: 98 802.1Q vlan#20 PO
10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos Oxc0] [ttl 1] (id 0) Phase: 1 Type:
L2-EGRESS-IFC-LOOKUP Subtype: Destination MAC L2 Lookup Result: ALLOW Config: Additional
Information: Destination MAC lookup resulted in egress ifc Outside Phase: 2 Type: CAPTURE
Subtype: Result: ALLOW Config: Additional Information: MAC Access list Phase: 3 Type: ACCESS-
LIST Subtype: Result: ALLOW Config: Implicit Rule Additional Information: MAC Access list Phase:
4 Type: FLOW-LOOKUP Subtype: Result: ALLOW Config: Additional Information: Found flow with id
2562905, using existing flow Phase: 5 Type: SNORT Subtype: Result: ALLOW Config: Additional
Information: Snort Verdict: (fast-forward) fast forward this flow Phase: 6 Type: CAPTURE
Subtype: Result: ALLOW Config: Additional Information: MAC Access list Result: input-interface:
Inside input-status: up input-line-status: up Action: allow

MACRS Y X4

TFWIEMACTZ RLARAICESWTIXRNTDEEERELET,. NZ 714y 070—0H Tk, &N
TYRNDEERHSLRVBEE L THEAETNBAMACT RLANFZY NDO—ORNROZICETVTE
LWCEAERITAENTAXRTT,

NTY NFvTF vz RT3 L. showcapture X RDdetailA 7> a> =&AL THEA
TAIMACFRL AZRRTEET,

FTD63# show cap 1 detail
98 packets captured

1: 20:55:06.938473 0000.0c9f.£f014 0100.5e00.0066 0x8100 Length: 98
802.1Q vlan#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos 0xcO0]
[ttl 1] (id 0)
2: 20:55:09.805561 0000.0c9f.£f014 0100.5€00.0066 0x8100 Length: 98
802.1Q vlan#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos 0xcO0]
[ttl 1] (id 0)

BEDRNZYFUINBEBZRNRKMACT RLAZRDF LS, F¥7TFv 74 )L 2EFEALT—
HEERENTEFRT,

FTD63# capture in type raw-data trace interface inside match mac 0000.0c9f.f014 ffff.ffff.ffff
any

FTD63# show capture

capture in type raw-data trace interface inside [Capturing - 114 bytes] match mac 0000.0c9f.f014
ffff. ffff. f£ff any

FTD63# show cap in detail 98 packets captured 1: 20:55:06.938473 0000.0c9f.£f014 0100.5e00.0066
0x8100 Length: 98 802.1Q vlan#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos
0xcO0] [ttl 1] (id 0) 2: 20:55:09.805561 0000.0c9f.£f014 0100.5e00.0066 0x8100 Length: 98 802.1Q
vlan#20 PO 10.20.20.1.1985 > 224.0.0.102.1985: [udp sum ok] udp 52 [tos O0xcO] [ttl 1] (id 0)

CD71)NRE, MAC7ZY7TORL—ANHY), ERZRETZIHSICEEICENTT,



Mac-address-table® 57/ v &

MACTZ KLAF—7LOFNY JEEMILT, 87 I—AERRTEET. COF/\Y T
#HENDERIE. MACT RLANT—T A S%B, BF. BLUBBREND 20T 2 EM@
THDIRISET,

cOtEo>a>TR, F7I—ADHlEDBEROFTEAFERLET, FTDTdebugdN > R%&
BMICTBICIE, BEICLICT O EATIHENHVY)ET,

BE XY ND—IONED—REDFE. TNYITRBEEVY—AZHETDAEMENHY)
FY9, AT EREF LI EBEE-—IVRBATICEATILEEZHELET, chsOT/\Y
THRRIEDHER. syslogh—NICZhSOTFNY T ZEEITREZHELET,

> gystem support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

FTD63# debug mac-address-table
debug mac-address-table enabled at level 1

ATFYTIMACT RLANZEBENET, MACT—7IIILIVRNUNFRDOASHVES, CO7F
RLANFTF—TIICEMENET, PNV IXYE—2k, FRLARE, TN SEEhEZAY
9_7I4ZL:E%[]L/§3—O

FTD63# ping 10.20.20.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.20.3, timeout is 2 seconds:

add_12fwd_entry: Going to add MAC 0000.0c9f.f014.

add_12fwd_entry: Added MAC 0000.0c9f.£f014 into bridge table thru Inside.

set_12: Found MAC entry 0000.0c9f.f014 on Inside.

ladd_12fwd_entry: Going to add MAC 00fc.baf3.d680.

add_12fwd_entry: Added MAC 00fc.baf3.d680 into bridge table thru Inside.

[

MACH'ICMPER TEEBEND &, XOXYE—IHFRRENET, T RJIFE, MACZRL A
T—7 I BBFEARAN—ICVARNENTVBRRHFICEDVTRAN—ZEH LAV, XRL1LT
TR ATILORAOEEICAYET,

learn_from_icmp_error: Learning from icmp error.

ATY72: IV MNIFBRCEEAEATVWEHE, FNYIRZTOIVRNJIECODVWTEALET,
COTFNYITTR, AZY RPOVREBHAOREICERODBEVWIZAZI D TXYE—J8 K
RENET,

set_12: Found MAC entry 0000.0c9f.f014 on Inside.
12fwd_refresh: Sending clustering LU to refresh MAC 0000.0c9f.f014.
12fwd_refresh: Failed to send clustering LU to refresh MAC 0000.0c9f.f014

ATYT3 . IVRNUABEBOART—DICELLES (R RZRALTIND25H ) .

FTD63# show mac-add
interface mac address type Age (min) bridge-group



Inside 00fc.baf3.d4700 dynamic 3 1
Outside 0050.56a5.6d52 dynamic 4 1
Inside 0000.0c9f.£014 dynamic 2 1
Outside 40a6.e833.2a05 dynamic 3 1

FTD63# 12fwd_clean:MAC 0000.0c9f.£f014 entry aged out.
12fwd_timeout:MAC entry timed out

ATYT4: T7ATIAx—)IE, TOTRLAZERERETDHLWNTY " T—T L Z2EH
FRDCEZBEITBLIICBRYELE, CO20@IC, TOI RNV ZERTZ/NTY A ThEL
EFEELBEVESE. PRLABHIRENE T,

FTD63# show mac-address-table
interface mac address type Age(min) bridge-group

Inside 0000.0c9f.£f014 dynamic 1 1

Outside 40a6.e833.2a05 dynamic 3 1

FTD63# 12fwd_clean:Deleting MAC 0000.0c9f.f014 entry due to timeout.
delete_12_ fromPC: Deleting MAC 0000.0c9f.f014 due to freeing up of entry
12fwd_clean:Deleted MAC 0000.0c9f.£f014 from NP.

AR
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