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« V7RO ITN—23263.00%EBT S A FirepowerZ BXt F(FTD)RAE
« Y7 DT TN—2 326.3.04 BB 9 % Firepower Management Center Virtual(vFMC)
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« FMCAN—23263RBEERITLTVSA, FIDFEIRYEFDODN—T3 2 ZERITLTL
256, RUZ—ORRALCEROIZ—HAKRTENET,

Errors and Warnings for Requested Deployment
:Errminliupdlqrnmn be resolved before you can proceed with deployment.

“ [ e 10.106.17 FTh | Accoess Control Policy
A.B6 rulel; This rule contang the Following FODN objects;
Wltlﬂﬁuﬂ lqmurcl- FOON objects are supparted only on

devices running at beast version 6.3.

P

« £/z. FlexConfigCDNSA 7T VRN ERET R E., ROBENRRENET,

Errors and Warnings for Requested Deployment
One or more selected devices have warnings. You can still proceed with deployment.

1y, Waming  10.10.0.14 fe-01 Flex Config Policy
2-FTD fe-01: FlexConfig abjects Default_DNS_Configure_Copy are not
allowed to be selected because this functionality is natively
configurable via FMC.
fe-01: FlewCnnfin ahiacks trn bwnass are nat allawed o be
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« DNSH—N—TI)—7BEF6INFURNICTIHEN HYEXT

s ILVFRAAVERETR, 7TV RNBRRXAAMVEBBRNT—ETHILENHYET,
BEDORAAVTRRTEBVAT DI VNDBRIEBENBRE D EENFHYET

« Default Domain ( #7232 ) &, E2BHEATVWEVRARNZICEMT A EHICFEAE
nxy

s TF7AILNOBRTRBERALTINMERSERICADENTVET,

- Retries : Y AT LN IEEZZELAHEVEEIZ, DNSH—/NNOUARNZBHETIT2EH
0 ~ 10)0 F7#JLMER 2 TF,

- Timeout : JXODNSH—NANQEHENRITENDETORKR (1~ 308 ), F77)
NMEWF 2 TT, DRATANY—NOUARNZBHITTBILETIC, CORXRALTIH
F2fZCEV)ET,

« CODIN—=TICEBITADNSH—NZ2AHLET, chiF, hOIXEXPYEEL TIPVAEE
FIPVEOWITNADERICTEDENTEET

s DNSH—NIIN—T&, A1 VEZ—TIARFTSIIVRNELERGTSY NT #—LRETHR
EBENEATSIIONCKZBRICERAENET

« DNSH—NTIN—T#7> 149 NCRUDADREST APINHR—KREhTUVET
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ARP [rspectan NS Resolution Settings
Baref Specily DS servers group ard denoe inken soes to resch Ehem.

R
¥ Ensble DRS name resoduton b

Ly SO
External Luthenticabon
Fragment Sethings DS Server Group™: | DNS Test W
HTTP
ILHE Expéry Erdry Timer i Fange: 1-65535 mrates
Secure Shell
SMTF Server Pell Tirrse 240 Eanas: 1-8553% mientes
SHME
Interface Objects

55 = e
- Devoess. woll use speched interface ogects for comneching wikth BMNS Servers
Syslng
Tespaetd Avallable Interface Obiects & Selected Interface Object
Teme Synchrgnizatsn
WCARLCC Comphanoe

i da

Enable DMNS Looaup vis diapnishc inberfaoe alsn

( FA7°> 3> ) Expiry Entry Timer& Poll Timer® %= 2 BN TEEL £ T,

expiry entry timerZ 7> a > ik, BREZEXFQDNDIPT RLRAZDNSILY 9 TF Y 7 T7—TILH SHI
BRIBHREBTTLEEELET. TNV ZHRIZICET—TILEBIANAILTIHEN
HD1H, HIRZHEZEICTSEFNAAOT7OCAER/NBRITDAEMEI HYET, CORE
C&V, TILARENICHRENET,

poll timerF 7> 3> lE, XY RDT—OATITIORNIIN—TTERE WI-FQDNEZERT B 1=%
CTFNA AANDNSH —NICRATEDETORBOHRZEEL I, FQDNIF, R—U2T R4
R—OERAYINIZA, BRENLZIPI NUOTTILAYIAIZA, EE5ARVAEORAZIT
TEHNICHERENET,

(A7232 ) ERATREBVARNY SBREBRSAVR—TIAAFTITINEERL, Th
SEEBRULEAVER—TIAAFTITIORNIANIEMLT, ERLIEAVEZ—T A
AN SDNSH—NICEETESBLSICLET,

firepower Threat Defense(FTD)6.3.07 /N1 ATld, 1 VX —T7 I A ANMBRENTH ST, ZW
AVB—=TIAATDNSILY VT Y THEMCE>TVEES, BMHAE2—TIAA%Z8CT
XNTOA B —T I 4 ATDNSHERNF{TTHhNET ( INX > Rdnsdomain-lookup any A" ERAE &K
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AVE—TIAREZEELT. BMARX—TITAATDNSILY OT Y 7T 2B MCLEVES,
FIDETF—ZIN—TFT 12 T7—T N eEALTAVR—TIARAZRELET, —HITBELON
BWEER. BBIL—TAVIT—TIFERENET,

« (F72 3> ) Enable DNS Lookup via the diagnostic interface alsoF T Y IR Y U A% &
RUET

BRIZT B &, Firepower Threat Defenseld BIRE N F—R A X—T T4 AEBHA 22—
T7IAANOMEEZERL TDNSHERZITVE T, Devices > Device Management > edit device >
InterfacesR— T, BWA 2V FZ—T I A ADIPT RLAZXTEREL TSEZL,

ATV 3: AT UORNZRY NTJ—2YFQDNDOERE

Objects > Object Managementl_BE L. XY NDJ—9F 721U NATFQDNA 7' 3> &R
LET,

Edit Network Object

Hame: obj-talesinteligence, com

Description:

' Host ! Hange

talesntelbgence com

i rote:

o can use FODN petwork objects in access and prefiter rules only

Lesakoup: Resolve within [Ped and 18vE e

Allow Overmidess [

« I—HAFQDNA T2 IO RN EERTDE, 32EY NO—BEDOIDAERENET

« ZOIDIE, FMCA SLINAESnotOMAIC T Y 1EhET

« LINATIE, CODREATZIINCEENSITSNET

« SnortTlk, COIDE, TOATPIIVRNERETZD TV LAHARAICEERTShET

ATY7 4. 7oA O-ILIL—ILDOEK
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B2 secuity inteligence HTTP Rsponses Logoing _Advanced
B Fltee by Beice L) Shew Fule Conflcs 4 | 8 Add Category | ) AddRude | Searcn Ruies

= Mandatary - Ksescah_ACP (1-3)

FOOH-ACL s I st et tgente com . . % piock Ao S8
z 1CHP:_lnes_Po_wae ol ledide 1h Outside : “ : ' : o Allow AtyEle F 8
B DHS_en_to_wen s st v v o VDR (170163 ¥ g o A stale #F08
w Delault - Aleescab ACP {-)
D 5o, A Ruke o A RN
Asgeess Conteed: Block AN Trafie - u

3 FODNBROBIINDA AR A, FRDNA 7S T O N TFoOEAA NO—=IIKRIS —
RS EZEICRELET

=3
A

CCTR. RENEFECHELTVR L ZHEBLET,

- FODNABHAE N3 OFTDOAIHREZRICRLET,

aleescob# show run dns
DNS server-group DefaultDNS

- FODNZRHL LB DOREZRICALET,

aleescob# show run dns

dns domain-lookup wan_1557

DNS server-group DNS_Test
retries 3
timeout 5
name-server 172.31.200.100



domain-name aleescob.cisco.com
DNS server-group DefaultDNS
dns-group DNS_Test

« LINATIX, FQDNA 72 IO NERDO LS ICRRENET,

object network obj-talosintelligence.com
fgdn talosintelligence.com id 268434436

c TTICEBENATVRIES. FRDN7OIEAUARARNRLINATRO LS ICRRENET,

access-1ist CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory
access-1ist CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL
access-1ist CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.col

* Snort(ngfw.rules) TEIXD K S ICRTRENET,

# Start of AC rule.
268434437 deny 1 any any 2 any any any any (log dcforward flowstart) (dstfqdn 268434436)
# End rule 268434437

ECOTFUATIR, BEICFQRDNA TSIV MY ERAEhTWS S, dstigdn& LTU A B
ENhFEY,

« show dnsJ~X > R &show fqdnONX > RZ2HEFRT B &, tallosintelligence D IP D fi# R A BHtE &
hizC&EFbhrV)ET,

aleescob# show dns
Name: talosintelligence.com

Address: 2001:DB8::6810:1b36 TTL 00:05:43
Address: 2001:DB8::6810:1c36 TTL 00:05:43
Address: 2001:DB8::6810:1d36 TTL 00:05:43
Address: 2001:DB8::6810:1a36 TTL 00:05:43
Address: 2001:DB8::6810:1936 TTL 00:05:43
Address: 192.168.27.54 TTL 00:05:43
Address: 192.168.29.54 TTL 00:05:43
Address: 192.168.28.54 TTL 00:05:43
Address: 192.168.26.54 TTL 00:05:43
Address: 192.168.25.54 TTL 00:05:43

aleescob# show fqdn
FQDN IP Table:



ip

ip

ip

ip

ip

ip = 192.168.27.54, object
ip = 192.168.29.54, object
ip = 192.168.28.54, object
ip = 192.168.26.54, object
ip = 192.168.25.54, object
FQDN ID Detail:

= 2001:DB8::6810:1b36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1c36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1d36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1a36, object
FQDN-ID = 268434436

= 2001:DB8::6810:1936, object
FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

= obj-talosintelligence.

FQDN-ID = 268434436

FQDN-ID = 268434436, object =
ip = 2001:DB8::6810:1b36, 2001:DB8::6810:1c36, 2001:DB8::6810:1d36, 2001:DB8::6810:1a36, 2001:D

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

obj-talosintelligence.

com,

com,

com,

com,

com,

com,

com,

com,

com,

com,

domain

domain

domain

domain

domain

domain

domain

domain

domain

domain

talosintelligence.com

talosintelligence.com

talosintelligence.com

talosintelligence.com

talosintelligence.com

obj-talosintelligence.com, domain = talosintelligence.com

talosintelligence.com

talosintelligence.com

talosintelligence.com

talosintelligence.com

talosintelligence.com

« LINATshow access-listic FI Y OX—0V & AND &, BBREEY NDDRZEICIV NS
UAsRENTWVWBDENDAVYET,

firepower# show access-Tlist

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

object obj-talosintel
talosintelligenc

fqdn
host
host
host
host
host
host
host
host
host
host

2001:DB8:
2001:DB8:
2001:DB8:
2001:DB8:
2001:DB8:
192.168.27.54
192.168.29.54
192.168.28.54
192.168.26.54
192.168.25.54

s RICRTEDIC, FIEARAVUARNMI—HTBFQDNAH B -8, talosintelligence.com\®

pingld KB LET. ICMP/NT Y RAFTDICKR 2 T7/OYVENTVS 2%, DNSHERR (& 1%

BELTWERT,

:6810:1
:6810:1
:6810:1
:6810:1
:6810:1



el indows s g N E ::'|| imng talogintell :;l_|r'I|| 'l

0 L L@lu:;lmtztliuunur-cura|192-159-?7-51] Wwith JZ bytes of datac

timed owt.
timed out.
. Eamed out.

Heguest

Fing

timed out.

Packets

s Hindowsssystendd 3

o UEIICHEFBENLZICMPAAT Y ROLINADYSOEY RADV N

19 168 27,
4.

Recad i

G4

A,

|,r|'.' =

4 ¢1808:

lage ¥,

access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

fqdn
host
host
host
host
host
host
host
host
host
host

obj-talosintelTi
talosintelligenc
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
2001:DB8::6810:1
192.168.27.54
192.168.29.54
192.168.28.54
192.168.26.54
192.168.25.54

* ICMPERFF¥TFrEN, ADMVE—TIAATROYTENEZENTRENET,

aleescob# show cap in 13 packets captured 1: 18:03:41.558915 192.168.56.132 >
172.31.200.100 icmp: 192.168.56.132 udp port 59396 unreachable 2: 18:04:12.322126
192.168.56.132 > 172.31.4.16 1 icmp : T 1—E3K3: 18:04:12.479162 172.31.4.161 >
192.168.56.132 icmp : T 1—>&4: 18:04:13.309966 192.168.56.132 > 172.31.4.161 icmp : ER

5:18:04:13.462149 172.31.4 61 > 192.168.56.132 icmp : T—5&6: 18:04:14.308425

192.168.56.132 > 172.31.4.161 icmp : TO—ER7: 18:04:14.475424 172.31.4.161>
192.168.56.132 icmp : J5&r8: 8:04:15.306823 192.168.56.132 > 172.31.4.161 icmp : TO—EK
9: 18:04:15.463339 172.31.4.161 > 192.168.56.132 icmp : T— 5% 10: 18:04:25.713662
192.168.56.13 > 192.168.27.54 icmp: echo request 11: 18:04:30.704232 192.168.56.132 >
192.168.27.54 icmp: echo request 12: 18:04:35.711480 192.168.56.132 > 192.168.27.54 icmp:

echo request 1 3: 18:04:40.707528 192.168.56.132 > 192.168.27.54 icmp: echo request

aleescob# sho cap asp | in 192.168.27.54 162: 18:04:25.713799 192.168.56.132 > 192.168.27.54
icmp: echo request 165: 18:04:30.704355 192.168.56.132 > 192.168.27.54 icmp echo: request 1
18:04:35.711556 192.168.56.132 > 192.168.27.54 icmp : T1—ER176: 18:04:40.707589

192.168.56.132 > 192.168.27.54 icmp : TO—EXRK

« RL—ARRODICMPNTY NROVWThHLZRLET,



aleescob# sho cap in packet-number 10 trace
13 packets captured

10: 18:04:25.713662 192.168.56.132 > 192.168.27.54 icmp: echo request
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.57.254 using egress ifc wan_1557

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip ifc Tan_v1556 any ifc wan_1557 object obj-talosintelligence.co
access-1ist CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory

access-1ist CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL

Additional Information:

Result:

input-interface: Tan_v1556

input-status: up

input-Tine-status: up

output-interface: wan_1557

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule

s POEAOAMNO=LIL=ILOT o> a2 HFAlowDHEOH HHE, system support
firewall-engine-debug

> system support firewall-engine-debug

Please specify an IP protocol: icmp



Please specify a client IP address: 192.168.56.132
Please specify a server IP address:
Monitoring firewall engine debug messages

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 new firewall session

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I O DAQ returned DST FQDN ID: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Starting with minimum 2, 'FQDN-ACL', and SrcZone first wi
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Match found for FQDN id: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 match rule order 2, 'FQDN-ACL', action Allow
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 MidRecovery data sent for rule id: 268434437,rule_action:
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 allow action

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 deleting firewall session

« FQDNA" 7L 7 14 )L Z(Fastpath)® —E& L TRHAE 3B A, ngfw.rulesTRRIXD & S ICXK
RENET,

iab_mode Off

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268434439 fastpath any any any any any any any any (log dcforward both) (tunnel -1)
268434438 allow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268434438 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268434438 allow any any any any any any any 47 (tunnel -1)

268434438 allow any any any any any any any 41 (tunnel -1)

268434438 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

« NL=AREhENTY NOLINAOEB KA S

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced trust ip any object obj-talosintelligence.com rule-id 268434439 event-
access-1list CSM_FW_ACL_ remark rule-id 268434439: PREFILTER POLICY: Prefilter-1

access-1list CSM_FW_ACL_ remark rule-id 268434439: RULE: FQDN_Prefilter

Additional Information:

NZ7IL>a1—hk
1. FMCH 5 O

« RUZ—EDNSH—/NRENELKBREETNATVR L ZHIELET,
s BANERICTON L Z2H#RETS



2.FTIDTOFIVYIODOEA

« show dns#& &k U'show access-listZ E1TL T, FQDNA'ERE ., ACIL—IIAEBHEE TV
BPHLESHEHBELET

« show run object networkZ2R{1TL, F72 IV NIEER TSN EIDEEEREHET (L
2. V—REHLTX) .

« show fqdn id XZE1TL T, FODNAEETIPICELLKBRENTWVWR LA ESH ZHERLE
5

« ngfw.rules7 7 4 JLIZ, FQDN ID XZEETLE TAACL—INEFATVWR A ES H Z2HER
LET

o AT LAY R— Kirewall-engine-debugZ E1TL . SnortD¥IEZ R L £,

FMCORZS TN 2—F14>20774)L0OIRE

MBEBRINTOOTIE, FMCORS TN 1—FT 19S5 REENET, FMCHSITXNTHE
ExOJZRETSICE, FMCGUINS RS TIN21—FT 12T 2RTLET. ThANDOES
(&, FMC Linux7'0> 7 N A 5sf_troubleshoot.plZR1TLE T, BENROA 2 EHEEE. LK
—RNEEEICFMCO NS T IS 1 —F 1 > %&Cisco Technical Assistance Center(TAC)IZIA{E L
TLEZL,

FMCOY

077 7 A4\ OEG/EFR BRY

/opt/CSCOpx/MDC/1og/operation/vmsshareddsvcs.log FTANTOAPIO—)L

/var/opt/CSCOpx/MDC/Tog/operation/usmsharedsvcs.log||d N T DOAPI1—)L

/opt/CSCOpx/MDC/Tog/operation/vmsbhesvcs. Tog CLIEOY

/opt/CSCOpx/MDC/tomcat/logs/stdout. Tog Tomcatd%

/var/log/mojo.log |\/|Oj0|:|7‘




/var/1log/CSMAgent.log

CSM&EDCHE®RESTO—IL

/var/log/action_queue.Tlog

*1-—0OY

\I

DCOTF o3

—RNEEBELIZ— XYy E—2

FQDNEDNSH—NTIN—T AT T ON, BELUDNSHEEOUICRRENBD IS —EBELEGER
NEBYTT,
IZ—/&% >FUF Bz

L ‘ I—HICHFTE N-URLY @
ZHICEMEXFEAEEATY User HEhEd

£9, BElE. TILT7T7XRY BN |2 e =

=8 ~ =
BT UH—AOTTHREY [P0 FEAERETS YE e RAEHE,

. TORICEBF IR
FTHRDIBEN SV XTI, (-

—+,.)

[ B Invalid default domain value J

BEDRXAENEINTY

RELTWS

A—HABR2ERXAVEZ | A—YIEE, FAEhDIXF

ERAREEABHENET,

759 NTA—LRE
'mzafeiro_Platform_Settings'T
DNSOA 2V R—T I A AAT
IR EBIRENTVWEEA,
WEBAELE, INTOAZ
—7IAATDNSRXA )Y
DTV THBERLSEITENE
5

I—HHRXA V)
RU 7L

6.3UFEDT/NA1 A

JI—¥ICXL T, DNS
LYy OF Y

THOA YV Z—T7IA4A%E |T—NTIL—7CLIEEE AL

BRAEHhEXY

IRXTDA 2 R—=TIAAI
BRAEHhET,




I-FCBEHFRREND
dA—YARXAILYOTY
729 N7 —LRE THOA>VR—T7 T4 A%E |DNSH
'mzafeiro_Platform_Settings'T ||$RL &
DNSOA >V R—T I AAT Y—NTI)IN—=7OCLi
IYURNFBRENTVERA, |[6:23T7/N1AH X

#FTBE. TDNS) 25 ERENETT,
DNSH—NTIN—TdEE i<
BRAZAGZLSEYET

BADKK

ACRUS—ITLT7 A LER)S—BADKRIS—TFQDNZHERATD E, ROIZ—MFEL.
FMC UIICRTRENE T,

@ Deployments | @ Health § Tasks

2 total D running 1success 0warnings 1 fallure Show History

Global \ INDIA \ BANGALORE

0 10.10.18.68 Deployment failed due to failure collecting policies 0s

and objects. If problem persists after retrying,
contact Cisco TAC.

KRENDRSTNZ2A—FT12TFIR

NWAaJd 774N zBEET : /var/lopt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

2QRDESBIRIAXY -T2 BB L E T,

“BRIBRY ND—ONFREENTVWET, 7/V41 A[DeviceNames]lICEBHENTWVWD XY KD —
2 [NetworksContainingFQDN]IZFQDNZ S B L TWE 7,



JERE BT U3

UTRIERTIDULEDRYZ =4, FQDNA TP T I N EBCFQDNE LRI —T TRRICEBEE
NTVBLESHZEIAEL., ThSOFTD IV MNZHIRLZRICRAURD S —0OREZBHET
LTLEEL,

AT AT TAT AR —
b) ACRU > —IZBAENBFQDNEZECEHREY ~
TOT147{ENFQDNAH V) EEB A

SATALRFFTDCLIZFERAL TARDODAY E—2%#RIRTEEXT,
>showdns INFO : 7O F 1 J{tEni=FQDNA' BV EHE A

ERENLAQINERF DA T I VRN ERAENDET, DNSRT7IT 1 JltehFERA, 7T
IRV BREhDE, COBBERBRENET,

Q&A

QFQDNEZFEALENTY NNL—HI, BMEEN TN 1—FT 12 T09200BMETA
NTIh,
A W, fqdnZ 7' 3 > &packet-tracerCERATEE T,

Q:FQDNIL=ILICK 2 TH—=NNDIP7 RLANEFENDIHEERFEDLSSWVWTTH,
ADNSIHEDTTLEICK > TELEYFET, TTLEANHRYINICES E, FQDNEFHFLWVWDNSO I
THERBRENET,

Zhik, DNSH—NNDBRETEBEETNTVSPoll TimerBHEIC&K>TERAYET, FQRDNIL—JL
(&. PollDNSZA X —NBEYINIZE2LBE. EFLEEFBRENLIPI MU OTTLA BN
B2 EBEIC, E55HARVATERNICERENET,

Q: ZNnEFSU ROEDNSTHELETH,
A: COMEERFIDNSISA T NeERTBFMC/FTDTEEL. S ROE>DNSEER
DNSH—NEIICH B =, 5 ROE>DNSES—ALL AICEELET,

Q: {EWTTL DNSEIZ#IFRIE B V) £T H,
ADNSISZEDTTLA0ONBE., FIDFT/N1 RAlF60WZEBIMLET, CDHE. TTLERHKR/D6OM T
9,



QFTDEFF7 A NTOROT7 ) NMEZHBFLTWVWADTITH,
A 1—%&, DNSH—/YDExpire Entry Timersk ETTTLE EIC LEZTE £,

Q: I-Z—FYAKRDNSREEEDEISICHEEAENZDODTITN, EAXIE, DNSH—NEGE
REICH U TUEBRICEIVTELEDIPTRLAZEEHTEET, FRDNOITXTOIPF RL
AZERTEEXRIT N, UNIXDdigANX > REBEKTT A,

A:lEWV, FODNAEHRDIP7 RLAZBRTEZIFEES, IXNTOTF RLANFNAAICT Y1
Th, THIZWWUTACIL—=INERENET,

Q: BANEREENDHICIAN RV 1EchkleaZRITLEI—FT>a>z2E8%
FrEEHY)ETH,

A Zhid. Flex Config TR T& %Preview configZA 7> a>n—HTd, 7LEI—EBEICHE
ELEIH, FlexConfigiR) > —TRIERRICHE>TVET, SEREBITLTARILTSFET
9,

Q:DNSILY OT7 YT OERITICERAETNDDIFE. FIDODEDA U R—T ITAATTH,
A:BREARET T, A1 VRX—TIAANRETNTVEWVES, FIDODIXNTOBHINEA X
—TJIAATDNSILY OF Y THEMCREIET,

Q: BEXNROZENGFWIE, BILFADNA 7 T RN ZHED2IXTONGFWICELU T VAR
S—HAEAENhTVRIESTE, B ODNSHEREFQDN IPE#REZ@EBICETLETH,
AL,

QFAQDNACLO RS TN 1 —F AT DEHIZDNSF Y Y2 12T TEERTH,
A:EVW, F/N1M A Tcleardns1Y > R&clear dns-hosts cache X > REEITTEE T,

Q:FODNEERA" N H—= B DEWVWDOTITH,
A:FQDNfERIE, FRDNA 7S T O RHFACRI S —IZBAEThB EEICThNIhE T,

Q: BE—HAhOFyYVIILTZEBETDERFTEXRT D,

A:lFWVe RXMVBEREZIPPRLAADA D TVBRBERE I VT TERTH, ACLOBRENS
TOESBIANVRIEFEHYEFRA, EXEF, clear dns host agni.tejas.comTIY > Rik, dns
host agni.tejas.comD K S ICF—"T— RhostZ AL T, RARZELEF YV 12TV TITBIC
HIZFELERT,

Q: *.microsoft.comD ESICTVA I RA—RZFEHATEXRTH,
A: VWOVZ, FODNRBZFERLFXFTHREY, BOIVLENHYVET, ABXFELTIFEATE
DF,. XF,. BF, N\ MT7>OH&TT,

Q: BHERE, RUOERTZEREOEROBFRLTIEAEL, AC(DZI//\W)LHTL:%?T?‘S na
DTIA TILAEV (ACOAUNAILEE, 77ARNTZYVABEDEI)EWV ) HE. IPT
RLADG—EHFERDNETH,

A: BRIRIE, ACRUS—HFERREIhDEISICITOAET, TILREOZBICHK > T, BEHN
FIIOIhKRT,

Q: Microsoft Office 3657 2 ROIP7 RLAXML) U AN ZMETEDFTERH Y ETH,
A:BERTREIR—RENRTVERA,



Q:FQDNIESSLARU S —THERATEXRT A,
A BEISTRYR—FENATVELBA (VI RIIT/N—2326.30), FRDNATZ T K
k. ACRUY—DREERABLUVRBERY ND—ITOEYR—RENET,

Q: BRENIFQDNICBEI T2 BHEZRHETEIEBEOTEHYETH, LEXF, LINA
syslogx £TT,

A BENEEICHTIFARDNO NS TI>1—F 120 %1752, system support trace 1<
VREFERATEET, NL—RARK, NTY NOFQDNIDZRLET, IDEEBELTNT I 2
—F AT RTSENTEET, SyslogX v £—7460158 & U746016%F%HIC L T. FQDN
dnsfBRT7 VT A1 ET 1 BB THDEETEFT,

Q: FNA A, BREFXPEFEAL TEHT—7ILICFQDNEEREL ETHS
A:BEDEEICKTIFADNO RS TI1—FT 42T %175 (CIk, system support trace 1Y
VREFEALET, COONRORMNL—RIZE, NTY NOFQDN DN RRENET, IDEL
BLTIRNS TN 1—F A0 %TS5ENTEET, FRHICE, FMCOARY RELI—=TIC
FQDNOJ ZEHR TS FETI,
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



