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- Cisco FMC(FirePower Management Center)v6.2.3.1

- Cisco FTD v6.2.3.1
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https://support.xbox.com/en-US/xbox-one/networking/network-ports-used-xbox-live

> show access-1i st
access-list cached ACL log flows: total 0, denied 0 (deny-flow max 4096)

alert-interval 300
access-list CSM FWACL_; 8 elenents; name hash: 0x4a69e3f3
access-list CSM_FW _ACL_ line 1 remark rule-id 9998: PREFILTER POLICY: Default Tunnel and
Priority Policy
access-list CSM_FW _ACL_ line 2 remark rule-id 9998: RULE: DEFAULT TUNNEL ACTION RULE
access-list CSM FWACL_ line 3 advanced permt ipinip any any rule-id 9998 (hitcnt=0) Oxf5b597d6
access-list CSM FWACL_ line 4 advanced permt 41 any any rule-id 9998 (hitcnt=0) 0x06095aba
access-list CSM FWACL_ line 5 advanced permt gre any any rule-id 9998 (hitcnt=0) 0x52c7a066
access-list CSM_FW ACL_ line 6 advanced permit udp any eq 3544 any range 1025 65535 rule-id 9998
(hitcnt=0) 0x46d7839e access-list CSM_FW_ACL_ line 7 advanced permit udp any range 1025 65535
any eq 3544 rule-id 9998 (hitcnt=0) Oxafld5aa5

¥ EROGITEETITEOZTL 7 4IILZII—I)LIE. Teredoh>RJILUDP 35448574V Y
NFTIDZEBBIADCEEZHATZIT7AILNDODTLT714ILEZIL—ILTT,

LAL, BB, IHSHEEEFOF7AILNOTL 74 R2BRAZFERLSEWVWFTDIEE, Xboxh 5&
E93Xbox liveA >S4 INFTL—VY—UDP 3544RNS 74 v O RTOAVY I ERERFTSV D
JANCEETVWEWZETT,

firepower# capture asp type asp-drop al

firepower# show cap asp | i X.X.X.X

50243: 16:23: 03. 023054 x.Xx.X.X.3074 > y.y.y.y.3544: udp 61 Drop-reason: (session) Blocked or
bl ackl i sted by the session preprocessor

51622: 16:23: 04. 023253 x.X.X.X.3074 > y.y.y.y.3544: udp 61 Drop-reason: (session) Blocked or
bl ackl i sted by the session preprocessor

53990: 16:23: 06. 023588 x.x.x.x.3074 > y.y.y.y.3544: udp 61 Drop-reason: (session) Blocked or
bl ackl i sted by the session preprocessor

58785: 16:23: 10. 024367 X.X.X.X.3074 > y.y.y.y.3544: udp 61 Drop-reason: (session) Blocked or
bl ackl i sted by the session preprocessor

69006: 16:23:18. 025145 x.x.Xx.X.3074 > y.y.y.y.3544: udp 61

89783: 16:23:34.026716 X.Xx.X.X.3074 > y.y.y.y.3544: udp 61

FE:UDP3544KRT T4V ORFATDKRSICEREE ni=ACP(Access Control Policy) % i F
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https://www.cisco.com/c/ja_jp/support/docs/security/firepower-management-center/212700-configuration-and-operation-of-ftd-prefi.html
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/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/prefiltering_and_prefilter_policies.pdf
https://support.xbox.com/en-US/xbox-one/networking/network-ports-used-xbox-live
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