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SI'IOI‘t engme Snort Verdict

ingress

interface LINA engine 1

egress
interface

LINA engine
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- Allow

« Trust

« Monitor

» Block

« Block with reset

« Interactive Block

« Interactive Block with reset



Add Rule

.
Db

Action | Allow -

BERIC, Z7L7ALERVS—C@ 1 DULEDII—IIEZBDRENTERT, RITAELT Y
>aVERDRICRFLET,

Add Prefilter Rule

@ Prefilter rules perform early handling of traffic based on simple network characteristics. Fastpathed traffic bypasses access control and QoS.

Name # Enabled
Action y w7
o’ Analyze
¥ Block
O N o Fastpath Ports

ACP 7L 74 MNRRIS—DEMRSE
TL74MNERUY—G6AN—D I THAET N, E2O0EMERLELET,

1.ZDRVD—ICKVY), FIDLINAZ D UNMABIPAYR—ZFIYIL, Snot T
FABIPAVYA—ZFIVITERNRIMERNS 714y OOBRENTREICKYET, EF
BICE, RRVTENERNTT14Y D (GRERE ) DTS, 7L714ILERIV—0)L
— JLIEEZ outer headers, —J5. ACPOIIL—IILIZEICAZEBEY > a2V ICBRAENET (inner
headers). N RIAL RS 74y Ok, XOZ7ORIN%ESBLET,

- GRE

. IP-in-IP

. IPv6-IP

- Teredo 7R— ~ 3544

2. Early Access Control (EAC ; BEI7 O AHIM ) IC&KV), 7O—ASnontT>> 2 a2TL(l
NANATEDESIZLET (RZESH),

Snort
Instance
Defrag
DROP Policy DROP DROP Snort Verdict DROP DROP
Fast Path

Yes

Analyze
Defrag Policy VPN Decrypt 4 DROP DROP

ZL74LZINL=)E, RICRIESIC, LIATFTIVEADANO—IIL A NACE)ELT




FIDIZEBRE h, BEESNZL3/L4 ACEDHIICEEEZNE T,

firepower# show access-list

accegs-list CSM FW ACL line 1 remark rule-id 268434457: PREFILTER POLICY: FTD_Prefilter Poliecy

access-1list GSI EII' ACL_ line 2 remark rule-id 268434457: RULE: Fastpath Rulel Prefilter
Rules

access-list Cﬂi !II' ACL line 3 advanced trust ip host 192.168.75.16 any rule-id 268434457 event-log both (hitent=0)
access-list CSM FW_ACL_ line 4 remark rule-id 268434456: PREFILTER POLICY: FTD_Prefilter Policy

access-list CI E‘i’ ACL_ line 5 remark rule-id 268434456: RULE: DEFAULT TUNNEL ACTION RULE

access-list CSII EII' ACL line 6 advanced permit ipinip any any rule-id 268434456 (hitcnt=0) O0xf5b537dé }l

Tunnel Prefilter
Rules

access-1ist l:al rli' ACL line 7 advanced permit 41 any any rule-id 268434456 (hitent=0) 0x06095aba
access-list CS! !'W ACL 1line 8 advanced permit gre any any rule-id 268434456 (hitent=2) 0x52c7a066
access=list CSM FW _ACL line 9 advanced permit udp any any eq 3544 rule-id 268434456 (hitcnt=0) 0xcf6305bc
access-list csu !‘I’ ACL_line 10 remark rule-id 268434445: ACCESS POLICY: FTDS5506-1 - Mandatory/1
access=list CSM FW_ACL_ line 12 advanced deny ip host 10.1.1.1 any rule-id 268434445 event-log flow-start (hitcnt=0) Ox8bf72c63 1.3/1.4
access-list CS‘I !‘I’ ACL_ line 14 remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE

access-list l:ﬂ Ew ACL line 15 advanced permit ip any any rule-id 268434434 (hitcnt=410) Oxald3780e

F:7L714LZIL=ILEACPIL-IDOSE, FAIC—BLEANFBEREIET,

ACP70OvoFoO>ay

RORIZRT RARODICODVTEATHET,

192.168.1.0/24 192.168.2.0/24

INSIDE g B OUTSIDE

1 m\= 1

FTD

.40 40

>FUZx1: BEILINA ROYT

ACP IClE, RICRT LS, L4 &M (5E%ER—KNTCP80) #EATS [ OY Y (Block )] JL
—IAEENRTVET,

Access Control » Access Control Network Discovery Application Detectors Correlation Actions =
ACP1
Prefilter Pollcv Default Prefilter Policy SSL Policy: Mone Identity Policy: None

Tz Inheritance Set|

Security Intelligence  HTTP Responses  Advanced
&8 Filter by Device

| Show Rule Conflicts & (&) Add Category &) Add Rule | Search Ruld

w Mandatory - ACP1 (1-1)

== 192.168.1.40 52 192.168.2.40 ¥ q ¥ 4 o TCP (6):80 _ X Block

Snort ICEBE RS —:

268435461 deny any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6
LINA [CRBEE RS —, COL—ILRERDOKRSICT Y 1ENET, denyaction:

firepower# show access-list



access-list CSM FWACL_ line 9 remark rule-id 268435461: L4 RULE: Rul el
access-list CSM FWACL_ line 10 advanced deny tcp host 192.168.1.40 host 192.168.2.40 eq www
rule-id 268435461 event-log flowstart (hitcnt=0) 0x6149c43c

B{EDREE :

RARNA(192.168.1.40) /" /R A RB(192.168.2.40)NDHTTPEY > 3> #BCS5& 3 &, FTD
LINAL> 2V IC& > TTCPRMSYN)N Y RARAY & h, SnontTrP U FEEFEEICEE
LET,

firepower# show capture
capture CAPlI type raw data buffer 33554432 trace trace-count 100 interface INSIDE [Capturing -
430 bytes]

match i p host 192.168.1.40 any
capture CAPO type raw data buffer 33554432 trace trace-count 100 interface OUTSIDE [Capturing -
0 bytes]

match i p host 192.168.1.40 any

firepower# show capture CAPI

1: 11:08:09.672801 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4060517 0>

2: 11:08:12.672435 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) w n 2920
<mss 1460, sackOK, ti mestanp 4063517 0>

3: 11:08:18.672847 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) w n 2920
<mss 1460, sackOK, ti mestanp 4069517 0>

4: 11:08:30.673610 192.168.1.40.32789 > 192.168.2.40.80: S 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4081517 0>

firepower# show capture CAPI packet-number 1 trace
1: 11:08:09.672801 192.168.1.40.32789 > 192.168.2.40.80: s 3249160620: 3249160620(0) wi n 2920
<mss 1460, sackOK, ti mestanp 4060517 0>

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: DROP
Config:
access-group CSM FW ACL_ gl oba
access-list CSM_FW_ACL_ advanced deny tcp host 192.168.1.40 host 192.168.2.40 eq www rule-id
268435461 event-log flow-start
access-list CSM FWACL_ remark rule-id 268435461: ACCESS PCLI CY: ACP1 - Mandatory
access-list CSM FWACL_ remark rule-id 268435461: L4 RULE: Rulel
Additional Information:
<- No Additional Information = No Snort Inspection

Resul t:

input-interface: |NSIDE

i nput-status: up

input-line-status: up

out put-interface: QUTSIDE

out put -status: up

output-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

FUA2: Snort HEICLD ROV S



ACPICIF. RIZRT RIS, LTRH(T7VT5—23> HTTP) 2RI [7OY Y
(Block ) | L—ILABERTVET,

Access Control » Access Control Network Discovery Application Detectors Correlation Actions
Prefilter Policy: Default Prefilter Policy SS5L Policy: None Identity Policy: MNone

T= Inheritance §

Security Intelligence  HTTP Responses  Advanced

A Filter by Device Show Rule Conflicts &/ () Add Category &) Add Rule @ Search Ru
Source Dest Source Dest
# MName Zones Zones Networks Networks VLAN T... Users Applica... Source ... Dest Ports URLs ISE/SGT Action
| | | | I | . | | | o) |

w Mandatory - ACP1 (1-1)

1  Rulet 52192.168.1.40 & 192.168.2.40 O HTTP X Block

Snort ICEBE RIS —:

268435461 deny any 192.168.1.40 32 any any 192.168.2.40 32 any any any (appid 676:1)
Appid 676:1 = HTTP

LINA ICEBRENERD S —,

F:COIL=INFROESICTYZ1ENET, permit LINAEEY 3 HAHTTPZERAL
TVWBEZ2YTERVLEYD, 792322 LET, FIDTR., Z77U5—>3ar g
HAXDZXALGFSnort T2 ICHYET,

firepower# show access-list

access-list CSM FWACL line 9 remark rule-id 268435461: L7 RULE: Rulel
access-list CSM FWACL_ line 10 advanced permit i p host 192.168.1.40 host 192.168.2.40 rule-id
268435461 (hitcnt=0) 0xb788b786

ZFERAITZ70Y 2)IL—ILDOBE Application FTHEL T, EEONT Y MO ML —AWK, SnortT
VIOVDHZEICKY ., LINAICE 2> TEYZayARAOYTENEZEZRLET,

FEiSnot TV UATT7TVT—>3a2&HBITRICRK. W<D2PONTY N (BERTT
Vq—2a>F]—8 KU T3—10) ZREIIBENBYVET, TOLH, W<2H
ONTY NN FTD O@BBZFFAEh, BEICEZELER T, fFAEShEZNTY MNE, 5lEH
ZACLICEDLKBARVI—FIVIDORKRERV)ET, Access Policy > Advanced > 'Intrusion
Policy used before Access Control rule is determined' 7.|'7°:/ 3.

BEORKEE :

HRAKN A (192.168.1.40 ) ARAKN B (192.168.240 ) EQ HTTP Y 3V ERIL &S5 &
BE. LINADAIFYTF Y ICRADES ICERENET,

firepower# show capture CAPI

8 packets captured



1: 11:31:19.825564 192.168.1.40.32790 > 192.168.2.40.80: s 357753151: 357753151(0) wi n 2920
<mss 1460, sackOK, ti mestanp 5450579 0>

2: 11:31:19.826403 192.168.2.40.80 > 192.168.1.40.32790: s 1283931030: 1283931030(0) ack
357753152 win 2896 <nes 1380, sackOK, ti nestanp 5449236 5450579>

3: 11:31:19.826556 192.168.1.40.32790 > 192. 168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, timestanp 5450580 5449236>

4: 11:31:20.026899 192.168.1.40.32790 > 192. 168. 2. 40. 80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, timestanp 5450781 5449236>

5: 11:31:20.428887 192.168.1.40.32790 > 192. 168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, timestanp 5451183 5449236>

BAOF vy 7F v .

firepower# show capture CAPO

5 packets captured

1: 11:31:19.825869 192.168.1.40.32790 > 192.168.2.40.80: S 1163713179:1163713179(0) wi n 2920
<mss 1380, sackOK, ti mestanp 5450579 0>

2: 11:31:19.826312 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nmss 1460, sackCK, ti mest anp 5449236 5450579>

3: 11:31:23.426049 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5452836 5450579>

4: 11:31:29.426430 192.168.2.40.80 > 192.168. 1. 40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5458836 5450579>

5: 11:31:41.427208 192.168.2.40.80 > 192.168.1.40.32790: S 354801457: 354801457(0) ack
1163713180 wi n 2896 <nss 1460, sackCK, ti mest anp 5470836 5450579>

CORL—RE, P7US—2 3V REOHENEETELTVWAVEDIC, BIONT Y K
(TCP SYN)#'Snortic k 2 THAEhTWAHZEERLTLVET,

firepower# show capture CAPI packet-number 1 trace
1: 11:31:19.825564 192.168.1.40.32790 > 192.168. 2.40.80: s 357753151: 357753151(0) wi n 2920
<mss 1460, sackOK, ti mestanp 5450579 0>

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Config

access-group CSM FW ACL_ gl obal

access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435461
access-list CSM FWACL_ remark rule-id 268435461: ACCESS PCLI CY: ACPl - Mandatory
access-list CSM FWACL_ remark rule-id 268435461: L7 RULE: Rulel

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 10

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Config

Addi tional Information:

New flow created with id 23194, packet dispatched to next nodul e

Phase: 12
Type: SNORT



Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Snort Trace:

Packet: TCP, SYN, seq 357753151

Appl D: service unknown (0), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 0, icnmpCode 0O

Firewal | : pending rule-matching, id 268435461, pending AppID
NAP id 1, IPSid 0, verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: QUTSIDE
i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1line-status: up
Action: allow

TCP SYN/ACK /NTY MICDWTEREKTT,

firepower# show capture CAPO packet-number 2 trace
2: 11:31:19.826312 192.168.2.40.80 > 192.168. 1. 40. 32790: s 354801457: 354801457(0) ack
1163713180 win 2896 <nss 1460, sackOK, ti nestanp 5449236 5450579>

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, SYN, ACK, seq 1283931030, ack 357753152

Appl D: service unknown (0), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 0, icnmpCode 0O

Firewall: pending rule-matching, id 268435461, pending AppID
NAP id 1, IPSid 0, verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: |NSIDE
i nput -status: up
input-line-status: up
out put-interface: |NSIDE
out put-status: up

out put-1line-status: up
Action: allow



3IBEONNTY NOBRENTTITSE. SnortiEDROPHIEZIRL £,

firepower# show capture CAPI packet-number 3 trace
3: 11:31:19.826556 192.168.1.40.32790 > 192. 168. 2. 40.80: P 357753152: 357753351(199) ack
1283931031 wi n 2920 <nop, nop, ti nestanp 5450580 5449236>

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subt ype:

Result: DROP

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: TCP, ACK, seq 357753152, ack 1283931031

AppID: service HTTP (676), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo 0(0) -> 0, vlan 0, sgt 65535, user 9999997,
url http://192.168. 2. 40/ 128k. ht m

Firewall: block rule, id 268435461, drop

Snort: processed decoder alerts or actions queue, drop
NAP id 1, IPS id 0, Verdict BLOCKLIST, Blocked by Firewall
Snort Verdict: (block-list) block list this flow

Resul t:

input-interface: |NSIDE

i nput -status: up

input-line-status: up

Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

AN RZERITTDEETEET system supporttrace FTD CLISHE— RASEITLET, DY
—)LICE 2 DDOMEN BV ET,

- Data Acquisition Library(DAQ)IZJEEE 1, LINATHERE NBDF/NT Y N OSnort¥|E % KR
LET, DAQIE, FIDLINAI>Z>E Snot TPV OBEICEBEEE N TWA OV R—F
KNTY,

. B EITTE B system support firewall-engine-debug B FIZ, Snont T BTN RS H =
WTEERT

HAFUATOESY) TT,

> system support trace

Pl ease specify an I P protocol: tecp

Pl ease specify a client IP address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |IP address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | -engi ne-debug too? [n]: ¥

Moni toring packet tracer debug nmessages



Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32791 6 Packet: TCP, SYN, seq 2620409313

192.168.2.40-80 - 192.168.1.40-32791 6 Appl D: service unknown (0), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | 0 New session

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0 -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc O,
payload 0, client 0, msc O, user 9999997, icnpType 0, icnpCode O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 ->
0, vlan 0, sgt 65535, user 9999997, icmpType 0, icnpCode 0O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 0 pending rule order 2, 'Rulel', ApplD
192.168. 1. 40-32791 > 192.168.2.40-80 6 Firewal | : pending rule-matching, 'Rulel', pending AppID
192.168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPS id O, verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168.2.40-80 - 192.168.1.40-32791 6 Packet: TCP, SYN, ACK, seq 3700371680, ack 2620409314
192.168.2.40-80 - 192.168.1.40-32791 6 Appl D: service unknown (0), application unknown (0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1|1 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0 -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc O,
payload 0, client 0, msc O, user 9999997, icnpType 0, icnmpCode O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 ->
0, vlan 0, sgt 65535, user 9999997, icmpType 0, icnpCode 0O

192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 |1 0 pending rule order 2, 'Rulel', ApplD
192.168. 1. 40-32791 > 192.168.2.40-80 6 Firewal | : pending rule-matching, 'Rulel', pending AppID
192.168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPS id O, verdict PASS

Trace buffer and verdict reason are sent to DAQ s PDTS

Traci ng enabl ed by Lina

192.168. 2. 40-80 - 192.168.1.40-32791 6 Packet: TCP, ACK, seq 2620409314, ack 3700371681
192.168. 2. 40-80 - 192.168.1.40-32791 6 Appl D: service HTTP (676), application unknown (O0)
192.168. 1. 40- 32791 > 192.168.2.40-80 6 AS 11 O Starting with minimum 2, 'Rulel', and SrcZone
first with zones -1 -> -1, geo 0(0) -> 0, vlan 0, inline sgt tag: untagged, |ISE sgt id: 0, svc
676, payload 0, client 686, misc 0, user 9999997, url http://192.168. 2.40/128k. htm , xff
192.168. 1. 40- 32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0(0)
-> 0, vlian 0, sgt 65535, user 9999997, wurl http://192.168.2.40/128k.html

192. 168. 1. 40-32791 > 192.168.2.40-80 6 AS 1 | 0 match rule order 2, 'Rulel', action Block
192. 168. 1. 40- 32791 > 192.168.2.40-80 6 AS 1 | 0 deny action
192. 168. 1. 40- 32791 > 192. 168. 2. 40-80 6 Firewall: block rule, 'Rulel', drop
192.168. 1. 40- 32791 > 192.168.2.40-80 6 Snort: processed decoder alerts or actions queue, drop
192. 168. 1. 40-32791 > 192.168.2.40-80 6 AS 1 | 0 Deleting session
192. 168. 1. 40- 32791 > 192.168.2.40-80 6 NAP id 1, IPSid 0, Verdict BLOCKLIST
192. 168. 1. 40- 32791 > 192. 168. 2. 40-80 6 ===> Blocked by Firewall
EZ8
CACP70OYOT02ar i, L—ILOFHICISUT, LINA T permit L—I)LE 2(& deny )L
—JLELTERRAENET,
- A L34 OBE. LNARNTY 27OV ILKT, TCPOFE, HRAD/NNT Y b~
(TCPSYN)E7AY V&EnET

CRENLTOBE. NTY N BREMORBREDOESHIC Snort TS ICE%(EENhET, TCP O
BE. Snort FYUEICETAETOE. WSD2AONTY N A FTID OBBEHFITENET,
HFaEsni=/NTY M., BIEHEZACLICE DK EBARYY—FIVIORRERYET,

Access Policy > Advanced > 'Intrusion Policy used before Access Control rule is determined’ 7.|'7°:/ =%
Dy NFo>avickd ACP7OY Y

FMCUI TREEc ULy NZ&LB7OY 9= :



Rules Security Intelligence HTTP Responses Logging Advonced Prefilter Policy: Defoult Prefitte 55L Policy: N Identity Policy: |

¥ Search Rules X Show Rule Conflicts @

- pams | | Tt | D | A RORSEZEW

-l

0/
0/

Block with reset)L—JLI&, FTDLINAL> > ETROKSICEBBEETNET permit Snort T2
XL T reset rule :

firepower# show access-list

access-list CSM FWACL_ |ine 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=0) Oxba785fcO

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_ line 12 renmark rule-id 268438865: L7 RULE: Bl ock- RST_Rul e2

access-list CSM FWACL_ |ine 13 advanced permit ip 192.168. 10. 0 255. 255. 255. 0 host 192. 168. 11. 51
rul e-id 268438865 (hitcnt=0) 0x622350d0

Snot T>> 2

admi n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e%9ba/ngfw.rules

# Start of AC rule.

268438864 reset any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rul e 268438864

268438865 reset any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1)
(ip_protos 6, 17)

# End rul e 268438865

INT Y N HBlock with reset rulelc —2(9 % &, FTDIE 1cPReset /N Y N E J= & 1cMP Type 3 Code 13
Destination Unreachable ( EEB L7 1 JLRXAE ) Xy E&—2 .

root @xali:~/tests# wget 192.168.11.50/filel.zip
--2020-06-20 22:48:10-- http://192.168.11.50/filel.zip
Connecting to 192.168.11.50:80... failed: Connection refused.

RIZ, FIDAAAVB—TIAATRBENEF Y TF Y ZRLET,

firepower# show capture CAPI

2 packets captured

1: 21:01:00.977259 802.1Q vl an#202 PO 192. 168. 10. 50. 41986 > 192. 168. 11. 50.80: S
3120295488: 3120295488(0) wi n 29200 <nmss 1460, sackCK, ti mest anp 3740873275 0, nop, wscal e 7>
2: 21:01:00.978114 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 41986: R 0: 0(0) ack
3120295489 win 0 2 packets shown

System support trace — DIFEDH DI, SnortOHEEICKYNT Y A ROV FTEni&®ZRLT
WEY,

> system support trace

Enabl e firewal | - engi ne-debug too? [n]: ¥
Pl ease specify an IP protocol: tcp
Pl ease specify a client IP address: 192.168.10.50



Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewall debug nessages

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, SYN, seq 3387496622

192. 168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID O Session: new snort session

192. 168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192.168. 10. 50- 41984 > 192.168.11.50-80 6 AS
192.168. 10. 50- 41984 > 192.168.11.50-80 6 AS
Rul el', action Reset and prefilter rule O
192. 168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 | 9 HitCount data sent for rule id: 268438864,
192.168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1 |

192.168. 10. 50- 41984 > 192.168.11.50-80 6 AS 1-1

f wFl ags = 0x0

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: block w/ reset rule, 'Block-RST-
Rulel', drop

192. 168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 9, NAPid 1, IPSid 0, Verdict
BLOCKLIST

192.168. 10. 50- 41984 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdict reason is sent to DAQ

| 9 new firewall session
I 9 using HWor preset rule order 2, 'Bl ock-RST-

©

reset action
I 9 deleting firewall session flags = 0xO0,

B
EELU Block ETEESICIKTLET,

ACP &R Fo>3a>
FUF1: ACPEFAI 703> (L3/L4 &H)

BERE, RARV =T 7AIRI)—BEONMNBEREZEETZHTIL—IINERELE
T COBRADIFTIATR, LIURHENBERAE NEZEDAlowL—ILOEEZRLET,

RICRENATVA MROZICOVWTHRFALET,

192.168.1.0/24 192.168.2.0/24

E INSIDE § B OUTSIDE
) [

/ 20 1 m\ma ] 20 S 2

FTD

CORID—EF, RIERENATVRRSICERATAET,




Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

refilter Policy: Default Prefilter Policy SSL Policy: Nong Identity Policy: Mone
_E Inheritance Settings
Security Intelligence HTTP Responses  Advanced

8 Filter by Device | Show Rule Conflicts @ Q Add Category @ Add Rule | Search Rules

1 Rule1 52192.168.1.40 S 192.168.2.40 Any & TCP (6):80 Any  Any o Allow

Snort ICEBENERUS —, ZDOJIL—ILIEVLAN 10002 L T allow action:

# Start of AC rule.
268435461 allow any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6

LINA HDRY > —,

X ZOI=IEE, pemit TOT IV, BRWIC, SSHBIREDEZHICSnortic A A
LOKREhBDEZERLET,

firepower# show access-list

access-list CSMFWACL_ line 9 remark rule-id 268435461: L7 RULE: Rul el
access-list CSM FWACL_ line 10 advanced permit tcp host 192.168.1.40 host 192.168.2.40 eq ww
rul e-id 268435461 (hitcnt=1) 0x641a20c3

FTIDAAllowL—)LIE—HTB 70— ZENRSICABTRILN ZHETHICE. W< D2HPDOFESD
HYET,

- Snort 5T O HREE
system support trace CLISH Y — )L O £ A
-LINA @ trace #7233 T HFy7F v AL, #77232&LTSnort T2 T
capture-traffic % { F
LINA & ¥ 7°F + & Snort capture-traffic :

Snort-level capture

LINA-level capture

Blacklist * *Ma!war@

*Nﬂ

< : {"capture-traffic’ Defra;

capture' command 3B n ¥ 000 W @

e ] command) —r_Palioy prop R Snort Verdict LINA-level capture
Fast Path (‘capture’ command)

Yes

+ Analyze

VPN Decrypt ] DROP DROP

Defrag Policy

EEDREE :

SnortD#ET1EHR%Z 2 ') 7 L. system support trace from CLISH, and initiate an HTTP flow from host-A (192.168.1.40)
to host-B (192.168.2.40). All the packets are forwarded to the Snort engine and get the PASS verdict by the Snort:



firepower# clear snort statistics

> system support trace

Pl ease specify an | P protocol:
Pl ease specify a client | P address: 192.168.1.40
Pl ease specify a client port:
Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:
Enabl e firewal | - engi ne-debug too? [n]:
Moni tori ng packet tracer debug messages
Traci ng enabl ed by Lina
192.168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, seq 361134402
192.168. 2. 40-80 - 192.168.1.40-32797 6 Appl D: service unknown (0), application unknown (0)
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid 0, verdict PASS
Trace buffer and verdict reason are sent to DAQ s PDTS
Traci ng enabl ed by Lina
192.168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, ACK, seq 1591434735, ack 361134403
192.168. 2. 40-80 - 192.168.1.40-32797 6 Appl D: service unknown (0), application unknown (0)
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allowrule, 'Rulel', allow
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid 0, verdict PASS
Trace buffer and verdict reason are sent to DAQ s PDTS
Traci ng enabl ed by Lina
192.168. 2. 40-80 - 192.168.1.40-32797 6 Packet: TCP, ACK, seq 361134403, ack 1591434736
192.168.2.40-80 - 192.168.1.40-32797 6 ApplD: service HITP (676), application unknown (0)
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow
192. 168. 1. 40- 32797 > 192.168.2.40-80 6 NAP id 1, IPSid 0, verdict PASS
Pass Packets 1 V> XML £,
> show snort statistics
Packet Counters:
Passed Packets 54
Bl ocked Packets 0
I nj ected Packets 0
Packets bypassed (Snort Down) 0
Packets bypassed (Snort Busy) 0
Fl ow Counters:
Fast - For war ded Fl ows 0
Bl ockl i sted Fl ows 0

Passed Packets =Snort TV ICKBDRBREZZTENT Y K

SFVUF2: ACPRFAIF VS a2 (L3-7%4)

AAL—ILZROLSICRATRIE, BROBEI RELET,

RICRTESIC, LILARBEDH :



LU Security Intelligence  HTTP Responses  Advanced

#A Filter by Device || Show Rule Conflicts & (&) Add Category () Add Rule  Search Rules

w+ Mandatory - ACP1 (1-1)

1 Rulel Any Any ﬂ 192.168.1.40 ﬁ 192.168.2.40 Any Any Any Any Any Ay Any « Allowe

L7%&H (BARID —, TPANRIS—, F7UT—23203E ) FRICRENATVET,

m Security Intelligence  HTTP Responses  Advanced

#A Filter by Device || Show Rule Conflicts & (@ Add Category () Add Rule | Search Rules

w Mandatory - ACP1 (1-1)

1 Rulet Any  Any g4 192.168.1.40 I 192.168.2.40 Any Any  Any Any Any Any  Any  Allo . :

-2

ENTRE, RORICTIELSIC, FANL—ILAF—HL ZHE. FP4100/9300 ICREE hiz FTD
C&2T7O0—HLEEINIT,

NEMs
STing:h Security Module sy ' ' N -
Malware
Fabric
Bac |a:: <te  IQ ) DAQ : 0 il
- DROP DROP DROP
LINA Engine Datapath

¥ BEAHD (MIO) &, Firepower ¥ —> D A—NNAHI ST,

SFUA3: BAICKD Snort X Y) YE

FTD SnortT> < 2 APERMITLISTHIE ( BiEY) ) 247V, 7O0—0KY OFHALINAL> >
CA7O—RENBIBEICE2TE, HWZ 2S5 L —2(SmartNIC)IC A 70— R&E h ) ED
SFIVANFBYVET, ARRKROERYTT,

1.SSLARVZ —A"BEENTVEWSSL hZT7 1YY
2AVTIDIVNTTI =232 NA/NA (IAB)
INTY NNAOBREHNERRZRICRLET,



NEMS c o
1| MIO Security Module X7 ACL X palicy S POy
I SWitCh i Malware Signatu
! Fabric
IR | oo3s ; DAQ . dilte 4 B
BacKplane °
i LINA Engine Datapath
BEICK2TIE,
[FEMs

v 7 |

=== = ==

-----Fill

~ LINA Engine Datapath

EBZRAB
AL =ILREROES ICERAENE T alow Snort& &K T permit 1) —F
CFEEAEDBE, £V IVOTRTONT Y NFBIREDLHICSnont T T I ICiEXE
nNEd
£ 5

Snort T2 IC&kD LT RENBEBZER, ROLSBHAL—ILZEZRELET,

CRBRARDS—
. 774 J)LR1J > — ( File Policy )

ACP EEF7 V>3~

S+UY#*1: ACPEETFY>aY

SnotL R TEERLTIA VAR AY (BARISI—, F7ANRII—, ZY RIT—IF4
AANUEE ) ZBRABTIC., EFIVUFAAITFUSIVAS), FATFYTFATARY S —

. QoSBT ENHREZBIEHREMRATZEEE. L—ILTTust7 V> IV EFERAITRIELZHHD
LEXY,

NROD :



192.168.10.50

. ?.-I

- Po1.202 I

-y

N

BEENLARID—:
ACP1

Rules Security Intelligence

HTTP Responses Logging Advanced

¥ Search Rules

M Source Dast o | K N
Mame =uipl Zones Source Networks Dest Networks
v Mandatory - ACP1 (1-4)

132.168.10.50

1 trust_L3-L4 Ay Any 192.168.10.51

INSIDE @

FTD

FTDSnort TV TCREE WD EEIL—I :

# Start of AC rule.

268438858 fastpath any 192.168. 10.50 31 any any 192.

f | owend)

X :&S6E7OKNIL(TCP)TY,

FTD LINA @ JL—)L :

firepower# show access-list | i 268438858
access-list CSM FWACL_ line 17 remark rul e-id 268438858: ACCESS POLI CY: ACP1 -
access-list CSM FWACL_ line 18 remark rule-id 268438858: L7 RULE:

168.

B OUTSIDE
{ |

Al po1.203

Prefilter Policy: Prefilter]

x Show Rule Conflicts @

192.168.11.50

SSL Policy: None Identity Policy: MNone

11.50 31 80 any 6 (log dcforward

Mandat ory

trust_L3-L4

access-list CSM FWACL_ |line 19 advanced permt tcp object-group FMC I NLI NE_src_rul e_268438858
obj ect-group FMC_I NLI NE_dst _rul e_268438858 eq ww rul e-id 268438858 (hitcnt=19) 0x29588b4f

access-list CSM FWACL_ line 19 advanced permit tcp host
www rul e-id 268438858 (hitcnt=19) 0x9d442895

access-list CSM FWACL_ line 19 advanced permit tcp host
www rul e-id 268438858 (hitcnt=0) 0xd026252b

access-list CSM FWACL_ line 19 advanced permit tcp host
www rul e-id 268438858 (hitcnt=0) 0x0d785cc4

access-list CSM FWACL_ line 19 advanced permit tcp host
www rul e-id 268438858 (hitcnt=0) 0x3b3234f1

¥REE :

192. 168. 10. 50 host

192. 168. 10. 50 host

192. 168. 10. 51 host

192. 168. 10. 51 host

192.168. 11. 50 eq
192.168. 11. 51 eq
192.168. 11. 50 eq

192.168. 11. 51 eq

Enable system support trace 7R A NA(192.168.10.50)»* 57K A RB(192.168.11.50)\NDOHTTPt v =, 3

CEBRBRLET,

3DONTY M Snort TP ICERIEENET, SnortT> < IELINAIC

PERMITLISTHEZIAEL. LINAIZZADEY OT7O—ANFRENICAT7O—REhET,



> system support trace

Enabl e firewal | - engi ne-debug too? [n]: ¥

Pl ease specify an | P protocol: tep

Please specify a client |P address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port: 80

Moni toring packet tracer and firewall debug nessages

192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
192. 168. 10. 50- 42126 - 192. 168. 11.50-80 6 AS 1-
unknown (0)

CID 0 Packet: Tcp, SYN, seq 453426648
CID 0 Session: new snort session
CID O Appl D: service unknown (0), application

e e

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 |1 2 new firewall session

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 using HWor preset rule order 5, 'trust_L3-
L4', action Trust and prefilter rule O

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 HitCount data sent for rule id: 268438858,
192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: trust/fastpath rule, 'trust_L3-

L4', allow
192.168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 2, NAP id 2, IPSid 0, verdict
PASS

192. 168. 11. 50- 80
453426649

192. 168. 11. 50- 80
unknown (0)

192. 168. 11. 50-80 - 192.168.10.50-42126 6 AS 1-1 CID O FirewalI: trust/fastpath rule, 'trust_L3-
L4', allow

192. 168. 11. 50- 80
PASS

192.168. 10. 50-42126 6 AS 1-1 CID O Packet: TCP, SYN, ACK, seq 2820426532, ack

192.168. 10. 50- 42126 6 AS 1-1 CID 0 Appl D: service unknown (0), application

192.168. 10. 50-42126 6 AS 1-1 CID O Snort id 2, NAP id 2, IPSid 0O, Verdict

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 453426649, ack
2820426533

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O FirewalI: trust/fastpath rule, 'trust_L3-
L4', allow

192.168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 2, NAPid 2, IPSid 0, Verdict
PERMITLIST

BENKRTIRE, Snot TP VRLINAIDDUASXZTF—2FEHRERSEL, v arz
HIBRLE T,

192.168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 Got end of flow event from hardware with
flags 00010001. Rule Match Data: rule_id O, rule_action O rev_id O, rule_flags 3

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 Logging EOF for event from hardware with
rule_id = 268438858 rul eAction = 3 rul eReason = 0

192.168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 : Received EOF, deleting the snort session.
192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0 Session: deleting snort session, reason:
ti meout

192. 168. 10. 50- 42126 > 192.168.11.50-80 6 AS 1-1 | 2 deleting firewall session flags = 0x10003,
f wFl ags = 0x1115

192. 168. 10. 50- 42126 - 192.168.11.50-80 6 AS 1-1 CID 0O Session: del eted snort session using 0
bytes; protocol id:(-1) : LWtate Oxf LW ags 0x6007

Snort¥ ¥+ 7’F v &, SnontTIUICEEEND3I2ONTY hERLET,



> capture-traffic

Pl ease choose domain to capture traffic from
0 - managenent 0
1 - managenent 1

2 - dobal

Sel ection? 2

Pl ease specify tcpdunp options desired

(or enter "?" for a list of supported options)

Options: -n vlan and (host 192.168.10.50 and host 192.168.11.50)

10: 26: 16. 525928 | P 192. 168. 10. 50. 42144 > 192.168.11.50.80: Flags [S], seq 3065553465, wi n 29200,
options [nes 1380, sackOK, TS val 3789188468 ecr 0, nop,wscale 7], length O

10: 26: 16. 525928 | P 192.168. 11.50. 80 > 192. 168. 10. 50. 42144: Flags [S.], seq 3581351172, ack
3065553466, win 8192, options [nss 1380, nop, wscal e 8, sackOK, TS val 57650410 ecr 3789188468],
length O

10: 26: 16. 525928 | P 192. 168. 10. 50. 42144 > 192.168.11.50.80: Flags [.], ack 1, win 229, options

[ nop, nop, TS val 3789188470 ecr 57650410], length O

LINAF ¥ 77F v IZIE, LINA ZBBITD7O0-NKRRENET,

firepower# show capture CAPI
437 packets captured

1: 09:51:19.431007 802.1Q vl an#202 PO 192.168.10.50.42118 > 192.168.11.50.80: S
2459891187: 2459891187(0) wi n 29200 <mss 1460, sackCK, ti mestanp 3787091387 O, nop, wscal e 7>

2: 09:51:19.431648 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118: S
2860907367: 2860907367(0) ack 2459891188 wi n 8192 <mss 1380, nop, wscal e 8, sackCK, ti nestanp
57440579 3787091387>

3: 09:51:19.431847 802.1Q vl an#202 PO 192. 168. 10. 50. 42118 > 192.168. 11.50.80: . ack
2860907368 wi n 229 <nop, nop, timestanp 3787091388 57440579>

4: 09:51:19.431953 802.1Q vl an#202 PO 192. 168. 10.50. 42118 > 192.168.11.50.80: P
2459891188: 2459891337(149) ack 2860907368 wi n 229 <nop, nop, ti mestanp 3787091388 57440579>

5: 09:51:19. 444816 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118:
2860907368: 2860908736(1368) ack 2459891337 wi n 256 <nop, nop, ti mestanp 57440580 3787091388>

6: 09:51:19.444831 802.1Q vl an#202 PO 192.168.11.50.80 > 192. 168. 10. 50. 42118
2860908736: 2860910104(1368) ack 2459891337 wi n 256 <nop, nop, ti mestanp 57440580 3787091388>

LINAAS D7 Y RO RL—AK. Snort YEEHRTHE5 1 DOFATT. BAD/NTY K
& PASS HIEEZ (T EL 1,

firepower# show capture CAPI packet-number 1 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST
Type: ROUTE- LOOKUP
Type: ACCESS- LI ST
Type: CONN- SETTI NGS
Type: NAT

Type: NAT

Type: | P-OPTI ONS
Type: CAPTURE

Type: CAPTURE

Type: NAT

Type: CAPTURE

Type: NAT



Type: | P-OPTI ONS

Type: CAPTURE

Type: FLOW CREATI ON

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet
Type: | NPUT- ROUTE- LOOKUP- FROM QUTPUT- ROUTE- LOOKUP
Type: ADJACENCY- LOCKUP

Type: CAPTURE

OUTSIDEA & —7 T4 ADTCP SYN/ACKNTY RO KL —RA :

firepower# show capture CAPO packet-number 2 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST

Type: FLOW LOOKUP

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet
Type: | NPUT- ROUTE- LOOKUP- FROM QUTPUT- ROUTE- L OCKUP
Type: ADJACENCY- LOOKUP

Type: CAPTURE

TCP ACKIZPERMITLISTHEZEBL X7,

firepower# show capture CAPI packet-number 3 trace | i Type|Verdict
Type: CAPTURE

Type: ACCESS- LI ST

Type: FLOW LOOKUP

Type: EXTERNAL- | NSPECT

Type: SNORT

Snort id 22, NAP id 2, IPS id 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Type: CAPTURE

Chik Snort¥lE (NNTYRN#3) DREEBHITY,

firepower# show capture CAPI packet-number 3 trace | b Type: SNORT
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Trace:

Packet: TCP, ACK, seq 687485179, ack 1029625865

Appl D: service unknown (0), application unknown (0)
Firewal | : trust/fastpath rule, id 268438858, allow
Snort id 31, NAP id 2, IPSid 0, verdict PERMITLIST
Snort Verdict: (fast-forward) fast forward this flow

HEALINAZZ D 2ICE2THFR Y Y 1END 12O, 4FBO/NT Y MESnortT>

hEtE A
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firepower# show capture CAPI packet-number 4 trace
441 packets captured

4: 10: 34:02. 741523 802. 1Q vl an#202 PO 192. 168. 10. 50. 42158 > 192.168.11.50.80: P
164375589: 164375738(149) ack 3008397532 wi n 229 <nop, nop, ti nestanp 3789654678 57697031>
Phase: 1
Type: CAPTURE
Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 3

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Found flow with id 1254, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |INSIDE(vrfid:0)
i nput -status: up
input-line-status: up

Action: allow

1 packet shown

Snort T T DR Z R TEE T,

firepower# show snort statistics

Packet Counters:
Passed Packets
Bl ocked Packets
I nj ected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

Oooonwn

Fl ow Counters:
Fast-Forwarded Flows 1
Bl ackl i sted Fl ows 0



M scel | aneous Counters:
Start-of-Flow events
End- of - Fl ow event s
Deni ed fl ow events
Franes forwarded to Snort before drop
I nject packets dropped

O O OoOkr o

FEL-INICEZIZNTY NT70— WKDI2HAONT Y NE Snort Ik > TREE N, %Y IE LINA
&Lk > TREETNET,

pJqus c =
1| MIO Security Module X7 ACL X palicy S POy
|[| SWitCh i Malware ‘I-iilﬂl't'-"
[m Fabric
| —— i | :. / YAQ A o L3 es AnD: UM
Backplane °
i LINA Engine Datapath

S+ UA2ZACPOEEF I3 (Sl QoS, BLEFPAFUTF1T1RUY—BL)

FIDAIXRTO70—ICEFIVTAAVTIDIVASHNFIV IR BATZEHEE. SIETTIC
ACPLARIILTEMICE>THY, SIV—A(TALOS, 714 —R, URAKREKE ) 2EETEET,
—7h. EMICTBHEEEF. ACPZEILRY RD—U® Sl URL D SI, X DNS » SI 250
—NILIZEPIZLET, RICRTRSIC, RYRNT—TOHKLVCURL O SI AFEMIZHEVYET,

DNS Policy / B
Default DNS Policy v
Whitelist (1) Blacklist (1)
MNetworks Networks H
Global Whitelist (Any Zone) v Global Blacklist (Any Zone) (- X
URLs URLs B

ZDIBE., EHEIL—I)E trust ELTLINA ICEBBREhET,

> show access-list

access-list CSMFWACL_ line 9 remark rule-id 268435461: L4 RULE: Rul el
access-list CSM FWACL_ line 10 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 event-log flowend (hitcnt=0) 0x5c1346d6




X 6220 T, FIDEFTIDEHR—KLTWET, TIDIF SI LAEDAETHEEL E
T, SINERCE>TVSDEE, TDREZENELE Snot T2 AONTY NUA
AL KN%E Tog#l, §22LELERA.

EhEDHREE

RANA(192.168.1.40 ) A S5RA KN B (192.168.2.40 ) NO HTTP v > 3> ZRKLE T,
CNhIEFP4100TH Y, N—RIITFTI7O—F70—REYR—RTBLO, ROZEHFRIY)
9.

VDA DONTY RAFTIDLINAIV DV EALTEEE A, BYo 70—
SmartNIC (HW 72 +tZL—& ) ICA70—R&End
CSnontIVTUICEEENBZNT Y NEHYEERA
FTD LINABST—7IWIC 759 To'o ZO—HAHWICA7O—RENEZEEZERLET, £
. INTTY, ChIFEREWIZ "Snort UAAL I RBL, 2EKRLTVET,

firepower# show conn
1 in use, 15 npst used

TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:32809, idle 0:00:00, bytes 949584, flags U Oo

Snort fEFTICIE. Y3V ORBRBERTROOF I TARYNOEARRIENKT,

firepower# show snort statistics

Packet Counters:

Passed Packets 0

Bl ocked Packets 0

I njected Packets 0

Packets bypassed (Snort Down) 0

Packets bypassed (Snort Busy) 0
Fl ow Count ers:

Fast - For war ded Fl ows 0

Bl ackl i sted Fl ows 0
M scel | aneous Counters:

Start-of-Flow events 1

End-of-Flow events 1

FIDLINAOZICE, Y2 32282220 70— (RAEMIC1 D) A HWICA7O—REh
ECENRENTVET,

Sep 27 2017 20:16: 05: %ASA-7-609001: Built |ocal -host |NSIDE: 192.168. 1. 40

Sep 27 2017 20:16:05: %ASA-6-302013: Built inbound TCP connection 25384 for

I NSI DE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)

Sep 27 2017 20:16: 05: %ASA-6-805001: offloaded TCP Flow for connection 25384 from

INSIDE: 192. 168. 1. 40/ 32809 (192.168. 1.40/32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)

Sep 27 2017 20:16: 05: %ASA-6-805001: offloaded TCP Flow for connection 25384 from

OUTSIDE: 192. 168. 2. 40/ 80 (192.168.2.40/80) to INSIDE: 192.168.1.40/32809 (192.168. 1. 40/ 32809)

Sep 27 2017 20:16:05: %ASA- 6-805002: TCP Flow is no |onger offloaded for connection 25384 from
QUTSI DE: 192. 168. 2. 40/ 80 (192.168.2.40/80) to INSIDE: 192. 168. 1. 40/ 32809 (192.168. 1. 40/ 32809)

Sep 27 2017 20:16:05: %ASA- 6-805002: TCP Flow is no | onger offloaded for connection 25384 from
I NSI DE: 192. 168. 1. 40/ 32809 (192. 168. 1. 40/ 32809) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)



Sep 27 2017 20:16:05: %ASA- 6-302014: Teardown TCP connection 25384 for | NSIDE: 192. 168. 1. 40/ 32809
to OUTSI DE: 192. 168. 2. 40/ 80 durati on 0:00: 00 bytes 1055048 TCP FI Ns
Sep 27 2017 20:16:05: %ASA-7-609002: Teardown | ocal -host | NSIDE: 192. 168. 1. 40 durati on 0: 00: 00

FEIL—IIVEBREALZNTY 70— tustLINATOFT 2> 32, WS D2HhD/NTY M LINA
C&>TREE N, Bk SmartNIC ( FP4100/FP9300 ) 4 70— R&EhE T,

NEMs

MIO
| |Switch
Fabric

Security Module

IIIIII#WII'WII

DROP DROP

LINA Engine Datapath

&£ A B
BEFERATEIMBENBHYET, TustSnont LT TOBONTY NEGEFIVOL (T
Dy—asil, SIFIvIORE ), BYDT7O—ZLINAL D VICAT7O—RITZBE
NT7oav
. FP4100/9300 CFTD% AL, 7O—ASnortBREZZLICNANATBESICT BT, &
OOAX >V RZFEALTTL 714N ZIL—ILZERELVLET, Faspath 7O I (O RFIX
NOBEEREVIIVESR)
ZL74MERVI—TOAYHO FoOIa>

RICRENATVAS MROZICOVWTHRFALET,

192.168.1.0/24 192.168.2.0/24

INSIDE g R OUTSIDE

1 m\P= 1

FTD

RICRENTVARRUD—ICDOVWTERFALET,

QJ

- -40 40 /



Access Control » Prefilter Network Discovery Application Detectors Correlation Actions ¥

FTD_Prefilter

Rules
) Add Tunnel Rule ) Add Prefilter Rule @ Search Rulet
# Name RuleT... .. De Source Destination Source Destinat... VLAN Tag  Action
... Im Networks Networks Port Port
1 Prefilterl Prefilter i 192.168.1.40 5 192.168.2.40 X Block

child, FTDSnortT> 22 (ngfw.rules7 7 A4 J)L ) ICBAEhzKRU>—TT,

# Start of tunnel and priority rules.
# These rules are evaluated by LINA. Only tunnel tags are used fromthe natched rule id.
268437506 deny any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1

LINA D55 :

access-list CSM FWACL_ line 1 remark rule-id 268437506: PREFILTER POLICY: FTD Prefilter
access-list CSMFWACL_ line 2 remark rule-id 268437506: RULE: Prefilterl

access-list CSM FWACL_ line 3 advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id
268437506 event-log flowstart (hitcnt=0) 0x76476240

RENTY RERNL—ATDE, NTYRNFLNAICK2TROYZEHN, Snort ICEEIEE i)
CENTRENZFET,

firepower# packet-tracer input INSIDE icnp 192.168.1.40 8 0 192.168. 2. 40

Phase: 4

Type: ACCESS-LIST

Subt ype: | og

Result: DROP

Confi g:

access-group CSM FW ACL_ gl oba

access-list CSM_FW ACL_ advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id 268437506
event-log flow-start

access-list CSM FWACL_ remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-list CSM FWACL_ remark rule-id 268437506: RULE: Prefilterl

Addi tional |Information:

Resul t:

i nput-interface: |NSIDE

i nput-status: up

input-line-status: up

out put-interface: OUTSIDE

out put -status: up

output-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

Snort HETORR :

firepower# show snort statistics



Packet Counters:
Passed Packets
Bl ocked Packets
I nj ected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

O OO oo

F

ow Counters:
Fast - For war ded Fl ows
Bl ackl i sted Fl ows 0

o

M scel | aneous Counters:
Start-of-Flow events 0
End- of - Fl ow event s
Denied flow events 1

o

LINAASP ROY 7O&RR :

firepower# show asp drop

Frane drop:
Flow is denied by configured rule (acl-drop) 1

2 B

LILAZRBHICETVWTRS 74y 027 0Y 00, K374V U0OSnortREZTSHBEN VS

Bk, 7L74MLR27OY V=) 2ERTEET,
7L 714 )RR — Fastpath PU a3~

RICRENTWVWARTL 71U ERIS—=I)L—=ILIC OV THRELET,

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v
FTD_Prefilter
il Rutes
) Add Tunnel Rule ) Add Prefilter Rule | Search Rules
#® . Name . Rule T... SO!.. De. Source Destination Source Destinati... VLAN Tag . Action
Int Inl Networks Networks Port Port
1 Prefilter1 Prefilter #: 192.168.1.40 @ 192.168.2.40 o TCP (6):80 “ =» Fastpath

chik, FTIDSnontI P ICEAENERYS—TT,

268437506 fastpath any any any any any any any any (log dcforward flowend) (tunnel -1)
FTD LINA DiFE -

access-list CSMFWACL_line 1 remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-list CSMFWACL_line 2 remark rule-id 268437506: RULE: Prefilterl

access-list CSM FWACL_ line 3 advanced trust tcp host 192.168.1.40 host 192.168.2.40 eq www
rule-id 268437506 event-log flow end (hitcnt=0) Oxf3410b6f




EEDREE

RANA(192.168.1.40 ) F'7/RAKN B (192.168.240 ) NO HTTP v > a2 Z@M_5&Td L
cWOADONTY RALINA ZBBL. %V IE SmantNIC ICA7O—RENKXT, CDFE
system supporttrace E S RT TN 1 —F 42T &TS5HIC, firewall-engine-debug enabledld X
ZRLET,

> system support trace

Pl ease specify an I P protocol: tcp

Pl ease specify a client |IP address: 192.168.1.40
Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.2.40
Pl ease specify a server port:

Enabl e firewal | -engi ne-debug too? [n]: y

Moni tori ng packet tracer debug messages

192.168.1.40-32840 > 192.168.2.40-80 6 AS 1 I 8 Got end of flow event from hardware Wi th fl ags
04000000

LINAOJ @A 70— REhiz70—ZRLET,

Cct 01 2017 14:36:51: %ASA-7-609001: Built |ocal-host |NSIDE:192.168. 1. 40

Cct 01 2017 14:36:51: %ASA-7-609001: Built |ocal-host QOUTSIDE: 192. 168. 2. 40

Cct 01 2017 14:36:51: %ASA-6-302013: Built inbound TCP connection 966 for

I NSI DE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840) to QUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Cct 01 2017 14:36:51: %ASA-6-805001: Offloaded TCP Flow for connection 966 from
INSIDE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840) to QOUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Cct 01 2017 14:36:51: %ASA- 6-805001: Offloaded TCP Flow for connection 966 from
OUTSIDE: 192. 168. 2. 40/ 80 (192. 168.2.40/80) to |INSIDE: 192. 168. 1. 40/ 32840 (192. 168. 1. 40/ 32840)

LINAF ¥ 7’ F v (F8NT Y R BBTRDCEZERLET,

firepower# show capture
capture CAPlI type raw data buffer 33554432 trace trace-count 100 interface |INSIDE [Capturing -
3908 bytes]

match ip host 192.168.1.40 host 192.168. 2. 40
capture CAPO type raw data buffer 33554432 trace trace-count 100 interface OUTSIDE [Capturing -
3908 bytes]

match i p host 192.168.1.40 host 192.168. 2. 40

firepower# show capture CAPI

8 packets captured

1: 14:45:32.700021 192.168.1.40.32842 > 192.168.2.40.80: S 3195173118:3195173118(0) wi n 2920
<mss 1460, sackOK, ti mestanp 332569060 0>

2: 14:45:32.700372 192.168.2.40.80 > 192.168. 1.40.32842: S 184794124: 184794124(0) ack
3195173119 win 2896 <nss 1380, sackCK, tinmestanp 332567732 332569060>

3: 14:45:32.700540 192.168.1.40.32842 > 192.168. 2.40.80: P 3195173119: 3195173317(198) ack
184794125 wi n 2920 <nop, nop, ti mestanp 332569060 332567732>

4: 14:45:32.700876 192.168.2.40.80 > 192.168. 1.40.32842: . 184794125: 184795493(1368) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569060>



5: 14:45:32.700922 192.168.2.40.80 > 192.168. 1. 40.32842: P 184795493: 184796861(1368) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569060>

6: 14:45:32.701425 192.168.2.40.80 > 192.168. 1. 40.32842: FP 184810541: 184810851(310) ack
3195173317 wi n 2698 <nop, nop, ti nestanp 332567733 332569061>

7: 14:45:32.701532 192.168. 1. 40. 32842 > 192.168. 2. 40. 80: F 3195173317:3195173317(0) ack
184810852 wi n 2736 <nop, nop, ti mestanp 332569061 332567733>

8: 14:45:32.701639 192.168.2.40.80 > 192.168.1.40.32842: . ack 3195173318 win 2697
<nop, nop, ti mestanp 332567734 332569061>

FTD 70—F 70— RiEstlE. HW ICAT7O—REhE 22 DNTY hZ2RLEXT,

firepower# show flow-offload statistics
Packet stats of port : O

Tx Packet count : 22
Rx Packet count : 22
Dr opped Packet count : 0
VNIC transmitted packet : 22
VNIC transmitted bytes : 15308
VNI C Dropped packets : 0
VNI C erroneous received 0
VNI C CRC errors 0
VNIC transmt failed 0
VNI C nmul ticast received 0

F /. showflow-offload flow AN REMAL T, #7O0—REhiE70O0—ICBEETIEMEBEHRE
KRULET, UTH—HITT,

firepower# show flow-offload flow
Total offloaded flow stats: 2 in use, 4 npost used, 20% of fl oaded, O colli sions
TCP intfc 103 src 192.168. 1. 40: 39301 dest 192.168.2.40: 20, static, tinestanp 616063741, packets
33240, bytes 2326800
TCP intfc 104 src 192.168. 2. 40: 20 dest 192. 168. 1. 40: 39301, static, tinestanp 616063760, packets
249140, bytes 358263320
firepower# show conn
5 in use, 5 nost used
I nspect Snort:
preserve-connection: 1 enabled, 0 in effect, 4 nost enabled, 0 nost in effect

TCP QUTSIDE 192.168.2.40:21 INSIDE 192.168.1.40:40988, idle 0:00:00, bytes 723, flags UO

TCP QUTSIDE 192.168.2.40:21 INSIDE 192.168.1.40:40980, idle 0:02:40, bytes 1086, flags U O

TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:49442, idle 0:00:00, bytes 86348310, flags U O
N1

TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:39301, idle 0:00:00, bytes 485268628, flags Uo
<- offloaded flow

TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:34713, idle 0:02:40, bytes 821799360, fl ags
UFRI O

N—tTF—=TE, showconn'TT—NRRENDHEENHYVET, LRI, GFTT5O0
connAFTDLINAL> > Zz@BL, TOSE1 2 FA70—REhd &, 20%AF70—R
ELTHEEIET

CFAT7O0—REYVAVORKREBEE., VIRNIDITON=23AVICKR2TERYFRIT(EeaE
. ASA9.83B KTFTD 6.2.3lk, 400 DX AME ( TWF800FDEFME ) FA70—R70—
ZHR—BMLEY)

AT7O0—RENZDT7O0—OBAHRICELEBES (LEAE, 4007ORFE70—) ., BE
NDEFEANA7O—RENET—TIHDSHIBRENDET, FILLEKRFA7O—REhEE
A



FTD ( #70—R +LINA) % &iB9 % FP4100/9300 LD IXRTONT Y RERFRTDICIK, K
CRTESIC, Y= ILARILTF YT F Y EBICITDRENHV)ET,

C Refresh | | Capture Session

= » CAP Drop Count: 0 Operational State: DOWN - Session_Admin_Shut Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Name Device Name
Ethernet1/9 None 0 CAP-ethernet-1-9-0.pcap FTD

Ethernetl/1 None 0 CAP-ethernet-1-1-0.pcap FTD

A= NVOTL—= FYIFrYREELFOOTO—%2RLET, FXOSEFYTFYOT7—FT
DFF¥ (AACELE220OF Y TFYRAVE)ICEKY, RICRTKRSIZ, IXTONT Y R
2ERTENFET,

INT Y NRRTIEER

-FTDBAHDO/NT Y NO#E - 30

- FTDLINARBHONTY ~ : 8

- SmantNICHW 72 +Z L —ZRICAT7O0—R&EhENTY K 122
FP4100/FPO300LAAD 'S5 Y N7 #—LDFERK., 70—F 70— RAYR—REhTLVEVE
H, INTONTY RALINAL D VLK > TREBEAET 7T BV EITFRELTLE
=W\,

FP2100- 6# show conn addr 192.168.1.40
33 in use, 123 nost used
I nspect Snort:
preserve-connection: 0 enabled, 0 in effect, 2 nost enabled, 0 nost in effect

TCP QUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:50890, idle 0:00:09, bytes 175, flags uxIO

LINA Syslog (Cl, #EHEY RTYTARY NEERRTARY NOANRTRENET,

FP2100- 6# show log | i 192.168.2.40

Jun 21 2020 14:29:44: %-TD-6-302013: Built inbound TCP connection 6914 for

I NSI DE: 192. 168. 1. 40/ 50900 (192.168.11.101/50900) to OUTSI DE: 192. 168. 2. 40/ 80 (192. 168. 2. 40/ 80)
Jun 21 2020 14:30: 30: %TD-6-302014: Teardown TCP connection 6914 for |NSIDE: 192. 168. 1. 40/ 50900
to OUTSI DE: 192. 168. 2. 40/ 80 duration 0:00: 46 bytes 565 TCP FINs from OUTSI DE

fEF Bl

- R prefilter Fastpath Snortf ARV AV ETEEICNANATRDHEEOT V3>, BERE
NV OTYVTRTF—ER-ARERZE, FEHRTEDIABTENO7O-CHLTIhZERITL
7,

- FP4100/93007 72 A4 7 > ATl&, Fastpath 72> a2 70—F70—R&ERNJUAH—L, D
BONTY NEGAFTDLINAL> D> ZBIBLET, &Y Ik, IBEZERE TS SmartNIC (C
LOTREENET,



L7414 )ARKR)>—Fastpath 7O 3> (42540 Y M)

A2Z42EY N (NGIPSAIVE—T IR ) ZBBTBDRTT1YIICHLTTLT7 1IILER
') —Fastpath7 72 3V FERENDHER. ROREEETILENBYET,

- CDI=I)LIE, LINAZ>ZPVICRDOESICEAENET, wust action
70— Snort T VICk 2 THREShEE A,
- 70—F70—RENGIPS A Z—T7 I RAICERAESEVWES, 7O0—F70—RK (HW
ToEZL—232)BEFRELERA,
154> 1Y MIBRAE h3Prefilter Fastpath7 7> 3> OBEONTY RRL—ADHIE R
ICRLUET,

firepower# packet-tracer input inside tcp 192.168.1.40 12345 192.168.1.50 80 detail ed

Phase: 1

Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

Confi g:

Addi tional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services will be applied
Forward Fl ow based | ookup yields rule:

in id=0x2ad7ac48b330, priority=501, donai n=i ps-node, deny=fal se
hits=2, user_dat a=0x2ad80d54abd0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-1ist CSM FWACL_ advanced trust ip object 192.168.1.0 object 192.168.1.0 rule-id
268438531 event-1og fl ow end

access-list CSMFWACL_ remark rule-id 268438531: PREFILTER POLI CY: PF1

access-list CSM FWACL_ remark rule-id 268438531: RULE: 1

Addi tional |Information:

Forward Fl ow based | ookup yields rule:

in id=0x2ad9f 9f 8a7f0, priority=12, domai n=permt, trust

hits=1, user_data=0x2ad9b23c5d40, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0

src ip/id=192.168. 1.0, mask=255.255.255.0, port=0, tag=any, ifc=any

dst ip/id=192.168.1.0, mask=255.255.255.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
i nput _i fc=any, output_ifc=any

Phase: 3

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |Information:

Ingress interface inside is in NG PS inline node.

Egress interface outside is determ ned by inline-set configuration

Phase: 4

Type: FLOW CREATI ON
Subt ype:

Resul t: ALLOW



Confi g:

Addi tional |nfornation:

New fl ow created with id 7, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_ips_tcp_state_track_lite

snp_f p_i ps_node_adj

snp_fp_tracer_drop

snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_ips_tcp_state_track_lite

snp_f p_i ps_node_adj

snp_fp_tracer_drop

snp_i fc_stat

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
Action: allow

NTY NKNNAOBRENBERRZRICRALET,

MIO
Switch
Fabric

Security Module

Smart R)&‘tgress W3 |
NIC Check

ZL7140BRI>—Fastpath PO a2 (RYTICEBDLUF402Y M)

L0542ty NOBEERL
TL7AMNBRV—GH/TFoa
SFUA1: ACPTOY IN—IE&EBTLT 1 LADH

HIZRENTWVWS 947 (Analyze ) | L—ILEZEBEC 7L 7 1IILRRI—ICO2VWTHRELET,

[ Access Control » Prefilter = Network Discovery ‘ Application Detectors " Correlation = Actions v ‘

Prefilter_Policyl

Enter Description

(&) Add Tunnel Rule (&) Add Prefilter Rule ~ Search R

1 Prefilter_Rulel Prefilter any i 192.168.1.40 g 192.168.2.40 any o Analyze

ACPIZIE, F7AIBMDIIL—=IEGHFEENET, ZDIL—ILIE Block Al Traffic RIICRT RS I :



Access Control » Access Control Network Discovery Application Detectors Correlation Actions =

ACP1

Enter Description

m Security Intelligence  HTTP Responses  Advanced

Tz Inheritance S

. Show Rule Conflicts

w Mandatory - ACP1 (-)
There are no rules in this section. Add Rule or Add Category

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

ZhiE, FTD SnortT> >~ (ngfw.rules7 7 A4 )L ) CBAEhIZARUS —TY,

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268435460 al | ow any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1)
268435459 all ow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268435459 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268435459 all ow any any any any any any any 47 (tunnel -1)

268435459 allow any any any any any any any 41 (tunnel -1)

268435459 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

# Start of AC rule.

268435458 deny any any any any any any any any (log dcforward flowstart)

# End of AC rule.

ChiE FIDLINAI D VICRBEE RIS —TT,

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=0) 0xb788h786

B E D HREL

Packet-tracerld. /N7 Y RALINAICK 2 TEFAIE N, SnontT VI ICEEETND &R RLET
(REA : permit 7O 32)ZERITL, SnontL 2N Block ACHSDT 7 I KT O aUH—
BLTWAiEY, HEEIhET,

FESnot MRV RIVIL—ILNICETVTIRNZ 74V 0 ZFHMETR @B EHA,

NTYRZERL—RATRE, TOENFDHAVET,

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4

Type: ACCESS- LI ST
Subt ype: | og

Result: ALLOW
Config:



access-group CSM FW ACL_ gl obal

access-list CSM_FW ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER PCLI CY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Result: DROP

Confi g:

Addi tional Information:

Snort Trace:

Packet: | CWP

Appl D: service | CW (3501), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewall: block rule, id 268435458, drop

Snort: processed decoder alerts or actions queue, drop
NAP id 1, IPS id 0, Verdict BLOCKLIST, Blocked by Firewall
Snort Verdict: (block-list) block list this flow

Resul t:

i nput-interface: |NSIDE

i nput -status: up

input-line-status: up

out put-interface: OUTSIDE

out put - status: up

out put-1line-status: up

Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

2FVF2: ACPHTL—NICLDTL 7 1IN EDH

NTY RN FID ZBBTEDRRSICTRZRENBEHNDBEIE. ACPICIL—ILZEBMTEDHEN
HYET, [Action]iZld, BEICISU T[Alow]E =K [Trust] 2B ETE X T (L AEFE, L7412V ANR
02aVEBERIZIEEE. Alow 7O 3AV)VERORICRLET,

| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Enter Description
Prefilter Policy: Prefilter Policyl SSL Policy: None Identit

= Inheritance Sel

_m Security Intelligence  HTTP Responses  Advanced
8 Filter by Device | Show Rule Conflicts & &) Add Category (&) Add Rule | Search Rul

w Mandatory - ACP1 (1-1)
52192.168.1.40 §2192.168.2.40 Any

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

FTIDSnot TV ICEBEE RS —




# Start of AC rule.

268435461 allow any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

LINAI> 2V DiFE :

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=1) 0xb788h786

BiED#REE

INTYRML=HEE, NTY RN —=IIC—BTDEZRLFET 268435460 LINAE K U 268435461
snotL 2 DHE :

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-1ist CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL remark rule-id 268435460: RULE: Prefilter Rulel
Addi tional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Snort Trace:

Packet: | CWP

Appl D: service I CWP (3501), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : allow rule, id 268435461, allow

NAP id 1, IPSid 0, verdict PASS

Snort Verdict: (pass-packet) allow this packet

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1ine-status: up
Action: allow

F VA3 ACPBEIL-INICEDTL71IURDH

ACPIZ [fEE (Trust ) 1 L—IAEENTVRHEER, RICRENTVBLSBRRICAYET,



| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Enter Description
Prefilter Policy: Prefilter_Policy1 SSL Policy: None Identi
Tz Inheritance Se|
m Security Intelligence  HTTP Responses  Advanced
#8 Filter by Device | Show Rule Conflicts &  (J) Add Category  (J) Add Rule | Search Rul

w Mandatory - ACP1 (1-1)
572 102.168.1.40 2 102.168.2.40 Any

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

Snort:

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

LINA :

access-list CSM FWACL_ |line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=2) 0xb788hb786

SIFF 72 NTHEIICE>TVDED, EHEILI-—INEROISICEHETEAET permit DB &
EHEONTY RARBREOLEDICSnont TP VICURALIRNENDEKSIZ, LINAICKHTST
>3,

BEDKREE

INTYRRNL—=Y&, SnotIIUANT Y hEFAL., EXRNICEY OT7O—ZLINAICT Y
A—R¥B2EZRLET,

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group CSM FW ACL_ gl obal
access-list CSM_FW _ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER PCLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Addi tional I|nformation:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14
Type: SNORT
Subt ype:
Resul t: ALLOW
Confi g:



Addi tional I|nformation:

Snort Trace:

Packet: | CWP

Appl D: service | CWP (3501), application unknown (0)

Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : trust/fastpath rule, id 268435461, allow

NAP id 1, IPSid 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1ine-status: up
Action: allow

2FVF4: ACPEEIL-INCRZTLT1IINEGH
COIFIATRE, SINFHTEMCEhIRL L,

IL—=ILIEIRD KIS Snort ICBREENE T,

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

LINA Tl&k, =)L trust ELTERBEAETNET, /N7 Y ME. Analyze Prefilter)L—)LIC& > TE
AENEHFTIL—I (ACEEY NATVRZZR ) IC—HL, SnotI 2V ICk 2> TREEhE
£

access-list CSM FWACL_ line 3 advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id
268435460 (hitcnt=3) 0xb788b786

access-list CSM FWACL_ line 13 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id
268435461 event-log flowend (hitcnt=0) 0x5c1346d6

access-list CSM FWACL_ |ine 16 advanced deny ip any any rul e-id 268435458 event-log flowstart
(hitcnt=0) 0x97aal2la

EED AL

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-list CSM FWACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-list CSM FWACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-list CSM FWACL_ remark rule-id 268435460: RULE: Prefilter_Rulel



Addi tional |nformation:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Snort Trace:

Packet: | CWP

Appl D: service | CWP (3501), application unknown (0)
Firewal | : starting rule matching, zone -1 -> -1, geo O -> 0, vlan 0, sgt 65535, user 9999997,
i cnpType 8, icmpCode 0O

Firewal | : trust/fastpath rule, id 268435461, allow
NAP id 1, IPSid 0, Verdict PERMITLIST

Snort Verdict: (fast-forward) fast forward this flow

Resul t:

input-interface: |NSIDE

i nput -status: up
input-line-status: up

out put-interface: OUTSIDE
out put-status: up

out put-1line-status: up
Action: allow

FBRAVB

Canalyze 72232k, LINAI DV OFAIIL—ILELTEAETNET, child, BEDL
HICSnont T DU ICEEETNBDNTY NMCEELET
- Tanalyze 72232 EESnot T I —ILZEBALZEVWES, SnotT—HTHACPTI
— L EBETHDHRENF HET,
. 2Tk, SnortIT > > (block VS allow VS fastpath)Snort Tldk, /N7 Y RAE 2 <A E hix ()
FEEVS OB B
155 F 5

RG] Analyze 7O A, TLT7 4R KR) D —I(CELEWFastpath)L—=ILAH 1Y), $FED
70— THIANZEEREL T, SnortlCc k> TREENDLSICTIHEETT

ACP EZ&F V>3

FMCUI TREENLEZXRIL—I :

ACP1 Analyzs HIt Count

Rules Security Intelligence HT TP Responses Logging Advanced Prefilter Policy. fault Prefilter F Y SSL Policy: Mon Identity Policy: Noné
—

¥ Search Rules ® Show Rule Conflicts @ tegory == Add Rule

» Mandatory - ACP1(1-3)

EZARI)I—=I)IE, FIDLINAZI>Z 2V EIZRODEKSICEBRAENET, permit Snont T ICH T
7023 0BKV auwdit 7O 3.



firepower# show access-list

access-list CSM FWACL_ line 10 advanced permit ip 192.168.10. 0 255. 255. 255. 0 192. 168. 11.0
255.255.255.0 rule-id 268438863 (hitcnt=0) Ox6lbbafOc

Snort JL—JL :

adm n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1lea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.
268438863 audit any 192.168.10.0 24 any any 192.168.11.0 24 any any any (log dcforward fl owend)
# End rul e 268438863

FERAB
- MonitorRulel&d RS 7 1 v 0% ROY 7R EEFFALEH AN, Connection EventZ £ L £

o NTY NEEBEDIL—ILERBEEN, FAXRLEROYTENET,
- FMCEERA R NE, NTY RHF200)—)LIE—F Ll &EZRLET,

Connection Events

No Search Constraints (Edit Search

Connections with Application Details Table View of Connection Events
Jump to...
:::L'“r" Destination
+ First Packet * Last Packet * Action * Initiator IP * Responder IP % ILTJ"{I-; ® Port [ ICMP > Access Control Rule *
Type Code
v 2020-06-20 22:17:40  2020-06-20 22:17:43  Trust 192.168.10.50 192.168.11.50 41920 /tcp 80 (http) [ tep  ACP1 trust_L3-L4, Monitor_Rule

System support trace BAOE, NTYRDPEEOIL—=IIC—BHTERIEZRLTVET,

> system support trace

Enabl e firewal |l -engi ne-debug too? [n]: ¥

Pl ease specify an IP protocol: tcp

Pl ease specify a client IP address: 192.168.10.50

Pl ease specify a client port:

Pl ease specify a server |IP address: 192.168.11.50

Pl ease specify a server port:

Monitoring packet tracer and firewall debug nessages

192. 168. 10. 50- 41922 - 192.168.11.50-80 6
192. 168. 10. 50- 41922 - 192.168.11.50-80 6
192. 168. 10. 50- 41922 - 192.168.11.50-80 6
unknown (0)

1-1 G D 0 Packet: TCP, SYN, seq 419031630
1-1 CID 0 Session: new snort session
1-1 CID O Appl D: service unknown (0), application

AS
AS
AS

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 new firewal |l session

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 Starting ACwith mnimum 2, 'Mnitor_Rule'
and | PProto first with zone s -1->-1, geo 0 -> 0, vlan O, source sgt type: 0, source
sgt tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest sgt tag: O, svc 0, payload O,

client 0, msc 0, user 9999997, icnpType 0, icnpCode 0O

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 match rule order 2, 'Monitor_Rule', action
Audit

192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 match rule order 3, 'trust_L3-L4', action
Trust



192. 168. 10. 50- 41922 > 192.168.11.50-80 6 AS 1-1 | 19 M dRecovery data sent for rule id:
268438858, rul e_action: 3, rev id:1078 02206, rule_match fl ag: Ox2

cdR)
XYRND—DOTIOTAETAZEZRL, BERARNZERTDLEHICEREIET,
ACPAVBSUFT47 7OY U Fo>ar

FMCUI TREE N A2 RS 0T47 70v 0 IL—I:

¥ Search Aules X Show Rule Conflicts @+ A + Add Rule

Aox Source — sausce Dot Acctias EROR2EEW »

Ay 24 192.168.11.5 Arry Any Ary Any Any Any Any @ Intersctive Block V|

A8S59F4770Y )=, FIDLINAI>S > L TAROES IZEBEENET, permit
SnontI IR UTNANAL—=ILELTERDT O3 E#ETLET,

firepower# show access-list

access-list CSMFWACL_line 9 remark rule-id 268438864: L7 RULE: Inter-Bl ock-Rul el

access-list CSM FWACL_ line 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host
192.168.11.50 eq ww rul e-id 268438864 (hitcnt=3) Oxba785fc0

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACPl1 - Mandatory
access-list CSM FWACL_line 12 remark rule-id 268438865: L7 RULE: Inter-Block_Rule2

access-list CSM FWACL_ |line 13 advanced permit ip 192.168. 10. 0 255. 255. 255. 0 host 192.168. 11.51
rul e-id 268438865 (hitcnt=0) 0x622350d0

Snot T>>>

adm n@i repower: ~$ cat /var/sf/detection_engines/9e080e5c-adc3-1llea-9d37-44884cf7e9ba/ngfw.rules

# Start of AC rule.

268438864 bypass any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6

# End rul e 268438864

268438865 bypass any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676: 1)
(ip_protos 6, 17)

# End rul e 268438865

A22Z0747 70Y 0 V=&, BENBLEEhTWEAEEZI—F—ICRLET,



Access Deniled

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

| Continue |

F7AIRTRE, 774T70x—)Ld70Y 0% 600 WEANANAEEBENTEET,

Rukes Security Intelligence HTTFP Responses Logging Advanced
I ——

General Settings ’
Maximum URL characters to store in connection 1024
events
-:5.I|~:|v.' an Intéractive Block to bypass blecking for 600
|Seconds)
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yies
Inspect traffic during policy apply Yes

A system supporttrace HOZRD &, 77ATIF—=I)IFBRDNZ 74y o27TOYIL, 70
YIR=IHFRRENTVDENDHYET,

> system support trace

192. 168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 983273680, ack
2014879580

192. 168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192.168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 Starting ACwith mninmum 2, 'Inter-Bl ock-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0O, source sgt type: 0, sgt
tag: 0, ISE sgt id: O, dest sgt type: O, |SE dest_sgt_tag: 0, svc 676, payload 0, client 589,
msc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 match rule order 2, 'Inter-Block-Rulel
action Interactive

192.168. 10. 52-58717 > 192.168.11.50-80 6 AS 1-1 | 22 bypass action sending HTTP interactive
response of 1093 bytes

192. 168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive block rule, '"Inter-
Bl ock-Rul el', drop

192. 168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192. 168. 10. 52- 58717 > 192.168.11.50-80 6 AS 1-1 | 22 deleting firewall session flags = 0x800,
fwFl ags = 0x1002

192. 168. 10. 52-58717 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 22, NAPid 1, IPSid 0, Verdict
BLACKLIST

192. 168. 10. 52- 58717 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdict reason is sent to DAQ



I—HARIRL S, continue ( FERTSOYR—DEEH Y FNY T TR, N7y RFREIU
ILW=ILICE2>THFAETHATVDCENRENET, <cDJL—ILIE. allow action:

192.168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 1357413630, ack

2607625293

192.168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application

unknown (0)

192. 168. 10. 52- 58718 > 192.168.11.50-80 6 AS 1-1 | 8 Starting AC with m ninmum 2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload O, client 589,

m sc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 match rule order 2, 'Inter-Bl ock-Rulel',

action Interactive

192.168. 10.52-58718 > 192.168.11.50-80 6 AS 1-1

192.168. 10.52-58718 > 192.168.11.50-80 6 AS 1-1 | 8 allow action
1-1

| 8 bypass action interactive bypass

192. 168. 10. 52- 58718 - 192. 168. 11.50-80 6 AS CIDO Firewall: allowrule, '"lInter-Block-Rulel'
al | ow
192. 168. 10. 52- 58718 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-

Bl ock-Rul el', allow
192. 168. 10.52-58718 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 8 NAP id 1,
PASS

R

Web I—H—ICBER—JERRL, BITTHATIVEERLET,
&Y NFO2aVIC&DACPAURZ0F4770Y 79
FMCUI TUEY NL—IFREENIAEZ0T4770v 70 :

active Block with reset d
nek Wwith reset rd

IPS id 0, verdict

SSL Policy: N Identity Policy: |

e Conflicts @+ A + Add Rule

ROVRAEEM o

L 1]

DYy NL=ILEELAR2Z0F4770v 29k, FIDLINAL>S > EIC permit Short L2/ >

JIERLULTARLEY RL=LELTT O3> %#RTLET,

firepower# show access-list

access-list CSMFWACL_line 9 remark rule-id 268438864: L7 RULE: Inter-Bl ock-Rul el
access-list CSM FWACL_ |ine 10 advanced permit tcp 192.168. 10.0 255. 255. 255. 0 host

192.168.11.50 eq ww rul e-id 268438864 (hitcnt=13) 0Oxba785fc0

access-list CSM FWACL_ line 11 remark rule-id 268438865: ACCESS POLI CY: ACP1 - Mandatory
access-list CSM FWACL_line 12 remark rule-id 268438865: L7 RULE: Inter-Block_ Rule2
access-list CSM FWACL_ |line 13 advanced permit ip 192.168. 10. 0 255. 255. 255. 0 host 192. 168. 11. 51

rule-id 268438865 (hitcnt=0) 0x622350d0

Snot T>>2

# Start of AC rule.
268438864 intreset any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6




# End rul e 268438864

268438865 intreset any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676: 1)
(ip_protos 6, 17)

# End rul e 268438865

VY MMZEo7OY 7]EFRIC, I—HRBROEDZEIRTEET, continue 7732

Access Denied

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

=

Continug |

Snort ®F/\Y ' T Interactive Reset I REND T 0> 3>

> gystem support trace

Enabl e firewal | - engi ne-debug too? [n]: ¥

Pl ease specify an | P protocol: tcp

Pl ease specify a client |IP address: 192.168.10.52

Pl ease specify a client port:

Pl ease specify a server |P address: 192.168.11.50

Pl ease specify a server port:

Moni toring packet tracer and firewal | debug nessages

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, SYN, seq 3232128039

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID O Session: new snort session
192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service unknown (0), application
unknown (0)

192. 168. 10. 52-58958 > 192. 168.11.50-80 6 AS 24 new firewal | session

192. 168. 10. 52-58958 > 192. 168.11.50-80 6 AS 24 Starting ACwith mninmm2, 'Inter-Bl ock-
Rul el', and IPProto first with zones -1 -> -1, geo 0 -> 0, vlan 0, source sgt type: 0, source
sgt tag: O, ISE sgt id: O, dest sgt type: 0, |SE dest sgt tag: 0, svc 0, payload 0, client O,
msc 0, user 9999997, icnpType 0, icnpCode O

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 match rule order 2, 'Inter-Block-Rulel
action Interactive Reset

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 M dRecovery data sent for rule id:
268438864, rul e_action: 8, rev id: 1099034206, rule_nmatch flag: 0x0

192. 168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 HitCount data sent for rule id: 268438864,
192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid 0, Verdict
PASS

1-1 1
1-1 1

192.168. 11.50-80 - 192.168.10.52-58958 6 AS 1-1 CID 0 Packet: TCP, SYN, ACK, seq 2228213518, ack
3232128040

192.168. 11.50-80 - 192.168.10.52-58958 6 AS 1-1 CID O Appl D: service unknown (0), application
unknown (0)

192.168. 11.50-80 - 192.168.10.52-58958 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid 0, Verdict
PASS

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3232128040, ack
2228213519



192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Appl D: service unknown (0), application
unknown (0)

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid O, Verdict
PASS

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3232128040, ack
2228213519

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52-58958 > 192. 168.11.50-80 6 AS 1-1 | 24 Starting ACwith mninmum2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589
m sc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58958 > 192.168.11.50-80 6 AS 1-1 | 24 match rule order 2, 'Inter-Bl ock-Rulel',
action Interactive Reset

192.168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 bypass action sending HTTP interactive
response of 1093 bytes

192. 168. 10. 52-58958 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive block rule, 'Inter-
Bl ock- Rul el', drop

192. 168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 Snort: processed decoder alerts or actions
queue, drop

192. 168. 10. 52- 58958 > 192.168.11.50-80 6 AS 1-1 | 24 deleting firewall session flags = 0x800,

f wFl ags = 0x1002

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 24, NAP id 1, IPSid 0, Verdict
BLACKLIST

192.168. 10. 52- 58958 - 192.168.11.50-80 6 AS 1-1 CID 0 ===> Blocked by Firewall

Verdict reason is sent to DAQ

CORRT, 7OV IR—IN I RI—YPIZRRENET, 1—HAH continue ( FlFWebR
—DEH)SERNZ 74V IODOBBEFTITAIEUIL—ILF—HLET,

192. 168. 10. 52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, ACK, seq 1593478294, ack
3135589307

192. 168. 10. 52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Appl D: service HITP (676), application
unknown (0)

192. 168. 10. 52-58962 > 192.168.11.50-80 6 AS 1-1 | 14 Starting ACwith mninmum2, 'Inter-Block-
Rulel', and IPProto first with zones -1 -> -1, geo 0(0) -> 0, vlan 0O, source sgt type: 0, sgt
tag: 0, ISE sgt id: 0, dest sgt type: 0, |ISE dest_sgt_tag: 0, svc 676, payload 0, client 589
msc 0, user 9999997, min url-cat-list 0-0-0, url http://192.168.11.50/, xff

192. 168. 10. 52-58962 > 192.168.11.50-80 6 AS 1-1 | 14 match rule order 2, 'Inter-Bl ock-Rulel',
action Interactive Reset

192. 168. 10. 52-58962 > 192.168.11.50-80 6 AS

1-1 14 bypass action interactive bypass
192.168. 10.52-58962 > 192.168.11.50-80 6 AS 1-1
1-1

|
| 14 all ow action

192. 168. 10. 52- 58962 - 192. 168. 11.50-80 6 AS CIDO Firewall: allowrule, '"Inter-Block-Rulel'
al | ow
192. 168. 10. 52- 58962 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-

Bl ock-Rul el', all ow
192.168. 10.52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 14, NAPid 1, IPSid 0, verdict
PASS

192. 168. 11. 50- 80
1593478786

192. 168. 11. 50- 80
unknown (0)

192. 168. 11. 50-80 - 192. 168. 10.52-58962 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Block-Rulel
al | ow

192. 168. 11. 50- 80 192.168.10.52-58962 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-
Bl ock-Rul el', all ow

192.168. 11.50-80 - 192.168. 10.52-58962 6 AS 1-1 CID O Snort id 14, NAP id 1, IPSid 0, Verdict
PASS

192.168. 10. 52-58962 6 AS 1-1 CID 0 Packet: TCP, ACK, seq 3135589307, ack

192.168. 10. 52-58962 6 AS 1-1 CID O ApplD: service HITP (676), application
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firepower# show cap CAPI | i 11.50

2: 22:13:33.112954 802. 1Q vl an#202 PO 192.168. 10. 50. 40010 > 192.168.11.50.21: S
3109534920: 3109534920(0) wi n 29200 <nss 1460, sackOK, ti nestanp 3745225378 0, nop, wscal e 7>
3: 22:13:33.113626 802. 1Q vl an#202 PO 192.168.11.50.21 > 192.168. 10. 50. 40010: S

3422362500: 3422362500(0) ack 3109534921 wi n 8192 <nss 1380, nop, wscal e 8, sackCK, ti nestanp
53252448 3745225378>

4: 22:13:33.113824 802. 1Q vl an#202 PO 192.168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362501 wi n 229 <nop, nop, ti mestanp 3745225379 53252448>

5: 22:13:33.114953 802. 1Q vl an#202 PO 192.168.11.50.21 > 192.168. 10. 50. 40010: P
3422362501: 3422362543(42) ack 3109534921 win 256 <nop, nop, ti nestanp 53252448 3745225379>

6: 22:13:33.114984 802. 1Q vl an#202 PO 192.168.11.50.21 > 192.168. 10. 50. 40010: P
3422362543: 3422362549(6) ack 3109534921 wi n 256 <nop, nop, ti nestanp 53252448 3745225379>

7: 22:13:33.114984 802. 1Q vl an#202 PO 192.168.11.50.21 > 192.168. 10. 50. 40010: P
3422362549: 3422362570(21) ack 3109534921 win 256 <nop, nop, ti nestanp 53252448 3745225379>

8: 22:13:33.115182 802. 1Q vl an#202 PO 192.168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362543 wi n 229 <nop, nop, ti mestanp 3745225381 53252448>

9: 22:13:33.115411 802. 1Q vl an#202 PO 192.168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362549 wi n 229 <nop, nop, ti mestanp 3745225381 53252448>

10: 22:13:33.115426 802. 1Q vl an#202 PO 192.168. 10. 50. 40010 > 192.168.11.50.21: . ack
3422362570 wi n 229 <nop, nop, ti mestanp 3745225381 53252448>

12: 22:13:34.803699 802. 1Q vl an#202 PO 192.168. 10. 50. 40010 > 192.168.11.50.21: P
3109534921: 3109534931(10) ack 3422362570 wi n 229 <nop, nop, ti nestanp 3745227069 53252448>

13: 22:13:34.804523 802. 1Q vl an#202 PO 192.168.11.50.21 > 192. 168. 10. 50. 40010: R

3422362570: 3422362570(0) ack 3109534931 win O
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firepower# show access-list | include elements
access-list CSM FWACL_; 7 elements; nane hash: 0x4a69e3f3

B
FL7ANRT IV aY

Fastpath Trust Fastpath Static Flow Offload to SmartNIC (4100/9300).
No packets are sent to Snort engine.

Analyze Permit - The ACP rules are checked.

Few or all packets are sent to Snort engine for inspection.
Traffic is allowed or dropped based on Snort engine verdict
Block (Prefilter) Deny S Early drop by FTD LINA

No packets are sent to Snort engine

~ ~
ACPF¥o>3a>
Block The rule matches L3/L4 Deny Deny
conditions

Block The rule has L7 conditions Permit Deny

Allow Permit Allow 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (S1, QoS, or ID) enabled Permit Fastpath 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (SI, QoS, and ID) disabled Trust Fastpath Static Flow Offload (4100/9300)

Monitor Permit Audit Monitor Rule doesn't drop or permit traffic, but it generates a Connection Event. The
packet is checked against subsequent rules and it is either allowed or dropped

Block with reset Permit Reset When a packet matches Block with reset rule FTD sends a TCP Reset packet or an ICMP
Type 3 Code 13 Destination Unreachable (Administratively filtered) message

Interactive Block Permit Bypass Interactive Block Rule prompts the user that the destination is forbidden
If bypassed, by default, the firewall allows to bypass the block for 600 seconds

Interactive Block Permit Intreset Same as Interactive Block with the addition of a TCP RST in case of non-web traffic

with reset
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/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/access_control_rules.html
/content/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/prefiltering_and_prefilter_policies.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/ja_jp/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/ja_jp/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/ja_jp/support/index.html
/content/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/rule_management__common_characteristics.html#id_14502
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