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CORFAIXVNCHEIZDBENDERHGEHYFEA,

FATAIR—FU N
CORFIXVNOBERIE. ROVTIRNIITEN—RIITON—TIVICETVTVET,

- Firepower4150 FTD ( OJ— R6.1.0.x8 &K T6.3.x)
« Firepower Management Center(FMC) ( J1— K6.1.0.x8 & U'6.3.x )

CORFIXVNOERE. REDFRARELCHAZITNARACETVWTERENELEZ, DR
FAXNTEATEZINTOTFNARRK, JUTBE (F7#IK )"“*Tfﬁﬁﬁfaﬁﬁébfb\i
T, ZEBPORY RD—OTR, FBANV RICKDTRD AU HIEEE T 5HE
<EEL,

BIERm
CORFIXYNE, RON=IIVON—RIVITEVYTRIITILEHEATEET,

+ ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X

« ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

« FPR2100, FPR4100, FPR9300

« VMware ( ESXi ) . Amazon Web Services (AWS ), I—RIAXR—=ZAREI> > (KVM)
« FTDY 7 U T 71— R6.2.xAB

CESk:
FID Ik, 2 ONFEBIVIVTREEND|EVY I NIITAX-TITY,

« LINAI>>Y
e SnortTL>> >

RORIZ, 2D2OIVDVHFEDRSICEETDILZRLET,
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RICRTERSIC, FIDE2DNDEAE—REBDDAVE—TIAAT—REEHLET,

2 Deployment Modes:

Device Modes inherited from ASA

Routed } «
« Transparent

6 Interface Modes

« Routed

. Switched (BVI) }"

» Passive

- Passive (ERSPAN)
Inline pair

* Inline pair with tap

Interface Modes inherited from ASA

+— |nterface Modes inherited from FirePOWER

Nt B OFTD7 7547 ATHBOA Y 8— T IA RAE— REREE LD LN TES

ER

FIDDEXRERBZEFE—RBLFAE—TIA( A E—ROBEZRIZRLET,

FIDA>%—7 - NZT749900
FTD — K |[Bt8 .
T4 E—R e KOY 7 OTHE
LINAT> > > 8 &TSnort T
Routed Routed S OTINFLY S Yes
e N RZ2ARTL LINAIZ D2 &E KV SnortT>
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Ny>7 Routed HOWBLNALY D2 BRUE | |\
( ERSPAN) £BSnot T OF IV Y

FIDTODA 2 TARTAZE—=—T I LA ADRKE
XY NIT—UFK

inline pair

Router-1 ‘ e1/6 e1/8 ‘ Router-2

% INSIDE = m OUTSIDE e
[} /| :
[ /|

Y P el e .Y
alalrd X
L LS

L L B

Requirement

RODEBEHIZHST, AVTFAURTE-—RTYBA U R—T I Re16BrVe1BERELET

o

A2—TIA4A e1/6 e1/8

[#& #I(Name)] INSIDE OUTSIDE
X174 V-2 INSIDE_ZONE||OUTSIDE_ZONE
124> Yy b8 |Inline-Pair-1
1>24> &Yy k MTU||1,500
7I—)llt—7 Enabled
)9 AT— NDOziE ||Enabled

BRR T &

ATV B2DA2B—T T4 AICEKRET BICIE, Devices > Device ManagementliC BB L
BB TNARAZERL T, RICRT RS ICEitZERLE T,

Overview Analysis Policies ISl Objects  AMP System Help

Device Management NAT VPN QoS Platform Settings
By Group .o o
Name Group Model License Type Access Control Policy
4 | Ungrouped (9) . - . —
- I;-Drgqul?lgs’ﬁ - Cisco Firepower 4150 Threat Defense Gaco Firepower 4150 Racs, Threat, Malw...  EIDM100 H_“ =



RIZ, RICRTEDIZ, 102 —T T4 AOName&EnabledlcF I Y OX—V%&FHET,

Edit Physical Interface

Mode: None

Name: INSIDE | Enabled

Secunty Zone: §|  INSIDE_ZONE

Description:
m IPv4  IPv6  Advanced  Hardware Configuration
MTU: 1500 (64 - 9188)

~ E: "Name, 422X —7 T4 ADOnameif T,

AR —7 I A A Ethernet1/8 EEAKRICKELEF T, ZERHNBERIAXORDOKSIZHEVY)ET,

Overview Analysis Policies JsEIUCEE Objects AMP Deploy System Help ¥ admin v

Device Management NAT VPN QoS Platform Settings

FTD4100 (@ cancel_

Cisco Firepower 4150 Threat Defense

Devices Routing Inline Sets DHCP

[\ & Add Interfaces -
Interface Logical Name Type Security Zo... MAC Address (Active/... IP Address
@ Ethernet1/6 INSIDE Physical y
(3] Ethernet1/7 diagnostic Physical &
5] Ethemet1/8 OUTSIDE Physical

ATYVT 2 AVZAURTERELET,

RIZRT &SIZ. Inline Sets > Add Inline SetD JEICKEL £,



System Help v admin v

Devices [ols)l-les] AMP Deploy

Overview Analysis Policies

Device Management NAT VPN QoS Platform Settings

FTD4100

Cisco Firepower 4150 Threat Defense

Devices Routing Interfaces m DHCP
I &) Add Inline Set I

Name Interface Pairs |

3 cancel

ATYT 3 HICRTRSIC, BEHICH P T—HREREEZITVET,

Add Inline Set

[ conerr OIS

Name*: Inline-Pair-1

MTU*: 1500

d

FailSafe:

Selected Interface Pair

Available Interfaces Pairs (%
\ Search (7] INSIDE<->0OUTSIDE

INSIDE<->0UTSIDE

N It TEERETRE. AVA—TIAANY TP ANV HEE (B
BTN AN BEREL ESnonT Y U FBEEICA>TUBBA ) . RSTA4 9%
FAYSAURTEIRECEBTEDES A ET, (VR—TIARNYT7 H4
ZRBWCE Y S TSRET,

ATY 7 4 FIZRT &SIC, Advanced Settings®Propagate Link State7 7> 3 > #B#ICL &
Cl



Add Inline Set
General Advanced

Tap Mode:
Propagate Link State:

Strict TCP Enforcement:

V20 AT—N7AONT=232 &Y, 412F42 Y ROVTRADA O EZ—T ITA AN
AIVUIEBEL, AVFAVAVE—TILARTDES—HODAVE—T T4 AFBEBHNIC
AILET,

27975 EEERFELIRHALET,
RS

CoTR., BENERCHMELTUIAES A ERELET,

FIDCLINSAVSAURTDHREREIALET,

BRR T &

FTIDCLIICOY AL, 41 2TAURTOREZHAZLET,

I

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode 1is off
Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"
Current-Status: UP
Bridge Group ID: 509



%‘E VYD IN—TDEOAADET T, L, FYT E—RAFVIZBE2>TVBEE
FO0IIC&RYWERT,

A223—T7ITAALEBRDOEREEELET,

<#root>

>

show nanei f

Interface Name Security

Et hernet 1/ 6 | NSI DE 0

Ethernetl/7 diagnostic 0

Et hernet 1/ 8 QUTSI DE 0

>

AVR—TILAADAT—RAZHRALET,

<#root>

> show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up
Et hernet 1/ 6 unassi gned YES unset up up
Ethernetl/7 unassigned YES unset up up
Et hernet 1/ 8 unassi gned YES unset up up

MBAVE—T7 I ABHREHAELET,

<ffroot>
>

show interface el/ 6



Interface Ethernet1l/6 "INSIDE", is up, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "INSIDE":
468 packets input, 47627 bytes
12 packets output, 4750 bytes
1 packets dropped
minute input rate 0 pkts/sec, 200 bytes/sec
minute output rate 0 pkts/sec, 7 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 96 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

>

show i nterface el/ 8

Interface Ethernet1/8 "OUTSIDE", is up, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "OUTSIDE":
12 packets input, 4486 bytes
470 packets output, 54089 bytes
0 packets dropped
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 212 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 106 bytes/sec
minute drop rate, 0 pkts/sec

O Y Y e

FIDDA 2 SANRTAUEZ—T I A4 ADEEOHER

COEISIDVTR, AVFAURTOIDFEZHBIDLODRORIAF T Y ZICOVTHAL



F9,

« REMINTY MRL—HOEH

c REE2ZML—RIZKDFYTFYEBMIL, 12542 RTENL TTCPEE/MERIGE
(SYN/ACK)N Ty RERELET

WRAB.FTF7ATIOA—NI O FNY T REALIEFIDNS 714V JDER

REE4.U > ORAT— RN 7ONT —2 3 O #MEEOTERR

RIS AZTAYIRY ND—OF RL AZH(NAT)DERE

BRI %
T—FTIO0FvDEE

2DOFTDA 2V B—TIAANA U TAURTE—RTEHELTVRHER. RICRILSICNT
Y R EBENET,

Snort Instance

4

Mo
Defrag W Malware ¥
DROP  Policy DROP DROP Snort Verdict DROP OROP

Fast Path

4 .

Defrag Policy ki m s o i an EISt Path
Data Path

Nt AVSAURTEY ROAVNCTEDORYEA Y Z—T I A AL HTT

EARER

c AVTAURTZRETDE, 20DYBA 2 R—TIAANFABHICT VYD EhET

c RDAFAVRABED AT A(PS)ICHEEICISLTVS

s L—TY RELEGNZVARTLY NREE—RTERATE S,

c BEAEDLINAIZ DV H#EE (NAT, L—TA2I0BE ), AVFARTZEBTS
7O0-CREATERLEA

s NS T4y OZ ROY T TES,

c SnotI VD7 NFIVIOEEEIL, WKODOADLINAIV DV F IV IONERAEIAET

BREORE, RORDOKISICHENLTEXT,



Minimal LINA Full Snort Minimal LINA
engine checks engine checks engine checks

¥:5E1.Packet-Tracer® £

RONTY RRL—HOHITRE, A4 RT7ZBBIZDNTYMZII1L—MLTVE
I, BEEBRNEARTENTVET,

<ffroot>
>

packet-tracer input INSIDE tcp 192.168.201.50 1111 192. 168. 202. 50 80

Phase: 1

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

Type: NG PS- MODE

Subtype: ngips-mode
ResuTlt: ALLOW

Config:

Additional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is be applied

Phase: 3




Type: ACCESS- LI ST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional |nformation:

This packet is sent to snort for additional processing where a verdict is reached

Phase: 4

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW
Config:

Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node.

Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 5

Type: FLOW CREATI ON

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 106, packet dispatched to next module

Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up
Action: allow



BRI A TARTEERL ETCP SYN/ACK/NT Y NDIX{E

ScapyBENI—T A VT 14 ZERTDI/NTY NEFEHAL T, TCPSYNACK/NNT Y NRZEEKTE
£, ROBX T, SYNACK7ZIHFERBZIDONTY NAFERENET,

<{froot>
root@KALTI: ~#
scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (nho default route?)
Welcome to Scapy (2.2.0)

>>>

conf.iface="ethO

>>>

packet = I P(dst="192.168. 201. 60")/ TCP(fl ags="SA", dport =80)
>>>

syn_ack=[]

>>>

for i in range(0,3): # Send 3 packets

syn_ack. ext end( packet)

>>>

send(syn_ack)

FIDCLITCZCOF ¥ 7F v Z2HBRICL., WS D2HADTCP SYNACKNNT Y NZEFLET,

<tfroot>
>

capture CAPlI interface INSIDE trace match ip host 192.168.201. 60 any

>

capture CAPO interface QUTSIDE nmatch i p host 192.168.201. 60 any



FIDZNLTNT Y RZZEEFEL LR, IERENEBEZERTEET,

<{froot>

>

show conn det ai

1 in use, 34 most used

Flags: A -
b - TCP st
C -
D -
F -
G -
i -
k -
N - inspect
, n - GUP
0 -
q —_
R_
T -
V_
W_
X_
X -
Z -
TCP Inline-
flags b N

awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,

at e- bypass or nail ed,

CTIQBE media, c - cluster centralized,

DNS, d - dump, E - outside back connection, e - semi-distributed,
initiator FIN, f - responder FIN,

group, g - MGCP, H - H.323, h - H.225.0, I - initiator data,
incomplete, J - GTP, j - GTP data, K - GTP t3-response

Skinny media, M - SMTP data, m - SIP media,

ed by Snort

responder data, P - inside back connection,

SQL*Net data, R - initiator acknowledged FIN,

UDP SUNRPC, r - responder acknowledged FIN,

SIP, t - SIP transient, U - up,

VPN orphan, v - M3UA W - WAAS,

secondary domain backup,

inspected by service module,

per session, Y - director stub flow, y - backup stub flow,
Scansafe redirection, z - forwarding stub flow

Pai r- 1: QUTSI DE( OQUTSI DE) :  192. 168. 201. 60/ 80 I nl i ne-Pai r-1: | NSI DE( | NSI DE)

, idle 13s, uptime 13s, timeout 1hOm, bytes 0

N oxp7SH

192. 168. 201. 50/ 20,

 RERDASARE, TCPRRENA NZAABIICE 2 TWEWRY . FEF

SYN/ACKNT Y REROYFLET, A VTAURTE—ROFIDA >V EZ—T7 T4 AR,
TCPIRENANAET—ROTCPEHRZMIEL, BEOEKICESZVTCP/N Y h&E2 RO Y
TUEEA,

N NTSY T Y RRFTD SnontTY Iy icdk» TREE hET,

FTD% &1

TR3IDONTY N EeHFETED LS, FYTFYREINZIAALET,



<ffroot>

>

show capture CAPI

3 packets captured

1: 15:27
S
0:0(0)
ack

0 win 8192
2: 15:27

S
0:000)
ack

0 win 8192
3: 15:27

S
0:000)
ack

0 win 8192

:54.327146 192.168.201.50.20 > 192.168.201.60.80:
:54.330000 192.168.201.50.20 > 192.168.201.60.80:
:54.332517 192.168.201.50.20 > 192.168.201.60.80:

3 packets shown

>

BNTY RAFIDTFNA AL SHIEIET,

<#root>

>

show capt ure CAPO

3 packets captured

1: 15:27

0:000)

:54.327299 192.168.201.50.20 > 192.168.201.60.80:



ack

0 win 8192
2: 15:27:54.330030 192.168.201.50.20 > 192.168.201.60.80:

S
0:000)
ack

0 win 8192
3: 15:27:54.332548 192.168.201.50.20 > 192.168.201.60.80:

S
0:000)
ack

0 win 8192
3 packets shown
>

BAOFYTFYNTYRORNL—ARICK2T, SnortT> > OHE
BYET,

<tfroot>
>

show capture CAPI packet-nunber 1 trace

3 packets captured

1: 15:27:54.327146 192.168.201.50.20 > 192.168.201.60.80:
S
0:000)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

BEDEMBHRAAS A IS



Phase: 3

Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

Config:

Addi tional Infornation:

The flow ingressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

ResuTlt: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional Infornation:
This packet is sent to snort for additional processing where a verdict is reached

Phase: 5
Type: NG PS- EGRESS- | NTERFACE- LOOKUP
Subt ype: Resol ve Egress Interface

Result: ALLOW
Config:
Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node.
Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 6

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 282, packet dispatched to next module

Phase: 7
Type: EXTERNAL- | NSPECT

Subtype:

Result: ALLOW

Config:

Additional Information:

Application: 'SNORT | nspect’

Phase: 8
Type: SNORT

Subtype:
Resul t: ALLOW

Config:



Addi tional Information:
Snort Verdict: (pass-packet) allow this packet

Phase: 9

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
Action: allow

1 packet shown
>

2BERBCF YT FYENENTY RORL—ATR., NTY M BEOEREIC—HTZI-D,
ACLFIT Y DZNANATREDD, SnotIU IV ICE 2 TRETND ZENRENTVET,

<#froot>
>

show capture CAPlI packet-nunber 2 trace

3 packets captured

2: 15:27:54.330000 192.168.201.50.20 > 192.168.201.60.80:
S
0:000)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW
Config:



Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW LOOKUP

Subt ype:ing

Resul t: ALLOW

Config:

Addi tional Infornmation:

Found flow with id 282, using current flow

Phase: 4
Type: EXTERNAL- | NSPECT

Subtype:
ResuTlt: ALLOW
Config:

Addi tional Infornmation:
Application: ' SNORT | nspect

Phase: 5
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
Action: allow

1 packet shown
>

RIESHAENIERNT TAYIDTFATIF—NIVI VTNV Y

TJ77AT2A=NIOZOOFNY TR, RICRILSIC, POERAO MNO—-IRIS—BE
OFTD SnotT YV OREN IV R—F Y MIHU TERITENET,



Snort Instance

*M alware ’ Mo

Snort Verdict PR°F DROP

Defrag
DROP  Policy

Defrag Policy L- EEEES aﬁt Path 1
Data Path

A2TARTEBHTTICP SYNACKNT Y h2IEFETHE, TFNYTHADCRDKISICRRE
nEXY,

<#froot>
>

system support firewall-engi ne-debug

Please specify an IP protocol:

tcp

Please specify a client IP address:
Please specify a client port:
Please specify a server IP address:

192. 168. 201. 60

Please specify a server port:

80

Monitoring firewall engine debug messages

192. 168. 201. 60-80 > 192. 168. 201.50-20 6 AS 4 | 12 New session

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 using HWor preset rule order 3, id 268438528 action /

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 allow action

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 Deleting session



BEL4.) > OAT— N7 ONT—2 3> QR

FTIDONY 7707 %ZBMICL, ell6A 2V FZ—T I A RILEHRENEARAAYTFHR—NEZ Y Y N
X ILUET, FIDCLIT, MANDAVE—TIAANEZ I LECEEBRBTIHEN BV E

EE

<ffroot>
>

show interface ip brief

Interface

Internal-Data0/0
Internal-Data0/1
Internal-Data0/2

Et hernet 1/ 6

Ethernetl/7

Et hernet 1/ 8

IP-Address
unassigned
unassigned
169.254.1.1

unassi gned

unassigned

unassi gned

FIDoOJRRROEHY T,

<ttroot>
>

show | og

Jan 03 2017 15:53:19: %ASA-4-411002:

Li ne protocol on Interface Ethernetl/6

Jan 03 2017 15:53:19: %ASA-4-411004:

OK?
YES
YES
YES

YES

YES

YES

changed state to down

Method Status
unset up
unset up
unset up

unset down

unset up

Protocol
up
up
up

down

up

unset administratively down up

Interface OUTSI DE, changed state to administratively down

Jan 03 2017 15:53:19: %ASA-4-411004:

Interface Ethernetl/8

changed state to administratively down



Jan 03 2017 15:53:19: %ASA-4-812005:

Li nk- St at e- Propagati on activated on inline-pair due to failure of interface Ethernetl/6(INSIDE) bringing

>

inline-set A7—R ALK, 2 D204 R —TIA A XN—DREN REIhET,

<{froot>
>

show i nline-set

InTine-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode 1is off
Tap mode is off
Propagate-link-state option is on

hardware-bypass mode is disabled

Interface-Pair[1]:

Interface: Ethernetl/6 "I NSIDE"

Current - Status: Down(Propagate-Link-State-Activated)

Interface: Ethernetl1/8 "QOUTSI DE"

Current - Status: Down(Down-By-Propagat e- Li nk- St at e)

Bridge Group ID: 509

2O0DAVER—TIAADAT—RADEVZHEL T,

<ttroot>

>

show interface el/ 6



Interface Ethernet1/6 "INSIDE', is down, line protocol is down

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500
IPS Interface-Mode: inline, Inline-Set: Inline-Pair-1

Propagat e- Li nk- St at e- Acti vat ed

IP address unassigned
Traffic Statistics for "INSIDE":
3393 packets input, 234923 bytes
120 packets output, 49174 bytes
1 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 6 bytes/sec
minute output rate 0 pkts/sec, 3 bytes/sec
minute drop rate, 0 pkts/sec

I T R .

Ethernet1/8 1 > X —7 T4 ADRERFXOEH VY TT,

<tfroot>
>

show i nterface el/ 8

Interface Ethernet1/8 "OQUTSIDE", is administratively down, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500
IPS Interface-Mode: inline, InTine-Set: Inline-Pair-1

Down- By- Pr opagat e- Li nk- St at e

IP address unassigned
Traffic Statistics for "OUTSIDE":
120 packets 1input, 46664 bytes
3391 packets output, 298455 bytes
0 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 3 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e N



AAYFR—RNZBEAMCTDE, FIDOTICROESICRRENET,

<{froot>
>

show | og

Jan 03 2017 15:59:35: %ASA-4-411001:

Li ne protocol on Interface Ethernetl/6, changed state to up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface Ethernet1l/8, changed state to admi nistratively up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface OUTSIDE, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-812006:

Li nk- St at e- Propagati on de-activated on inline-pair due to recovery of interface Ethernetl/6(INSIDE) brir

KI5 AT 14 Y INATORE
FRR T

NATIE, 1VZA2F—R, A4V EYTE—R, FEENYITE—RTEETZI X
—7IAATREYR—hEhEEA,

https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/quide/fpmc-config-
quide-v601/Network Address Translation NAT for Threat Defense.html

ATAIRTAIR—TIAAE—RTONTy hO70OY D

7OY 2 L—LEERL. FIDAYSAYRTENLTRS 74 v I EREL. RIETT&LSI
BEERBLET.



/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html

Security Intelligence  HTTP Responses  Advanced

#A Filter by Device &) Add Category (&) Add Rule

w+ Mandatory - FTD4100 (1-1)

1 Rule1l any  any ﬂ— 192.168.201.0/24 any
w Default - FTD4100 (-)

There are no rules in this section. Add Rule or Add Category

Search Rules

Default Action Intrusion Prevention: Balanced Security and Connectivity 4 S K

BRIRTT %

RL—ATOF+7Fr+ZBMILT, FIDDAUTA42 RTEHT SYNACK NTY NZ*(E

LET, RST71v0XF7OY0EchET,

<#root>

>

show capture

capture CAPI type raw-data trace interface INSIDE
[Capturing - 210 bytes]

match ip host 192.168.201.60 any
capture CAPO type raw-data interface OUTSIDE

[Capturing - 0 bytes]

match ip host 192.168.201.60 any

RL—RZERTDE, NTYRIRORBZHSHICLET,

<#root>

>

show capture CAPlI packet-nunber 1 trace

3 packets captured

1: 16:12:55.785085

192. 168. 201. 50. 20 > 192. 168. 201. 60.80: S 0:0(0) ack 0 win 8192

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:



MAC Access Tist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: NG PS- MODE

Subt ype: ngi ps- node

ResuTlt: ALLOW
Config:

Addi tional |nformation:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og
Resul t: DROP
Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-log f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Addi tional |nformation:

Result:
input-interface: INSIDE
input-status: up
input-line-status: up

Action: drop



Drop-reason: (acl-drop) Flow is denied by configured rule

1 packet shown

CORL—ATIEE., NTY RHFTDLINAL> > VIC&k2TROY &N, FTD SnotT>oiC
BEENBA 2 ECENDAYET,
RYTICRBDATAIRTE—RDEE

AFAVRTTERYTE—REBVICLET,

BBR T3 &

KIZ~9 KSIZ. Devices > Device Management > Inline Sets > Edit Inline Set > Advanced® JIE(C
BEL., Tap ModeZHBIICLET,

Edit Inline Set

c

Tap Mode:

A

4

Propagate Link State:

Strict TCP Enforcement:

&

<#root>

>

show i nline-set



Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode 1is on/activated
Failsecure mode is off

Tap node is on

Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"
Current-Status: UP
Bridge Group ID: O

FIDDRY TREATAUIRT DA R—T T A ABEDOHER
HARER

« RYT2BFERLTCAVTAURTERETDE, YWBAVEZ—TIAAKABTT VYD
EhET

e L—TFTYRELEGERNFVARTLNBBEE—RTHEATES

c BEAEDLINAIY S #EE (NAT, L—FA2IRBE ) F. AVFSAURTEEBRTS
JO—CREATEERA

« EBBORNZ 74 v O ROYTTER,

c EBORS 74V IOOAE—ICHTBSnont IV VD TIILFIvIEELIC, W<2AD
LINAL> S >OF IV ONEBHAEIhET

REDRBFRXORDISICEY KT,

e1/8




BYTREATAURTOE—RTR, FRRNZ 71y IR ROYTENREEA, NTY KD
NL—RZEALT, Chzi#BLET,

<tfroot>
>

show capture CAPI packet-nunber 2 trace

3 packets captured

2: 13:34:30.685084 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: NG PS- MODE
Subt ype: ngi ps- node

ResuTlt: ALLOW
Config:
Additional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-log f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Additional Information:

Result:
input-interface: INSIDE
input-status: up



input-line-status: up

Action: Access-list would have dropped, but packet forwarded due to inline-tap

1 packet shown
>

14274 2R &Etherchannel
EtherchannelZ2 AL TA 2V TANRTEZRETDICIE, RD2DOOFEN HYET,

1. FTDT#im & N /=EtherChannel
2. EtherchannelldFTDZ @B L £ 9 ( FXOSO— R2.3. 1.3 XE ),

FTD T imE N i=EtherChannel

FTD Active
Po3 m B Po5
Po33 () upl Js " () Po33
1> mN s <o
= inline-set ﬁ
- Em _
> inline-set =T
P055 A Po3 i E Po5 N Po55
V) =\ /— AV
FTD Standby
SW-A®MEtherChannel:
<#root>
SW-A#
show et herchannel sumrary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
35 Po35(SU) LACP Gi2/33(P)

SW-B® EtherChannel:

<tfroot>




SW-B#

show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SU) LACP Gil/0/4(P)

RZ749 9, MACTRLAS—Z2JICETVWITTITA17FIDENLTEEENET,

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports
201 0017.dfd6.ec00 DYNAMIC
Po33

Total Mac Addresses for this criterion: 1

FIDDA> 242ty b

<tfroot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Port-channel 3 "I NSI DE"
Current-Status: UP
Interface: Port-channel 5 "QOUTSI DE"
Current-Status: UP

Bridge Group ID: 775

N EFDTIAF—N—A R NDES.

NZ74Y0DFIERE, ELASYFH)E—-



N NETOMACT KL ZZZBT20IChH BBEICHKELET.

FTD#ZH M EtherChannel
FTD Active
E1l/3m mEL/5
Po33 Aa™ F Po33
=T mN, e g
: inline-set ﬁ
-
T inline-set T
Po55 E1/3 B R E1/S Po55
A [
L, s
FTD Standby
SW-A®EtherChannel:
<#root>
SW-A#
show et her channel summary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
55 Po55(SD) LACP Gi3/7
(1)
AR NAFTDZEBBTSHLACPANT Y NE7AY V&EhFET,
<#root>
FTD#
capture ASP type asp-drop fo-standby
FTD#
show capture ASP | i 0180.c200. 0002
29: 15:28:32.658123 a0f8.4991.ba03 0180.c200.0002 0x8809 Length: 124
70: 15:28:47.248262 f0f7.556a.11le2 0180.c200.0002 0x8809 Length: 124

SW-B® EtherChannel:

<tfroot>




SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SD) LACP Gil/0/4
(s)

RZ749 9, MACTRLAS—Z2VJICETVWITTITA17FIDENLTEEENET,

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

FIDDA> 242ty b

<ttroot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:

Interface: Ethernetl/3 "I NSIDE"



Current-Status: UP

Interface: Ethernetl1l/5 "OUTSI DE"

Current-Status: UP

Bridge Group ID: 519

N EE CovFUATR, FID7I—LA—N—A RV NOFE. IVN—T T2 AERBE
F(ZEtherchannel LACPZRI> I —2 3 ICEL, FLICHADZDEENEEICRLSESZT
REMEAN S V) £ T, EtherchannelE— RA'ON ( LACPA&L ) WiFE, IVN—J 10 ABER
MAC7 RLAZ—Z2VJICK>TERBYET,

NZ7LZ1—hk

EEE@&;Z)\ g.a) ELE%@“%)%E@’%#&H&Uiﬁ/LO

LB

ATAIRTERYTNREATANRT

1242 RTF

RYTHEATA RT

show inline-
set

> show inline-set® JBIZ#IRL £7,

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode is off
Propagate-link-state option is on
hardware-bypass mode is disabled
Interface-Pair[1]:
A2 R—T I AR : Ethernet1/6 "
INSIDE 4
BEDAT—RA :UP
A>R—T IARA: Ethernet1/8 "
OUTSIDE .
BEDAT—XRA : UP
7y 2J)—71D:509
>

> show inline-setD JEIZ#IR L £7,

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode is on
Propagate-link-state option is on
hardware-bypass mode is disabled
Interface-Pair[1]:
A>R—T I 4R : Ethernet1/6 "
INSIDE 4
BEDAT—RA : UP
A>R—T7 I4RA: Ethernet1/8 "
OUTSIDE .
BEDAT—XA : UP
77Uy J)—7ID:0




show
interface

> show interface e1/6
Interface Ethernet1/6 "INSIDE", is up,
line protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.770e,
MTU 1500
IPSA > RX—T7IAARAE—R 4>
FGA. ATAEY N AT A4
RT1
IP address unassigned
Traffic Statistics for "INSIDE":
3957 packets input, 264913 bytes
144 packets output, 58664 bytes
4 packets dropped
1 minute input rate O pkts/sec, 26
bytes/sec
1 minute output rate 0 pkts/sec, 7
bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 28
bytes/sec
5 minute output rate 0 pkts/sec, 9
bytes/sec
5 minute drop rate, 0 pkts/sec
> show interface e1/8
Interface Ethernet1/8 "OUTSIDE", is up,
line protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.774d,
MTU 1500
IPSA>Z—T7IAAE—R 14>
A, ATAEY N AT
RTA1
IP address unassigned
Traffic Statistics for "OUTSIDE":
144 packets input, 55634 bytes
3954 packets output, 339987 bytes
0 packets dropped
1 minute input rate O pkts/sec, 7
bytes/sec
1 minute output rate 0 pkts/sec, 37
bytes/sec
1 minute drop rate, 0 pkts/sec

> show interface e1/6
Interface Ethernet1/6 "INSIDE", is up,
line protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.770e,
MTU 1500
IPSA > RX—T7IAARAE—R 4>
FGAVERYT, ATV A
TANRT1
IP address unassigned
Traffic Statistics for "INSIDE":
24 packets input, 1378 bytes
0 packets output, 0 bytes
24 packets dropped
1 minute input rate O pkts/sec, 0
bytes/sec
1 minute output rate 0 pkts/sec, 0
bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 0
bytes/sec
5 minute output rate 0 pkts/sec, 0
bytes/sec
5 minute drop rate, 0 pkts/sec
> show interface e1/8
Interface Ethernet1/8 "OUTSIDE", is up,
line protocol is up
Hardware is EtherSVI, BW 1000 Mbps,
DLY 1000 usec
MAC address 5897.bdb9.774d,
MTU 1500
IPSA>Z—T7IAAE—R 14>
TAVEYT . ATA4AEY N A4
A4 2NRT1
IP address unassigned
Traffic Statistics for "OUTSIDE":
1 packets input, 441 bytes
0 packets output, 0 bytes
1 packets dropped
1 minute input rate 0 pkts/sec, 0
bytes/sec
1 minute output rate 0 pkts/sec, 0
bytes/sec
1 minute drop rate, 0 pkts/sec




5 minute input rate 0 pkts/sec, 8
bytes/sec

5 minute output rate 0 pkts/sec, 39
bytes/sec

5 minute drop rate, 0 pkts/sec
>

5 minute input rate 0 pkts/sec, 0
bytes/sec

5 minute output rate 0 pkts/sec, 0
bytes/sec

5 minute drop rate, 0 pkts/sec
>

Jav o
— ) %ZFEHR
LTIy
NziEd
BICF

> show capture CAPI packet-number 1
traceM JEIZEIRL £ 9

3 packets captured

1: 16:12:55.785085 192.168.201.50.20
> 192.168.201.60.80: S 0:0(0) ack 0 win
8192
7I—X: 1
247 : CAPTURE
Subtype:

R

Config:

Additional Information:
MAC Access list

TJI—X:2

X4 7 . ACCESS-LIST
Subtype:

ER

Config:

Implicit Rule

Additional Information:
MAC Access list

7I—X:3

247 : NGIPS-MODE

#7247 : ngips-mode

R B

Config:

Additional Information:

NGIPSE— RIZEEEE NI/ X—T T
AACABENLT7O—ENGIPSH—E
ANERAEIhET

7I—X:4
X4 7 : ACCESS-LIST
Y7247 .07

> show capture CAPI packet-number 1
traceM JEIZEIRL &9

3 packets captured

1: 16:56:02.631437 192.168.201.50.20
>192.168.201.60.80: S 0:0(0) win 8192
7I—X: 1
247 : CAPTURE
Subtype:

R HT

Config:

Additional Information:
MAC Access list

TJI—X:2

X4 7 . ACCESS-LIST
Subtype:

R B

Config:

Implicit Rule

Additional Information:
MAC Access list

7I1—X:3

247 : NGIPS-MODE

#7247 . ngips-mode

R

Config:

Additional Information:

NGIPSE— RIZEBREEN A X—T T
AACABENLZT7O—ENGIPSH—E
ANBERAENET

7I—X:4

XA 7 : ACCESS-LIST
7247 .07
HR:ROYZ7Eh>




#% : DROP
Config:
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0
any rule-id 268441600 event-log flow-
start
access-list CSM_FW_ACL_ remark rule-
id 268441600 : 7 VAR > —

: FTD4100 — 24 Z8/1
access-list CSM_FW_ACL_ remark rule-
id 268441600: L4 RULE: Rule 1
Additional Information:

Result:

ABAVBR—TTARX : AL
ANAT—BA . TYT
input-line-status:up ( A BEEAT—2X
A:TY7T)

Toar: rAOYY

ROY 7#H : (acl-drop)i¥EE izl
—ICk2TT7O0—NEBEIET

1 packet shown
>

Config:
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0
any rule-id 268441600 event-log flow-
start
access-list CSM_FW_ACL_ remark rule-
id 268441600 : 7 VAR > —

: FTD4100 — 24 Z8/1
access-list CSM_FW_ACL_ remark rule-
id 268441600: L4 RULE: Rule 1
Additional Information:

Result:

ABA =T ITA A UEP
ABART—BRA:TYT
input-line-status:up ( AN EEAT—2X
A:TYT)

7o>ary FUORAVANEROYY
ENETH, NTYRNFATA42Y
TR EEENET

1 packet shown
>

EF N

s AVTAURTE—RZEATRE, NTYNEELCFIDSnotT D 2BBLET
« TCPAT—KMNANA E—RD TCP #HEALEE D,

FIDLINAL> 2V O8ERA S, ACLRUS —NFBERAEhET

C AVSAURTE-RHEAENTVBBE, NTY NEA VTV TRBEND HTO
VOTEET

BYIE 5 2

» Cisco Firepower NGFW

XY TE—RIBIBEE, EBORNST 71V INFBEESNTICFTIDEEBITS E. N7V
ROoOE—HNFRABTHRESA, ROVIEIRET
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



