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BAVTFTIDHARTOTF Y 7L — R(6.1.0-330 -> 6.1.0.1)
K AU8FMCH SFTD HARTZADRI Z—NDEA
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ROBOEBRMEERTSICE. TFXOS Compatibility Guides 2B L T<EE L,

« Z=TYRNFIDVY7 DT N=232¢k FXOS‘J7I\'71} N—=>3>
* Firepower HW 7’2 Y N7 #—AE FXOS VY7 RDITF7 N—2 a3

CiscoFirepower4100/9300 FXOS® B #it%

N COFIER. FP2BABINTSY R T A—ACBERAE EL A,

FXOSOT7 Y7L —RNAZHFETDICE, 2—7Y NN—232OFXOSUU—RA/—N%ZTH
L&,

CiscoFirepower4100/9300 FXOSY U—A/— b, 2.0(1)

N COFER. FP2BABIOTSY N T A—AlCBERAEhEL A,

FIDOT7 Y 77 L—RNAZHBREITBICE, FIDX—7Y NN—2320)—RA/— 2SR
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Firepower Y AT L JV)—A /J—Kr, N—2326.01.2
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« FMCOTF7 Y 7% L—R : Sourcefire_3D_Defense_Center_S3_Patch-6.1.0.1-53.sh
« FTDOTF7 Y 7% L —NR : Cisco FTD_SSP_Patch-6.1.0.1-53.sh
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https://www.cisco.com/c/ja_jp/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
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/content/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html

FPR4100-4-A /system #
show firmvare nonitor

FPRM:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

FXOS 7Y 7 JL—REZRKLET,

Overview Interfaces Logical Devices Security Engine Platform Settings ENCICN Tools Help admin
| Configuration Licensing Updates User Management]
Available Updates & Refresh Upload Image x|

Image Name Type Version Status Build Date

fx05-k9.2.0.1.37.5PA platform=bundle 2.0{1.37) Installed 06/11/2016 & |

1
fx05-k9.2.0.1.86.5PA platform-bundle 2.0(1.86) Not-Installed 10/15/2016 't )
=

FXOSOT7Y7YUL—RICE., ¥y—>DUT—MNHIBETT,



Update Bundle Image

terminated and FCM will not be

accessible during the process.It
may take several minutes.Chassis will
reboot after upgrade, please relaunch FCM
after upgrade completes.

9 ) All existing sessions will be
-

Selected version 2.0(1.86) will be
installed. Do you want to proceed?

Yes No

FXOSCLIAS FXOS 7Y 7 UL —REEZXTEE T, 3200AVKR—FXV KN (FPRM, 777
DY OAB—=AFIN, BRI Y —2 ) FIXNTTYTIL—RIDBENHVYIET,

<#root>

FPR4100-4-A#

scope system
FPR4100-4-A /system #
show firmare nonitor

FPRM:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready



N EEXOST Y TYL— RTOEREBIELTH SHAEIC. FXOS CLIEGUIDTES A & 4]
WEnEd, BOBCEEOTA Y TEET,

5D #IC, FPRMOYAR—RKNOTYTIL—RAETLET,

<#root>
FPR4100-4-A /system #
show firmnare nonitor

FPRM:
Package-Vers:

2.0(1.86)

Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

#1009 &IC, FXOSTY 77U L—R7OEAD—F& L T, FirepowerT /N4 AN BEEBL FT,
<#root>
Pl ease stand by while rebooting the system..

Restarting system

BEBRICTYZ7IL—R7OEANBRELET,

<#root>
FPR4100-4-A /system #

show firmmare nonitor

FPRM:



Package-Vers:
2.0(1. 86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

SE TR0 BRBITHE, FXOSOTY T L—RARTLET,

<#root>
FPR4100-4-A /system #
show firmvare nonitor

FPRM:
Package-Vers:

2.0(1. 86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers:

2.0(1. 86)
Upgrade-Status:

Ready

Chassis 1:
Server 1:
Package-Vers:

2.0(1. 86)

,2.001.37)
Upgrade-Status:

Ready
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N COFER. FP2IABINTSY R T A—ACRBREREL A,
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<#root>

FPR4100-4-A#

connect nodule 1 consol e
Firepower-modulel>
connect ftd

Connecting to ftd console... enter exit to return to bootCLI

>
show hi gh-availability config

Failover On

Failover unit Secondary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.6(2), Mate 9.6(2)

Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U
Last Failover at: 15:08:47 UTC Dec 17 2016

This host: Secondary - Standby Ready

Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112):

Nor mal
(Mon1itored)
Interface outside (192.168.76.112):
Nor mal
(Mon1itored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0)
st at us
(

up



slot 2: diskstatus rev (1.0)
st at us
(
up
)

O her host: Primary - Active

Active time: 5163 (sec)
Interface inside (192.168.75.111):

Nor ma

(Monitored)
Interface outside (192.168.76.111):

Nor ma

(Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0)

stat us
(
up

)
slot 2: diskstatus rev (1.0)

stat us
(
up

)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)

Stateful Obj Xmit xerr rcv rerr
General 65 0 68 4
sys cmd 65 0 65 0

FID 7I—=I)A—N—OREZRADY T LET, PUV9T 17X FIDCLIASKOIAR > REAND
LET,

<#root>
>

no failover active



Swi tching to Standby

RAYI 52DHMOFXOS> Yy —> DT Y7L —R

BA2EBAKIC, HLWARYNAFIDAA 2V ARN=ILENTWVWBFXOST 7/ ZA TV A%ZET Y
T7OL—RULET, COMBIZFWIODALEAD)ET,

N COFIER. FP2ABINTSY R T A—ACREREhE Y A,

RAOVG6FMCYT7RNIITFTOTY7TIL—R
ZNF)ATIE., FMC % 6.1.0-330 5 6.1.01 7Y 79 L—RLET,
RAYT TFIDHARTOTY T L—R

Ty 7JL— KA

<#root>

>

show hi gh-availability config
Failover On

Fai |l over unit Primary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.6(2), Mate 9.6(2)

Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW
Last Failover at: 15:51:08 UTC Dec 17 2016

This host: Primary - Standby Ready

Active time: 0 (sec)

sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Active



Active time: 1724 (sec)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)

Stateful Obj Xmit xerr rcv rerr
General 6 0 9 0
sys cmd 6 0 6 0

FMC®System > UpdatesX Z1—H»'5, FIDHAZ Y 77U L—R7OtEAZBHBLET,

admin v

Overview Analysis Policies Devices Objects AMP Deploy System QEEIRS

Configuration Users Domains Integration Updates Licenses ¥ Health Monitoring v Tools ¥

Product Updates Rule Updates Geolocation Updates

) Upload Update

Currently running software version: 6.1.0

Updates
Jvpe Version  Date Release Notes  Reboot
Sourcefire Vulnerability And Fingerprint Database Updates 275 Wed Nov 16 16:50:43 UTC 2016 No i lu
Cisco FTD Patch 6.1.0.1-53  Fri Dec 2 17:36:27 UTC 2016 Yes i
Cisco FTD SSP Patch 6.1.0.1-53  Fri Dec 2 17:37:52 UTC 2016 Yes i ]

+ ¥ Ungrouped (1 total)

¥ o (TD4150-HA
Cisco Firepower 4150 Threat Defense Cluster

Cd

) Health Policy

FTD4150-4 (active) o : --;

10.62.148.125 - Cisco Firepower 4150 Threat Defense v6.1.0 11';“2?'1' E'Sa'th Policy 2016-11-21 X @
Health Policy

FTD4150-3 - . I

10.62.148.89 - Cisco Firepower 4150 Threat Defense v6.1.0 Ill‘él.tlzalllglsalth Policy 2016-11-21 % ©

| Launch Readiness Check Cancel

TY. TSAIVIAZNAFIDAT7Y T L—R&ENhET,




Deployments o 2
1 total 0 waiting 1 running O retrying O success O failures
'-*-' Remaote Install 1lm 21%

Apply to FTD4150-HA.
10.62.148.89 : Initiahzing

AZYNAFIDED 2 —LAAFHLVWAX=DTY T —hEh&ET,

1 total 0 waiting 1 running O retrying O success Of

=.. Remote Install 7m 50%

Apply to FTD4150-HA.
10.62.148.89 : Last Message : System will now reboot. (no
communication )

FXOS BootCLI E— RA'S FTD DAT— R AZHFETEEXT,

<#root>
FPR4100-3-A#

connect nodule 1 console

Firepower-modulel>

show services status

Services currently running:

Feature | Instance ID | State | Up Since
ftd | 001_JAD201200R4WLYCWOS |
RUNNI NG

| :00:00:33

tHOAUITOFT47FIDCLIE, FIDED1—/IBOYVIRNITITN—23>0F—HICL?D
2EXYE—2BRRLET,

<#root>

firepower#
-.‘c7':*:':*-.‘:**7’:*:’:*WARNING:‘:5':*7':WARNING*-.‘:fc:‘cWARNING-k*:’:*:‘cv':-.‘c-k*:':*-.‘cs':*-k*-.':*7‘:f:*v’:*:‘:*:‘cs’:*v’:*:‘:*

Mate version 9.6(2) is not identical with ours 9.6(2)4



Fedededede ek Rk A WARNING® # % *WARNING * % * #WARNING % # % F e e dededededo s s e dededede s dp e e e e e de e o
Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

FMC (ClE, FTD FNA AN ERBICTY T L —RENEZENRTENETT,

f -\.
A total) 1 waiting O 0 ret 0 0

Hemsato Install 1 1%

Apply to FTD4150-HA.
10.62.148.89 : Device successfully upgraded

EAVHIFIDEZ1-ILOTYTIL—RFBABEIET,

i i .
(1 total ) 0w 1 running O 0 0

ae  HeEmole lnstall 1 Fme 1%

Apply to FTD4150-HA.
10.62.148.125 : [ 1% ] Running script 000_start/ 101 _mun_prening.pd..

T7OtEANOKEIC, FIDRFLWAX—STT—KLET,

Help + admin

Deployments | Health & ?
2 total 0 waiting 1 running O retrying 1 success 0 failures
£ » Remote Install 24m 55s

Apply to FTD4150-HA.
10.62.148.125 : Last Message : System will now reboot. (no
communication)

NY DTS00 RTIE., FMCIRAZBL—Henable 12EHALTFTID7 T—I)LA—/N\—IREEZ A
Y7L, FIDAS 7 I—)LA—/NN—REZ—RWIZHIEKRLET,

<#root>
firepower#
show | oggi ng

Dec 17 2016 16:40:14: %ASA-5-111008: User 'enable_1' executed the '

no failover active

command.
Dec 17 2016 16:40:14: %ASA-5-111010: User 'enable_l1', running 'N/A' from IP 0.0.0.0, executed 'no failo
Dec 17 2016 16:41:19: %ASA-5-111008: User 'enable_1' executed the '



clear configure failover

command.

Dec 17 2016 16:41:19: %ASA-5-111010: User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'clear co
Dec 17 2016 16:41:19: %ASA-5-111008: User 'enable_1' executed the 'copy /noconfirm running-config diskO
Dec 17 2016 16:41:19: %ASA-5-111010: User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'copy /no
disk0:/modified-config.cfg'

firepower#
Swi tching to Standby

firepower#

COBE. FIDOTY7TIL—REE (BAEOIZY M) IZH309H DY EL K,
5

ROBlE, T7ZAXVFTIDT/NA AASOFTD CLIORKREEZRL TWET,

<#root>
>
show hi gh-availability config

Failover On

Failover unit Primary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.6(2)4, Mate 9.6(2)4

Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW
Last Failover at: 16:40:14 UTC Dec 17 2016

This host: Primary - Active

Active time: 1159 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)



slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)
Stateful Obj Xmit xerr rcv rerr
General 68 0 67 0

ROBIE, EAVE VAR NAFTDT/INA AD SOFTD CLIOH&IAEZRL TVET,

<#root>

>

show hi gh-availability config
Failover On

Fai | over unit Secondary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.6(2)4, Mate 9.6(2)4

Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U
Last Failover at: 16:52:43 UTC Dec 17 2016

This host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Primary - Active

Active time: 1169 (sec)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)
Stateful Obj Xmit xerr rcv rerr
General 38 0 41 0



2 AU 8BFTDHARTADRI > —DREH

TYTIL—RHFETLES, HARTIZAKRU S —BEBEATEIMBEN HY)ET, FMCUIICEFDE

Help + admin

AFRRENKT,

& ?
2 total 0 waiting O running O retrying 2 success 0 failures
&' Remote Install 28m 14s X

RIS —ZRELET,

Deploy Policies Version:2016-12-17 06:08 PM

¥l 2 Frpaiso-HA

O NGFW Settings: FTD4150

W Access Control Policy: FTD4150

D l‘"II'IIIHIE-iﬂ-I'I Policy: Balanced Security and Connectivity
D | DN Policy: Default DNS Policy

'ﬁ -Prefilter Policy: Default Prefilter Pohicy

D Network Descovery

2 Device Configuration{Details)

R

FMCUIICRRENETYTIL—RELDHTDHART :



Overview Analysis Policies J»EYLEEE Objects AMP

Device Management NAT VPN QoS Platform Settings

Name ‘ Group

4 | Ungrouped (1)

4 @ FTD4150-HA
Cisco Firepower 4150 Threat Defense High Availability

() FTD4150-3(Primary, Active)
10.62.148.89 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

£ FTD4150-4(Secondary, Standby)
10.62.148.125 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

FCMUICRRENLETYTIL—REHD FTDHAXRT

Overview Interfaces QEIGTIT=CINnWISLN Security Engine Platform Settings System Tools Help admin
& Refresh
« FTD4150-3 standalone Status: ok & & ]
Application Version Manageiment IP G ¥ q it Port  Status
=" mp | 10.62.148,89 10.62,148.1  Ethernatl/7 @O,H;ﬂe Eruabied @
Ports: Attributes:
Cluster Operational Status : not-applicable
Data Interfaces: Ethernetl/6 Ethernetl/s Firepower Management [P 106214880
Management URL hitps /ifsdk
uuID 13fbcbB0-c378

BYIE 5 ¥

» Cisco Firepower NGFW
e TOZAHAI HR—bE RF 21 XN -Cisco Systems



https://www.cisco.com/c/ja_jp/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
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