ASAB KT'FTDMOSNMP syslogh T ¥ 7D E&E
HA

Bl $E St

=

ERTBIVE—ZU R
B8

ASA DEEE
FDMIc& 2 TEEBE W BDFTDIER
FMCIC& > TEEBXTNDFTDRE

=
=753

Show snmp-server statistics
OFX > JHREDRR
B8 iE 15 ¥R

B

CORFIXDNTE, CiscoBSEEF I T 1T 7 T4 T2 A(ASA)E K U Firepower Threat
Defense(FTD) TSyslogX ¥ £ —2 #3189 % & 5 IZSimple Network Management
Protocol(SNMP) R T Y 7 ZRET B FEIC ODVWTHAL FT,

BIRRA
4

ROERICETDHBAN BB ENFHRENET,

. Cisco ASA®M E 7 &z
. Cisco FTD 0 EL 8 &35
. SNMPZ7'ORNIILICEE T 2 E/ A

ERAFHIAVR—FT b
COXNENEHRE, ROVIRNIITON-23VICETVTVET,

- Cisco Firepower Threat Defense for AWS 6.6.0

. Firepower Management Center/N\—=> 32/6.6.0

. CiscoEWEEF I VT ATTSAT AV T NIITIN—232,9.12(3)9
CORFIXNOEREF, BEOTRREICHDTFNAAICEITVTERENELE, COR
FAIXPNTEATEIIXNTOTFNA AR, FI (F7 2N ) REORELSSEBL TVET
o AEBEFORZY ND—U TR, EAVURICK>TRIDUHEN HIFEE T HOBEREL TL
ZEL,



- f &L

Cisco ASAEFTDICIE, OF V1R ERMUIDIEROBEN BV ET, L, Syslogh—/\
FAT72AaVTREVEEDEMAISHYET., FATELKSNMPY—NHIFHBEE. SNMPRZ
YTRRRBELTHERATEET,

chik, NSTLND1—FA4VIRPFEZZVIDENTHEDXAY E—2%ZRXETHIDICER
BY—=)ITY, LEEARE, 7I—IILA—N—""FVFAHRICBEETHEEZERITILEN H D5
&. FIDEASADEAE TY 5 Aha®DSNMPRS Y 72 FERAL T, ChoOX Yy E—IEFICER
BUTBDENTEET,

Syslog7 S ADEMII SV Ti. CORFINY RESBLTLEZ L,

COREOAME. AV RSA2 A2 Z—7 T4 ACLl). FMCIC& > TEREE hBFTD. H&
UFirepower Device Manager(FDM)IZ&k 2 TEEBE NBFTDEFEA L ZASADREF ZRT &
T9,

FTDIC Cisco Defense Orchestrator(CDO)Z AT 5 FEEF. COFREZFDMA X —T T A4 AIC
EMT2HENHYET,

AEXE . 5UsyslogL— M TR, OBEANDEEZHRSLZHIZ, syslogX vy E—TICL—b
HIRERETDCEEHMBLET,

chlE, CORFIXNODIXNTOBFTHEAENDERTT,
SNMP/N—2 3> : SNMPV3

SNMPv3%')L—7" : group-name

SNMPv31—4 : SREEA MHMAC SHAF L) X A% Dadmin-user
SNMPH—/\DIPF7 KL A : 10.20.15.12
SNMPH—/NEDBFEICHERATBHASAFTDA VX —T7 T4 A : 4\E

Syslog Message-1D:111009
RE
ASA ORETE

ROFIEZFEAL T, ASATRDERICE>TSNMPRZ Y T ZRETEE T,

ATY T 1syslog) ANICEMTBA XY —DZBRELE T,

logging list syslog-list nmessage 111009
ATY T2.SNMPV3T—N\NTA—RZEZELET,


https://www.cisco.com/c/ja_jp/td/docs/security/asa/syslog/b_syslog/about.html#con_4768518

snnp- server enabl e

snnp- server group group-nanme v3 auth
snnp- server user adm n-user group-name v3 auth sha ciscol23

ATYT3ISNMPRS Y 2 EBMICLET,

snnp-server enabl e traps syslog

ATYTZ4SNMPRZ Yy 72OF > JxELTEMLET,

I oggi ng history syslog-1list

FDMIC & » TEEBE hBDFTDER

FTIDAFDMICK 2 TEEENTVRHEEIC, SNMPH—NICEET B 4EEDSyslog) A N EERE
TR, ROFIEZFEATEET,

AT Y 7°1:[Objects] > [Event List Filters]icBEL . [+]RZ> 2 BIRLET,

ATY J2:Even Listic BRiZN T, BEITDITATLEIAYE—2IDEEHET, RIC,
[OK]ZEIRL £,



Edit Event List Filter

MName

logging-list

Description

Logs to send through SNMP traps

severity and Log Class

e

oyslog Range / Message ID

111009

Add Another Syslog Range [ Message |D

AT Y 73 FDMA—LABEEA S "EES#MRL > "FlexConfigy > TFlexConfigA 7o T~y I
BEL., +REEBRULET,

IXDFlexConfigZA 72 TV NEERL. ROEHRERRLET,
£ Hl : SNMP-Server

B (A7 3> ) SNMPH—/\ViER

T7L—h:

snnp-server enabl e

snmp-server group group-name v3 auth

snnp- server user adm n-user group-name v3 auth sha ciscol23
snnp-server host outside 10.20.15.12 version 3 adm n-user

XT—RTTL—h:



no snnp-server host outside 10.20.15.12 version 3 adni n-user
no snnp-server user adm n-user group-nanme v3 auth sha ciscol23
no snnp-server group group-nane v3 auth

no snnp-server enabl e

Edit FlexConfig Object

Mame

SNMP-Server

Description

SNMP Server Information

Variables

+ ADD VARIABLE

Template * Expand ) Reset

snmp—server enable

shmp-server group group-name v3 auth
snmp—server user admin-user group-name v3 auth sha ciscol23
snmp—server host outside 10.20.15.12 version 3 admin-user

Negate Template « Expand ) Reset

snmp—server host outside 10.20.15.12 version 3 admin-user
snmp-server user admin-user group-name v3 auth sha ciscol23
snmp—server group group-name v3 auth

snmp—server enable

&80 : SNMP-Traps
SEA ( #7232 ) :Enable SNMP Traps
T7L—hK:

snnp- server enabl e traps syslog

XT—RTTL—h:



no snnp-server enable traps sysl og

Edit FlexConfig Object

Mame

SNMP-Traps

Description

Enable SNMP traps

Variables

+ ADD VARIABLE

Template Expand ) Reset

1 | snmp-server enable traps syslog

Megate Template - Expand ) Reset

1 no snmp-server enable traps syslog

H 80 : Logging-history
SE(A7>32 ) SNMPRS Y FsyslogX v =S &#R/ETH ATV

Fo7L—bK:

| oggi ng history |ogging-1list
XT—NTTL—Nh:

no | oggi ng history |ogging-1Iist



Create FlexConfig Object

MName

Logging-List

Description

Syslog list to send through SNMP traps @

Variables

== ADD VARIABLE

Template * Expand ) Reset

1| logging list syslog-list message 1110@9

2 | logging trap syslog-list

Negate Template Expand () Reset

1 no logging trap syslog-list

2 no logging list syslog-list message 111809

AT ¥ 7°4:[Advanced Configuration] > [FlexConfig] > [FlexConfig Policy] - BEIL . BIOD AT Y 7’
THERLEIRTOATIIIRZEMUET, COERFR. EIX RAAUATD I
(SNMP-Server)lc8Ena 0, BEHWEL A, 3D0FTII VM EFEEL. [FLE1I-]E
53 3VICOXY ROUARNFRRENLS, REIZERLET,




Elavi™anfinn By o,
FIERONTIG Faolicy

Group List Preview

ATY75 . BEZBEATSICE, [Deploy]7 4 1 ZBIRLE T,

FMCICL& > TEEE hBFTDRE

LREOHIE, B0 FIAFEFARDOSFTIFZRLTVERIYN, ChSDEERFFMCTREE h
. FMCIZ& > TEEENBFTIDICREAEZ A TVE T, SNMPV2EFEATE R T, cDEEETE,
FMCEEZFEAL TFTIDTZON—2 32 OSNMPY—/NE2+1Y RT Y792 FEICDOVTEHA
LEY,

AT Y 7'1:[Devices] > [Platform Settings] ICBEL ., EEXNKT/NA AIZEINHTShiRD D —
D[Edit| Z:#IRL T, REZBALET,

AT Y 72 [SNMP]ICEE) L, [Enable SNMP Servers]# 7> a>&#FICLET,


https://www.cisco.com/c/ja_jp/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

Overview Analysis Policies JnENLEEE Objects  AMP  Intelligence @ Deploy System Help

Device Management MNAT VEN v Qos Platform Settings FlexConfig Certificates

l.—rD__FrS ¥ou have unsaved changes .:‘ Save
B Palicy A
ARP Inspection Enable SNMP Servers -
Banner Read Cammunity String
DNS
External Authentication conim
Fragment Settings Syshem Administrator Name
HTTP Location
ICMP
Secure Shall Listen Part 161
SMTP Servar m Users  SNMP Traps
= SHMP
& Add
S5L J
Syslog Interface Network SNMP Version Poll/Trap Trap Port Username
Timeouts

Time Synchronization
Time Zone
UCAPL/CC Compliance

AT Y 73 [Users]Z 7 &iBRL, [Add]RZZBRLET, I—HBEHREADLET,



Add Username T

Security Level Auth e
Username* user-admin
Encryption Clear Text b
Password Type
Auth Algorithim SHA w
Type
Authentication T
Password*
Confirm® Tl
Encrytion Type W
Encryption
Password
Confirrm

oK Cancel

ATY T4[RANR 7 TEMZ8RLET, SNMPH—NICEETZHBEREAILET., V—
VORDVICAVE—TIA A ZERATIHEEEF. GAOEIIVTAUR—TI(A ABEF
BTEMLTLSEETV, REZIXNTOBEBIEENLES, [OKZBIRLET,



Add SNMP Management Hosts ? X

IP Address* 110.20.15.12 Rl

SNMP Version |3 ™

Lsername . user-admin : V.:

Community

String

Confirm

Poll I}

Trap

Trap Port 162 | (1-65535)
Reachable By: . .

() Device Management Interface (Applicable from v6.6.0 and above)
@ Security Zones or Named Interface

Available Zones & Selected Zones/Interfaces

| 2, Search outside W

Add

| Interface Name |

|0k || cancel |

AT Y 75 SNMP Traps]2 7 #iBIRL . [Syslogl Ry VAZFAVICLET. FTELXBFEE. LD
ITRTORZYTOFIVIOX—U&HIBRL TS EEL,



Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

Fl'D-F'S You have unsaved changes [
Enter Description
[ Palicy A
ARP Inspection Enable SNMP Servers
Cms Read Community String [
DNS
External Authentication CouTkn
Fragment Settings System Administrator Name
bana? Location
IcMp ; :
Secure Shell Listen Port 161 (1 - 65535)
SMTP Server e | m
 SHMP
=0 Enable Traps Clansump B sysiog
i Standard
" -nuu:;-ucnuo o
Iy
Time Synchronization
Time Zane Link up D
UCAPL/CC Compliance Link Down L]
Cald Start |
Warm Start D
Entity MIB

AT Y 76:[Syslog]i_BEIL, [EventLlists] X7 & BIRL E3., "B, KX EBRLET, U
ANCEDHRIBHEXYE—UREBMULET, Ok ZiBIRL TREBEEITED,

Add Event List 10

MName®* | logging-list |

Severity/EventClass B TP TE (1)

| 111009 Va:

oK || Cancel




AT Y 7'T:[Logging Destinations]X 7 38R L . [Add]RX > ZBIRL £,

[Logging Destination]Z[SNMP Trap]icZEE L £,

[User Event List| 2 BIRL . ZOHEICHDATY T6THERLEARN)ARNERBIRLET,
[OKIZBRL T, COEIZa>OmEEZKRTLET,

Add Logging Filter

Legging SMMP Trap i
Destination
Event Class Use Event List » logging-list bl
o Add
Event Class Syslog Severity
oK Cancel

AT Y 7°8:[Savel’lR X > ZiBIRL . [Deploy the changes to the managed device] ZiZRL £ 7,

ROAN > RiE, FTDCLISHEASACLIOM S THERATEE T,

Show snmp-server statistics

Fshow snmp-server statistics; AN RiE, RSV TOEFRKRICEITZIEHRZRERMLET.,
DAIVRICE, ORNS Y TEEDDENTEET,

show snnp-server statistics
SNVMP packet s i nput

Bad SNMP version errors

Unknown conmunity name

Il egal operation for comunity name supplied
Encodi ng errors

Nurmber of requested vari abl es
Nunmber of altered vari abl es

Get -request PDUs

Get - next PDUs

Get - bul k PDUs

Set -request PDUs (Not supported)

[eNelNolNolNolNolNollolNolNololls:



SNMP packets output

Too big errors (Maxi mum packet size 1500)

No such nane errors

Bad val ues errors

Ceneral errors

Response PDUs

2 Trap PDUs

CcOBITHEATEIAYE—2IDRE, I—HFIN REEFTIBLECFICNIH—chxrd, §
shows ANV RZERTITDLECIC, ATV EANEBMLET,

O > JREDRR
Cshow logging setting. &, BEREN SEFE XY E—JICBEITIBERERBLET. BE

OF> T, SNMPRZY T OAVY2ZRLET, TrapOF > THEHERIE. SyslogRA KD
AVVRICHELTVWET,

Ooocoonwn

# show | oggi ng setting
Sysl og | oggi ng: enabl ed
Facility: 20
Ti mest anp | oggi ng: enabl ed
H de Usernanme | oggi ng: enabl ed
St andby | oggi ng: di sabl ed
Debug-trace | oggi ng: di sabl ed
Consol e | oggi ng: di sabl ed
Moni t or | oggi ng: disabl ed
Buf fer | oggi ng: |evel debugging, 30 nessages | ogged
Trap | oggi ng: |evel debugging, facility 20, 30 nessages | ogged
G obal TCP syslog stats::
NOT_PUTABLE: 0, ALL_CHANNEL_DOWN: O
CHANNEL_FLAP_CNT: 0, SYSLOG PKT_LGCSS: 0
PARTI AL_REWRI TE_CNT: 0
Perm t - host down | oggi ng: di sabl ed
History logging: list syslog-list, 14 messages logged
Device I D: disabled
Mai | | oggi ng: di sabl ed
ASDM | oggi ng: di sabl ed

show logging queue N> RZRKTL T, XV E—IAROYTERTVWEBVZ L ZRREBLET

o

# show | oggi ng queue

Loggi ng Queue length limt : 512 nsg(s)

0 msg(s) discarded due to queue overfl ow

0 msg(s) discarded due to nenory allocation failure
Current O nsg on queue, 231 nsgs nobst on queue

ERR

. Cisco ASA =1)—A Syslog XY t—<
.CLI 7Y% 1:CiscoASA> ) —AXCLIOA>74F¥aL—>3>HA4R9.12
- Firepower NGFWF7 7’5 A 7 > ATHOSNMP D 5% TE

Gl
AT
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/content/en/us/td/docs/security/asa/asa912/configuration/general/asa-912-general-config/monitor-snmp.html#ID-2119-0000077c
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