CLIS KRT'FMC GUIZ{EA L T, Firepowertz>
H—HIPSHAZRALSDVANEZRBELET

B=

CORFIXZNTE., CLIBRUVFMC GUIZER L T, Firepower Threat Defense(FTD) & 7= i
FirePOWEREZ 1 —)LASHARLSIDUARNZEB TR AEICODVWTHALET, SIDERE
. FMC GUIT[Objects] > [Intrusion Rules|\_ #8192 L BRETEF T, FZEICL>TR., CLINS
FEAARELSIDOVARNZRETIMLEN HBYET,

Bl R SR
B

ROEBRIZODVWTERLTIBKIELZHEBOLET,

- Cisco Firepower Threat Defense ( FTD )
- Cisco ASA with FirePOWER Services
- Cisco Firepower Management Center(FMC)

. Linux® E 7 #0355

ERTHIR—F2 b
COXNENEHRE. ROVIRNIITON—I3VICETVTVET,

- Firepower Management Center 6.6.0

- Firepower Threat Defense 6.4.0.9

- FirePOWERE> 1—)06.2.3.2
CORFIXNDEHRIE, BEOSAREICHDTNAAILCESIVTHERENELE, COR
FAIXVRNTEAITZIXNTOTFNA AR, I (F7#ILDN ) REOREHL SEBLTVERT
o REBPORY ND—UTR, FEONVRICE>TRD UM HZFEZTOERL TL
EEWV,

HRBH

BAL=LEE, ZYRND—VDGEBEREEBEALEISETIRAERETDILEDIC AT AN ER
ITRF—TD—RESBIBDODEY NTT, SATLNRYND—ORNZTavo=2nmIde. N\T
YRFEIL—ILTEEEhEREFEEEENET, NTYRF—ENFIIL—IILTEEENLEINT
DEHIC—HTDE, =N RNIVH—ETNET, L—IHFTF—RIL-ILDOBEE. BAARY
RAERENET, NAIL—ILDFEE, NZTA1VIREREIhET, 1VTA1VEROEEIL
=Tk, SATLRNTY NEREEL, IRV NEERLET, Firepower Management
Center(FMC)Web> V=LA SBAARY RERXRTIBRVPFTHETEE T,

Firepower AT AR, KO2BEOBRAIL—INFBYNET, REATSIONRRILEEET F
A MBAIT T, Cisco Talos Security Intelligence and Research Group(Talos)i&, £EA7< 15
NL=ILZFERAL T, #ROZBEFFANIL—IINTRAITEL > ERBUEICHITIHEZRET



EEXT, REATPIIORMNL-LEZERTEIERFTEREA, BRAL—LZMBICERT S5
B, BEOTFARNL LN ZERTZIZEN BV ET, RRENDTREEOHD AR NOE
HeBBRIDLODNARLEETFANL—L, L—-I)LZERL., L—ILDARYKNXYE—
DEEBEIDET, HBLRVD—ORABEZRI RN 71V VL) BRIKETELRT,

NABLBARIS —THARLBETFANIL-IILZBEMCTEHE, L—ILF—T—RX®5
BIZL2TR, RZT7AY VBB ENHFETTI—RELBIILETDILEN HBD LI
ABELTLSEZWL,

Firepower SystemDHXAXALAO—DIIIIL—ILE, O—HWIIZ A SASCITFARNT 7T AILIE
RTAR—NTBINAZLIEZEESnort)L—IL T, Firepower> AT ATk, Webf &2 —7 I
A AZRERALTO—ANL=—ILEAVR—NTEEXT, O—DIL IIL=IZAKR—KNTBFIEEF
FEICEHETT, L, REEO—DIIIL—-ILEERTDICE,. SnotBLVXRY ND—270
NRIOLICBET BB YVETT,

BE  REEARETI-LZERATIEIC, EEShEXY ND-URRZEAL T,
LERAIL—NZTANLTLKEZY, FBYBERAIL-IDFZATLAONT #—X 2 AIC
BEABRHEEEADARMENBYET

XY ND—IR

EMC

S5H zession to SFR
rmodule or FTD

SFR module PC
ar FTD

RRIE
O—AL L—Lo4VR—K

ERZRBIDEIC, DNAZLT77AIILICRBEEIATVRIL-LICEHRXFAIEERATLEVS
LB ITDIHBENBYNET, L—IILZAVR—NITBIRE. IXTOHAZRL )L—IL%Z ASCII
RERGUTF8IO—F 12V 2FEALTAVR—NIBBENHYVET. RICTRITFIETE.



O—AIIZ A SO—HAINEETFANN-NLNEAVKR—NITBFELCOVWTHALET,

AT Y 71:[Import Rules]Z 7 I 7 VA9 %Ik, [Objects] > [Intrusion Rules] > [Import
Rules]iCBEILET, JL—ILOEFIR—HFROROKISICRRENET,

One-Time Rule Update/Rules Import

Mote: Importing will discard all unsaved intrusion policy and netwark analysis policy edits:
Intrusion

ren editing aaa

admin editing alanrod_test

@ Rule update or text rule file to upload and install
EanrEs Browse... | Mo file selected.

) Download new rule update from the Support Site

Policy Deploy [] reapply all policies after the rule update import completes

Import
Recurring Rule Update Imports

The scheduled rule update feature iz not enabled.
Maote: Impaorting will discard all unsaved intrusion policy and netwark analysis policy edits.

Enable Recurring Rule Update Imports from the
. L]
Support Site

Save Cancel

ATY72: FYT7O—RLTAVARN—ILNTBL—LER I FALNEEFTFANMIL—-ILT 7 A
LEBRL, BRIZVVYILT, ARAZLL-LT7AIILEERLET

F:T7Yy70-RENLEIXRTOIIL—LNEGE, O—ANL—ILATIVEREELET
ATY7 3:[Import] €O UYIULET, L—ILTFPALUNAVR—RNENET

X :FirepowerZ AT AT, RELCHLWIL-ILEY NEFERALEEA, O—HL - %
TOTA7ICTBICR. BARVZ—TO—-ALIL—LZBBILTHS, TORIS —
ZEALET.

THEE
FMC GUI# 5
1.FMC GUIF 54 ¥ f— h & RO — AL A—LOER

AT Y 7'1:[Objects] > [Intrusion Rules]icBEL £7,

ATY72: TN—=T0L—=ILAr5O0-hIEERLET,



Objects AMP

Object Management Intrusion Rules
Search Upload Update Intrusion

3 Delete Local Rules 4 Import Rules || £ Create Rule

I Group Rules By | Local Rules I v Local Rules (38

(1:1000000) Malicious S5L 04 Detected o

o
1) Malicious SSL 03 Detected o o
(1:1000002) Cracle - MALWARE-BACKDOOR CrossRAT initial connection & @
(1:1000003) ClientsXX-google UDP 53 Alert o o
(1:1000004) Malicious S5L 01 Detected e o
(1:1000005) Oracle - NGROK open reverse proxy tunnel User Agent detected e o)
5) Malformed_UA pre u]
7) ClisntsXX-googla Callback Alart e @
(1:1000008) Malicious SSL 02 Detected o o
(1:1000009) Malicious SSL Cartificate CN=XX & o
(1:1000010) Oracle - MALWARE-BACKDOOR CrossRAT callback o o
(1:1000011) Oracle CVE-2018-2894:Possible recon scan o o
(1:1000012) Oracle CVE-2018-289 st stage of the exploit o a
(1:1000013) Oracle CVE-2018-2894:Second stage of the exploit & o
(1:1000014) Malicious SSL 02 Datected_1 & u
(1:1000015) ClientsXX-google Callback Alert_1 o o
(1:1000016) Oracle CWE-2018-2894:Sacond stage of the axploit_1 o ju
(1:1000017) Oracle CVE-2018-2894:Possible recon scan_1 s o
(1:1000018) Malicious S5L 01 Detected_1 o o
(1:1000013) Oracle - MALWARE-BACKDOOR CrossRAT initial connection_1 o a
(1:1000020) Malformed_UA_1 & ju )
(1:1000021) Oracle - NGROK open reverse prosy tunnel User Agent detected_1 o a
(1:1000022) Malicious SSL 04 Detected_1 w o
(1:1000023) Malicious SSL 02 Detected 1 e

EEl =g

£1-1ANMNZAY Clisnte¥¥-nnnole | INE 53 dlert 1

F7 # )L NTk, Firepower AT ARO—ANIIL—ILETF1E—TIREICERELEFT, <hs5
OO—HANIL—=ILZRARDS—TERATRICE, O—HIIIL—IIOREZFETHRETIHLE
FHYET,

2BARVY—ASOA—HILIL—ILEZEBRCTS

AT Y 7' 1:[Policies] > [Intrusion] > [Intrusion Policy]® T M [Policy Editor] R— ICBEL £,

ATY 72 : ERONZRII T —IL]EERLET,

257 Y 73HHT IV Tlocall EBRLETFo IXTOO—NILL—LFERTLEESEFRTRSE
nEg,

Policies

Access Control » Intrusion Network Discovery Application Detactors Correlation Actions ¥

Edit Policy: Oracle Default Intrusion Policy

Policy Information Rules < Back
Rule Configuration Filtar: [Category:” *
Firepawear R vl Btien: Rule Content 0 selected rules of 38
Catego
& Advanced Settinge — T- C R ' A Y Pobcy |
file-pdf Rule State Event Filtering Dynamic State Alerting Comments .
& Policy Layers ) N
St indicator-compromise L) /GID s Message o = @Yo
indicater-obfusestion ] 1 1000007 Clients)Xx¥-google Callback Alert 3 -~
indicator-sean 1000015 ClientsXX-google Callback Alert_1
indicator-shellcode 1 1000003 ClientsXX-google UDP 53 Alert =+
1000024  Clients)¥-google UDP 53 Alert_1
1000006 Malformed_UA b

mislware-backdasr

malware-cne 1000020 Malformed LA _1

1000000000000 0Ol

malware-other 1000004 Malicious SSL 01 Detected =4
malwara-tacls 1000018 Malicious S5L 01 Daetected_1
. bt 1 1000008 Malicious SSL 02 Detected =

Classifications 1000023 Malicious S5L 02 Detected_1
Microsoft Vulnerabilities 1000001 Malicious SSL 03 Detected -
Microsoft Worms 1000014 Malicious SSL 03 Detected_1
Platform Specific 1000000 Malicious S5L 04 Detected b
Preprocessors 1000022 Malicious SSL 04 Detected_1 .
Priority - 2
Rule Update K < ef1 > M

ATY7 4: BEBZO-AIII—-IEBRLET,



Access Control » Intrusion

Policies

Metwork Discovery

Edit Policy: Oracle Default Intrusion Policy

Palicy Information

Rulles

Firepower Recommendations

® Advanced Settings

i Policy Layers

ATYT75: RERO—NI- IL—ILZZBRL =,

= ¥

Rule Configuration

Rule Content

Category
app-detect
browser-chrome
browser-firefax

browser-ie

Application Detectors

Filtar:

> v
Rule State

[l cio

browser-other

browser-plugins

browser-wabkit
content-replace
decoder

excploit-kit

file-executable
Clacaificatinne |
Microsoft Vulnerabilities
Microsoft Worms
Platform Specific
Preprocessors
Priority
Rule Update

T

Rule State Ewvent Filtering

[

1 I8

Disable

Senerate Events

Drop and Generate Events

ROATZAVEERATEEXRT,

Cormrelation

v,

Actions ¥

|categary: lacal’

v v

7 selected rules of 38

L

Event Filtering Cwynamic State Alerting Comments

SID

1000007
1000015
1000003
1000024
1000006
1000020
1000004

1000018

Message o

CliontsXX-googlc Callbock Alort
Clients¥X-google Callback Alert_1
ClientsXX-google UDP 53 Alert

ClientsXX-goagle UDP 53 Alart_1

Malormed_UA
Malfermed_La_1

Malicious SSL 01 Detected
Malicigus SSL 01 Detected_1
Malicious SSL 02 Detected
Maliciouc SEL 02 Catectad_1
Malicious SSL 03 Detected
Malicigus SSL 03 Detected_1
Malicious S5L 04 Detected

Malicigus S5L 04 Detected_1

—ARYNDER : L—LZ2BMIIL, AIRVNEERLKXT

4+

L4

Pobey

R SUNTR

1of 1 > M

PL—ILOREE, A SIREZBRLET

—ARMNOROYZEER L= OBME, RZ74v 00ROV, 4/ RNDERK

BRI —ILZBMILBV, ARV NEBMICTS

FE6: L—-IIoREZRBIRL -5, ER/O/\ZXILDO[Policy Information] 47> 3>

Access Control » Intrusion

Policies Ji#

Metwork Discovery

Edit Policy: Oracle Default Intrusion Policy

Folicy Information

Rules

Firepower Recommendations

B Advanced Settings

& Policy Layers

Rules

Rule Configuration

Rule Content

Category
app-detect
browser-chroma
browser-firafox
browsger-ie
browser-other
browser-plegins
browser-webkit
content-replace
decoder
exploit-kit
file-executable s

Classifications

Microsoft Vulnerabilities

Microsoft Worms

Platform Specific

Preprocessors

Application Detectors

Filker:

=3 v

Rule State
C)isie
O a1

Correlation

Actions v

Category:local”

T

3w or

7 selected rules of 38

Ewent Filtering Dynamic State Alerting Comments

SID

1000097
1000015
1000003
1000024
1000006
1000020
1000004
1000018
1000008
1000023
1000001
1000914
1000000
1000922

Message a

ClientsxX-google Callback Alert
ClientsX-google Callback Alert_1

ClientsXX-google UDP 53 Alert

ClientsXX-google UDP 53 Alert_1

Malformed_UA
Malformed_UA_1
Malicious SSL 01 Detected
Malicous S5L 01 Detected_1

Malicious 55L 02 Detected

Malicious S5L 02 Detected_

Malicious SSL 03 Detected
Malicious S5L 03 Detected_1
Malicious SSL 04 Detected

Malicous SSL 04 Detected 1

=

L

+

Ll

4

<Back
x| T
Polcy
CA SRS



AT Y 7T [Commit Changes]RA > ZBIRL ., ZENHELFHAZALLET. BTOKZI
YIOLET, RARV—PRIIENET,

Description of Changes

This is techzcone.|

FE BARVS—OBAANRYNLEMERELHAEDE THHEROL EVEF—T—R
EEATDAR—RENLEO-ANIIL-IILZBEMHCIDE, RS —BRIAFRBMLET,

ATYT8: BENREH
FIDEAEWEFSFREZ 2 —)LDOCLIA S
1.FTDERERFSFRES 21 —=)LOCLINA SA R—bENEO—DINIIL—ILERTTS

ATYT1SFRED 1 — )L E-BFFTDA SSSHE G CLIEY 3> 2HIUILET

ATYT2: IFAN—MNE—RIZBBLET,

> expert
adnmi n@ i r epower: ~$

ATY 73 BEEEEROIRE

adm n@i repower: ~$ sudo su -

ATYT4: NAD—RZEADLET

admi n@i repower: ~$ sudo su -
Passwor d:
root @i r epowner : ~#

AT Y 7'5:/ngfw/var/sf/detection_engines/UUID/intrusion/(C BB L £ 7.

root @i repower:/ hone/ adm n# cd /ngfw var/sf/detecti on_engi nes/ 70f 28390-f 73d- 11de- acf c-
2369c038chc9/ i nt rusi on/
root @i repower:/ ngfw var/sf/detection_engi nes/ 70f 28390- f 73d- 11de- acf c- 2369c038chc9/i nt rusi on#

E:SFRED1—-I)ZFEAL TWBHEER. /ngfw/var/sfidetection_engines/*/intrusion
pathZEALBEWTL &L\, insted use /var/sf/detection_engines/*/intrusion



ATY76: ROOANV REZBALET

grep -Eo "sid:*([0-9]{1,8})" */*local.rules
RORZEFELTSRLTLILEEL,

root @i repower:/ngfw var/sf/detection_engi nes/70f 28390-f 73d- 11de- acf c- 2369c038cbc9/ i ntrusi on#
grep -Eo "sid:*([0-9]{1,8})" */*local.rules

sid:
sid:
sid:
sid:
sid:
sid:

1000008
1000023
1000007
1000035
1000004
1000000

ChIZRY, FIDELERFSFREZ 1—)ILTEMIBZE>TVEIHAZN—SIDUARNNFERRENE

ERD

NZ7IL231—b

AT Y 71: FMC detection_engines#* SSFREZ 1 — )L E 12 FFTDANDSSHEY > a U I &
NTWEWCEEBERLET

AT Y 72:0% > Rgrep -Eo "sid:*([0-9]{1,8})" */*local.rules@BATF A LY NUTOXBEL =7
o COOAXYREBIDFALINUASREATEELA

AT Y 7'3: grep -Eo "sid:*([0-9]{1,8})" */*.rules N> REFEAL T, IXNTOATIVNSTELE
SIDUANZEREBLET

O—ALBAL—ILEA2R—NITDEOODRANTZFIVT1A

O—ALRAUT7ANZEAVR—RNTDHERE, ROHAARTAVIZH 2 TLEET W,

=L DOAVR=RTR, INTOHARZLIL—LNETL—2TFARNTTAIIICA 2 KR—

MU, ASCIIRZIEUTF-8TIO—RYIBDUBEN HYVXRT

CTFART7ANBILR, BHFE, AR—A, BLTTUE—ZAOT7(). EVFR(). &V

JAUNOBHXFEERTEEREA

COA=ANNL—=IOERICKRY RXZHPIM1IOMVTAR—RNENKTH, HIROT7Z T

RFShFRT

CDATALAR, 1O Y =T XFHTHEDO—HIILIL—ILZEAVR—KL, 220> ¥ —7

XFHHTHREDO—DNIIL—ILEAVKR—RLEEA

MW=L IART—TXFEE2ESHDERETEELA
CO—ANN=ILEAVKR—RTBEEIL, DIXL—ZIDGID)ZIEETIHLERFHFHA

o CHBE., BEDTFHFARNIL—IICHLTGID10OAKEIEELET

=L EZHTAVR—RTRDHEERE. ROFIEZRITLET not Z4E7E Snort ID (SID)K =

FUEZaVES, chilkV), BifREhiz)—I)LZ2E8T. DJL—)LO SID £ DEFHEEHE
BENERT, ATLR, RICEATEZNHARLI—ILSID 100000084 L, VEZ 3> H
S1ZBENICIL—ILICE) HTET

- SIDZEFDIN—INZEAVR—NTRIHEN HB5HE. SIDIE1,000,000 ~ 9,999,9990 —E N



BESTCHBILENBYVET

CNRLFRXAVERATR, YRATAR., WLCEDIXRTORXA U THEAEhZHET -
NSAVR—RNENEIL—ILICSIDZEIY) HTET Firepower Management Center. B850 E
BEANRECO—AILIL—ILESVR—FLTVRHEE, DATANBORXAICO—7T
DADBICESZEV)HETTVD LS, AXORXLSADOSIDYFEHEL TVWEVWKRSICRER
BPBENBYVET

CBEHC AV AR—=NLEO—DILL=—IILOFEHFN—23> A4 VR—NTBHEE, £FHIBR
LEO—HANLIL—ILZ2BRITREEER. SATAILK>TEYHETSNESIDEREOVED
AVBESIVREVWIED I VEFTEEOIMENBVET, - Z2RmETD LT, B
EFXEREIBRENATVRIL=ILOUED IV ESZERTERT

E: O-AIL—-ILZHBRTRIE, SATALI>TUEDIVESHIEBNICEIELE
T, chlE, O—ANIIL—ILZERTERIRSICTRLEODHFETT, HIRENEZITANT
OO—=AN L=, O=AL L= AFIULS, HREhEZL—I ATTVABH
TNERT,

- SIDOESHITORBEZERT D LHIZ, 7T 4 X JFirepower Management Center(FMC) T
NATRAZEDTARTOA—ANIL=ILZEA2VKR—BNLET

=R DOWVWTFNAHFEENTVEHEE, 1 R—NEERBLUET, SIDA2147483647 &
WREVWAXNFZBADEBAR—MNELREER—FDODUAK

CBARV—ORAANRNLEWMEMEECBAEDE TIEHRROLEVEF—"J—REZE
A4 R—hEhizO—ANII—IIZ2EBMCTRE, RUD—ORIANKERLET

A VR—RENEIXRTOO—ALIIL—=LE, O—AILL=—ILAFIVICEBHNICHRTFE
xY

cAVR=RTBRO-ANIL—ILE, BEEDBIIL-IIREICREENET, O—ALIL—)
ZERARVD—TERATDICE. O—HANIIL—IIOREZFETERETILEN HBYUET

BYE K
Snort SIDIZBET 2 BBAD K+ 1 XY NERERLET,
BAL—ILOEF

https://www.cisco.com/c/en/us/td/docs/security/firepower/60/confiquration/quide/fpmc-config-
quide-v60/System Software Updates.html#1D-2259-00000356

BAL-ILIF15

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/quide/fpmc-config-
quide-v66/the intrusion rules editor.html



/content/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60/System_Software_Updates.html#ID-2259-00000356
/content/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60/System_Software_Updates.html#ID-2259-00000356
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/the_intrusion_rules_editor.html
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/the_intrusion_rules_editor.html
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