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ITATOF=I)NEBEN AN—KRTHIOREFOTA O AZEELET, FMClE, B
Xt &R D Firepower Threat Defense(FTD)T/NA AICT A AZ BRAHICEV) H TV, HIBRL AV
TEET, 2FY., FIDFNAADTA 2 ARFMCT—REBEIhET,

FTD

FMC

Synchronize Licenses

Ciso Smart
Software Manager
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1. AN—RSAMEVADEFRTRE, FMCHAM U RXA—FY NCT IV EATBIVENHVYET, LA
EFHTTPSZEAL TFMCEAN—KRSA VRIS RETRBEEND -, BEICLFEES
Zlv), BEEZELEYIRDAREOSHZDT/NA AN NACBEWC EEZBRELET, (774
ToA—), Z7OF>, SSLEB{TNAAKE ),

2. RORIZARTKDIZ, CSSMIZT UV tEAL. Inventory > General > New Token’RZ > TKh—7
VIDERTLET,

o Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts A
vep—
General Licenses Product Instances Event Log

Virtual Account

Default Virtual Account No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account
| MNew Token
Token Expiration Date Uses Export-Controlled Description Created By Actions

MZRMMWVKYmIZmRI B 2020-Jun-30 19:34-48 (in 16 Allowed ] -
ZmJjODEZYJEtOTjZi0. B  2021-May-22 00:54:03 (in 34 Allowed -

MAOBESLZEFERATSBICIE. Allow export-controlled functionality on the products registered
with this tokenF 7> 3> Z2BMICLET. BUCTRE, FIVIRYJRICFIVIR—IH
RRENET,

3. Create TokenZiERL £ 7,
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Create Registration Token g

This will create a token that is used to register product instances, 5o that they can use licenses from this virtual account. Once it's created, go to
the Smart Licensing configuration for your products and enfer the loken, (o register therm with this virtual account

Descriplion Descriplion
* Expire After: a0 Days

Between 1 - 365, 30 days recommended

Max. Mumber of Uses

The foken will be expired when edher the expiration or the mawimum uses is reached

Allow export-controlled functionality on the products registered with this token @
Create Token Cancel

FMCAN—KZ A 2 ADEH

ROBICTRT KRS, FMCTSystem> Licenses > Smart Licenses®D JEICEE L. RegisteriR X >/
ZERLET,

Al Firepower Management Center

CISEE  Cuern: =} Overview Analysis Policies Devices Objects AMP Intelligence

Smart Licenses

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token from Reqist
Cisco Smart Software Manager, then click Register egister

Smart License Status

Usage Authonzation: ==
Product Registration: Unregistered
Assigned Virtual Account: -
Export-Controlled Features: -
Cisco Success Network --

Cisco Support Diagnostics: ==

Smart Licensing Product RegistrationV 1 > RO TR —22IDZAAL., RORIZRT LRSI
Apply Changes%3&RL £,



Smart Licensing Product Registration 9

Product Instance Reqistration Token:

.GWHMEEMTAIHEGW‘I’WG‘!‘WILTWHTktMGM:I“-IGJI"l’mthHDUwL'I'E'lGT{HDTG'S‘JE -
~ DANzc30DBBSnVXc2tPaks4 SESJo25xTDky SnFYempTZnJEWVAVQUISUTNIOWFM - ~

If you do not have your ID token, you may copy it from your Smart Software manager The
under the assigned virtual account. Cisco Smart Software Manager

Management Center establishes a secure connection 1o the Cisco Cloud so that it can
participate in additional service offerings from Cisco. Management Center will establish and
maintain this secure connection at all imes. You can turn off this connection at any time by
disabling Cisco Success Network and Cisco Support Diagnostics. Disabling these services
will disconnect the device fram the cloud.

Cisco Success Network

The Cisco Success Network provides usage information and statistics to Cisco. This
infarmation allows Cisco to improve the product and to make you aware of unused available
features 5o that you can maximize the value of the product in your network.Check out the
sample data that will be sent to Cisco.

Enabla Cisco Success Network

Cisco Support Diagnostics

The Cisco Support Diagnostics capability provides entitled customers with an enhanced

support experience by allowing Cisco TAC to collect essential information from your devices
during the course of a TAC case. Additionally, Cisco will periodically collect configuration

and operational health data from your devices and process that data through our automated

meminl o oo aiinm sgimbamn apmel memea il mbis bl somay ol lmama g sllod o mibo ol T, 1l msar = mommn omlm

Internet connection is required. Cancel | Apply Changes

AN—RZA VAN ERLCEREID E, RORICRTLSIE, HREROAT—XANER
BHRERRENETT,



'y]'s' cllcll EMC Q Overview Analysis Policies Devices Objects AMP Intelligence Deploy I+ @ Global\adminv
Smart Licenses

Smart License Status Cisco Smart Software Manager @ ¢

Usage Authorization: Authaorized (Last Synchronized On Jun 15 2020)
Preduct Registration: Registered (Last Renewed On Jun 15 2020)
Assigned Virtual Account: _

Export-Controlled Features: Enabled

Cisco Success Network: Enabled °

Cisco Support Diagnostics: Disabled @

Smart Licenses Filter Devices... ® Edit Licenses

License Type/Device Name License Status Davice Type Domain Group

> Base (5)
Malware (0)
Threat (0)

URL Filtering (0)

FIDFNA AICHBER—ADT A A% EIV) HTSIZIE, Edit LicensesZiBIRL F£T, KIC,
BTEWNRT/INAAZBIRL., "4t A2 >FNA AL 2223 ICEBMLET, RREIC,
CORICRTRSICApplyRZ D ZBIRLE T,

Edit Licenses )

Malware Threat LRL Filtering AnyConnect Apex AnyConnect Plus AnyConnect VPN Only

Devices without license Devices with license (1)

Q, Search FTD
[

1

3

o (]

Smart Software Manager(SSM)f| T D #EER

FMCARY—KZ A2 ABROKINE., RORIZTTLSIC, CSSM®DInventory > Event LogT
BMETEEXT,




Message X

The irl::-dur;t instance "UDI_PID:NGFWv; UDI_SN |G - i~ tre vitual Account [l

' connected and successfully renewed it's identity cerificate

Press cirl + ¢ to copy selected text fo clipboard.

o ——————————. A ————————————————

FMCOEEAT—2X A, Inventory > Product Instances CHEFRTE £, EventLogRX 7 TA X
hOJZ®RBLET, AN—KRSAEVAOEREFRARRE, 1 ORVNIS>TAEVAR
TTHRATEET, BALEBEAR—ADTA VAN ELLFEAETh, S1EVAFTEERT
T7—RMARRENATVWEREVZ EZBRLETD,

FMCAXY—KT A 2 ADERER
Cisco SSM#A* 5 DFMC D & §3 iR kR

ASHADERTZAEAZI)—ATEH, IO =D ZFEATRHICE. XORIZRTELD
IZ. System > Licenses > Smart LicensesD JEICBEIL . BHRFRARZ > ZEIRLET,

bl FMC _ Q Overview Analysis Policies Devices Objects AMP

CISCO  Smart Licenses

Smart License Status Cisco Smart Software ManageE:’
SSMfl A & O & &F D HIBR

Smart Software Manager(Cisco Smart Software Manager)lc 7 27 A L. Inventory > Product
Instances T, NRDFMCOHRemoveZiEIRL £, XIZ. Remove Product InstanceZiEIR L T
FMCZHIBRL., XORICRILSICEY HTSNETA 2V AZBRLET,

Cisco Software Central > Smart Software Licensing _

Smart Software Licensing Support. Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

virtual Account: NN © Mapr @ Minor | Hide Alerts
General Licenses Preduct Instances Event Log
Authorize License-Enforced Features... (3 fmey o,
Name Product Type Last Contact Alarts Actions
fmev-rabe1 FP 2022-Sep-13 09:28:40 Actions =
frevayz1 FP 2022-Sep-12 14:01:45 Actinng =

Transfer...

Remave...



https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/#module/SmartLicensing

Confirm Remove Product Instance

If you continue, the product instance “fmcvxyz1” will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,

you will need to re-register the product instance.

Remove Product Instance Cancel

RMA

FMCHRE hizBElE. "FMCAN—KNZ A 2 ADOEFRHER> SSMAIA S DEROHIER, Ot
223> OF|E%MER L TCisco Smart Software Manager(CSSM)A' SFMC% B & #BRL TH S

v "TFMCAN—RKRZSAEADEF OtV OFIEZFERAL TFMCZCSSMICBE &L &
9,

NZ7IL21—h
B EH ORI

FMC CLI (SSH&E & ) L7V E2AL, BRZANELL, FEETEBNTPY—NERAHENTVSC
EETERLET, IABRAN— KA ARAICEAET LD H, FMCIZIEL VEZIFRA
BREETNTVAZENEETT,

<#root>
admin@FMC: ~$

date
Thu

Jun 14 09:18:47 UTC 2020
admin@FMC: ~$
admin@FMC: ~$

ntpg -pn



remote refid st t when poll reach delay offset jitter

*10.0.0.2 171.68.xX.XX

2 u 387 1024 377 0.977 0.469 0.916
127.127.1.1 .SFCL. 13 1

- 64 0 0.000 0.000 0.000

FMC®OUIT, System > Configuration > Time Synchronization® JEIZi&IRL T, NTPH—/\DfE%
BWERLET,

BRIARRZBMICL T, tools.cisco.com\DEZEF M Z R L FT(FMC 7.3 BT
smartreceiver.cisco.com),

FMCA'FQDNZ R TZ, tools.cisco.com(smartreceiver.cisco.comA* S FMC 7.35A%, Cisco Bug
ID CSCwj95397 ICER)ICEETED L ZRAELET,

<tfroot>
>

expert
adm n@MC2000- 2: ~$

sudo su

Password:

root@FMC2000-2: /Volume/home/admin# ping tools.cisco.com

PING tools.cisco.com (173.37.145.8) 56(84) bytes of data.

64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=1 tt1=237 time=163 ms
64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=2 tt1=237 time=163 ms

FMC®OUIT, System > Configuration > Management Interfaces M JEIZiZIRL . EEIPEDNSH —
NOIPZHELET,

FMC2#* Stools.cisco.com(FMC 7.3+4' S Msmartreceiver.cisco.com)’N DHTTPS(TCP 443)7 7 =
AzHELET,

TelnetE = ldcurl AN > REFEA L T, FMCICtools.cisco.com(FMC 7.3LAB& T &
smartreceiver.cisco.COmM)NDHTTPST7 VAN & B & 2fFEL E£T ., TCP M43BENYIMIE h
TWBEEWE., 77A4T70F=)LIZ&>2T7OY0&chTVERVNZE, BRT/NAIZSSLESIL
FINA AN BV EEZBBLET,

<#root>
root@rMC2000-2: /Volume/home/adm1in#

tel net tools.cisco.com 443

Trying 72.163.4.38...

Connected to tools.cisco.com

Escape character is 'A]'.


https://tools.cisco.com/bugsearch/bug/CSCwj95397
https://tools.cisco.com/bugsearch/bug/CSCwj95397

ACConnection closed by foreign host.

<--- Press Crl+C
H=ILTAN:
<#root>

root@rMC2000-2: /Volume/home/adm1in#

curl -vvk https://tools.cisco.com

*

Trying 72.163.4.38...

*

*

AANAANANAANAANAANAANAANAYVYV V VYV

TCP_NODELAY set
Connected to tools.cisco.com (72.163.4.38) port 443 (#0)

ALPN, offering http/1.1
Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
CAfile: /etc/ssl1/certs/ca-certificates.crt
CApath: none

TLSv1.2 (OUT), TLS header, Certificate Status (22):
TLSv1l.2 (OUT), TLS handshake, Client hello (1):

TLSv1l.2 (IN), TLS handshake, Server hello (2):

TLSv1.2 (IN), TLS handshake, Certificate (11):

TLSv1l.2 (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.2 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1l.2 (OUT), TLS handshake, Finished (20):

TLSv1.2 (IN), TLS change cipher, Change cipher spec (1):

TLSv1.2 (IN), TLS handshake, Finished (20):

SSL connection using TLSv1l.2 / AES128-GCM-SHA256

ALPN, server accepted to use http/1.1

Server certificate:
subject: C=US; ST=CA; L=San Jose; 0=Cisco Systems, Inc.; CN=tools.cisco.com
start date: Sep 17 04:00:58 2018 GMT

expire date: Sep 17 04:10:00 2020 GMT
issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2
SSL certificate verify ok.

GET / HTTP/1.1

Host: tools.cisco.com

User-Agent: curl/7.62.0

Accept: */*

HTTP/1.1 200 OK

Date: Wed, 17 Jun 2020 10:28:31 GMT

Last-Modified: Thu, 20 Dec 2012 23:46:09 GMT

ETag: "39b0le46-151-4d15155dd459d"

Accept-Ranges: bytes

Content-Length: 337

Access-Control-AlTow-Credentials: true

Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS

Access-Control-Allow-Headers: Content-type, fromPartyID, inputFormat, outputFormat, Authorization, Co
Content-Type: text/html

Set-Cookie: CP_GUTC=10.163.4.54.1592389711389899; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domain:
Set-Cookie: CP_GUTC=10.163.44.92.1592389711391532; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domai



< Cache-Control: max-age=0

< Expires: Wed, 17 Jun 2020 10:28:31 GMT
<

<html>

<head>

<script language="JavaScript">

var input = document.URL.indexOf('intellishield');
if(input !'= -1) {
window.Tocation="https://intellishield.cisco.com/security/alertmanager/";

}
else {
window. Tocation="http://www.cisco.com";

1

</script>
</head>

<body>

<a href="http://www.cisco.com">www.cisco.com</a>
</body>

</html>

* Connection #0 to host tools.cisco.com Teft intact
root@rMC2000-2: /Volume/home/adm1in#

DNS D &3k

tools.cisco.com(FMC 7.3LAB& M smartreceiver.cisco.com)NDFERA EFEICTET LIl & 2 HERL
7,

<#root>
root@FMC2000-2: /Volume/home/admin#
nsl ookup tool s.cisco.com

Server: 192.0.2.100
Address: 192.0.2.100#53

Non-authoritative answer:

Name: t ool s. ci sco. com
Address: 72.163.4.38

7'0F > O&EE

apProxyZ A 3258k, FMCE7OF>H—NAlOmEOEZERELET. FMCT, FMCAH
ELVZOFSH—NOIPER—KREFEALTVWEIHLESHZERLET,

<#root>
root@FMC2000-2: /Volume/home/admin#

cat /etc/sf/smart_cal | hone. conf



KEEP_SYNC_ACTIVE:1
PROXY_DST_URL:https://tools.cisco.com/its/service/oddce/services/DDCEService

PROXY_SRV: 192. 0. xX. XX

PROXY_PORT: 80

FMCOUIT7 OF > E& IR TSIk, System > Configuration > Management Interfaces M JE I
BRLET,

FMCRIOEAEL WVEEK., 7OFH—NEoEZERBLET(LeAE., 7O0FH—N\HN

FMCA 5 DT VA Etools.cisco.comNDTF IV ERAZFITLTWBEHE), €5I1C, 7OF %N
LERTZ T4V OLMBHERRZHILET, FMCRANYN—RN A AOBRICFAIHEZEH
)o

BRI O~—22ID

RITENEN =V VIDABRYINTHAVWCEZRRELE T, BVHRNIYINTVIEEE.
Smart Software Managerg B EICHILW K= ZRKTL, HILWA—UVIDTAN—KZ1 L
DAZBERIDEISICHKELET,

FMCT—KRJIADEE

DL—7"0OFPSSLESITNAAOFLEIZKRY), AN— NS4V ARAZELSRITTE
BWEENHYERT, AITHNE, FMCA2R—RY RNTIEADI—RZEELTN5D
TINARAZEBL, AR—KZA4EADBREZBRITLEY,

FMCOANILAARY RODFIY Y

FMCT. System > Health > EventsDJEICEE) L . Smart License MonitorE> 1 — )LD AT —2X
ACTIZ—HABVAZHEFELET., Leald, dIAEOHRINARETEEN KBTI E, R
DOEIZRTKSIZ, id certificated expired R EN TS —HNERKENET,

EXPATamg

Health Monitor ~ Table View of Health Events

SSMEID A R> ~OY OHERE

FMCA'CSSMIC#E#:TZ 23541, Inventory > Event Log TN AR NOJ 2EBLET,
CSSMIZZFD RS BARY NOJELERIS—OINBIHESIHERRLET, FMCHA MO
E/EEICEEN %<, CSSMBIIZA R NOTABVEEEF., FMCECSSME®)L— M IZREED
HADAHEENDVET,

—ixBY 75 &
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ER

REH

FMCHEHRE—RTEMEE-—RTEBZV, ChiF
. FMCOA 2 AN—)L&, REEFHEZ A2 AD
BRMERAOBBOIARET T,

BBE M

HEGDIE M

FMCI& Cisco Smart Software Manager(CSSM)I(Z & &
ENTHY, BMBHYTAOVT IV TEREE
TVBFTDFNA AN HYIET,

BRZH

soRL A HARR YD

FMCIKOOBU ESAOAZ AV ANY VI RED
BEICEKMUEL L.

BERE M

REER

FMCI& Cisco Smart Software Manager(CSSM)(C & £
ENTVETH, FMCICEKFTDT/NA AN BRE h
TLWEREA,

BERE M

FMCI& Cisco Smart Software Manager(CSSM)(C & &
ENTVERTH, BUBHTRAOVTSavVICER
ENTVWBFTIDTFNA AN HYEXT,

e ZE, FTD(FP4112)7 /N4 A THREATH 7' R
2072 aruEFERALETAH. Cisco Smart Software
Manager(CSSM)Z2 £ 2154, FP4112TERT
EBTHREATH 7RO UT72a> sy EE A,

RH4E (908 )

N/A

AHEARE R ERAF TS, FMCICBHEhTWD
FIDF/NA AR B EE A,

T—AARXTF A 1B N—D

ER RORICRI LS, BIE RN =T HFREATCSSMADBERAN TERPSKBLKRT

(108ELA )




sifuanfus FMC Q

clsco Overview Analysis Policies Devices Objects AMP Intellige
SMar LiIiCensaes

Errar The token you have entered is
invalid.

Welcome to Smart Licenses

Belore you use Smart Licenses, obiain a regisiranon token irom | p
Citco Smart Soltwane Manager, then chek Register | el )

Smart License Status
Usage Authorization: --
Product Regisiration: Linregistened
Agsigned Virtual Account: -n
Export-Controlled Features: -

Cisco Success Metwork: -

Cisco Support Diagnostics: --
FRRE BB N—U ZEALET,
T—AAZT 4 28EN/EDNS

R RORICRTRIIE, LIFS< (258K ) BRICCSSMADBEFRNF KBLEL L,

"':ll's".':g' FIF?DGWEF MEI‘I«.BQ.'.?I'HE"HI Center a O ruiew Analysis Policies Devices Objects LA

Error Failed to send the message to the
@ server, Please verify the DNS 4
Server/HTTP Proxy settings.

Welcome to Smart Licenses

Before you use Smart Licenses, cbiain a regestradson boieen from I E N 1
Cascn Senan Soltwane Managor, than clck Bogesie | e

Smart License Status

Ui&gﬂ AiAhorizaton:

Product Registration: Unmegisiened
Aszigrid Virtual Account:

Expor-Contralled Features:

Cis00 SUCCeEs Matwork:

Cisoo Suppornt Diagnostics:



Ivar/log/process_stdoutlog7 7 A )L2F I Y I L&TF, DNSOFEN RSNET,

<{froot>

root@FMC2000-2:/Volume/home/admin#

cat /var/l og/ process_stdout.l og

2020-06-25 09:05:21 sl1a[24043]: *Thu Jun 25 09:05:10.989 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],

failed to perform, err code 6, err string

"Coul dn't resol ve host nane"

fRRE : CSSMIRARNBORICEBLEL =, BREE. DNSHABRET ATV AVESIE
DNS%ZEXEL. DNSOEEZIEETH LT,

T—AARZT 4 3B RFEIE

FER I RORICRTERDIC, LIFS< (26WEA ) BICCSSMADEZNF KL EL =,

aiali. Firepower Management Center

CIsCO

Welcome to Smart Licenses

Befong you use Sman Licenses, obiaem & negesir

thain Chek B

Smart License Status

I 0 At |1]s]
duct Begistration Ir
¥ el Wirtual Acc
Xport-Conbrodkad
Cisco Success habwork
co S Diagno

[var/log/process_stdout.log7 74 I &ZFIY O LFT,

<ttroot>

2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:

*Fri
*Fri
*Fri
*Fri
*Fri

Jun
Jun
Jun
Jun
Jun

25 09:22
25 09:22
25 09:22
25 09:22
25 09:22

Anakysis

:39.716 UTC:
:39.716 UTC:
:39.716 UTC:
:39.716 UTC:
:40.205 UTC:

Policizs

CHecis AP

Error Failed to send the message to the
@ server. Please verify the DNS >
Server/HTTP Proxy sattings.

CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-ERROR:

ALAEDREANRELRT,

ch_pf_curl_request_init[59]
ch_pf_curl_post_prepare[299
ch_pf_curl_post_prepare[302
ch_pf_curl_head_init[110],
ch_pf_curl_send_msg[494],



failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not OK"

2021-06-25 09:22:51 sl1a[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_http_unlock[330], unl
2021-06-25 09:22:51 sl1a[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_send_http[365], send
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_issue[51

cert issue checking, ret 60, url https://tools.cisco.conlits/service/oddce/services/ DDCEService

FMCEHEOEZFIYILET,

<#root>

root@FMC2000-2: /Volume/home/admin#

date

Fri Jun 25 09:27:22 UTC 2021

T—ARETFAAGTAOUT 32wl

BEOBREDT A AYT AV VT72a>FEWVEE, FMCOBARTARETT,

Validation Messages: FTD1

Gtow [

UnifiedNGFWRule: ACP1

» | Error: [trust_L3-L4] This rule requires a Base license, but at least one device does not have a Base license.

> I Error: [trust_LY¥] This rule requires a Base license, but at least one device does not have a Base license.

> I Error: [Block_Migh-Risk] This rule requires a Base license, but at least one device does not have a Base license.
» I Error: [Inspect] This rule requires a Base license, but at least one device does not have a Base license.

» I Error: [Inspect] This rule requires & Threat license, but at least one device does not have a Threat license,

» I Errar: |Ir'!|5p-er: t] This rule requires a Malware icense, but al least one device doas nol have o Malware Hoanse,

BRE  BEBYTRIVTYAVEBALTFNA ALBATIBEN B ET,
T—ARARZT4 50V 74T > AiER(OOC)

FIDH T RO UTS 3> OERABEWVES. FMCAY—KRSA Y ARV TSA4 T2 RER
(OOC)REEIC I V) £,



aluali Flrepower Management Center o o crview Anaivels Polisies FEieEs
CI5CO  =5y= s [ Smart Licenses
Smart License Status Cisco Smart Software Manager I C
Usage Authonzation: e Out of Compliance (Last Synchronized On Jun 25 2020 Re-Authorize
Product Registration: Registered (Last Renewed On Jun 25 2020)
Aszsigned Virtual Account: KRE-MGFW
Export-Controlled Features: Enabled
Cisco Success Metwork: Disabled @
Cisco Support Diagnostics: Disabled i

CSSMT., IZ7—0O7>—hZ2#IELET,

General Licenses Product Instancas Ewent Log

By Hame By Tag
lions = Manage License Tags License Resarvation 3 Search by License =

[ License Billing Purchased In Use Balance Alerts Actions
FPR4110 Threat Defense Threat Protecton Prepasd (L] 2 + T3 ACtOns
FPR4110 Threat Defense URL Fillering Prepasd TS i) + Th Actons -
__ FPR4115 Threa! Defense Mahvare Proechon Prepasd o 1 -1 8 Wnsufficient Licenses BActons -
FPRA4115 Thias Defense Thieal Protecisn Prepand o 1 1 B haulcent Licengss Actang -
FPR4115 Threat Dedense LIRL Fillening Prepansd o 1 -1 @ Insufficient Licenses Achons -
FPR4120 Theeat Deferce Makvare Protection Prepasd TS Q + Th BrCtions »
[] FPR4120 Theeat Defense Threat Pralection Prepasd 5 i} + Th Actons -

T—AART 1 6B HBEESEL

BaseZ At AN&&EFERTSHE. FTD LINAL > > > TData Encryption Standard(DES)EE&
A BMCBYVET, CDFE. JlU BMAOBTILIAVAXLZERAL ELLN—F ¥ ILTSAR—
RERY RNT—=O(VPN)DLSBERBERFRABRLET,

Validation Messages .

Device
2 total 1 @rror 1 warning
| ermmi [ 210 |
Site To Site VPN: FTD_VPN
w | Error: Strong crypto (i.e encryption algorithm greater than DES ) for VPN topolegy FTD_VPN is not supported, This can

be because FMC is running in evaluation mode or smart license account is not entitled for strong crypto.
MEG_SEPARATOR IKEvZ PolicyTITLE_SEPARATORAES-GCM-MULL-5HA MSG_SEPARATORMSG_SEPARATOR




alial. Firepower Management Center

CISCO

Smart License Status

Usage Authorization:

Product Registration:

Assigned Virtual Account:

a, Overview Analysis

Policies Devices

Cisco Smart Software Manager )

Authorized (Last Synchronized On Jun 25 2020}
Registarad [Last Renewed On Jun 25 2020)

KRE-MGFW

Export-Controlled Features:

Disabled

Cisco Success Network:

Cisco Support Diagnostics:

Enabled
Disabled @

fRRR : CSSMICFMCZEHRL ., BMAOBESLEEZAMICLET,

1B 15 2R

AR—RZA4EZADR

SSMICKBDEFX—)LBEH

EDBAIDERTE

Request Export Key

SSMEAITIE, SSMEX—)LBHIZLY), ERETXBARVNDENEX I ZRETEXT, It
EARE, FAEVADRERZ A EAOEMHRAETVTVRZEIEODVTOBATY, &

mA AR ADERELLFIEHFORMOBHAZZTMBD LN TEXRT,

COMEER., FAEAOHIRIINICIDHEFNROREZBHNE RVOFHLETDDICIEREICER

T9,



Smart Software Licensing

Alerts Inventory License Conversion Reporis Email Notification Satellites Activity

Email Notification
Daily Event Summary
% Receive a daily email summary containing the events selected below
Email Acldress:_
Alert Events:
[# Insufficient Licenses - Usage in account exceeds available licenses
|« Licenses Expiring - Waming that term-imited licenses will be expiring. Sent 90, 60, 30, 14, 7, 3 and 1 day prior to expiration.
[# Licenses Expired - Term-limited licenses have expired. Only displayed if Licenses Expiring warning have not been dismissed.
[# Product Instance Failed to Connect - Product has not successfully connected during its renewal period
[ Product Instance Failed to Renew - Product did not successfully connect within its maximum allowed renewal period.
|#| Satellite Synchronization Overdue - Satellite has not synchronized within the expected time period.
[+ Satellite Unregistered and Removed - Satellite failed fo synchrenize in 90 days and has been removed.
|| Licenses Not Converied - One or more traditional licenses were not automatically converted fo Smart during Product instance Registration.
Informational Events:
|« MNew Licenses - An order has been processed and new licenses have been added to the account
[# New Product Instance - A new product instance has successfully registerad with the account
[# Licenses Reserved - A product instance has reserved licenses in the account
Status Notification

|| Receive an email when a Satellite synchronization file has finished processing by Smart Software Manager

FMCA S DAIINAT Z— NBHDOEE

FMCRITIE, AVAEZEZTZ—RZER/EL. ANLAARYNOTZ—RNBHRIZZETDEN
TEXT, EDP1-INAN—RFAEVARAEZRZHERAL T, AXN—RFAEZADAT—FA
ZHERTERT., TZET7F—hNE, Syslog. BEF A=), BXTPSNMPRZ YT ZHR—KL
x9,

AXN—RTAEVAFZRAR M RELZEE(CSyslogX v £—2 #EB T B REF ERIC
m~LET,



Q, Overview Analysis Policies Devices Objects AMP

A, Firepower Management Center
CISCO four " Wonitor Alerts

Active Health Alerts
Configure Health Alerts

Health Alert Name

Smart-License-Syslog-Alert

Severity Module Alert
Critical Realm & syslog_for_IPS (Syslog)
Warning Reconfiguring Detection MySyslog (Syslog)
Normal Security Intelligence
Error Smart License Monitor
Recovered Snort |dentity Memory Usage

Threat Data Updates on Devic...
Time Series Data Monitor

Time Synchronization Status
URL Filtering Monitor

User Agent Status Monitor

VPN Status -
ANNATZ—hOBIZERIZRALET,
2 Warnings B critica
Firepower Management Centear
FMC2000-2
@ Smart License ... Smart License usage is out of compliance

FMCICKk 2 TEKE NBSyslogX Y =T FRXDESY T,

<tfroot>

Mar 13 18:47:10 xX.xX.xX.Xx Mar 13 09:47:10 FMC :

HWNOTI FY: Smart License Monitor (Sensor FMC)

: Severity: critical: Smart License usage 1is out of compliance

ANAEZRTZ—RMOFRICOVWTR, TALNREZRD T, 22RLTLSEZ,

BUAN—RT7AHTY NOEBRDODFMC

AUAR—R7AYY NTEROFMCERAT 588, SFMCHAANER—BTHILEN B
7, CSSMTHEBOFMCAERE NTLBHE, BFMCERBITH DI, FFMCORZ N


https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html

F—ETHIVENHYVET, ChiE, BEFOFMCAI—KRSAEAXTFAICKRILS
9,

FMCH' A/ 2 2 —XY NERZHIETILEN BB

BEHE, FMCRAN—RNSA B RIVTIORESAEVADAT—R AR OB EICHERLET
o FMCHO0RMEBETEARVEES., FM/ AT MRz hETH, Authorization
Expired AT —RADEFRICHEWET, CORETE, FMCR#ZL TAN—NFAMERITD
RADEHRERKETT,

BHOFMCvOEA

Firepower AT AZRBRETHEATSES, 70— (KRY MKEFEI-IR) FEXICEY
R—RN&EhFEtH A, &Firepower Management Center(FMC)RA&(FMCv)lk, M3BICEREEHR = i
2k®H., —ETYT, BEHOFMCvEE AT SIZIE. Open Virtualization Format(OVF) 7 7 1 LA 5
FMCVE1 DS DR TIHEN BV ET, COFHIROFEMICOWVWTIE, FCisco Firepower
Management Center Virtual for VMware AV 4 Y D ARZX— K HA Ry ZZRL T EE V),

FAQ

FIDHATR. BEAF/NAASA LY ARV DTTA,

NATRAZEDT A T2DOOFTDZFERATIHEEE. TNAAZEILTA ANV ETT, I
EXE, BABHI AT A(IPS)EEEBIILY I THHAMP)EEEZFTD HART THER T35
B, 2D0DERBELONINIIT A ANMETT,

AnyConnectZ 4 £ AN FTIDTHEAE NEVOREE TT A,

FMCZAX—KRTHOY MIEEL %, AnyConnectZ 4 £ AN BHMICHE > TWD L%

BLET, SAEAEEFRICTBICIE. FMC > DevicesDJBEICEIRL, FALTWAF/NA A
#i#IRL TlicenseZBIRL E T, BT/ EBIRLET T, AN—KNT7HIVRNCREEQ
TWBTM 2 AZEIRL., SaveZBRLET,

100ADI—HFEHELTWVWBDEEIL, AN—KNTHI> NT1D0OAnyConnectZ 4 22 AT
A TERAD, CBED2DEEETTH,

AXR—=KRTHIVKRTRE, COFAEVANBHT, POTA7I—HHFERLTLVBEVWT/NA
ADBHNEREND IO, ChIEEZEETT,

FMCIC&KB U E—RNT I EAVPNDKE & BB D 1% (Z Device does not have the AnyConnect License T Z — A" 3
£330 EFEETTH,

FMCAANY—KRTAEZAVZTVRICBBENATVD L ZHALE T, BEShD2EER.
FMCHARBRELFITFEE—ROBEIC., VE—RNTFTIELAREZEATERVWILETT,
FMCHB&EhTWBIHEEE. AnyConnectZ A4 2 AN AN—RT AT NIFEL, TFNA
ACENETSNTVWBR L ZHFALET,

TALVAZEN)ETHIERE TET—N APSFMCTFNA R, FINA RAZB R, 42 A (#a


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-vmware.html

EFT7A02 ) AN—KNTPAHAHIVRTTAEAZBRL, RELET, .

JE—RNT7 OV EAVPNREDREREN B S & Z (Z "Remote Access VPN with SSL cannot be deployed when Export-
Controlled Features (Strong-crypto) aredisabled ] L7 —A"RIRENDDIEHETTH,

FIDIEBAETNEVE-—RNT7 IV EAVPNTR, BAOBESHKI AL AZ2BNICITIZLENH V)
£9. ENfMCcTREAOBE ST A ANFBHIBZ>TVWA I ZRALET., BROIKESHKT
AEVADAT—RAZEIEITDICE. FET—N TFMCYATL>TZA BV ASAI—KFA
AT AR— MHIEEENr BRICBE>TVER L Z2#BLET,

Export-Controlled Features ) FEXI DB A ICH O BESILT A AZBMICT D HE

COMEERE, AN—RNTFTHIVRNITIRAOFMCOERRIZERAEhEZN—02 T, Alow
export-controlled functionality on the products registered with this token7 7' 3 A" B#ICE 2T
WBEBEIC. BENICEMCAYET, N—U2TZOFT2arFEMCE>TVWAEAVESE
. FMCOERZHBBRL, COAT2a>zBMICLTEERLET,

N=O2DERKIC, [COR—IVVICBRBENATVAIRETIV AR— MNEIHKEZFFA T 27
72avEFERTERVERR., ES5ThEIVTTA,

SAAT A R F—LLIBBVEDELSEZ W,

Strong crypto ( 2% V). DESk W & K& VWEES{LT7 L1 XL ) for VPN topology s2s is not
supporteds] EVWS T T —ARRENDOREBEETITH,

COIZ—E, FMCHAHEE—REZEALTVRBEE, FLBAN—RNZAEZATHI MY
BAOBESHT ALV AZFHE > TVEVERIIRTENETT, VFMCH' Z 1 £ ARRLE(RA)IC
BRENTVDCEZHBFEL, COMN—IVICBBRENTVAIRETIVAR— MFIHEEEZFT
AE2HBAMCBE>TVREZERELET, AN—KNTATVY NCBABESKZ A AD
FERAFFATENTVWEVES, DESKY EBNBESZEAL LVPNY A NERED BRI
ThELA

FMC® "Out of Compliances AT—ZR AN ZEET D DEEBEETITH,

P

EENRTNA A1 O EARARETA L AZ®EATDE, FNAANF AT SATURA
RICEZDABEEAHYERT,

FOut of Compliance; AT—RAZBETRICHESIThERWVWTT A,
TFirepowerA> 7 4 F 1L —2 324 Ry THATATVBFIRICH > T LEEL,
1. R=IJTEO "AN—RNFZA €A 29232 T, BEBSAEAZHRALET,
2. BEDFYRILTHRERSA O RAZBALET,



3. Cisco Smart Software Manager(https://software.cisco.com/#SmartLicensing-Inventory) % #1R L
IRBTAIRNCTAEAFRREND L ZEFELET,

4. FMCT, System > Licenses > Smart LicensesDJEIZZIRL £7,
5. Re-Authorize ZiZR L £ 9,

FIEOFHMIZ ODOVWTIE, TFirepower AT LDSA > ZAEBE ) #25BL T EEL,

Firepower Threat Defense Base D #8E & AT I Ao
BaseZ AV ATRERARDZ ENTRETT,

« ALY FH LGN —T 4 2T THFTDF/NA ADRE (DHCPU L —B LUNATER S ) .

s NMTRAZEDT AHA)E—RTOFTDT/N1 ADFRE,

 Firepower 9300 ¥ — AN IS AZELTOEFIVFAEDI-IORE (¥ —2K
DZAZ ),

« Firepower 9300% /= [&Firepower 41002 ) —AXF /N4 A(FTD)Z2 VS AR (¥ —>BU 5
AR)ELTHRELET,

s I—HYBLOT77VT—2a HBORE, BLROTIVEAFBPRAINOI—HEROTT
r—23>oEB0EN,

Firepower Threat Defense Base#gEZ 1 £ AOBBHFEZHA T EE L,

HEAXS A+t Ak, Firepower Threat Defense® 7= I& Firepower Threat Defense{R 287 /N1 A% &
ATRETICEBNICEENE T, FIDAFMCICEREND E, AN—KNTAHTV NCEBHIC
EBmMEhxzd,

FMCEAN—RTAEAVZ TV REONATHATEILENHBIPT RLAFEND ?
FMCREIP7 RLA AX—KZA VAT I REBEITDHIZR—N43TREL T T,

FTDIPT RL A(https://tools.cisco.com)XDIPF RL AL RENE T,

+ 72.163.4.38
+ 173.37.145.8

IN—> 3> 7.3 BOFMCTI&. https://smartreceiver.cisco.com(Z &L . XDIPF RL AR
chEd,

* 146 .112. 59. 81

BOEB R

» Firepower Management Center(FMC)s8EH 14 R

e Cisco LiveAXN—KS14 > ADHEE : BRKARC-2034



https://software.cisco.com/#SmartLicensing-Inventory)
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://tools.cisco.com/
https://smartreceiver.cisco.com
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKARC-2034#/

+ Cisco Secure Firewall Management Center7 1 —F ¥ 54t A

« Cisco Smart Software Licensinglc AL T < EFH S 5 EBE(FAQ)



https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
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LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
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