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Fila Edit Wiew Go Capture MAnalyze  Shatisics Telephony  Wireless  Tools  Help

md0 I BXB Ies=T D AQAm
|_ udp.skeam aq 41 -: Expression
No, Time Source Dre=tination Frotocol  Length Irfo

351@ 22, 732417 192, 168, 22.1a 156,154, 7@. 1 OhE 65 Standard query Ex@0@4 A cizco. com

3315 22.7Fa66l 156,154, 7a. 1 192,166, 2@, 18 ONS 27L standard query response D.{C'DEH—'L'« cisco.com & 72.163.4, 165

Frame 3515: 271 bytes on wire (2168 bits), 271 bytes captured (2168 bits) on interface @
Ethernet II, Src: Cisco cd:3a:fb (@@:fe:c8:cd:3a:fb), Dst: Ymware 3e:58:0d (@0:@c:29:3e:58:2d)
Internet Protocol Yersion 4, Src: 156.154.70.1, Dst: 192.168.20.1@
User Datagram Protocol, Src FPeort: 53, Dst Port: 49399
4 Domain Name System (response)
Transaction ID: @x@004
Flags: @x818@ Standard query response, No error
Questions: 1
AnswWwer RRs: 1
futhority RRs: 3
Additional RRs: &
Queries
4 Answers
4 cisco.com: type A, class IN, addr 72.163.4.185
Mame: cisco.com
Type: & (Host Address) (1)
Class: IN (@x@eal)
Time to live: 2573
Data length: 4
Address: 72.163.4.185
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AT Y 7' 1iipconfig fflushdns AN > RZFEAL T, RARNDODNSF+v> 120 UF—MNULET
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B8 Administrator: C:AWindows\System32\cmd.exe

Microsoft Windows [Uersion 6.1.76611
Copyright (c)> 208? Microsoft Corporation. NAll rights reserved.

C:\Windowsssystem323ipconfig /flushdns
Windows IP Conf iguration
Successfully flushed the DNS Resolver Cache.

C:\Windows\system32>
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This site can’t be reached
wwnw.cisco.com’s server [P address could not be found
Try running Windows Network Diagnostics
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» cisco.com
SETFUEF. Fs1 .ultradns .net
ddress: 156.154.78.1

wusw wdAnel ulgpadns.net can’t find cisco.com: Non—-existent domain
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1617F 11.2@5257F 192, L6#. 28. L@ 156,154, F@.1 L= 532 Standard query 2x@08d & clsco.com
1618 11.285926 155, 154, F@. L 197,168, 20. 18 CHS 532 standard gquery responss ﬂ);@2|24|\|u such name & cisco.con

Frame 1618: 69 bytes on wire (552 bits), &9 bytes captured (552 bits) on interface @
Ethernet II, 5rc: Cisco cd:3a:fh {@@:fe:c8:cd:3a:fb), Dst: VYmware Je:58:0d (@@:@c:29:3e:58:2d)
Internet Protocol Version 4, Src: 156.154.7@2.1, Dst: 192.168.28.1@
User Datagram Protocol, Src Port: 53, Dst Port: 50207
4 Demain Name System (response)
Transaction ID: 2x22a4
Flags: @¢85@3 Standard query respense,|No such name
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
* Queries
[Request Tn: 1617]
[Time: @.202671002 seconds]
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Rule
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ton i@ Sinkhole ~ Sinkhole | |gsquive-test-sinkhole i
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Bl Administrator: C:A\Windows\System32\cmd.exe - nslookup || == @

Microsoft Windows [Version 6.1.76811] A
Copyright <{c) 2089 Microsoft Corporation. All rights reserved.
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File  Edit Wiew Go  Capture  Srabee  SEtisdcs Telephory  Wieeless Tools Help
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[l addi=—152, 165,20, 10 86 dns
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4425 51, 80137 19, 1648.2d. 18 156,154, 78, 1 iy B Standard query Bedd@E b ocd
i 156, 154. 78 1 ” 2, 1 DAlS 168 Standard query response 3x8881 Ho such =cur b rog T e =
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Security Intelligence Events

Security Intelligence with Application Details * Table view of Separity Intelligance Events

Heo Search Constraints (Edit Search
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[l - First Packet Last Action Reason Initiator IF Initiator Hesponder IP Egress Source Por
Eacker Country SCCURIty Zane ICHF Tyips
N 2019-03-14 1435157 Snkhol= DN Blook | 6§ 152.160.20.10 1561 0L psquive-OUTSIDE S3548 f udo
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L 2013-02-14 14:35:41 Skt LNS Blos B 192.168.20.10 1 1 T0.1 Quive-OUTSIDE 50520 uc
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E 119-02- 14 14:13:43 wWomiain Mot Fong WS Block | 193 1662010 156154 70,1 ITS1 S36

FMCICk > TEEBE hBFTD T, system support firewall-engine-debugI1~¥ > RZFEH TS
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B Administrator: C:AWindows\System32\cmd.exe

Microsoft Windows [Version 6.1.76611]
Copyright <(c?> 208? Microsoft Corporation. All rights reserved.

C:\Windouws\system32>ipconfig /flushdns
Windows IP Configuration
Successfully flushed the DNS Resolver Cache.

C:s\Windowss\system32>_
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