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1. AEBAY A —EABAY A —OREFICEIVWVTINS T4V IO RBRETS
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AX &

7L7 14 NLERIS—DERHI

Prefilter’R 1) = — T & Tunnel Rule TypeZEATE, CNICKYFTDIEAZBEATIOESE DIPA Y
A—KNDRDVDIRNTTAVDIZETVWTTANRIITITEET, CORBORERITIE,
ROFRILRTTAYVIERRODERZF >TVET,

- MFIN—F 1> A7t (GRE)
e |P-in-IP

* IPv6-IP

+ Teredo 7R— N 3544

RIZRTEDIZ, GREMN RN EBRELET,

Firewall
192.168.75.x/24 192.168.76.x/24 R
*
GRE tunnel .20
10.0.0.0/24

GRERNVZIIZFEAL TRIASR2IpIngZRITIDE, RZTAVIRTTFATIF—)ZE
BL, IOLSICRZET,

1 2016-05-31 02:15:15.10.0.0.1 10.0.0. 2 138 Echo (ping) request id=0x0013, seq=0/0
2 2016-05-31 02:15:15.10.0.0.2 10.0.0.1 ICMP 138 Echo (ping) reply 1d=0x0013, seq=0/0

|

# Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)

# Ethernet II, Src: CiscoInc_8d:49:8]1 (c8:4c:75:8d:49:81), Dst: Ciscolnc_al:2b:f9 (6c:41:6a:al:2b:f9)
.168.75. . .30), Dst: .108. /0. .108. /6.

% Generic Routing Encapsulation (Ié}
= Internet Protocol Version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) inner
= ITILETTIEL CONLIG ] Messaye ProLocor

T77ATIF#—IHASATNA ADFZER., RICRTLSIC, ABFIPAY A —Z2H#ELET,



L2 Quter IP GRE ' Inner IP
Header| Header Header Header
src=192.168.75.39 sre=10.0.0.1 | L7
dst=192.168.76.39 dst=10.0.0.2
<#root>

ASA#
show conn
GRE QUTSI DE 192.168.76.39:0 INSIDE 192.168.75.39:0

, idle 0:00:17, bytes 520, flags

77 AT 7 #—)LAFirePOWERT/NA1 ADHE, RICRI&LSIC, AFIPAY I —AFIvI&E
nxXI,

L2 Quter IP GRE Inner IP

Header Header Header | Header
src=192.168.75.39 sre=10.0.0.1 | L7
dst=192.168.76.39 dst=10.0.0.2

TL74LERID—2EATRE, FIDTFNA ARABAY ST —EABAY A —OEEICED
WTKRZT1Y I ZBETERT,
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ASA SAERIP

Snort A EBIP
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TL74LEZRID -, BR7OEAGHZRHEL, 7JO-HAROKSICSnontI> I 2%E
CNANATERTL7ANRIL—IINEATZEATEET,

A A g 1 B e 4

mﬁu ki 4+ ¥ + yMatware e
pror Poliy  prop AppiD  pRop BRoP BROP DROP
Snort Instance

|
HOEREEE & € ©
¥ ;0 ¥

DROP > DROP

Fast Path

b.llnw
st

Defrag Policy
VW Classifier BI kw1?| 1

e Bk with rese: FAST Pathl

BAVATT7AZINRNOTLT AIINER) S —OH#ER
RATDEH

F7ANRNOTLT A LERS—ORE
BRR T &

AT Y 71 : Policies > Access Control > Prefilter® JEICBEILEX T, RICRITELDIC, F7F)
ROTLT7ANEZRI—NFITICEELET,

Overview Analysis JLINETEE Devices Objects  AMP Deploy System  Help v mikis v

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions ¥

Object Management Access Control
wd New Policy

|mldqr Damain |l.utw [

Default Profilter Policy = 2016-04-22 21:43:25
Default Prefilter Polcy with default action to allow all tunnels e Madified by “admin®

ATY7 2 EditZBRL, RICRIELSIBRUS—REERRLET,



Overview Analysis IS0 Devices Objects AMP

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions ¥

Default Prefilter Policy

Default Prefilter Policy with default action to allow all tunnels

You cannot add rules to the defawit Prefiter policy. You can change only defawlt action opbons.

Hon-tunneled traffic is allowed Default Action: Tunnel Traffic Analyze all tunnel traffic

ATYT7 3 :7L74NERIZ—E, RICRILSIC, POEAOAYMNO-ILRISZ—IZFT
—EVUEHTSNTLVERT,

Overview Analysis QLU Devices Objects AMP

Access Control *» Access Control Network Discovery Application C

ACP_5506-1

prafilter Policy: Dafault Prafilter Policy

Rules  Secunty Inteligence  HTTP Responses

Prefilter Policy Settings &

Prefilter Policy used before access control Dafault Prehiter Pohcy

CLI(LINA) D #EE

TL74NLEZIIL—IIFACLOLEIZEMENET,

<{froot>

firepower#



show access- i st

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1ist CSM_FW_ACL_; 5 elements; name hash: 0x4a69e3f3

access-1ist CSM_FW_ACL_ Tine 1 remark rule-id 9998:

PREFI LTER POLI CY:

Default Tunnel and Priority Policy

access-1ist CSM_FW_ACL_ Tine 2 remark rule-id 9998: RULE: DEFAULT TUNNEL ACTION RULE

access-1ist CSM_FW_ACL_ Tine 3 advanced permit ipinip any any rule-id 9998 (hitcnt=0) Oxf5b597d6
access-1ist CSM_FW_ACL_ 1ine 4 advanced permit 41 any any rule-id 9998 (hitcnt=0) 0x06095aba
access-1ist CSM_FW_ACL_ Tline 5 advanced permit gre any any rule-id 9998 (hitcnt=5) 0x52c7a066
access-1ist CSM_FW_ACL_ 1line 6 advanced permit udp any any eq 3544 rule-id 9998 (hitcnt=0) 0xcf6309bc

3
4
5
6
BRAV2RIFEN RIS 74y o070
BATDEH

GRENVERIATRYRUTENDICMPRZ 74y 0&27OY I LET,
R E

ATY 7 1: ChSOACPZERATAE, RICARTRSIC, Internet Control Message

Protocol (ICMP ; 1 > & —% Y XY —>7ORJ)L ) 8Z 7149908, GRERNXRILZ
BBIRINESHIIAADST, TOVIENRTVRENDAVYET,

Prefiuer Palicy: Cielmt Prefiter Pobee S50 Pudicy: biane Iestiny Pulicy: biane
=g Inharitares Semtings | (8] Pobey Adsigrmants (1)
B2 sccury intedgence  HTTR Responses  Advanced

B P by Dbl o A Categery | o ki ubs

w Mandatory - AOP_S506-1 {1-1)

1 Block 10M

w Dufault - KCP_S506-1 (-}

Add Pl o ASd Categary

odaatpctn ____________________________________________________[EEeereeespaheepeems c v

<#root>
R1#
pi ng 192.168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

<#root>



R1#
ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

COBE, T7L7ANERRIS—2FERALTRAVEHZBILIENTEERT, AP Y IRR
NEHYTTY,

1.GRERRICATEIILENTVWBIXNTONTY NMCERTERTET,
2. ZTFENTY NMC—EL., ICMPZ7OY U927 7RO NO—IIRIS—%ERL
9,

T—FTI0Frv0OBaN S, /N7 Y M&ELinux NAatively(LINAYZL 7 1 )LZIL—ILIZEBS LT
FIvoEh, RICSnot7L 71 ZI—IEACPHAFIYIOEN, HEIZSnorth SLINAIZE
BNfERENET, ZIONTY NFFTDFNAM RAZ2ZERBHLET,

ATYT1: RRILRTZ T4V IDRTZERLET,

Policies > Access Control > Prefilter® JEIZBE L, ILWIL 71 IILRKRUS—&ERLET,
RICRTESIC, F7FILRNOTLTAINRR)—RFRETERVCEITFELTLSEETL,
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COEETR, RICRTRIICR U RIILRAZERTIBENBYET,



Add Tunnel Rule
(1] unnel rules perdform aarly hand j of non-encrypted encapsulated traffic, using culer [P headers. Fastpathed traffic bypasses access control and QoS

Hame Tag Tunneled traffic F Enabled Insert  palow rule il DB

2

Interface Objects  MNetworks  VLAN Tags Comment  Logging

peacsulation Frotocols:
I 1p-in-1P

I 1pve-in-1p

™ Teredo Port (3544)

e LINAO#, 7O0—@SnontI>PVICk2TFIVIENRET, BEICKUT,
7 Ry ZLRTERYZILRNS TAYIICE S TBDoENTEET,

ZO0-KLINAICK2T7OY92NhTVET, AMIODAYRA—EFIYVITDH

Block ENBVET,

=2iE/NA SnotTI> T #FALTIC. 7O0—%20BTZE2DIEFLINAEITTY,

ATYVT2: BIRERNT T4y OOTF A MNOA—=ILRIS—%2EHELET,
BRAEHEVERBANTREOYEEAN, POEAO MO=IKRIZ—=)IL—I)L(ACL)TEEFETY
—ELTR RN ETHFERATE LT, Policies > Access ControlDJEICEBEL ., RICRT KD
2. BIRNERNT 74V ODICMPET7OY V93— EERLET,

o o 7]

Bcowss Comtrad » Aocess Comtral  Nabwork Decowery  Apphcsteon Datectons  Comelsbion  Adtons

ACP_5506-1

w Dolaeh - AOF_5506-1 -]

N HLWTLZAARRUS—FF LR RO—LKUS—CBRAE NET.



EES

LINAB K UCLISHTFHF ¥ S F v ZBMICLET,

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface inside [Capturing - 152 bytes]
capture CAPO type raw-data trace interface outside [Capturing - 152 bytes]

<#root>
>
capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

SeTlection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-Nn

R1A5, UE—RGRERNVRIDIY RKRA > NMIpingZRITLTHET, pingFKBLET,

<#root>
R1#
ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

CLISHF¥*7F v i, YOI I—ERAFTDEEBL., K& 7OvoEhizcexRLTV
£9,

<{froot>



Options: -n

18:21:
18: 21:

18:21:
18:21
18:21:
18:21:

07.759939 IP 192.
07.759939 I P 192

09.759939 IP 192.
:11.759939 IP 192

168.

168.

168.

.168.
13.759939 IP 192.
15.759939 IP 192.

168.
168.

75.39

76. 39

75.39
75.39
75.39
75.39

192.

192.

192.

192

168.76.39:

168. 75. 39:

168.76.39:

.168.76.39:
192.
192.

168.76.39:
168.76.39:

LINAF Y 7 F YV Ck2>ThZHEELET,

<{froot>

>

show capture CAPI | include ip-proto-47

102:
107:
111:
115:
120:
>
>

show capt ure CAPO

93:

94:

18:21:07.767523
18:21:09.763739
18:21:11.763769
18:21:13.763784
18:21:15.763830

18:21:07.768133

192.
192.
192.
192.
192.

192.168.75.39 > 192.168.76.

168.75.
168.75.
168.75.
168.75.
168.75.

39 >
39 >
39 >
39 >
39 >

i nclude ip-proto-47

192.168.76.
192.168.76.
192.168.76.
192.168.76.
192.168.76.

18:21:07. 768438 192.168.76.39 > 192. 168. 75.

GREVO, Tlength 104:

GREvO, length 104: IP 10.0.0.2

GREVO, length 104: IP 10.
GREVO, length 104: IP 10.
GREVO, length 104: IP 10.
GREVO, length 104: IP 10.

39:
39:
39:
39:
39:

39:

39:

ip-proto-47, length
ip-proto-47, length
ip-proto-47, length
ip-proto-47, length
ip-proto-47, length

ip-proto-47, length

i p-proto-47, length

[=NeNeNe)

104
104
104
104
104

104

104

[=NeNeNe)

N N

>

V V. V V
=

10.0.0. 1:

el

[=NeNeNe)

[=NeNeNe)

o O O o

IP 10.0.0.1 > 10.0.0.2:

N N NN

ICMP echo

| CMP echo r

: ICMP echo
: ICMP echo
: ICMP echo
: ICMP echo

CLISH firewall-engine-debugZ Bx1lZ L., LINAASP dropho > 222 )F7L T, AEUTANEZR
TUET, CLISHFNAY JE, IOA—EBRICHLTFTL 7 4L ZIL—=)IC—FL., ITO—/E&IC

HUTACPIL—IA—HLEECEZRLTVERTY,

<ffroot>

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

New sessi on

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,

i cnpType 8, icnmpCode 0O

o o

pending rule order 3,

uses prefilter rule 268434441 with tunnel zone 1

'Block ICMP', AppId

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,

i cnpType 0, icnmpCode 0O



10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO
match rule order 3, 'Block ICMP', action Bl ock

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O deny action

ASPROY 7, Snortlc k2 TNT Y RAROY S EnEZEERLET,

<#root>

>

show asp drop

Frame drop:

No route to host (no-route) 366

Reverse-path verify failed (rpf-violated) 2

Flow is denied by configured rule (acl-drop) 2
Snort requested to drop the frane (snort-drop) 5

Connection Events Tlk, XORICRT LD, —BULETL 71U ERVD—E)N—IEHERT
29,

Contaxt Explorar Conmections » Events Intrasions * Filas » Hosts * Ugars v ‘ilnarabilitegs Comelation * Custom » Lo » Saarch

Buzagbimaris TH
Connection Events
Connelaeg weih Apodstan Detads ¢ Tabbe View of Connediion Evenis

k Ssarch Coratraints (Egt Sepnch

Jump ... ¥

o e e e

0021 103538 Sk, A0.0.0.1 00038

Pega 1 |of1 Displaying rows 1-7 of 7 rows

RXAY 3.Fastpath7’L 7 1 ILZIL—ILICEKDSnortT>> > M/
14N A

XY RI—=UK



192.168.76.x/24 R2

-
outside

R1 192.168.75.x/24
inside

AV DEN

1. BEOT7 VA MNA=ILRIZ =)= EEHKRL, IXTORZT74vo2TOYIT
70RO =IRI—=)L—I)LZEMLET,

2.192.168.75.024F Y RO —U W SR EENLERNT T4V IDSnont T &#INAINAT S
TL7A4IINERID—)L—ILEKRET S,

BRIR T3 A

ATYT1:IRTORNS 749y 027 OYv 0327 0AOAY M O-IRIS—ZRICRLE
EE

Tg Inheritance Settings | [F] Policy Assignmants (1)
2] security Inteligence  HTTP Responses _ Advanced

@8 Filter by Device deca'onorr i Add Rube | Search Rules

w Mandatory - ACP_S5506-1 [-)
There are no rules in this sechon. Add Rule or Add Categary

w Default - ACP_S506-1 (=)

Thare are no rules in this sachion. Add Rule or Add Catagory

Default Action Access Control: Block All Traffic "n

ATYT2:RCRTRSIC, Y—ARY ND—7192.168.75.024DT 232 LT
FastpathZEAT2 7L 71 ZIIL—IZEBMLET,

Add Prefilter Rule * X

u Prafilter rules parform sarly handhng of traffic bazed on simpls network characteristics. Fastpathad traffic bypasses scceass control and QasS.

Name Fastpath_src_192,168.75.0/24 ¥ Enabled
Action ¥ Fastpath -

interface Objects [T g VLANTags  Ports Comment  Logging

Available Networks & ] cirep Mobuarc Destination Networks (0)
B 192.168.75.0/24

4. Search by name ar valus |

B any 0
_E IFwa-Frivate-All-RFC1I918 I Add o
= any-ipvd &

= any-ipve | Addto
B 1Pvd-Benchmark-Tests Dastination
B IPva-Link-Local

BB IPvd-Multicast

= IPva-Private-10.0.0.0-8

Enter an 1P address l Add J |E".e‘.'|' IP address | l Add J




ATYVT7 3 BRERDKLSICBEERT,

alysis IENIRISE Devices Objects AMP

Access Control = Prefilter Network Descovany Apphcabion Detectons Coaralation Atsong ¥

Prefilter_Policyl O Cancal
D Add Ternsl Rula | D) Add Prafiter Ruls
= Hame .Hc'l\rpl Ssurce Destimation 'm 'm Ssurce Destination WLAN 1
| | - Imerface Objects  Interface Objects  Networks | Hetworks | Port Port |

amth pre A4 Erafila T &

ATV 74 RELTERLED,
BMEDFTIDA >V EZ—T IAATKRL—AILKRBDF YIS FYyZ2EBFMLET,

<#root>
firepower#

capture CAPI int inside trace match icnp any any

firepower#

capture CAPO int outsid trace match icnp any any

FTD% 4L TR1(192.168.75.39) A 5 R2(192.168.76.39)\ MpingZ A& £ F, pingF kB L £ T,

<#root>
R1#
pi ng 192.168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

A EB—T IS ADF YT FYEIRDELSICRRENET,

<#root>
firepower#

show capture CAP

5 packets captured



23:35:07.281738 192.168.75.39 > 192.168.76.39: icmp: echo request
23:35:09.278641  192.168.75.39 > 192.168.76.39: icmp: echo request
23:35:11.279251  192.168.75.39 > 192.168.76.39: icmp: echo request
>
>

N WN R

23:35:13.278778 192.168.75.39 192.168.76.39: icmp: echo request
5: 23:35:15.279282 192.168.75.39 192.168.76.39: icmp: echo request
5 packets shown

BAONTY RORL—R (II—BR) &, KOKSCRRENET (EBERRA Y NIBA
RRENTVETS ).

ARAT— (SRALCEART)

firepower# show capture CAPI/N Y RES1KNL—2A
5 packets captured

1: 23:35:07.281738 192.168.75.39 > 192.168.76.39: icmp : TI—ER
JI—X: 1

247 : CAPTURE

Subtype:

R ALLOW

Config:

Additional Information:

MAC Access list

JI—X:2

247 : ACCESS-LIST

Subtype:

R . ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

7I—X:3

247 : ROUTE-LOOKUP



BTRAT A4 B2—T T4 AR
&R ALLOW

Config:

Additional Information:

RO ARKY 7192.168.76.390 i hifcAZEFEAL TWAR &M HBALEL L
7I—X: 4

247 : ACCESS-LIST

Y7247 .07

&R . ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434448 : 7'L- 7 4 JL& K1) > — : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448 : )L —)L : Fastpath_src_192.168.75.0/24
Additional Information:
7I—X:5
247 . CONN-SETTINGS
Subtype:
R ALLOW
Config:
DZARIYTOZAFTT7 ALK
match any
policy-map global_policy
class class-default
EHROFMEREA TS 3 UM_STATIC_TCP_MAP%ERET

service-policy global_policy global



Additional Information:
7I—X:6

247 NAT

Y7247 v arle

BR . ALLOW

Config:

Additional Information:

JI—X:7

247 : IP-OPTIONS

Subtype:

R ALLOW

Config:

Additional Information:

7I—X:8

247 : INSPECT

Y7247 : np-inspect

R ALLOW

Config:

class-map inspection_default
match default-inspection-traffic

policy-map global_policy
class inspection_default
142 ARYT >3 2ICMP

service-policy global_policy global

Additional Information:

7I—X:9

247 : INSPECT



H 7247 : np-inspect
R ALLOW

Config:

Additional Information:
7I—X: 10

247 NAT

HITRAT . wvarle
R . ALLOW

Config:

Additional Information:
7I—X: 11

247 . IP-OPTIONS
Subtype:

&R ALLOW

Config:

Additional Information:
TJI—X:12

247 : FLOW-CREATION
Subtype:

=R ALLOW

Config:

Additional Information:
ID52THERENEFHLVW 70—, ROEZ1—=IIINTY "RFF1AANYFENELE
7I—X:13

247 : ACCESS-LIST
H7247 .07

HER . ALLOW



Config:
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434448 : 7°'L- 7 4 JL& K1) > — : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448 : )L— )L : Fastpath_src_192.168.75.0/24
Additional Information:
7I—X:14
247 . CONN-SETTINGS
Subtype:
R ALLOW
Config:
DZARYTOSATF7#IIK
match any
policy-map global_policy
class class-default
EROFMEREA 7> 3 UM_STATIC_TCP_MAPZEXE T
service-policy global_policy global
Additional Information:
7I1—X:15
247 NAT
H7RA47 kv arle
&R ALLOW
Config:
Additional Information:
7I—X:16

247 : IP-OPTIONS



Subtype:

R ALLOW

Config:

Additional Information:

7I—X:17

247 : ROUTE-LOOKUP
BT2A4T WA A Y R—T T A ADER
R . ALLOW

Config:

Additional Information:

RO ARNKY 7192.168.76.394 i hifcAMBEFEAL TVWA EAHBALEL -
7I—X:18

247" . ADJACENCY-LOOKUP

BT RAT : ROANKY T EBERE
R ALLOW

Config:

Additional Information:
BHZBART VT 17

XU ARNKY T macT RL A0004.deab.681bA"140372416161507\C ¥ b~
7I—X:19

%47 : CAPTURE

Subtype:

&R ALLOW

Config:

Additional Information:

MAC Access list

Result:



ABAVR=TTARA : &

ABAT—RA TV

input-line-status:up ( AJBEBRAT—RRX : TV 7)
HOAB—T T AR : 5B

HHORAT—2RA :TYv7T

HAOERAT—RA Y7

Toar A

1 packet shown

firepower#

firepower# show capture CAPI packet-number 1 trace 5F ¥ 7F v nfz/N7 v M
23:35:07.281738 192.168.75.39 > 192.168.76.39: icmp: echo request Phase: 12 1 7" :
CAPTURE Subtype: Result: ALLOW Config: Additional Information: MAC Access list Phase: 2% 1
7" . ACCESS-LIST Subtype: Result: ALLOW Config: ImPLICIT Rule AdDITIONAL Information:
MAC Access Information: 7 T—X : 3% 47 : ROUTE-LOOKUPH 7 &A4 7 : HhA>R—7
I/ ADHRRER - FFAUT28K  BINER : REES XTI ARNKY 7°192.168.76.391F i 1
ifCASBEFEALETTII—X: 4847 ACCESS-LISTH T RA7 : OJRER : ALLOWREH :
access-group CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced trust ip 192.168.75.05
5.255.255.0 any rule-id 268434448 event-log both access-list CSM_FW_ACL_ remark rule-id
268434448: PREFILTER POLICY: Prefilter_Policy1 access-list CSM_FW_ACL_ remark rule-id
268434448: RULE: Fastpath_src_192.168.75.0/24I E h11E5#R : Phase: 5 Type: CONN-SETTINGS
Subtype: Result: ALLOW Config: class-map-class-match any policy map global-policy class
default-class-class default connection advanced-options UM_STATIC_TCP_MAP service-policy
global_policy globallBiliE#HK : 7I—X: 6247 : NATH T R4 v a BUOFER
CEFAIERE BB 7T —X: 7247 : IP-OPTIONSHY 7 2« 7" : BF AR E : BINEHR

: 7I—X: 8247 : INSPECTH 7 XA 7" : np-inspectfE® : ALLOW Config: class-map
inspection_default match-inspection-policy global_policy class inspect icmp service-policy
global_policyf&$ : 7T —X : 924 7 : INSPECTH 7 X4 7" : np- inspect%*% A

Config : BMEHR : 7I—X: 10247 : NATHTRA7 . wv2a iR A
Config : BMER : 7T —X : 11ZA7 : IP-OPTIONSH 7247 : R : ALLOW Config : 1&
gk : 71 —X: 12247 : FLOW-CREATIONH 7 X4 7" : #8 : ALLOW Config : iBi01E
w:HLWT7O-HFID2THEREN, ROED1—-)ILICFA1ANYFENZT7I—X: 13
Type: ACCESS-LIST Subtype: log Result: ALLOW Config: access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
268434448 event-log both access-list CSM_FW_ACL_ remark rule-id: PREFILTER POLICY:
Prefilter_Policy access-list CSM 268434448: RULE: Fastpath_src_192.168.75.0/24 85k : 7 T
—X : 14247 : CONN-SETTINGSH 7 &4 7 : # &R : ALLOW Config: class-map class-
default match any policy-map global_policy class-default set connection advanced-options
UM_STATIC_TCP_MAP service-policy global_policy globalilB &R : 7T —X : 152147 :
NATH 7 247 : per-sessionfE®R : ALLOW Config : BMER : 7T —X : 16247 : IP-
OPTIONSHY 7 &4 7 : # 8 : #F™lConfig : BIEHR : 7T —X : 17847 : ROUTE-



LOOKUPHY 7 &1 7 : fEREgress4 > X —7 T A AR : #FAConfig : JBIMETR : found next-
hop 192.168.76.39 uses egress ifc outside 7 T—X : 1824 7" : ADJACENCY-LOOKUP# 7 &
17 RVARNKY TBRETO v —#HR : FWConfig : BINER : 7o v &2 —BFK
Active 7 R L Amac 0004.deab.681b hits 140372416161507 Phase: 192 4 7" : CAPTUREY 7 &
147 %8 . ALLOW Config : IBIN1E#HR : MACT VAU ARNER : input-interface: outside
input-status: up input-line-status: up output-interface: outside output-status: up output-line-status:
upZ7 <3z : allow 1N Y MA"RRE hizfirepower#

Outsidef V> Z—T7 I/ ADF ¥ T7F ¥ FRODEDICRRENET,

<#root>
firepower#

show capt ure CAPO

10 packets captured

1: 23:35:07.282044 192.168.75.39 > 192.168.76.39: icmp: echo request
2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: icmp: echo reply
3: 23:35:09.278717 192.168.75.39 > 192.168.76.39: icmp: echo request
4: 23:35:09.278962 192.168.76.39 > 192.168.75.39: icmp: echo reply
5: 23:35:11.279343 192.168.75.39 > 192.168.76.39: icmp: echo request
6: 23:35:11.279541 192.168.76.39 > 192.168.75.39: icmp: echo reply
7: 23:35:13.278870 192.168.75.39 > 192.168.76.39: icmp: echo request
8: 23:35:13.279023 192.168.76.39 > 192.168.75.39: icmp: echo reply
9: 23:35:15.279373 192.168.75.39 > 192.168.76.39: icmp: echo request
10: 23:35:15.279541 192.168.76.39 > 192.168.75.39: icmp: echo reply

10 packets shown

RUNTYRORL—RALR, RENDTO—(52)&—HTDENTENETH, ACLICKS T
7OY0&EhTVET,

<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

10 packets captured

2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: icnp: echo reply

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2



Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flowwith id 52, uses current flow

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268434432 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: ACP_5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: outside
input-status: up
input-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

ATYVT5: U= RNTTA4VIORETL7ANZL—ILNZEES1D2EMLET, BRERDO K
SICBWERT,

[ERURION Devices  Objects | AMP

Agress Conkrol = Prefiiber Metwork Desoovery Apphcabon Detectons Comelation Ay v

Prefilter_Policyl D cancal
) Add Tunnel Exle o) Add Prefiter Aule
- Mame EHule Type Bpurie reslination Bourie Deslmmalinn Bouroe Deslination WILAN Tag AT
Ghpeits Ohpects W s Port Par]

Foitpatt_&c_ 1921168, Prefilner B 192188750524
Faitpatt_Jat_192.168. Prefilber & 192168, TE.0024

Y™
RIC, BRENERYNTY NERL—ALET (BEERANBBRREATVET ),

ARAT— (BRACKRART )



firepower# show capture CAPO packet-number 2~ L — A
10 packets captured

2: 00:01:38.873123 192.168.76.39 > 192.168.75.39: icmp : T1— &
JI—X: 1

247 : CAPTURE

Subtype:

R ALLOW

Config:

Additional Information:

MAC Access list

JI—X:2

247 : ACCESS-LIST

Subtype:

&R ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

7I—X:3

247 . FLOW-LOOKUP

Subtype:

R ALLOW

Config:

Additional Information:

D620 7A—ARO2AVELE, REO7O—ZFALET
JI—X: 4

247 : ACCESS-LIST



7247 .07

R ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip any 192.168.75.0 255.255.255.0 rule-id 268434450
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434450 : 7'L- 7 4 JL& K1) > — : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434450 : JL—JL : Fastpath_dst_192.168.75.0/24
Additional Information:
7I—X:5
%47 : CONN-SETTINGS
Subtype:
&R ALLOW
Config:
DZARYTOSATF7#I)K
match any
policy-map global_policy
class class-default
BEROFMFREA 7S 3 2 UM_STATIC_TCP_MAPZRET %
service-policy global_policy global
Additional Information:
7I—X:6
247 NAT
Y7247 v arle
BR . ALLOW
Config:

Additional Information:



J7I—X:7

247 . IP-OPTIONS

Subtype:

&R ALLOW

Config:

Additional Information:

7I—X:8

247 : ROUTE-LOOKUP

BTRAT A AB—T T4 ADRER
=R ALLOW

Config:

Additional Information:

FUANKY 7192.168.75.39N AT H Hifce AL TVWB ZEAMHBLEL L
7I—X:9

247 : ADJACENCY-LOOKUP

YT R4 RVARNKY 7 EBEZBER
R ALLOW

Config:

Additional Information:

BEEBERT OT 1T

RO ARNKY TmacT RL AcB84c.758d.49814°140376711128802IC £ ¥ b
7I—X: 10

247 : CAPTURE

Subtype:

BR . ALLOW

Config:

Additional Information:



MAC Access list

Result

ABA2VE=TITARX : NEB

ABART—BA TV
input-line-status:up ( ADBEBRAT—RRAX : TV
HAAZ—TITA4A : AEP

HHOARAT—BRA TV
HAOERAT—RA YT

Toary  FH

firepower# show capture CAPO packet-number 2 trace 10F ¥ 7 F v hiz/NT Y K2
00:01:38.873123 192.168.76.39 > 192.168.75.39: icmp: echo reply Phase: 12 1 7" : CAPTURE
Subtype: Result: ALLOW Config: Additional Information: MAC Access list Phase: 22 1 7’ :
ACCESS-LIST Subtype: Result: ALLOW Config: Implicit Rule Additional Information: MAC
Information: MAC 772 AUV ARNTI—X: 347 : FLOW-LOOKUPH 7 X4 7" : &R :
ALLOW Config : BME®R : ID62O7O—NRBOAYELE, BEO7O—Z2FEALTVET,
7I—X: 43R4 7 : ACCESS-LISTH 7 R4 7" : QU R : ALLOW Config: access-group
CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced trust ip any 192.168.75.0 255.255.0
rule-id 268434450 -log both access-list CSM_FW_ACL_ remark rule-id 268434450: PREFILTER
POLICY: Prefilter_Policy1 access-list CSM_FW_ACL_ remark rule-id 268434450: RULE:
Fastpath_dst_192.168.75.0/24:B1115%R : Phase: 5% 4 7 : CONN-SETTINGSH 7 XA 7 : £ R
c A9 B : class-map class-default match any-policy-map global_policy class-default set
connection advanced-options UM_STATIC_TCP-MAP policy global_policy globali& i1 %k :
Phase: 6247 : NATH 7 24 7 : per-sessionf&® : ALLOW Config : JBiN1E%R : Phase: 74X
147 : IP-OPTIONSHY 7 & 4 7" : Result: ALLOW Config : JBiN15%R : Phase: 8217 :
ROUTE-LOOKUPY 7 & A 7 : Resolve Egressf > X —7 T 4 A#ER : ALLOW Config : B iN1E
#® : found next-hop 192.168.75.39 uses egifc inside Phase: 92 1 7° : ADJACENCY LOOKUP
TRAT ROARNKYTETO v I—#ER : FFAlConfig : BMER : 7O v —B&K
TOT4ATIERIARNKY I’macT RL Ac84¢.758d.4981E ¥ ~1403767111288027 T —X
110847 : CAPTUREY 7 247" : &R : $f W Config : BMNERHR : MACT VAU ANER
CANA T R—T T AR AEfinput-status:up A IS A 2V AT—Z2 A upH A2 Z—T T4 A
- WEPoutput-status:upE hZ A > AT—R A :upF7 0> 32 55H

Eﬁ'u\

ST, RENERICHELTVINESHERELET,

g

RALICOWTR, ThETIhORZAI LIS a2 THRALTVWET,

ST I—RK



RENDECS, COREICHIDBENORNT TN 1T 1V I0BHREBYEEA,

BYIE 5 2

- Cisco Firepower Management Center(FMC)J> 7 41 ¥1L—>3>HA4 ROIXTD/N—
avE., ROBHRICHYIET,

Cisco Secure Firewall Threat Defenselc B8 32 RFIX> NDOS R

- Cisco Global Technical Assistance Center(TAC)Tlk, CO RFIXV NTHBEZATLS
NABZET. Cisco FirepowerRtERtF1 VT4 70 /O —ICETHFHMTERANEA
BEBILHIC, COED2ATILHA RZ@B<HERLTVET,

Cisco Firepower Threat Defense ( FTD )

c BEERSTINYI—FAVILETBIRTDOTIZ AL/ —h

Cisco SecureZ7A T I —)LEBtE X —

s TUO_HIN HYR—KrE RFI XK - Cisco Systems
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