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TAMHA(TITATIAZNA T I=INA—N—) 2RESKCERIT D HEICOVTHBAL
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IR =38

24
CORFIXAVNIBEIZERTNDE#RGHYEEA,
FARAIAAR—FB

CORFIXVNOBERIE. ROVTRNIITEN—RIITON—TIVICETOVTVET,

» Cisco Firepower 9300 X 2
+ Cisco Firepower 4100(7.2.8)X 2
» Firepower Management Center(FMC)(7.2.8)

CORFIXVNOERE, REDFRARELCHAZITNARACETVWTERENELZ, DR
FAXKATEATEDIIXNTOTFNAAGR, JUTBE(T7FIIN ) RETHERZRBKLTLE



T AFBPIOZRY ND—U TR, FAVVRICEK D TRZDUAREUNI HIHEE T OERL
<kEEL,

N EFTDEERTBFPRIOT ISA T ATR. ¥+ —YBHAO R ERETEE T, HA
BEO2O2OIZYRE, CCEEBBENTVAEREEFT ELTVDIRENHVYET,

RAD 1.5%H4 DR

RAVEH

MADFTID7 7 ZA T AN ETRBEHOEHZ®HEZL, HAIZY RELTRETE D C & 2R
LEXT,

yi)i—>3ar
ATY 7 1:FPRIO30V0EEIPICEL:L., 21— )IL/\—RIOIT7=ZHEIELET,

FPR9300-1 ®/\— R T 7 =B L £,

<#root>
KSEC-FPROK-1-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores

1/1 FPROK-SM-36 V01 FLM19216KK6 Equipped 262144 36
1/2 FPROK-SM-36 V01 FLM19206H71 Equipped 262144 36
1/3 FPROK-SM-36 V01 FLM19206H7T Equipped 262144 36

KSEC-FPROK-1-A#

FPR9300-2 D/\— R IT7%2HELET,

<tfroot>
KSEC-FPROK-2-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores
1/1 FPROK-SM-36 V01 FLM19206H9T Equipped 262144 36
1/2 FPROK-SM-36 V01 FLM19216KAX Equipped 262144 36
1/3 FPROK-SM-36 V01 FLM19267A63 Equipped 262144 36

KSEC-FPROK-2-A#

AT Y 7 2 : FPR9300-1 Chassis ManagerlZ[1%' 4 > L. Logical Devices\_BEL £7,



V7IRDIT7ON—23Y, B, BROAVE—TIAADRATZRIELET,

XA 2FTD HADERE

RAVEH

RORICRI RS, FIOTATIRZNATI—=)LA—=/N\— (HA) 2RELET, CDBAE
&, MIXXRTHEAETNET,

Qutside Outside

Primary 192.168.76.10 (Active 192.168.76.11 (Standby) Secondary

Po3 FOVER Po3
STATE
172.16.51.1 172.16.51.2
FTD FTD
Inside Inside
192.168.75.10 (Active) 192.168.75.11 (Standby

FRIR T3
RORIZRT RS, WHEOD FTD F/NA Ak, FTIC FMC ICERENTVET,

FIRaI-3 Firepowse 4120 with FTD 728

FTDA100-8 St ”
e w 6_ = z Firepower 4120 with FTD ram Bl Socurity Module - 1 Base, Theeat (2 meee...|

ATYT1:FID7I—=INFA—N—%RETDICIE. RIZTRT&KSIZ, Devices > Device
ManagementlCBEIL . Add High AvailabilityZi#R L £9,



Auto RollBack

Deployment History

Q. Search Device m

Device

High Availability

Cluster
Group

ATFYVT 2 RICRTEDIC, 7TA4IVETEEAZIETZABDL, ContinueZiEIRL £

EE




Add High Availability Pair

Manme; "
FT0a 100 A

Device Type:
Firewall Threat Defanse

Prmary Peer;
FTD4100-5

Secondany Poer
FTD4100-6

D Theeat Defense High Avallabdsty pasr will have premany
conhguraton, Lpenses irom pnmany pecr will e
converted to their high avadability verssons and apphed
on hoth peers,

ool |

ABr TLVI-YRETSATUI-Y RELTERLTLEEO, BRUETS AT
AZY ROIXRTOEREN., BIRLULEEAAUFTDIAZY MCERZEhET, BEROKER
ELT. HAVAITY NOBEORECEBEMI D ENTEET,

e 3
220 FTD F/NA AQBIC HA ZERT B L, RORBEBLIBENHYET,



- ALEFLTH S,

c AUN—232 : ChIFFXOSEFTDICEAENE T, XOv— (1BBDES ), XA F
— (2BBDEST ), XTFTFA(BEHOES ) FALTARTIhERY EH A,
AB—TIAAOBNFELUTH B,

AB—TIAADRATHFEALTH S,

FMCORBU I IL—TIRXA>O—FHELTOAEDT/NA Ao

« Network Time Protocol (NTP ; XY RTJ—9 XA ALA7AOKR) ) OFRENRA—THBD &

c AEEDZEEZTOLTICFMCIZRLEIZEAZThTVD L,
s BU774794—LE—R(L—FY RELRRSVARTLYN) TH %,

FEFTIDTNAAEFMCGUIOME T, COFIYIRY VDARAZFVICTIZLEN HY X
¥, Chldk. FIDKEUE—RFH212BEIC, FMCHAZhZRBRLABEVEZOHTY,

« DHCP/Point-to-Point Protocol over Ethernet(PPPOE) s EE hTWVWBD A X —T7 I 4 Al
HVVEEA,
c MADTY—UICEBDRARNB[RLBHMRXAHFQADN)FHYNET, v —>DKA



NEZHRETSICIE, FIDCLICEBEL TRXOINY REETLET,

<#root>
firepower#

show chassi s- managenent - ur |

https://
KSEC- FPROK- 1. ci sco. com

1443/

~ E6.3UBRMOFTDTIE. <> Rshow chassis detailz AL £ 9,

<#root>
Firepower-modulel#

show chassi s detail

Chassis URL : https://FP4100-5: 443/ /

Chassis IP : 10.62.148.187

Chassis IPv6 :

Chassis Serial Number : JAD19500BAB
Security Module : 1

AMEDS Y —2OHERBMARUTHIHER., KONV RZFALT,. —F0Ovy—>NOHEHE %=
TELET,

<#root>

KSEC-FPRIOK-1-A#

scope system
KSEC-FPR9K-1-A /system #
set name FPROK- 1new

Warning: System name modification changes FC zone name and redeploys them non-disruptively
KSEC-FPR9K-1-A /system* #

commi t - buffer
FPROK-1-A /system #
exit

FPROK- 1new A



SY—BEZELIES, FTID 2 FMC A S E&HEBRL. BEBRLET, TORIC, HART
DERICEATSIEZ W,

ATYT 3 HAZREL. U IDREZTVET,
SEE, REVVVOREFETARIJERLUTT,
AddZEBIRL ., RICRT LI, HAMRTZ A BRAETNDETHIEHEEET,

Add High Availability Pair (7]
High Availability Link State Link
Interface:* Port-channel3 v Interface:™ | Same as LAM Failower Link L
Logical Mame:* FOVER Logical Mame:*
Primarg |P:*® 172.16.51.1 Prrmary 1P:*

Use IPvE Address

Secondary IP* 0 172.16.51.2 Secondary |P;*

Subnet Mask:* 255.255.255.0 Subnet Mask:*

IPsec Encryption

Emabled

Key Generation:

i) LA failover link is used to sync configuration, stateful failover link is used to sync applicalion content
bebween peers. Selected interface links and encryplion settings cannot be changed later.

ATVT 4 F=BAVE—TILA(TZARVELTARNAIPT RLA ) ORE
RIZRT LD, FMCOGUITHAMNEdtZZEIRL £T,

FTDA120-HA L
™ g Aveadabisty :

FTD4100-5(Primary, Active) Snorl 3 . FP41 5443
Firspwer 4120 with FTD T8 et Bass, Throat (2 mors...}
10.62.148.188 B security Modute - 1
FT04100-6{Secondary, Standby) Sner 3 FP4100-6:443
i Firepower 4120 with FT0 r.08 Base, Theoat (2 more._)
10.62.148.181 - B B Security Modue - 1 G

ATYVT 5 AVE—TIARAERELET,



Edit Phwsical Interface 7]

Ceneral 1 d 125 ] P Korwlosing Furheawnced
e ——
Flaamee:
lmuete
Ercupdesd

Management O

el LRy h]

Edit Physical Interface (7]

General IPys PvE Path Monitoring Advanced

1P Tyt

LUsa Satic [P "
IP Audclress;
I 192.168.75. 10724

| Cancel |m

BTAVB—TIAADEER., BUICRAVE—TIA RAZBVCTIHEN B ET,



Edit Ether Channel Interface

General IPwd

IPvE Fath Monitoring Advanced

Mame:;
Enabled

fManagement Onlby

Description:;

F )& 6 : High AvailabilitylCBEIL., 1> 2—7 I 4 AKEditZ:&RL T,
INAIPT RLAZEMLEY,

i Firewall Management Center —

Aralysis  Polcies Devices  Objects Iregrabon
FTD4120-HA
Ciseo Feepower 4170 Thveat Defense
Summary  HighAvalabiity  Deviee  Reuting  Inlorfeces  lninoSess  DHGP  VTER
High Avallabliity Configuration
High Availability Link State Link
Interinee Pest: enanneld Imertate
Logiesl Name FOVER Loghesl Name
Primasy IP 17216511 Peisnaey I
Secondary P 17218513 Secondaey IP
Suitwnet Mask 55255 355.0 Sulbreet Mask
IPses Encryption Dizabled Statistics
Monitored Interfaces
Intertace Nama Active IPvd Stasedtry 1Pvd Acthve 1P - Standby Pvd Active Link-Lacal Pvé
[ e 19216875, 10
dagrogtic
 Cutside 1921687600

FIE7 : RICRIAIA > EZ—T T4 AR

KIZRTRDICARY

Depiy O @ O @ mzafeiror B3 secune

Pert-ehannett
FOVER

[T AR
LEFRTEIR
255 755.255.0

a

Standiry Link-Local Pvé




.

Edit Inside o

Monitor this interface for failures

IFv4 IFvi

interface Mame:
sl

Active IP Address:
192 16E. 7510

(A RTA

Zd

Standby IP Address:
192.168.75.11

ATV 7 8:0utsidef E—T7 I/ AICKHLTERBUBREZTVET,
ATYT 9 HICTRTELDIC, BREZERLET,

Monitored Interfaces

rrrrrrr same Active IPvd Standtry Pvd Acthve Py - Standtry [Pyt Active Link-Local IPvE Standty Link-Local B Mnitoring
[ e VL GE TR -]
diagrestic o

AF Y7 10 : High Availability R 7 A SBR T2, RICRT LS ICREMACT RLAEREL &
£

Interface MAC Addresses

Physical Interface Active Mac Address Standby Mac Address

ATYT MABA 2V EZ—TIAADFERE. ROLSICRRENET,




Add Interface Mac Address @

Physical Interface:®
Ethemetl /4 -

‘ Active Interface Mac Address:™
aaaa.bbbb. 1111

astandby Interface Mac Address:®
[ a238.bbbb. 2222

) Enter the Mac addresses in hexadecimal
format such as 0123.4567 .8%9ab

=]

AT Y 7 120utside/ XA —T7 I A AICKH L TERUBREZITVET,

ATY 7T BRICTRILSIC, BREBWIELET,



Interface MAC Addresses 1

Physical Interface Active Mac Address Standby Mac Address
Ethernet1/4 aaaa.bbbb.1111 aaaa.bibb, 2222 |

Port-channel2 202 saaa.bbbb. 3333 aaaa.bibbb.4444 Fu
ATV T 14 . BEZREL 5. Save&DeployZiBIRLE T,

XA 3FIDHAES M £ ADHESE

RAVEH
FMCGUI &£ FTDCLI A5, FIDHASREE B R SA 2 AZHBELET,
yi)i—>3ar

ATY 71 SummarylCBE L, RIZRTRSIC, HARREE BB T/ RAZBAELET,

i Firewall Management Center Depiey 0O @ @

FTD-’H 20 HA

120 Threat Defense

General FETF License ra

ATY 7 2:FTDOCLISH CLIA S, Tshow high-availability configy & #=(& "show failovers
N RZ2EFTLET,

<#froot>
>

show hi gh-availability config

Failover On

Failover unit Primary

Failover LAN Interface: FOVER Port-channel3 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.18(4)210, Mate 9.18(4)210

Serial Number: Ours FLM1949C5RR, Mate FLM2108V9YG



Last Failover at: 08:46:30 UTC Jul 18 2024
This host: Primary - Active

Active time: 1999 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(4)210) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Inside (192.168.75.10): Link Down (Shutdown)
Interface Outside (192.168.76.10): Normal (Not-Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Standby Ready

Active time: 1466 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(4)210) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Inside (192.168.75.11): Link Down (Shutdown)
Interface Outside (192.168.76.11): Normal (Not-Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
<output omitted>

ATYT 3 AV RIVFNAATERUBREZTVET,

AT Y 7 4 : LINA CLID Sshow failover state AN¥ > RZEEITLET,

<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 18:32:56 EEST Jul 21 2016

====Configuration State===
Sync Done

====Communication State===
Mac set

firepower#

AFYT5:7TT4IUILTY MLINACLYA SBREERIALET,

<tfroot>



>

show runni ng-config fail over

failover

failover lan unit primary

failover lan interface FOVER Port-channel3

failover replication http

failover mac address Ethernetl/4 aaaa.bbbb.1111 aaaa.bbbb.2222

failover mac address Port-channel2.202 aaaa.bbbb.3333 aaaa.bbbb.4444
failover 1link FOVER Port-channel3

failover interface ip FOVER 172.16.51.1 255.255.255.0 standby 172.16.51.2

>

show runni ng-config interface

interface Port-channel?2

no nameif

no security-Tlevel

no ip address

1

interface Port-channel2.202

vlan 202

nameif Outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.76.10 255.255.255.0 standby 192.168.76.11
1

interface Port-channel3

description LAN/STATE Failover Interface
1

interface Ethernetl/1

management-only

nameif diagnostic

security-level 0

no ip address

1

interface Ethernetl/4

shutdown

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standby 192.168.75.11
>

ZAV4 71— )A-N—0O-ILDOHYVEX

RAVEH

FMC A5, 72— FA—N—0OREETZAIVITOT1T, EAVRIIRAZVNAHNSTZ
ARVIAZNA, EAVRIITOTATICHVERET,

J)i—>3aZ:



ATY7T 1 RHICRTRSIC, PTAOAVZEBRLET,

Switch Active Peer

ATYT 2 BEZHBELET,

show failover history AN ROH O ZFERATEE T,

20247818 H09:27:11 UTC
TOTATREBRAT VT4 7REBRASNEMOIZY NI TOT1T2ER
(config N> RTERE)

2024%7H18H09:27:11 UTC
TOTATBBENBRENETOTATHOIZY NI TOT 4T HER
(config N> RTERE )

HFLWFOF47 L
> 7 I—=)lA—-NN—FEBREROXRR
O_:=========================================================================
RED SIREANDER
O_:=========================================================================
202447 A18 H09:27:11 UTC
ABZUNALTFAEBEHEOMOIZY NETOT1TI2T 3

(configdN> RTEKRE) |> 7-
202447 H18H09:27:11 UTC H;_Z
TOTATRLAVOKMOIZY NETIT147TE -

(config AN > RTEE )
202447 A18 H09:27:11 UTC igrznf:(
FOFATRLAVTOTFAJEARETOMHOIZY NERAETIOTAJICLET ‘

(configdN > RTERE ) SN

ATFY T4 BRBE, TSAXVIZYNEZBETI9T147IZLET,
XA 5.HART O R

RADEH
FMC A5, 7I—)LA—N—RTEBEKRLET,



Jyii—3:

ATY7T 1 RIERTLSIC, PTAOAVZBRLET,

i

Swilch Active Peer

Force refresh node status
Delete

Revert Upgrade

Health Monitor
Troubleshoot Files

ATYT 2 RICRTLSIC, BHZEIBLET,

Confirm Break

Breaking the High Avddlabidlity pair "FTD4120-HA® will érase al
configuration except the Access Control and Flex Config policy from

standby peer. This operation might also restart Snort processes of primary
and secondary devices, termporarily causing traffic interruplion. Are you

Sure you want 1o break the pair?
Force break, if standby peer does not respond

e |




ATY 7 3 RORICRIXYE—DITEFRELTLSEZL,

Deployrnents Upgrades @ Health @ Tas
Policy Deployment o FTDE 100-5, Applied 51
k= M r - .y "k
Ll - P BT .,
Fre-deploy Device Conhouraton for F TS TO0-5
|
o~ D R AT
Pra-daploy Global Confguration Ganaration

1 4]

Remove completed tasks

AT Y7 4:FMC GUIE = IECLIA 5 DFERDFERR

HA BBROBIEICTZ4 <) 1Y NT show running-config 1Y > R & R1T

LET,

HAZL—98IO7SARIIAZNAIZY b

HAZL—2#%0724]JI1ZY b

> show running-configd~¥ >/ R
L RIFEH

- 2T IINES : FLM1949C5RR

:/\— R ITF : FPR4K-SM-24, 73850 MB
RAM, CPU Xeon E5</1) —X2200 MHz, 2
CPU (4817 )

NGFW/\N—>32/7.2.8
|
R A N &firepower

A ZX—TIIINAT— R EEE4,
BOBES{LZENCTS

SIEH : cOIZY NEBRERZV/NAIRET
T, J7I—)INA-N—%ZEN_TDE&, 01
TYRNFARAEUONAREDEFRICKEVYET,

> show running-config

D RIEF A

ST ILEE : FLM1949C5RR

- \—R™I7F : FPR4K-SM-24, 73850 MB
RAM, CPU Xeon E53 1) —X2200 MHz, 2
CPU (4837 )

NGFW/N—>327.2.8




service-module 0F —7 TS A T RZA LTI R4 |

service-module 0F —7" 754 7 H > 36 7R A N Hfirepower
names A4 Z—TILINAD— R pEE4t,
no mac-address auto ( 7 ZJL KN ) BOBESILZEMCTS

service-module 0F =775 A TR A LTI N4

! service-module 0F —7" 7547 HD> 36
interface Port-channel2 names

nameif’& L no mac-address auto ( 7 #JL K )
ctsN_a1TFI)

propagate sgt preserve-untag ( sgtOR1E/ X J & |!

BRZE =18 ) interface Port-channel2
policy static sgt disabled trusted ( E38TZ %78 [shutdown

) —RAZT 1Y UsgtERh ) nameif’x L
tFIVTFALARILEL EFIVFALARILEL
IP7 RLAANBYEEA IP7 RLANF®HYEEA
! !

A28—7 T4 AR—KNFv¥X)2.202 interface Port-channel3
vlan 202 shutdown

nameif 7\ P nameif’x L
ctsNZa1T7I) EF1VTALARILEL
propagate sgt preserve-untag ( sgtORF/Z TR |IPT7 RL AN BV EEA
BRZGIE ) !

policy static sgt disabled trusted ( S8 TZ % 7R |interface Ethernet1/1

) —RABZT 1Y UsgtEX ) EEEHR
EF¥a1UFT1LAXIO shutdown

ip7 RL A192.168.76.10 255.255.255.0 A & =/ /\|nameif’s L
1192.168.76.11 Fa1)FALAXRILBEL

! IP7 RLANBHYEFREA
interface Port-channel3 !
HBPLAN/AT—R 7 IT—=)LF—/N\—4>X—7 |interface Ethernet1/4

IMA shutdown

! nameifZx L

interface Ethernet1/1 X1 UF4LARILEL

EEHEHR IP7 RLAANHYIELEA

nameif&2 i !

ctsNZ=217J)L FTPE— RNV ST

propagate sgt preserve-untag ( sgt® & 1%/& & ## |ngips conn-match vlan-id ( #7232 )
BRZGIE ) F7PIONITIN—THRETFT VLA NO—
policy static sgt disabled trusted ( S8 T&Z %R |/

)2 —ART 1Y JsgtiE&RN ) access-group CSM_FW_ACL_ global
F1U71LXIO access-list CSM_FW_ACL_ remark rule-id

IP7 RLAN®HV)EEA 9998: PREFILTER POLICY : 7 # ) NN X
! NeTSA4F)TaR)D—

interface Ethernet1/4 access-list CSM_FW_ACL_ remark rule-id
nameifP B 9998 : L= : F7 AN RILT O

ctsNZa1T7I) L=




propagate sgt preserve-untag ( sgtD R/ 2 J &
BRZARHE )

policy static sgt disabled trusted ( S8 TZ %7K
VS —ABT 4V TsgtiEs) )
EtF¥21UFT1LAXIO

ip7 RL A192.168.75.10 255.255.255.0 A X >/ /N
1192.168.75.11

I
FTPE—RNY >

ngips conn-match vlan-id ( #7°> 3> )

AT ONIIN—THRET VLAY NO—
)

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id 9998:
PREFILTER POLICY : 7 # ) MR ET
FAFVTARID —

access-list CSM_FW_ACL_ remark rule-id

9998 : L= : FT7AINNIRILT O
L=

access-list CSM_FW_ACL_ advanced permit
ipinip anyJL—JLID 9998

access-list CSM_FW_ACL_ advanced permit udp
any eq 3544 any range 1025 65535 rule-id 9998
access-list CSM_FW_ACL_ advanced permit udp
any range 1025 65535 any eq 3544)L—)L1D
9998

access-list CSM_FW_ACL_ advanced permit 41
any)L—)L1D 9998

access-list CSM_FW_ACL_ advanced permit gre
any any)L—JLID 9998

access-list CSM_FW_ACL_ remark rule-id
268434433 : T VAR — : acp_simple —
F7xI) b

access-list CSM_FW_ACL_ remark rule-id
268434433: L4 RULE: DEFAULT ACTION RULE
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id268434433

I
tcp~ ¥ Z’UM_STATIC_TCP_MAP
tcpA 7> 3 &6 TRFA

tcpA 7S 3 &9 18571

tcpA 7> 3 2 &EE20 255 : §F A
BR7 7%

I
RTY MRILZL

no logging message 106015

access-list CSM_FW_ACL_ advanced permit
ipinip anyJL—JLID 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544)L—JL
ID 9998

access-list CSM_FW_ACL_ advanced permit 41
any/L— /LD 9998

access-list CSM_FW_ACL_ advanced permit
gre any any)L—)L1D 9998

access-list CSM_FW_ACL_ remark rule-id
268439552 : 7 VAR — : acp_simple -
access-list CSM_FW_ACL_ remark rule-id
268439552: L7 RULE: rule1

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id268439552

I
tcp~ ¥ Z’UM_STATIC_TCP_MAP
tcpA 7> 3 EE6 75T A

tcpZA 7S 3 &9 1857

tcpA 7' 3 2 EEH20 255 : A
K27 Z7%H

I
RTY MRILEL

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
JI—=)ILA-=-N—-%&L
<output omitted>




no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu outside 1500

MTUZ #1500

mtu inside 1500

7I—=I)LA—=NN—

failover lan unit primary

failover lan interface FOVER/R— N F ¥ X /L3
7I=)\A—=—N—LTVT—2 3 HTTP

7 I—=)LA—/N\—macF RL A : Ethernet1/4
aaaa.bbbb.1111 aaaa.bbbb.2222

7 I—)FA—/N\—mac” RL A : Port-
channel2.202 aaaa.bbbb.3333 aaaa.bbbb.4444
7I=)ILFA—N—DU>2IFOVERR—KF+ X/l
3
7I—)INA—-—N—A422—7 14 AIPFOVER
172.16.51.1 255.255.255.0 standby 172.16.51.2

<output omitted>

HAZ L—28I0EAh> X JITOF471Y
N

HAZL—2#0OtEAH>HAVIZY ~

>show running-config

L RIEE M

T IINES  FLM2108VIYG

:/\— R ITF : FPR4K-SM-24, 73850 MB
RAM, CPU Xeon E53/1) —X2200 MHz, 2
CPU (4817 )

NGFW/N\N—>32/7.2.8
!

> show running-config

 RIEFE &

U IINES  FLM2108VIYG

:/\— R ITF : FPR4K-SM-24, 73850 MB
RAM, CPU Xeon E5</1) —X2200 MHz, 2
CPU (4817 )

NGFWN\N—>32/7.2.8




R A N Bfirepower

A ZX—TIINAT— R EEE4,
BMOBESILZEMICTS

service-module 0F — 7" 754 7 R4 LTI M4
service-module 0F —7" 754 7 HD > 36
names

no mac-address auto ( 77 #JL &)

interface Port-channel2
nameifZs L
EF1VF7F1LAXILEL
IP7 RLAAHYYEEA
I
A2B8—7 T4 AR—KNFv¥X)2.202

vlan 202

nameif 7L &8

ctsN_1TI

propagate sgt preserve-untag ( sgtDR#E/ X
AR ZARHE )

policy static sgt disabled trusted ( {38 TZ %7K
) —RAZT 4 Y JsgtERh )
tF2UT4LAXIO

ip7 RL A192.168.76.10 255.255.255.0 A % >
/N1192.168.76.11

I
interface Port-channel3
FHBALAN/AT—RN7T—=)ILFA—=—N—Aa22—7
IMAA

I
interface Ethernet1/1
EEHHR

nameiff2 i

X157 4L AXIO
IP7 RLAAHYYEEA
I
interface Ethernet1/4

nameif P 35

tF1U71LXIO

ip7 RL A192.168.75.10 255.255.255.0 A % >
/N1192.168.75.11

I
FTIPE—RNY 7

ngips conn-match vlan-id ( #7°> 3> )
FT7SIONIIIN—THRET VLAY NO—
)

|
RA N &firepower

A ZX—TIINAT— R EEE4
BOBESILZE/MICTS

service-module 0F — 7" 75 A4 7 R4 LTI 4
service-module 0F —7" 754 7 H0 > 36
names

no mac-address auto ( 77 #JL &)

interface Port-channel2
nameifZs L
EF1UTFTALARILEL
IP7 RLAAHYYEEA
|
AR =TI A AR—MF¥x)2202

vlan 202

nameif#h&p

ctsN_a1TI

propagate sgt preserve-untag ( sgtORF/ X%
RERZACHE )

policy static sgt disabled trusted ( {38 TZ %7K
) —RAZT 1Y JsgtERh )

X171 LAXILO

ip7 RL X192.168.76.10 255.255.255.0 A % >
/N1192.168.76.11

|
interface Port-channel3
nameifZx L
EF1)F14LRILEL
IP7 RLAAHYYEEA
|
interface Ethernet1/1
EEEHR

nameifs2 i
X171 LAXIO
IP7 RLAAHYYELEA
|
interface Ethernet1/4

nameif[X &F

X171 LAXIO

ip7 RL A192.168.75.10 255.255.255.0 A % >/
/N1192.168.75.11

|
FTPE—RNY ST

ngips conn-match vlan-id ( #7°> 3> )




access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id 9998:
PREFILTERPOLICY : F7#) KRR ET
ZAFIT AR —

access-list CSM_FW_ACL_ remark rule-id

9998 : L= : FT7 AN RILT O3
L=

access-list CSM_FW_ACL_ advanced permit
ipinip anyJL—JLID 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544)L—J)L
ID 9998

access-list CSM_FW_ACL_ advanced permit 41
any)L—JLID 9998

access-list CSM_FW_ACL_ advanced permit gre
any any)L—JLID 9998

access-list CSM_FW_ACL_ remark rule-id
268439552 : 7 VAR — : acp_simple -
WA

access-list CSM_FW_ACL_ remark rule-id
268439552: L7 RULE: rule1

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id2684 39552

I
tcp~ ¥ Z’UM_STATIC_TCP_MAP
tcpA 7S 3 &6 TRE A
tcpA 7> 3 &EE9 185F 1
tcpA 7’ 3 > #EE20 255 :
KR7Z7%H

I
KTy RRILBL

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016

AT A

AT7SIONIN—TRETVEAI> NO—
%

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id 9998:
PREFILTER POLICY : 7 # ) MR XRILET
FGAFVTARID —

access-list CSM_FW_ACL_ remark rule-id

9998 : L= : FT7AFIBNRRILT O3>
L=l

access-list CSM_FW_ACL_ advanced permit
ipinip anyJL—JLID 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544)L—JL
ID 9998

access-list CSM_FW_ACL_ advanced permit 41
any)L—)LID 9998

access-list CSM_FW_ACL_ advanced permit gre
any any)L—JLID 9998

access-list CSM_FW_ACL_ remark rule-id
268439552 : 7 VAR > — : acp_simple -
WA

access-list CSM_FW_ACL_ remark rule-id
268439552: L7 RULE: rule1

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id268439552

!
tcp~ ¥ Z’UM_STATIC_TCP_MAP
tcpA 7> 3 6 755

tcpA 7> 3 &9 185F 1

tcpA 7> 3 2 #E20 255 : FF A
BR7Z7%FA

!
RTy MR L

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018




no logging message 302021 no logging message 302017

no logging message 302020 no logging message 302016
mtu outside 1500 no logging message 302021
MTUZ 71500 no logging message 302020
mtu inside 1500 mtu outside 1500
7I=I)LA-=N— MTUZ i 1500
7I—=)A—=/N—LANIZY hEHHZ mtu inside 1500

failover lan interfface FOVER-R— N F ¥ XJL3 |7 T—)LF—/N\—%L
7I=)ILA—=N—=L7TVT—2 3 HTTP no monitor-interface 7B

7 T—=)FA—=/)N—1) > UFOVERAKR— KN F ¥ X)L [no monitor-interfacett —EAEZ 1—)L
3
TJI—)LA—=N—4A>28—T I ARIPFOVER |<outputomitted>
172.16.51.1 255.255.255.0 standby 172.16.51.2

<output omitted>

HA OFRICET 2 ELIER .

TZ2ARVIAZ N4

N tHRVTOT471ZY K

s IRXNTOT7 =LA =N
—BRENHIBRENET, c IXNTODT7I—INF—N—RENHIRENET,

s INTDIPRENHIBRE| <« AZVNAIPREYVETHY, XORATRHEIRENET
ha

ATV 5: COEENMRTLES, HARTEZBERLET,

XA 6.HANRT O Bl

CDORAIE, 728V 7 NI T7RFEATZ41IxxOHALEY RT7YFICEDVWTWVWET, CDi5
E. BEFETF/NA AFXODIRETL =,

« TTARVIARVINA
s EHRVITOTA4T

RAVEH
FMCAS, 7I—)IA—-N—RT7=ZHIKLET,
Vi yi1—>3>:

ATV 1 RICRITAAVZBRLET,




by} Snoet 3

FTD41 00-6{Secondary, Active] Snon 3

ATV 2: RORIZRTELDIZ, BHNZEEILTEELET,

Confirm Delete

AFE Youl Sune yvoul ssant to delete the high svailability, "FTDE 1 20=HA8%7

Deleting 1he palr from the Flressall Management Center does nol disable high svallability &t the
deyics level. The desices will continue 1o opaerate as an Active/Standby palr undil you disable high
svailpbdity for each unit using the CLI: “"configure high-avallabliity disabda™

K m
Wil

ATY 7 3:HAZHEIRT R &, MAEDT/NA ANFMCH S BERMER (HIBR ) EhET,

LINA CLI /' 5 ® show running-config AN > ROFERIEE, KORDKSIZHEYET,

T7ZARVIAZY N (REVINA)

tHAVIAZYN(TI9T47)

> show running-config

L RIEE M

. 217 ILES : FLM1949C5RR

. \— R I7 : FPR4K-SM-24, 73853 MB
RAM, CPU Xeon E53 1) —X2200 MHz, 2
CPU (4817 )

NGFW/\N—>3>/7.2.8
[
7R A N & Firepower-modulet

A ZX—TIINAT— R EEE4,
BOBESILZE/MICTS

no asp inspect-dp ack-passthrough
service-module 0F — 77544 7 RA LTI N4
service-module 0¥ —7" 7547 H > 26
names

no mac-address auto ( 7 #JL K )

> show running-config

L RIEE M

ST ILES  FLM2108VIYG

- \— R I7 : FPR4K-SM-24, 73853 MB
RAM, CPU Xeon E53 1) —X2200 MHz, 2
CPU (4817 )

NGFW/\N—>3>/7.2.8
[
7R A N & Firepower-module1

A4 Z—=TIINAD— R gEE4p,
BOBESILZE/MICTS

no asp inspect-dp ack-passthrough
service-module 0¥ — 7754 7 2A LTI N4
service-module 0¥ —7" 7547 HD> 26
names

no mac-address auto ( 7 #JL K )




interface Port-channel2
nameif’& L
EFa1U)F1LARILBEL
IP7 RLAAN BV EEA
[
A2 3= T4 AR—NF¥%)L2.202

vlan 202

nameif NET202

ctsN_Za1TI)

propagate sgt preserve-untag ( sgtDRE/ XY
fRRRZRHE )

policy static sgt disabled trusted ( S8 TZ %7K
VS —ART 1Y TsgtiER )
EtF¥21UFT1LAXIO

ip7 RL A172.16.202.1 255.255.255.0 A% >/ /\
£172.16.202.2

[
A2 —T7 T4 AR—KMF+¥x%)2.203

vlan 203

nameif NET203

ctsN_a1TFI

propagate sgt preserve-untag ( sgtD R/ X
R ZRHE )

policy static sgt disabled trusted ( S8 TZ %R
) —ABT 1Y TsgtiERN )

X1 UTFT1LAXIO

ip7 RL A172.16.203.1 255.255.255.0 A% >/ /\
1172.16.203.2

[
interface Port-channel3

FBALANVAT—R7 I =LA —N—A22—7
I(MA

[
interface Ethernet1/1

EEEA

nameifi2 B

ctsN_a1TFI)

propagate sgt preserve-untag ( sgtOR1FE/ X2
fRRRZIE )

policy static sgt disabled trusted ( {38 TZ % 7R
) —ART 1Y TsgtiER )
EtF¥a1UFT14LAXIO

IP7 RLAA BV EEA

!
interface Ethernet1/4

interface Port-channel2
nameif’& L
EFa1U)F1LARILBEL
IP7 RLAA BV EEA
|
A2 3= T4 AR—NF¥%)L2.202

vlan 202

nameif NET202

ctsN_Za1TI)

propagate sgt preserve-untag ( sgtDRE/ XY
R ZRIE )

policy static sgt disabled trusted ( S8 TZ %7K
VS —ART 1Y TsgtiER )

X1 UTFT14LAXIO

ip7 RL A172.16.202.1 255.255.255.0 A% >/ /\
£172.16.202.2

!
A2 —7 T4 AR—KMF+¥x%)L2.203

vlan 203

nameif NET203

ctsN_a1TFI

propagate sgt preserve-untag ( sgtD R/ X2
R Z T )

policy static sgt disabled trusted ( S8 TZ& %R
) —ABT 1Y TsgtiERN )
EX¥21UTFT1LAXIO

ip7 RL A172.16.203.1 255.255.255.0 A% >/ /\
1172.16.203.2

!
interface Port-channel3

FBALANVAT—R7 I —=)LA—N—A22—7
IMA

!
interface Ethernet1/1

EEEA

nameifi2 B

ctsN_a1TFI)

propagate sgt preserve-untag ( sgtORFE/ X%
fRRRZRIE )

policy static sgt disabled trusted ( {E38 TZ % 7R
) —ART 1Y TsgtiER )
EF¥a1UFT14LAXIO

IP7 RLAAN BV EEA

|
interface Ethernet1/4




nameif NET204

ctsN_a1TFI

propagate sgt preserve-untag ( sgtD R/ X
fRRRZ R )

policy static sgt disabled trusted ( S8 TZ %R
) —ABT 1Y TsgtiERN )
EtF¥21UFT1LAXIO

ip7 RL A172.16.204.1 255.255.255.0 A% > /N
1172.16.204.2

I
FTPE—RNY ST

ngips conn-match vlan-id ( #7°> 3> )

no object-group-search7 7 A2 ~hAO—J)L
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id 9998:
PREFILTER POLICY : 7 # ) MR RILET
FAFIVTARIS —

access-list CSM_FW_ACL_ remark rule-id

9998 : L= : FT7AFIBNRRILT O3>
L=

access-list CSM_FW_ACL_ advanced permit
ipinip anyJL—JLID 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544)L—JL
ID 9998

access-list CSM_FW_ACL_ advanced permit 41
any)L—)LID 9998

access-list CSM_FW_ACL_ advanced permit gre
any any/L—JLID 9998

access-list CSM_FW_ACL_ remark rule-id
268434433 : T VAR > — : acp_simple -
F7FILb

access-list CSM_FW_ACL_ remark rule-id
268434433: L4 RULE: DEFAULT ACTION
RULE

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id268434433

I
tcp~X ¥ Z’UM_STATIC_TCP_MAP
tcpA 7> 3 EH6 755
tcpA 7S a3 EE9 18557
tcpA 7’ 3 > #EH20 255 :
tcpA 73 >mds5V U

T

nameif NET204

ctsN_a1TFI

propagate sgt preserve-untag ( sgtD R/ X
fRRRZ R )

policy static sgt disabled trusted ( S8 TZ %R
) —ABT 1Y TsgtiERN )
TF¥21UTFT1LAXIO

ip7 RL A172.16.204.1 255.255.255.0 A% > /N
1172.16.204.2

!
FTPE—RNY ST

ngips conn-match vlan-id ( #7°> 3> )

no object-group-search7 7 A2 ~hOA—JL
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id 9998:
PREFILTER POLICY : 7 # ) MR R ET
FAFVTARID —

access-list CSM_FW_ACL_ remark rule-id

9998 : L= : FT7AFIBNRRILT O3>
L=

access-list CSM_FW_ACL_ advanced permit
ipinip anyJL—JLID 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544)L—JL
ID 9998

access-list CSM_FW_ACL_ advanced permit 41
any)L—)LID 9998

access-list CSM_FW_ACL_ advanced permit gre
any any/L—JLID 9998

access-list CSM_FW_ACL_ remark rule-id
268434433 : T VAR > — : acp_simple -
F7FIb

access-list CSM_FW_ACL_ remark rule-id
268434433: L4 RULE: DEFAULT ACTION
RULE

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id268434433

!
tcp~< ¥ Z’UM_STATIC_TCP_MAP
tcpA 7> 3 EH6 755

tcpA 7S a3 EE9 185F 7
tcpA7°S 3 #EH20 255 : FF A
tcpA 73 >mds5VUTF




82727
I
RTy MRIL7EL

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu NET202 1500

mtu NET203 1500

MTUZ i 1500

mtu NET204 1500

JI—=I)IFA-N—

failover lan unit primary

failover lan interfface FOVER-R— K F ¥ X /L3
7I—=LA=N—LTVT—>32HTTP
7I—=)IA—=N—D)>2IFOVERR—KF+XJL
3
7I=)LF—-N—4232—7 114 AIPFOVER
172.16.51.1 255.255.255.0 standby 172.16.51.2
EZX2A4>22—7 T 4 ANET202
EZR2A4>232—7 T 4 ANET203
icmpZEETREEL — MHIRR1/N—A M4 X1

AT A

<output omitted>

> show ip

SATALIPFRLA:

A3 —=TIAARBIPTRLAYTZY RN A
kY

Port-channel2.202 NET202 172.16.202.1
255.255.255.05%

Port-channel2.203 NET203 172.16.203.1
255.255.255.05%

Port-channel3 FOVER 172.16.51.1
255.255.255.0 K 5% TE

KR7Z7%H
|
RTY MRILEL

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu NET202 1500

mtu NET203 1500

MTUZ i 1500

mtu NET204 1500

JI—=I)IFA-N—

7I—=I)LA—=N—LANIZY htEHH)
failover lan interfface FOVER-R— K F ¥ X JL3
J7I—=LA=N—=LTVT—>32HTTP
7I=)ILA—=N—DU>2IFOVERR—KF+ X/l
3
7I=)LF—-N—4>22—7 114 AIPFOVER
172.16.51.1 255.255.255.0 standby 172.16.51.2
FEZRA2Z—7 T4 ANET202
EZRA2Z2—7 T4 ANET203

icmpZEETRBEL — MHIRR1/N—A M4 X1

<output omitted>

>show ip

SATALIPFRLA

A3 —=TIAARBIPTRLAYTZY RN A
IFR

Port-channel2.202 NET202 172.16.202.1
255.255.255.05%

Port-channel2.203 NET203 172.16.203.1
255.255.255.05%

Port-channel3 FOVER 172.16.51.1
255.255.255.0 K & E




Ethernet1/4 NET204 172.16.204.1
255.255.255.018 B,

HWEDIP7RLA:

AR —TIAARBIPTFRLAYTZY RYA
I9FK

Port-channel2.202 NET202 172.16.202.2
255.255.255.05% &

Port-channel2.203 NET203 172.16.203.2
255.255.255.08% &

Port-channel3 FOVER 172.16.51.1
255.255.255.0 R 5% E

Ethernet1/4 NET204 172.16.204.2
255.255.255.018 B,

> show failover

7 I—)LF—/N—0n
JI-)\A—-N—-1ZYRNTS54IV
7I—I)A—=—N—LANA > EZ—TI4 A

: FOVER Port-channel3 ( 7 v 7°)

BERXAM4 LT K0:00:00

A=Y RR—=UVTHEEAW, R—IREA LA
158

A2B—=TITAAR=D2THEED, F—I R
R A L25%

AR =T IAAR)—1
ERNRAEZ—T T A4R4/1291 (/& K)
MACT RLABBBABERAZREEATOWEE
A

7I=)ILA—=N—=LFV5—23a > HTTP
IN—2 3> :9.18(4)210, Mate 9.18(4)210

> YT IES : FLM1949C5RR, Mate
FLM2108VIYG
B 7 I—I)LF—/N—:2024%7H16H
13:56:37 UTC

CORAN : TS5AI) - ARZUNAEBET
TOTA7HEE: 0 (®)

A0 Y ~0:UCSB-B200-M3-U hw/sw
rev(0.0/9.18(4)210) AT —R A (T Y T AT A
)
4> 82—7 I 4ANET202(172.16.202.2) : [E%¥
(EZXREH)

4> 2—7 I4ANET203(172.16.203.2) : [E%¥
(BEZZEH)

A4 82—7 T4 ALK(0.0.0.0): EF (&
)
428 —7 I A4 ANET204(172.16.204.2) : [E%¥

Ethernet1/4 NET204 172.16.204.1
255.255.255.018 B,

HEDIP7RLA:

A3 —TIAARBIPTPRLAYTZY KXY A
9FK

Port-channel2.202 NET202 172.16.202.1
255.255.255.05% &

Port-channel2.203 NET203 172.16.203.1
255.255.255.08% &

Port-channel3 FOVER 172.16.51.2
255.255.255.0 R 5% E

Ethernet1/4 NET204 172.16.204.1
255.255.255.018 B,

> show failover

7 I—)LF—/N—0n

JI—)\A—-N—=1Zv hthHHV
J7I—I)A—=—N—LANA > EZ—TI4 A

: FOVER Port-channel3 ( 7 ¥ 7°)

BEHRXAM4 LT K0:00:00

A=Y RR—=UVTHEEAW, R—ILREA LA
158

A2B—=TIAAR=D 2 THEEW, F—I R
R A L25%

A2B—=TITA4AR)>—1
ERNRAEZ—T T4 R4/1291 (& K)
MACT7 RL ABBBHAERANREENTVEE
A

7I=)ILA—=N—=LFV5—23a > HTTP
IN—2 3> :9.18(4)210, Mate 9.18(4)210
> YTILES  FLM2108VIYG, Mate
FLM1949C5RR
B 7 I—I)LF—/N—:2024%7H16H
13:42:35 UTC
CDRAN : EAVE) -TFToOFT47
TOT47BE: 70312 (¥)
A0 Y ~M0:UCSB-B200-M3-U hw/sw
rev(0.0/9.18(4)210) AT —R A (T Y T AT A
)
4> 82—7 I 4ANET202(172.16.202.1) : [E%¥
(EZXREH)

4> 8%—7I4ANET203(172.16.203.1) : [E%¥
(EZBEH)
A4 82—7 I 4ALK(0.0.0.0): EF (&
)
4> 83—7 I A4 ANET204(172.16.204.1) : [E%¥




(EZREH)

AOY Msnortrev(1.0) AT —RA (T Y 7)
AOY K2: diskstatus rev (1.0) AT—XR A (7Y
7))

TOMDEAN : ©HH) -TOF747
TOT478E: 70293 (#)

4> 2—7 I 4ANET202(172.16.202.1) : IEH
(EZREBH)

A > B8—7 I A ANET203(172.16.203.1) : [E%
(EZRFEH )

4232 —7 T4 AZH(0.0.0.0) : [EFE ( 5
)
4282 —7 T4 ANET204(172.16.204.1) : IE&E
(EZRBEH)

AOY M:snort rev(1.0) AT —RA (T Y 7))
ABQY b2: diskstatus rev (1.0)AT—R A (7Y
7))

<output omitted>

(EZREH )

AOY Msnortrev(1.0) AT —RA (T Y 7)
AOY b2: diskstatus rev (1.0)AT—R A (7Y
7))

FTOMDERAN : 754 - A2V )N A %
T T

TOTA478EE: 0 ()

AOY ~0:UCSB-B200-M3-U hw/sw
rev(0.0/9.18(4)210) AT — R A (P Y TY AT A
)
A > 8—7 T4 ANET202(172.16.202.2) : [E&
(EZZFEH)

14> 32—7 I4ANET203(172.16.203.2) : I[EH
(EZZFEH)

{2 B8—T I AABK(0.0.0.0): E% (Fih
)
4> 32—7 I 4 ANET204(172.16.204.2) : IEH
(EZ&REH)

AOY Msnort rev(1.0) AT—RA (T Y7 )
AOvY K2: diskstatus rev (1.0)AT—XR A (7Y
7))

<output omitted>

ATY 7 4: WEOFTDT/INA ANFFMCH S BRMBRENEL 1=,

<#root>
> show managers

No managers configured.

FMC @ [HA OE3H1L ( Disable HA ) | A 7> 3V ICB T2 EH5EE S

724 1Y b

vAHAVA) IZY N

FINA AH FMC A S BIBRE hE T,
FTDF/NA AA S HIBRE n

[¢]

CRERHNEXEA

FINA AN FMC A S EIBrEhE T,
FTDF /N4 A S Bl E h

[¢]

CRERHNEXEBA

S A

configure high-availability disable 1< > R %517

LT, POTATBFIDFNAALSTIT—)




F—N—REZHIBRLE T,

<{froot>
>

configure high-availability disable

?
Optional parameter to clear interfaces (clear-interfaces) optional parameter to clear interfaces (clear
<cr>

<#root>
>
configure high-availability disable

High-availability will be disabled. Do you really want to continue?
Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

BRE, XoesY) T,

754X )12 Y M(ex-Standby) tHUA I Y N(ex-Active)

> INFO: Thisunit iscurrently in standby state. By|> show failover

disabling failover, thisunit will remain in standby [Failover Off

state. Failover unit Secondary

Failover LAN Interface: not Configured
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15

> show failover seconds

Failover Off (pseudo-Standby) I nter face Poll frequency 5 seconds, holdtime 25
Failover unit Primary seconds

Failover LAN Interface: FOVER Port-channel3 || nterface Policy 1

(up) _ Monitored Interfaces 4 of 1291 maximum
Reconnect timeout 0:00:00 _ MAC Address Move Notification I nterval not set
Unit Poll frequency 1 seconds, holdtime 15

seconds

I nterface Poll frequency 5 seconds, holdtime 25

seconds > show ip

Interface Policy 1 System I P Addresses:

Monitored Interfaces 0 of 1291 maximum I nterface Name | P addr ess Subnet mask Method

MAC Address Move Notification Interval not set |Port-channel2.202 NET202 172.16.202.1
failover replication http 255.255.255.0 CONFIG




> show ip

System I P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel3 FOVER 172.16.51.1 255.255.255.0
unset

Current | P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel3 FOVER 172.16.51.1 255.255.255.0
unset

Port-channel2.203 NET 203 172.16.203.1
255.255.255.0 CONFIG

Ethernetl/4 NET 204 172.16.204.1 255.255.255.0
CONFIG

Current | P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel2.202 NET 202 172.16.202.1
255.255.255.0 CONFIG

Port-channel2.203 NET 203 172.16.203.1
255.255.255.0 CONFIG

Ethernetl/4 NET204 172.16.204.1 255.255.255.0
CONFIG

724 (HUBIORARZINA )

tH A1) (ex-Active)

> show running-config

L RIEE M

- 2T IINES : FLM1949C5RR

:/\— R ITF : FPR4K-SM-24, 73853 MB
RAM, CPU Xeon E53/1) —X2200 MHz, 2
CPU (4817 )

NGFW/\N—>3>/7.2.8
[
7R A N & Firepower-module1

A4 Z—=TIINAD— R gEE4p,
BOBES{LZE®MCTS

no asp inspect-dp ack-passthrough
service-module 0F — 7754 721 LTI N4
service-module 0¥ —7" 7547 H > 26
names

no mac-address auto ( 7 #JL K )

interface Port-channel2

shutdown

nameif’x L

X1 )F14LAXRILBEL

no ip address <- IPABIBRE N E T,
I
interface Port-channel3
FHBALAN/AT—RN7IT—=)ILFA—=—N—Aa22—7
IM4A

> show running-config

L RIEE M

)T ILES  FLM2108VIYG

:/\— R IT7F : FPR4K-SM-24, 73853 MB
RAM, CPU Xeon E5</1) —X2200 MHz, 2
CPU (4817 )

NGFW/\N—>3>/7.2.8
|
7R A N & Firepower-module1

A4 Z—=TIINAD— R gEE4p,
BOBES{LZEMCTS

no asp inspect-dp ack-passthrough
service-module 0F — 775 A4 721 LTI N4
service-module 0¥ —7" 754 7 HD> 26
names

no mac-address auto ( 7 #JL K )

interface Port-channel2
nameif’x L

X1 )F4LAXRILBL
IP7 RLAAHYIEEA
I
A28—T7 T4 AR—KNFv¥X)2.202
vlan 202

nameif NET202

ctsN_1TFI)




!
interface Ethernet1/1

EEEA

shutdown

nameifZx L
t¥Fa1UF1LRILEL
IP7 RLAAHYYEEA
I
interface Ethernet1/4
shutdown

nameifZs L
tF2UTALANILEL
IP7 RLAAHYEEA
I
FTPE—RNY >

ngips conn-match vlan-id ( #7°> 3> )

no object-group-search7 7 A2 NAO—)L
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id 9998:
PREFILTERPOLICY : F7# ) KRR ET
FAFIVT AR —

access-list CSM_FW_ACL_ remark rule-id

9998 : L= : FT7AINBNRNIRILT O3
L=

access-list CSM_FW_ACL_ advanced permit
ipinip anyJL—)LID 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544)L—)L
ID 9998

access-list CSM_FW_ACL_ advanced permit 41
anyJL—JLID 9998

access-list CSM_FW_ACL_ advanced permit gre
any any/L—JLID 9998

access-list CSM_FW_ACL_ remark rule-id
268434433 : 7 VAR > — : acp_simple -
F7 A

access-list CSM_FW_ACL_ remark rule-id
268434433: L4 RULE: DEFAULT ACTION
RULE

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id2684 34433

I

tcp~N ¥ Z’UM_STATIC_TCP_MAP

propagate sgt preserve-untag ( sgtDRE/ XY
R ZRHE )

policy static sgt disabled trusted ( S8 TZ %7K
VS —ABT 4 Y TsgtiEsf )

X157 1L AXIO

ip7 RL A172.16.202.1 255.255.255.0 A% >/ /\
1172.16.202.2

|
A2 —7 T4 AR—KMF+¥x%)L2.203

vlan 203

nameif NET203

ctsN_a1TFI

propagate sgt preserve-untag ( sgtD R/ X
R ZRHE )

policy static sgt disabled trusted ( S8 TZ& %R
) —ABT 1Y TsgtiERN )

X217 1L AXIO

ip7 RL A172.16.203.1 255.255.255.0 A% >/ /\
1172.16.203.2

interface Port-channel3
nameif’& L
EX¥1UF1LARILEL
IP7 RLAA BV EEA
|
interface Ethernet1/1

EEEA

nameifz2 i

ctsNZa1TI)

propagate sgt preserve-untag ( sgtDRE/ XY
R ZHE )

policy static sgt disabled trusted ( 38 TZ %7K
) —ART 1Y JsgtiE&%h )
EF¥21UFT1LAXIO

IP7 RLAA BV EEA

|
interface Ethernet1/4

nameif NET204

ctsNZa1TI)

propagate sgt preserve-untag ( sgtDRE/ XY
R ZIE )

policy static sgt disabled trusted ( 38 TZ %7K
) —ART 1Y Jsgti&%h )
EF¥a1UFT1LAXIO

ip7 RL A172.16.204.1 255.255.255.0 A% >/ ]\
1172.16.204.2




tcpA 7> 3 EE6 755
tepA 7S 3 &9 185 A
tcpA 7S 3 2 #E20 255
tcpA 7> 3> mds5o U
BR7 77T

I
RTY NRILBZL

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020
7I—=)IF-N-3L

failover lan unit primary

failover lan interfface FOVER-R— K F ¥ X /L3
7I—=LA=N—LTVT—>32HTTP
7I—=)IA—=N—D)>2IFOVERR—KF+XJL
3
7I—INHA—-N—A422—7 T4 AIPFOVER
172.16.51.1 255.255.255.0 standby 172.16.51.2
no monitor-interfacety —EAEZ 1—)L

AT A

<output omitted>

!
FTPE—RNY ST

ngips conn-match vlan-id ( #7°> 3> )

no object-group-search7 7 A2 ~hAO—)L
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id 9998:
PREFILTER POLICY : 7 # ) MKW ET
FAF)TF AR —

access-list CSM_FW_ACL_ remark rule-id

9998 : L= : FT7AFIBNRRILT O3>
L=l

access-list CSM_FW_ACL_ advanced permit
ipinip anyJL—JL1D 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544)L—J)L
ID 9998

access-list CSM_FW_ACL_ advanced permit 41
any)L—)LID 9998

access-list CSM_FW_ACL_ advanced permit gre
any anyJL—)LID 9998

access-list CSM_FW_ACL_ remark rule-id
268434433 : T VAR > — : acp_simple -
F7FILb

access-list CSM_FW_ACL_ remark rule-id
268434433: L4 RULE: DEFAULT ACTION
RULE

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id268434433

!
tcp~X ¥ Z’UM_STATIC_TCP_MAP
tecpA 7S 3 &6 7EFH

tcpA 7> a3 EE9 185F 1

tcpA 7’ 3 #EH20 255 : FF A
tcpA 7> a>mdso T
BR777%H

|
RTY MRILIEL

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100




no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu NET202 1500

mtu NET203 1500

MTUZR #11500

mtu NET204 1500
JI—=I)LA-=-N—-=L
FTZRA2Z—T7 I 4 ANET202
EZRA22—7 T4 ANET203
no monitor-interffacett —EAET 1—)L

FT9OT47FTDCLIA SHAZ BT B - DEBITEEE !

F471ZY R~ AREUNADZY ~

c A2 =TI A ARENHI
BRENKT,

« 7I=)FA—-N—:REH
BRENFEEAY, 7T
F—N—RFEBCEY)ET
(BLOAZNA ),

s 7I—)LF—-N—DOFREHNHI
BrEhd
« AZVNAIPREIBRE BNV

COERT, LBEIOAREZNAIZY NTEHAZEMICTEEXT,

> F ) F2(EHR)

A

E:COZFTVATRTITATITOTATREILBZ S, BEHLEEA, hlE
DO EFICRRENETT,

g I

configure high-availability disable Y > RZETL T, AXZ/NAFTIDF/NA AD T T—)L A —
N—REZWBRLET,

<#root>
>

configure high-availability disable



High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

YES

Successfully disabled high-availability.

BRE, ROEBY T,

774 (ABIDORARZINA )

wHRI(TOT17)

> show failover

JI—=)IWFA—=N—F7

JI=)A=—N-1Zyv htEhH)
TJ7I—=)FA—=N—LANA VB —T I AR : K&
iE

BEHKXAM4 LT K0:00:00

A=Y MNR—UVTHEEAW, K= REA L
15%

AR —=TIAAR—D > THEESR, R—IL R
XA L25F%

AR =T IAAR)—1
ERNRAEZ—T I 4R4/1291 (& K)
MAC7 RLABBBHIERARZREENTVEE
A

> show ip

JATALIPFRLA

A2 B—TIAARBIPFRLAYTZY RYRA
I9FK

Port-channel2.202 NET202 172.16.202.1
255.255.255.0 manual < - 7/ 14 A ex-Active!
R—KNF ¥ %)JL2.203 NET203 172.16.203.1
255.255.255.0F &)

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 1)

WEDIPFRLA :
AVB—TIAARBIPPRLAYTRY RYA
I9FK

R—KNF ¥ x%)L2.202 NET202 172.16.202.1
255.255.255.0F &)

R—KNF ¥ %)L2.203 NET203 172.16.203.1
255.255.255.0F &)

Ethernet1/4 NET204 172.16.204.1

> show failover

FailoverOn<: 7 T—J)LA—=/N\—HEMIC x>
TLVEEA

JI—)A-N-1Zv htEhoFV
7I—=)ILA—=/N—LANA > ZX—TI(4 A

: FOVER Port-channel3 ( 7Y 7" )

BEHXA4 LTI KM0:00:00

A=Y MNR—=UVTHEEAW, K= REA L
158

AR =T IAAR—=I > THEH, K= R
A L25%

AR =T IAAKR)—1
ERWRAEZ—T T4 R4/1291 (& XK)
MACT7 RLABBBAHERABZREENATVERE
A

TJ7I—=)INA—=N—=LFTV5—3 2 HTTP
N—23> :9.18(4)210, Mate 9.18(4)210

> )T IES : FLM2108VIYG, Mate
FLM1949C5RR

B 7 IT—)A—/\— : 202478178
12:44:06 UTC

CDORAN :EHE)-FToOFT47
TOT178ME: 632(#)

A0 Y M0:UCSB-B200-M3-U hw/sw
rev(0.0/9.18(4) 210 AT —R A (T YT AT A
)
42 R2—7 I 4APH(0.0.0.0): ¥ ( 5+
)
4> R—7 I 4 ANET204(172.16.204.1) : IEF
(EZZEH)

4 >R—7 I4ANET203(172.16.203.1) : [E®
(EZZEH)

4> R—7 I4ANET202(172.16.202.1) : IE®
(EZREHR)




255.255.255.08 =17 )

AOY Msnortrev(1.0) AT —RA (T Y 7)
AOY R2: diskstatus rev (1.0) AT—X A (7Y
7))

FOMDKRAN : 754X - &
FOF4THM: 932 (®)

AOvY M0:UCSB-B200-M3-U hw/sw
rev(0.0/9.18(4)210) AT —R A (T YT AT A
)
4232 —7 I 4APH(0.0.0.0) : 78 ( S
)
4123 —7 T4 ANET204(172.16.204.2) : 1ER
(EHRRR)

423 —7 T4 ANET203(172.16.203.2) : 1NEA
(EHERR)

14232 —7 I 4 ANET202(172.16.202.2) : 1B
(EHRRR)

AOY M:snortrev(1.0)AT—RA (T Y 7)
AOY N2: diskstatus rev (1.0) AT —X A (7Y
7))

> show ip

SATALIPPRLA :
A2VB—=TIAARBIPPRLAYTZY RYRA
KB

Port-channel2.202 NET202 172.16.202.1
255.255.255.0 manual < - 7/N 4 AN LRI D A
XONAERBUIPEFEAL TV !

R— NF + %)J1L2.203 NET203 172.16.203.1
255.255.255.0F &

Port-channel3 FOVER 172.16.51.1
255.255.255.0 R 5% E

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 —Z1F )L

BEDIP7RLA:

A3 —TIAARBIPFRLAYTZY RYA
5

R— KN F ¥ %J1L2.202 NET202 172.16.202.1
255.255.255.0F &

R— NF + %)J1L2.203 NET203 172.16.203.1
255.255.255.0F B

Port-channel3 FOVER 172.16.51.2
255.255.255.0 R 5% E

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 —1F )L

TOFT47IFTDCLIN SHAZEMNIC TSN ERTESE :




FOT471=Y N

AZUNADZY b

o 7I=)F—N—RETHIR
TNT, BHOXRXRICAYE
¥

s TFNAAR, LBIOAR)N
A1y heRUIPEERAL
E3C]

s 7I-)LF—-N—DOFREN
HIBRE hd

s FNAANTOT471Z
YRNEFUIPZERALTWS

SFUF3

configure high-availability disable clear-interfaces 1Y > RZ2RTL T, 79UV T 1 7HFTDT/NA

ADSTI=INF—N—DOREZHIBRLET,

<#froot>

>

configure high-availability disable clear-interfaces

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

>

BRIE., ROEBYTT,

724 (HUBIORARZINA )

tH A1) (ex-Active)

> show failover

TIANA—N=—FT (BEUAR/N1)
7I=I)INA=—N=1ZYRNTZ43)
7I—)NFA—N—LANA > Z—T T4 A

: FOVER Port-channel3 ( 7 ¥ 7°)
BEHRXA LT K~0:00:00
AZY RR—=UVTHEER,
15%

AR —=TIAAR—=I 2 THEEW, K=K
XA L25%

AR =T ITAAKR)Z—1

R=ILRZA LA

> show failover

J7I—)NA—=N—F7

7I=I)A=N=1Zyv rhtEH>F)
7I=)IFA—=N—LANA VR —T I A X K&
TE

BEHRAX M LT M0:00:00
A=y MR—UVTHEENR,
15%
A2B—T7ITAAR—D 2 THESRW, K= R
XA L25F

A2B—TITAAR)Z—1

R=ILRZA LA




ERHRAZ—T T A4 A0/1291 (& K)
MACT7 RL ABEBBEHBERANAREENATVEE
A

7I=)A—=N—L 7TV —> 3> HTTP

> show ip

JATALIPFRLA

AR —TIAARBIPPRLAYTZY ANTY A
I9HFK

Port-channel3 FOVER 172.16.51.1
255.255.255.0 R 5’ E

BEDIPTRLA :

AR —TIAARBIPTRLAYTZY RYA
9FR

Port-channel3 FOVER 172.16.51.1
255.255.255.0 K58 E

>

ERRNRA>EZ—T7 T 14R0/1291 (&K

MACT7 RL ABBBHBRAREE N TVLRE
A
> show ip

SATLIP7RLA:
A2B—TITARBIPTRLAYTRY NI A
VN

BEDOIP7RLA:
A2B—TIARBIPTRLAFTZRY NI A
VN

>

T

14 7 7%FTD CLI® Tclear-interfaces, & &£ IZ, Disable HAICBB 2 XX =E1E

F471=

AZNAIAZY b

e J I

« TI-LAFA-N—ORENH
BrEhs

« IPAHIBRENET

—ILF—N—3EGFHI
BRENFEAD,
F—N—REDCEY)ET
(BELAZNA ) o

« IPHHIBRENET

7=l

SFUA4

configure high-availability disable clear-interffacesAY > R&ZETL T, AZ/NAFIDTF/NA A
AST7I—=)A—N—TD>714F1L -3 &HKRLET,

<#root>

>

configure high-availability disable clear-interfaces

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

YES

Successfully disabled high-availability.




BRE, ROEBYTT,

774 (ABIDORARZINA )

wHRI(TOT17)

> show failover

J7I—=IA—=N—F7
JI—)A-—N—AZv htEHE
7I—=)ILFA=N—LANA >R —T I A A : K&
i

BiEHRRX A4 LTI 80:00:00

AZY MR-V THEEINW, "R—ILREA LA
158

A2R2—=TITAAR-D D THREW, K- R
2 A L25%

A2B—=TIAAR)Z—1
ERMNRA2E—T T 4R0/1291 (&K)
MACT7 RLABBBEABERIREE A TLEE
A

> show ip

SATLIPTRLA:
A2B—TITAARBIPPRLAYTZRY NI A
P EN

REDIPTRLA:
A2B—TITARBIPPRLAYTZRY NI A
THR

>

> show failover

7 I—)LFA—/Y—0n
7I=I)FA=N=1Zyv ~rtEHF)
7I—=I)A—=N—LANA > EZ—TI4 A
: FOVER Port-channel3 ( 7Y 7" )
BEHRX M LT K80:00:00
A=y hMR—UVTHEEAR,
15%

AR =T IAAR—=I >V THEEH, K= R
XA L25%

AR =T IAAKR)Z—1
ERXNRAEZ—T T 4R4/1291 (&K
MACT7 RL ABBBEHERAREEATVERE
A

7I—=LA—=—N—=L7TV5—>3 2 HTTP
IN—23 2 :9.18(4)210, Mate 9.18(4)210

)T IES : FLM2108VIYG, Mate
FLM1949C5RR

B 7 T—)LA—/\— : 07:06:56 UTC Jul 18
2024

CORAN AR -TFTOFT147
TOT1470EH: 1194 (#)

AOvY M0:UCSB-B200-M3-U hw/sw
rev(0.0/9.18(4) 2100 AT —R A (T YT AT A
)
132 —T7 T4 AZK(0.0.0.0): EE ( S+
)
4> B2—7 I 4 ANET204(172.16.204.1) : IEH
(EZREHR)

14> —7 T4 ANET202(172.16.202.1) : IE&E
(EZZEHR)

A4 >8%—7 T4 ANET203(172.16.203.1) : IE&E
(EZREHR)

AOY M:snortrev(1.0) AT—ZRA (T Y 7)
AOY K2: diskstatus rev (1.0) AT —R A (7Y
7°)

TOMDKAN : TS5A4X ) - B

R=ILRZA LA




TOT47H™: 846 (®)

AOvY ~0:UCSB-B200-M3-U hw/sw
rev(0.0/9.18(4) 2100 AT —R A (T YT AT A
)
AR —7 T4 APH(0.0.0.0) : T8 ( S
)
141232 —7 I 4 ANET204(172.16.204.2) : 1B
(BERNR)

1422 —7 I 4 ANET202(172.16.202.2) : 1~EH
(BEBENR)

A > 8—7 I 4 ANET203(172.16.203.2) : TBH
(ERXR)

AOY Msnortrev(1.0) AT —RA (T Y 7)
A0 Y b2: diskstatus rev (1.0)AT—R A (7Y
7))

> show ip

SATALIPFRLA :

AR —TIAARBIPPRLAYTZY ANTY A
5

R— KN F ¥ %)JL2.202 NET202 172.16.202.1
255.255.255.0F B

R—NF ¥ %)JL2.203 NET203 172.16.203.1
255.255.255.0F B

Port-channel3 FOVER 172.16.51.1
255.255.255.0 K58 E

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 — 17 )L
BEDIPTRLA :
AB—TIAARBIPPRLAYTZY RYRA
K=

R—KNF ¥ %)JL2.202 NET202 172.16.202.1
255.255.255.0F B

R—NF ¥ %)JL2.203 NET203 172.16.203.1
255.255.255.0F B

Port-channel3 FOVER 172.16.51.2
255.255.255.0 K58 E

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 — 17 )L

T 97 4 775FTD CLI® Tclear-interfacesy & &% 2, Disable HAICBI 9 2 X553 EE1H :

TOT471=ZvY K~

AZNAIAZY b




o 7I=)F—N—REHIER s 7I-LF—-N—DOFREN

ThEHA HIBRE 1
s IPIFHIBRENELBA . IPAHIBRENET

FIE6 : RRAIVNFET LIS, FINAAZFMCICEEL ., HART Z2BMICLET,

A T.HAD

BAVEH
FTDCLISHCLI A5 HA Z—B{EILtE 8 E T,
Jyi—>3r

ATYT7T1: TTZAXVUFTIDTONY REETL, BELEI(YESE AN).

<#root>
> configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and 'NO' if you wish to

YES

Successfully suspended high-availability.

AFYT2:7SAIVI-Y NOEEEBIELET,

<#root>

>
show hi gh-availability config
Fai | over O f

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

ATYT3: A AVIZY NTOFKR :



<tfroot>
>

show hi gh-availability config
Fai | over O f (pseudo- Standby)

Failover unit Secondary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

AFVYS4: 754XV I1=ZY NTOHAOEBER :

<ffroot>

>
configure high-availability resune

Successfully resumed high-availablity.

No Active mate detected
EEREERERRR RN RN R RN RN RN R RN R R RN R RN R RN R RN R RN RN R RN RN RN RN NN

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

<ttroot>

>
show hi gh-availability config
Fai | over On

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

ATY7 5 HAZBRLEZROEAVAVIZY NTOHER !



<ffroot>

> ..

Det ected an Active nmate

Beginning configuration replication from mate.

WARNING: Failover is enabled but standby IP address is not configured for this interface.
WARNING: Failover is enabled but standby IP address is not configured for this interface.
End configuration replication from mate.

<ffroot>

>

show hi gh-availability config

Fai | over On

Failover unit Secondary
Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

>

F<FESNBERB (FAQ)

BEABRENZE, TOBRBESIC (1792 ) RETAETITH,, ThEEERORRIIRE

ENEXI D,

BROZTTHTY,

ZWETEERT,

<tfroot>

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

cli_xml_server:
cli_xml_server:
cli_xml_server:

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

Cmd:
Cmd:
Cmd:
Cmd:

Cmd:
Cmd:
Cmd:

access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine

1506
1507
1508
1509

RE/ANY ROER %R T debug fover sync AN ROHHDHKHET, Th

remark rule-id 268442578: L7 RUL
advanced permit tcp object-group
remark rule-id 268442078: ACCESS
remark rule-id 268442078: L4 RUL

no access-1ist CSM_FW_ACL_ advanced permit tcp object-group group_
no access-1list CSM_FW_ACL_ 1ine 1510 remark rule-id 268442077: ACC
no access-1list CSM_FW_ACL_ 1ine 1510 remark rule-id 268442077: L7



cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

wite nmenory

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

<- -

Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:

no access-1list CSM_FW_ACL_ advanced permit tcp object-group group_
no access-1list CSM_FW_ACL_ Tine 1510 remark rule-id 268440577: ACC
no access-1list CSM_FW_ACL_ 1ine 1510 remark rule-id 268440577: L4
access-1list CSM_FW_ACL_ advanced deny ip any any rule-id 268442078
crypto isakmp nat-traversal

no object-group network group_311

no object-group network group_433

no object-group network group_6

no object-group network group_2

AZY MBRURZNARE (7T IT—LA—N—HFF14&—7) )T, TOIZY hE)O—
RUK#E, A5OIZY M7 I—NFA—N—AZ—TNCLTTFTITAT LB 2TVBIEE
FESKYETH,
BT OTATITOTATFIFIBRYET (BN TIOTA T/ 7 2=V A—N—F
ZIBVET ), BHENICRE, IZY MMEEBIZDETI—NFA—N—RBEDCZ)RIHY, T
NDIAZYRNETIT47IZY RERU IPZERALET, TOLY, BEE, ROLSICHYE

ED

e AZY N TOFT147
CATYR2: TI—AA—N—HATEBITVET, 12y hTE. 19 MERLT
—ZIPAEHENETH,. MACTRLAFELRVYET,

FEHTTI-IIA=N—EEMIC

L(NATRAZSEUTARlEREL ). TNA AZ2)0O—

R¥dEe, 7I—INA-N—RERFESIRWERTH,

J7IANA—N—ZE DL I

= AN
== IR

KENBZEETREHYYREA (ATRNICEELLZWVRY),

startup-configiZ FREFEENELA ) IZYMOUT—RNEVUO—REF2EY D FETRITTE
£, 20BNDHFETREIEN BETT,

Case 1.CLISHA 5D 7—K

CLISHASMU 7 —KTlk, BREBEROShFHA, TOLED,

ElILREEhFTEA,

<tfroot>

>

configure high-availability suspend

REDEERGAZ—KTYTE

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and 'NO' if you wish to

YES

Successfully suspended high-availability.



running-config Tl 7 T =LA —N—AEHCBE>TVET, COBITE, FOTATIT7OT4
ToFVAZBBITDEDHIC, IZY MEAZUNARET, BEFEEBY ICEBURR /N1 IREE
(Z&V) XL L,

<#root>

firepower#

show failover | include Fail over
Failover Off (

pseudo- St andby
)

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

startup-configCld., 7T —IILFA—N—REIZEHEEBMICHE >TVET,

<#root>

firepower#

show startup | include failover
fail over

failover lan unit secondary

failover Tan interface FOVER Ethernetl/1l

failover replication http

failover Tink FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key *#*¥*%**

CLISHASTFNA A% U7 —KMULET (reboot IX > KR ),

<tfroot>
>

r eboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO':

YES

Broadcast message from root@
Threat Defense System: CMD=-stop, CSP-ID=cisco-ftd.6.2.2.81__ftd_001_JMX2119LO5CYRIBVX1l, FLAG='"
Cisco FTD stopping ...



AZy MYEEBITZDE, 7I—IFA—N—DEMHBE>TVWDED, FNA A7 T—=ILA—N
— Xd32I—>3> 71—XICAY, VE—RETOREZEMXET,

<#froot>

User enable_1 logged in to firepower

Logins over the last 1 days: 1.

Failed Togins since the last login: O.

Type help or '?' for a 1list of available commands.
firepower> .

Det ected an Active nate

Case 2.LINACLIA 5D T — K
LINAASDUT—NK (reload X R ) TlEk, BERAROSNET, LEAN 2T, Y(Yes)&i#
RUEEE,. REZE [Fstartup-configicRFENE T,

<#root>

firepower#

rel oad

System config has been modified. Save? [Y]es/[N]o:

Y <-- Be careful. This disables the failover in the startup-config

Cryptochecksum: 31857237 8658618 3234be7c 854d583a

8781 bytes copied in 0.940 secs
Proceed with reload? [confirm]
firepower#

show startup | include fail over
no failover

failover lan unit secondary

failover Tan interface FOVER Ethernetl/1l

failover replication http

failover Tink FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key *##*#*%*

A=y hFEBTRE, 7I—LF—N—RBEWCEYNET,

<ffroot>

firepower#



show fail over | include Fai
Fai | over O f

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

~ ECODFIUFAZERITBICE., TOVTRFRRENLS, EF Zstartup-configlZ R 17
LBEVWKRSICLTLSEZL,

BYIE 5 2

« Cisco Firepower Management Center D 3 XTO/NN—2J 32 OREHA R, S2IZHYF
T,

Cisco Secure Firewall Threat DefenselcB8 92 RFIX NDOSHR

« FXOS Chassis Manager 8 KT CLI DI X TON— I OREHA RY, CZICHYF
ED

Cisco Firepower 4100/9300 FXOSRF 1 X NDSH

« Cisco FirepowerXttREF 1V T4 7O /O —ICE T3 FHMSERABZEI -HIC.
Cisco Global Technical Assistance Center(TAC)IZXNDEZ 17 HA RZEB<SHERLET

o

Cisco Firepower Threat Defense(FTD) : XX T7 7 4 7 # —)L(NGFW), Xt XEABFHS A
T LNGIPS), BLVEEBILITITPHBAMPYORBREE RS TINVI—FAVTORART
SOT4RA

* FirepowerT Y /O —ICEETZIINTCOREB LN TN a1 —F120TF702AHL
J—h

Cisco SecureZ7A T I #—)LEBtE X —

s TUO_HIN HR—BE RFI XTI - Cisco Systems
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