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- NetFlow

- Quality of Service ( QoS )

- Network-Based Application Recognition ( NBAR ) & 7z (& Advanced Video Coding ( AVC )
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- 51t VPN

SRUFZ7OR3N FRIL ALY F2T (MPLS)

- Point-to-Point Protocol ( PPP ) over Ethernet ( PPPoE )

¥ :BDIOBE, HFAEEIZY N (MTU) B4 X% 1,500 ~ 9,216 /N1 NOBEOEZED
BETEHRETEET,



RXIE
CHEUa>TR, COREICEEFNZDAVR—ZFXNERETDHZEICODVWTHALET,
XY RND—UR

CORFIXVNTHATZIRETK., COXRYNT—7 MNRODEZFEALET :

FireSIGHT VM 172.16.1.9

ISR-4451
s Outside

L2 Switch  MSide N

Laptop 172.16.1.2 1
IDS Mode packet} CIMC 172.16.1.8
redirection ' ESXi 172.16.1.10

T

FirePOWER Sensor VM (on UCS-E) 172.16.1.6

UCS-E E® FirePOWER H—E AN —2 70—
UCS-E TE{T& 15 FirePOWER Y —E AN —2 70— XIZRLET,
1. 7F—Z7L—2WEBDIIUCS-EAVR—TIAA(GC2BRTGIT)—X F/INA ATEME
) SBREAONZ 749y 0&7YS1LFET,
2. Cisco IOS®-XE CLIE, NTY NUBRAL Y23 B#TFIOTATICLTOMULET (TXT

DAVER—=—TIAARAEERGAVE—TIAARAZEDFT>ar ),
3.2 —CLI O setup BEIAOV VU Mo kY, MEICHRETEET,

CIMCOEE
CCTl, CIMC #2ET2HEICODVWTHBALET,
CIMCA O 345

CIMC Ic¥#: T2 ICIEEBROAEN HVET, COHITE., EROEER—KNENLTCIMC IZ
BHELET, 1 —UZXYyNT—TI)2FEALT. MR—bM (HA) XY MD)—2LERKLTV
DCEEBPBELET, LS, IL—2770> 7 M D 5hw-module subslot Y > RZETL &
9,

| SR- 4451#hw-module subslot 2/0 session imc



I MC ACK: UCSE session successful for IM
Est abl i shi ng session connect to subslot 2/0
To exit, type "a’q

pi cocomvl. 4

port is : /dev/ttyDASHL
flowcontrol : none
baudrate is : 9600
parity is : none
databits are : 8

escape is : Ca

noinit is : no

noreset is : no

nol ock is : yes
send_cnmd is : ascii_xfr -s -v -110
receive_cmd is : rz -vv

Term nal ready

EMETIBICEK, "arqERITLET,

B b2:77 #)L k01— & kadmin & password <password>Td, /NAT—RDUtY
NFIEIZ DV TR, https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/e/3-1-
1/gs/guide/b_Getting_Started_Guide/b_3_x_Getting_Started_Guide_appendix_01011.htmI#G
UID-73551F9A-4C79-4692-838A-FO99C80E20A28 2 S AL T & L\,

CIMCO&E

CIMC DEREZTTI2ICIE. XOBEHREERALET.

Unknown# scope cimc

Unknown /cint # scope network

Unknown /cint/ network # set dhcp-enabled no

Unknown /cint/network *# set dns-use-dhcp no

Unknown /cintc/network *# set mode dedicated

Unknown /cinc/network *# set v4-addr 172.16.1.8
Unknown /ci ntc/ network *# set v4-netmask 255.255.255.0
Unknown /cintc/network *# set v4-gateway 172.16.1.1
Unknown /cint/ network *# set preferred-dns-server 64.102.6.247
Unknown /cint/network *# set hostname 4451-UCS-E
Unknown /ci nc/ network *# commit

FE commit N REEITLTEEZRELTSEETL,

X BEBAR—NZFEATREEICE. T— RH [dedicated] (A ) CEREEIhFET,

show detail V> REZETL T, HANREEEIALET,

4451- UCS-E /cint/ network # show detail
Net wor k Setti ng:

| Pv4 Address: 172.16.1.8

| Pv4 Net nask: 255.255.255.0

| Pv4 Gateway: 172.16.1.1

DHCP Enabl ed: no


https://www.cisco.com/c/ja_jp/td/docs/unified_computing/ucs/e/3-1-1/gs/guide/b_Getting_Started_Guide/b_3_x_Getting_Started_Guide_appendix_01011.html#GUID-73551F9A-4C79-4692-838A-F99C80E20A28

bt ai n DNS Server by DHCP: no
Preferred DNS: 64.102.6.247
Alternate DNS: 0.0.0.0

VLAN Enabl ed: no

VLAN ID: 1

VLAN Priority: 0

Host nane: 4451-UCS-E

MAC Address: E0:2F:6D:E0:F8:8A
NI C Mbde: dedicated

NI C Redundancy: none

NI C Interface: console

4451- UCS-E /ci nt/ network #

RILRTRSIE, F7AILRNOI—HEENAD—REEAL T, 7Z7HHSCIMCOWebA
VE—TIARAZRBBLET, F7FIILMNOI—HEELF/NAT—RBEIROEHYTT,

- 1—%%:admin
- JNAD— R : <password>

&« c https://172.16.1.8

il Cisco Integrated Management Controller

Cisco 4451-UCS-E

Version: 2.1(1.20130726203500)

ESXi DA 2 AN—=)L

Usemame: Elialh]

CMCOA—HAUR—TIAAICOTA20TFTBE, RORDEISBR—INRRENET,
[Launch KVM Console] 74 1% 2 1JY 2L, [addimage] 20 JY UL, REXF1FTELT

ESXiISO ZNYE2JLET,

= ¢ | B bwp€//172.16.1.8/indexhtm

Overall Server Status
EGM

Server Admin

Summary
Inventiey . ® Power off Server
RAID '.

. ', Shut Down Sarver
Sensors {1
System Event Log & Power Cycle Server
Remote Presence m Hard Rasat Sarer
BIOS

@Lﬂul‘l‘h KVM Consale
Power Policies
Fault Summary 6 Lock Front Panel Power Button

Host Image Mapping D Lock Front Panel Reset Button

e Lack [0S Cenfiguration Changes

Server Properties
Product Name:
Serial Number:
PID:
uuID:
BIOS Version:

Description:

E140S
FOC17513BQL
UCS-E1405-M1/K9

FOF75512-08F5-0000-3EDE-3FB206D80100
UCSES.1.5.0.2 (Build Date: 05/15/2013)

-Server Status

Power State:

B on

Overall Server Status: | Good
Processors: aﬁﬂod
Memory: |4 Good
Cisca gl g e {CIMC) Info
Hostname: 4451-UCS-E
IP Address:  172.16.1.B
MAC Address: E0:2F:6D:E0:F8:8A
Firmware Version:  2.1(1.20130726203500)

CPLD Version:
Hardware Version:

3.2
&




[Virtual Media] 2 7 &2 JY 2L T, [AddIlmage]Z2 )Yy UL, RIZCRTIKSICREXT 1T %=
NYEIULFRT,

[E3172.161.8 - KM Console o[ @] =
File Help

KVM | Virtual Media |

Client View
Mapped | Read Only ] Drive J | Exit
I = <5 E:-CDIDVD :
| 2 (=) D: - Removable Disk | Lieate imege
! Add Image...
=2/ Open
) | Remove Image...
Look In: ||j 4431 |v (=) é} |d_‘ lg_-g_l 8= | Details *
[ ESXi-5.1.0-799733-custom-Cisco-2.1.0.3is0
[) ucse-huu-2.1.1.is0
[«L Y
Details
Target Drive Mapped To f— - - |
; File Name: |ESXivE-.1 0-799733-custom-Cisco-2.1.0.3.is0
[Virtual CD/DVD Not mapped : =i USB Reset
Removable Disk Mot mapped Files of Type: .I}Jsk image file (*.iso, *.img) |_'_i
Floppy Not mapped : :
Open Cancel |
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vSphere Client® 1 > A k=)L
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/Welcome to VMware ESXi 51 \ -+

é. & https://17216.1.10

VMware ESXi 5.1

Welcome

Getting Started For Administrators

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the client and log in to this host.

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage

+ Download vSphere Client vSphere from a client machine. These
tocls can be used in shell scripts to
automate day-to-day operations.

+ Download the Virtual Appliance

To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new
system deployment time from weeks to seconds, monitor your
virtual computing environment around the clock, avoid service

¢ Download the Windows Installer (exe)
* Download the Linux Instalier (tar.gz)

disruptions due to planned hardware maintenance or unexpected Web-Based Datastore Browser
failure, centralize access control, and automate system Use your web browser to find and
administration tasks. down!.cad files ll:far ex?arnp_ie, virtual
machine and virtual disk files).
« Download VMware vCenter + Browse datastores in this host's
inventory

If you need more help, please refer to our documentation library:

For Developers

* vSphere Documentation
vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and
APIs for managing VMware ESX, ESXi, and
VMware vCenter. Get sample code,
reference documentation, participate in
our Forum Discussions, and view our latest
Sessions and Webinars.

s Learn more about the Web Services SDK

vSphere Client® i3 E

O>E21—27H 5 vSphere Client ZRTLET . XORIZRTRDIZ, 1 AN—=)LERIZHERL
E1—YRENAD—RTOTJALLET,



vmware

VMware vSphere’
Client

qu” In vSphere 5.5, all new vSphere features are available only
through the vSphere Web Client. The traditional vSphere Client
will continue to operate, supporting the same feature set as
vSphere 5.0, but not exposing any of the new features in
vSphere 5.5.

The vSphere Client is still used for the vSphere Update

Manager (VUM) and Host Client, along with a few solutions
(e.q. Site Recovery Manaqger).

To directly manage a single host, enter the IP address or host name.

To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address /[Name:  [172.16.1.10 =
User name: |rnnt

I Use Windows session credentials

Login I Close Help

FireSIGHT Management Centerds &k UO'FirePOWERT /Y1 AN XA

ESXi IC FireSIGHT Management Center Z &3 % IZ(&. Cisco RF 1 X N TVMware ESXi T
@ FireSIGHT Management Center DEBy DICHBFIEZETLET,

3 : FirePOWER NGIPSY /N1 AZ BT 2 -H O 7 ORIk, Management Center 0 &


http://www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html
http://www.cisco.com/c/ja_jp/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html
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AR —TIALA
TFAFI)MEUCS-EICFE 4 DDA R—TIA AN HYNET :

- REBVMACT RLAA 2V EZ—T7 T4 AR, BIEANRILDOGI3TY
2BBICKREVWMACT RLAAZVZ—T 14 Ak, BIENRILDG2TT
- BEBO2OEARAR—TIAATY

SOUIIEUCSE LK, 3204 R—TIAANBHYNET :

- REBVMACT RLAA 2V Z—T7 T4 AR, BIEANRILOG2TT
- BEO2OEARAR—TIAATY
ISRAK IZH D UCS-EAVE—TIAAREESERNT U R—KTT,

UCS-E120S 8 RV 140S ICIF 3 D2DXRY hD—0 PHTREBEBR—KNFHYVET :

- vmnicOlE, JL—32DINY V7L —2 DUCSEX/0OV-IYEVTENET
- vmnicl &I —Z2DINY D7 L—>2 DUCSEX0/1ICR Y EVTENET
- vmnic2lEUCS-E7O N L—2GE2A VA —T IA AR YEJENET
CHENRLEE (M) K—RE. CIMC D& ICERTEET,
UCS-E 140D, 160D KT 180D IClE 4 DDZRY ND—0 PATEZNHYWET :

- vmnic0 E)L— /VY 27 L —>® UCSEX/0/0 XY EVTENnET,

- vmnicl E)N—R /VY O7'L—20 UCSEX/0/1 ICX Y E>TEhET,

.vmnic2 It UCS-E 70>~ 7L —>2GE2 /> X—T7 I A RIZXYE>TEhET,
-vminc3 IE UCS-EDZ7O>RN 7L —>2GE3 42X —T7 I/ RNV E>TEhET,
-BEANKILEE (M) R—KE, CIMC OAKICERTEET,

ESXiDvSwitch/ > 2—7 T4 A

ESXi £® vSwitchO (&, ESXi, FireSIGHT Management Center, @ & U FirePOWER NGIPSv 7
NAANRY RD—DEBEITZREHICEODNDIEBES X —T I A ATY, vSwitch1 ( SF-
Inside ) & vSwitch2 ( SF-Outside ) @ [Properties] 22y LT, BEZMAEY,



localhost localdomain VMware ESX|, 5.1.0, 799733

Getting Started | Summary | Virtual Machines . Resource Allocation | Performance

(T ks Local Users & Groups.| Events- | Permissions

Hardware View: |vSphere Standard Switch
Health Status Networking
Processors
Teemary Standard Switch Remove...
Storage Virtusl Machine Port Group Physical Adapters

. 3 VM Network gr o B vmnic2 1000 Full G2

Storage Adapters Bl | 3 virtual machine{s)
Network Adapters 4451-VMware vCenter Server Appl..
Advanced Settings SFS s
Power Management DC

Wierna! Port

53 Management Network g
vmk( : 172,16.1.10
feB::e22f:6dff:fee0:fB38

Standard Switc

Viruz! Machine Part Group

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown

Remove...

Phiysical Adsprars

Virtual Machine Swapfile Location [J SE-Inside g B8 vmnicD 1000 Full G2
Seaurity Profile Bl |1 virtual machine(s)

Host Cache Configuration <FS @

System Resource Allocation

Agent VM Settings

Standard Switch

Virtuz] Machine Port Group
L1 SF-Outside @
= |1 virtual machine(s) | VLAN ID: 20

SFS et}

Advanced Settings

Remove, . .

Prysical Adaprers

BB vmnici 1000 Full 3

XOBEIZ, vSwitcht D7 ONT 1 ZRLET (vSwitch2 IZDOVWTERUFIEZTOXREN HVYE
9 )o

3 : VLAN IDA'NGIPSVIC X U T4095ICRRES N TWB 2B LET, hlk
NGIPSVD RFIXD N> TRETT,
http://www.cisco.com/c/en/us/td/docs/security/firepower/60/quick start/ngips virtual/NGIPSv-
quick/install-ngipsv.html
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& e (&) SFnside Properties ==
(3 vSwitehl Properties = [[&][®R] Gema‘ﬁafﬁc Shaping | NIC Teaming |
Ports | Network Adapters | Policy Exceptions
T Port Pri ties =
Configuration | Summary | Netw:ku:belw o Promiscuous Mode: @((ept ZI
$7 vsuitch LeiPana : MAC Address Changes: I~ [accent |
Virtual Machine ... VLAN ID: Mone (0)
Wi Forged Transmits: y |~5:ceoi ,_"J
Effective Polides
Security
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: = =
Peak Bandwidth: -
Burst Size:
Failover and Load Balancing
Load Balanding: Port 1D
MNetwork Faiure Detection: Link status only
Motify Switches: Yeas
Failbadk: Yes
Active Adapters: vmnicd
|4 ~ Standby Adapters: MNone
Add... i Edit... Remove Unused Adapters: Mone -
B e
| — —
1 L] Lg 6l =
7 Tasks o Cancel | helr |

ESXi £E® vSwitich BREN T TLEL L, RIC, 1V F—T I ADERELHERITIHLEN HY F
R

1. FirePOWER /N1 ADQREIX VIZBBLE T,

2. [Edit virtual machine settings] Z2 'Y 2L &9,

3.3D2DRYRNDV—U FRTREIXNTHEILET,

4. RORICRTRSIC, ChSHFELKEBIRENTVWAEEZBRBLET,

- B & B o — |
M @ B (5 SFS - Virtual Machine P =
| Hardware \ Options ] Resources I virtual Machine Version: 7
| ) —Device Status — ——
(L IRty Summary | Resource Allocation | [T Show All Devices Add... Remove B Connactad
Hardware ‘ Summany | ¥ Connect at power on
What is a Virtual Machine? BB Memory 4096 MB =
i inei CPUS 4

A virtual machine is a software computer { X : 4 Climsnt Adsphers E1000

physical computer. runs an operating syst{ | & videocard Video card

applications. An operating system installe = VMCldevice Restricted

machine is called a guest operating syster| | & SCSIcontroller o LSILogicParallel

Because every virtual machine is an Isma:] G _iard ekl MEni] ok
f- Automatic (- Vianual

environment, you can use virtual machine{ || %= :ex°$ a:a":er; :E;:e,t:‘"k J L

workstation environments, as testing envir : Nems kadﬂ"t"’3 = o: Ze | [

- g Tk adapter = S

consolidate server applications ks i red ©

Virtual machines run on hosts. The same

many virtual machines. Network Connection
Network label:
|5F-Inside ]

Basic Tasks |sFoutside i
VM Metwork

@ Power Off the virtual machine

Il Suspend the virtual machine

% Edit virtual machine settings

Help oK Cancel

FireSIGHT Management Center\ ®FirePOWERTF /N1 A D & #&




Cisco RFIXVNIREENhTVWABFIEZTET L. FirePOWER 7/N1 A% FireSIGHT
Management Center IZE8&L £ 9,

NZ74Y00UAALL YD ERR
CCTl, RENEEICKEL TVWAAESHZERLET,

cOtEU>a>TR, NZT74VIZIVEALINTDHFEENTY NEHERTDIHFEICODVT
HALET,

ISRASUCS-EQEH—ADRNZ T4y IOUAALI B

RZT74YTDIRAALINIRROBERZERALET,

interface G gabitEthernet0/0/1
i p address dhcp

negoti ation auto

|

interface ucse2/0/0

no i p address

no negotiation auto

swi tchport nopde trunk

no nop enabl ed

no nop sysid

service instance 1 ethernet
encapsul ati on unt agged

bri dge-domain 1

|

interface BDI 1

i p unnunbered G gabitEthernet0/0/1
end

!

utd

mode ids-global

ids redirect interface BDI1

EREN—232316. 1 EZRTLTVSEEE. utddN > ROMKDH ) ICutd engine
advanceddN > RZZETLET,

NTYNVEALLYZ 3> OWMEE

ISRV —=IASKOOIV RERFTLT, NTYRADVEFEMIZAES L 2HEL X
EE

ci sco-1 SR4451# show plat hardware qfp active feature utd stats

Drop Statistics:
Stats were all zero

General Statistics:

Pkts Entered Policy 6

Pkts Entered Divert 6

Pkts Entered Recycle Path 6
Pkts al ready diverted 6
Pkts replicated 6



Pkt already inspected, policy check skipped 6
Pkt set up for diversion 6

RDshowIN Y REERFTLT, BENELLKBELTVWR L ZHRBTEET,

- show plat software utd global

- show plat software utd interfaces

- show plat software utd rp active global

- show plat software utd fp active global

- show plat hardware qfp active feature utd stats
- show platform hardware qfp active feature utd

RS7)IL>a1—hk
CCTR, BEORNS TN 2 —F4 T IERATEZEHRERLET,
RDdebugIN > REEITLT, REDKRS TN 1I—RNETSENTEET,

- debug platform condition feature utd controlplane
- debug platform condition feature utd dataplane submode

BEE1T ]

. CiscoUCSE> ) —X H—B&LY CiscoUCSE—XZXYRND—9 OEaAI—RNIY
S ARE—=RNFPYT HARJYU—R 2x

. CiscoUCSE> ) —X H—B&LY CiscoUCSE—XZXYRND—9 OEaAI—RNIY
SRS TANYA—F 14T HALR

FGetting Started Guide for Cisco UCS E-Series Servers and the Cisco UCS E-Series
Network Compute Engine, Release 2.x - Upgrading Firmwareg

. Cisco ASR1000 X U—X PV —=2a> H—ER =R Y78 TIF A74F¥aL
=3 HAR-T VYD RXAAVEZ—TIAADERE

. CiscoUCSE> ) —X H—B&LY CiscoUCSE—XZXYRND—9 OEaAI—RNIY
SVDKRANTFYTYIL—RI1I—F1UFT 14 HL K -CiscoUCSE < )—XH—)\TD7
F—LIIFOFYTIL—RK

- TOZHI HR—Bh & RF 21 X b - Cisco Systems



http://www.cisco.com/c/ja_jp/td/docs/unified_computing/ucs/e/ts/guide/e_series_ts.html
http://www.cisco.com/c/ja_jp/td/docs/unified_computing/ucs/e/ts/guide/e_series_ts.html
http://www.cisco.com/c/ja_jp/td/docs/unified_computing/ucs/e/2-0/gs/guide/b_2_0_Getting_Started_Guide/b_2_0_Getting_Started_Guide_chapter_01010.html
http://www.cisco.com/c/ja_jp/td/docs/unified_computing/ucs/e/2-0/gs/guide/b_2_0_Getting_Started_Guide/b_2_0_Getting_Started_Guide_chapter_01010.html
http://www.cisco.com/c/ja_jp/td/docs/routers/asr1000/configuration/guide/chassis/asrswcfg/bdi.html
http://www.cisco.com/c/ja_jp/td/docs/routers/asr1000/configuration/guide/chassis/asrswcfg/bdi.html
http://www.cisco.com/c/ja_jp/td/docs/unified_computing/ucs/e/2-0/huu/guide/b_huu/b_huu_chapter_010.html
http://www.cisco.com/c/ja_jp/td/docs/unified_computing/ucs/e/2-0/huu/guide/b_huu/b_huu_chapter_010.html
http://www.cisco.com/c/ja_jp/td/docs/unified_computing/ucs/e/2-0/huu/guide/b_huu/b_huu_chapter_010.html
https://www.cisco.com/c/ja_jp/support/index.html
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