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Onboarding

Select a Device or Service Type

No Secure Device Connector found to communicate with some types of devices. Set up a Secure
Device Connector
ASA Multiple ASAs FTD
daplive Sacurity Applance Adaplive Securlly Appliance
B4+ (B.4+)
Meraki tegrat AWS VPC
k gl d
e
Duo Admin Umbrella Organization Import

drvin Pane Vigw Usmibealla Organization Policies
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Follow the steps below Cancel

A Important: This method of onboarding allows for local co-management of the firewall via FDM. To manage your device with cloud-
delivered Firewall Management System, click the FTD button instead. Learn more (£

Firewall Threat Defense a a a

) FID O s Use Serial Number Use Credentials (Basic)

Onboard a device using a registration Use this method for low-touch Onboard a device using its IP address,
E ed key generated from CDO and applied prowisioning or for onboarding or host name, and a usemame and

on the device using Firepower Device configured devices using their serial password

Manager. number.
(FTD 6.7+, 1000, 2100 and 3100
series only)
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Follow the steps below

Cancel
[FTD — 33 A Important: This method of onboarding allows for local co-management of the firewall via FDM. To manage your device with cloud-
—— = ) delivered Firewall Management System, click the FTD button instead. Learn more [
. o
Firewall Threat Defense
=
D ®) FOM Use Re.gis‘tr.gﬁon i(ey . Us z Credent
Onboard a device using a registration S€ for lo n
led) key generated from CDO and applied
on the device using Firepower Device
Manager.
oy
© Device Name Device Name © Important: If you already have a SecureX or Cisco Threat
R n TR n will n to mer: r
FDM_Onboarding esponse (CTR) account, you eed to merge you

CDO tenant and SecureX/CTR account in order for your
devices to be registered with SecureX. You can do so

m through the SecureX portal. See Merge Your CDO and

SecureX Accounts (£ for instructions.

Until your accounts are merged, you will not be able to

see your device's events in SecureX or benefit from

other SecureX features.
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@ Device Name FDM_Onboarding

Immediately perform security updates, and enable recurring updates.

Databases Geolocation, Intrusion Rule, VDB, Security Intelligence Feeds
Schedule Weekly on Mo at 02:00 AM Set Schedule

Create Reqgistration Key
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AT Y7 10 : System Settings X — 1 —7»' 5Cloud ServicesZiEIRL £ 7,

Interfaces Routing

Management: Unmerged

View All Interfaces > View Configuration >
Smart License 9 Backup and Restore
Last Backup: 10 Apr 2024

Tier: FTDv20 - 3 Gbps

View Configuration > View Configuration b

Geolocation, Rule, VDB, System Upgrade,
Security Intelligence Feads

Updates System Settings

View Configuration >

Troubleshoot

REQUEST FILE TO BE CREATED See more
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Dewice Summary

Cloud Services

o Mot Registerad

You can reglster the device with the Cisco cloud to use additional cloud-based services. If you want 1o
use Cisco Defense Orchestrator (CDO) for management or want to remain in evaluation mode, then
register with the cloud using your CDO or other security account registration key. You can alternatively
auto—-enroll with CDO or a Secure Firewall Management Center using the device serial number. If you
want to use Secure Firewall device manager for management and are ready to license the device, then
configure Smart Licensing, which automatically registers the device with the Cisco cloud. After you
register with the cloud, you can enable or disable features as needed.

Enrollment Type

Security/CDO Account Smart Licensing

Region
US Region v

Registration Key

85038aebd2b7c06d4540477897 2d16fa

@ Service Enrollment

Cisco Defense Orchestrator

Cisco Defense Orchestrator |s a cloud-based management tool used for managing network
devices. Select this option if you want to register the device in your Cisco Defense Orchestrator
account.

Enable Cisco Defense Orchestrator

Cisco Success Network

Cisco Success Network anablement provides usage information and statistics to Cisco which are
essential for Cisco to provide technical support.This information also allows Cisco to improve the
product and to make you aware of unused available features so that you can maximize the value
of the product in your network.

Check out the Sample Data that will be sent to Cisco. See morg v
; Enroll Cisco Success Network

ATYT 2 [BROEREI>32T, EF1UFTATHIRNEZRBRLET,



e e ]
Cloud Services

ﬁ__—-—l

Wing (e PN Trak Okl s et TP £l Wmal Wi kel Stk o) ioaa] - Gubebain] il 8 B g o' B
il Lo Dol R =i i (CCKCH| e PPl O '] W) HR000 i vl Phaalel, [rap
e wih T sipasd wmrg v OO o e o T ToUNE SRS IRy PO Sl STy
B - el Al SR G B Tl el F Rl bl el st M (bl s BiTL Faa®ilely 0 e
e’ W i Tt T e e PRA U R il Pl Sl dep DibdaTy S B il Drak Chieehli, T

confiqur Smart Liopmaing. stach nirmatcaly gy e deevicr with B Do cicad . & pou
g with e sipaEd, o o eatin o0 dissbs eahorea o ressdes]

Ereolmers Typa

Sl Py T AL Cnad T L e

[
15 Rlegicn v O

Faspiatration Kary
P arb Th cit M4 ) TR 2P

@-E-I-WII[H#—IH

Gl (Dptprae DrcFasrefer b o cierd: biiaed ma-agese! b wned For —arasger) refwecei

D ek Sl e Qe O 0L sl B0 P Tl e b s D Dhebenad DG et sior
| e

P Cnatie Cmco Deleras Orchpsrane

Caco Success Nabsork

Covts S eys Retwoeh prpbarons prpcde g Ao —alon g 1 aial o Uncn aRah g

L e o SO0 10 PRV WCATACE Bapeo TR afCaTnon s BAcvel CRCO I WTproes T
D ok ared B Rk poui St of Lnesed Svaitabeg HR0WA. Lo TG YO CON PLARETETG D wikad
of Lo ot o o rehe

FCrach oot the Same D tha wil b 8 10 GRS e T

=

AT Y 7 13 Registration Key 7 1 =)L RIZEGEF—%2BVUFIFET,



Ikl Do T Ty
Cloud Samncas

Eﬂﬂm

Tow cae sppininr By Sevicg with e Dinen chesd o i sddsiorad cloasd - Based serveen By e B
e s (Deplpraes Do berptrsier PO o rrangerrers o W o meemaers i pasiuatios. s e
QAT W Dol ¢ honal ke pnst CN) ol (e el T i O PR B iy Timd e BT Ve Tty
ke pranil wEh OO0 o 8 Seoer | irewad Rgrmsgepnd Ot g B Sevice e rombee Ty
et i uwa oo el S rmager b minsgerert i e ey IS oeae T deven. B
Corfedst SWTM L SNl WHST MEGTNCERY gL M Sivicd with o Lado chiwd At po
CEQATET @Y el Cioud  pTw 13T $a0A 24 b HINS B S M

[Erenilrprs ©pp

SO PR ICD0 AOCo ] ST A

Edmjaie’
LS Palgic = i}

Ry Ky
00 T T T 0 T T P B Y R

E|5m‘l‘.ll[rrul1'-ﬂﬂ

Cizco Defense Orchostrador

Cieen Dol POl Besy? B & Chead - Bidd M DTl I Al o Ty A
vt Salpt® N e I ping wisd B0 reiled e deeate b i el Deifirrian Cied fapits e
]

B st Cotc Do Cvimpsav e

Cisoo Sucoews Network

Gty Tom v Hobamt raabdinreins propviching nag Fiormation d slefinicn B Chada which a

PR o Do 00 P [Pt Baipeoi Tod Aol Blhs Sl CRoD I i ol I
FEachET S i LRy el ool Uil Femilbtes T e O e o TR T A

o The EriaBac] = g reptueieh
« Chesck o o Syl Ooin, trhae =il b e o Dinen. 555 mare
o B Creom Conco Swccess Metwon

=N -

ATY T 14 N—=2326.7BOT /N4 ATk, Cisco Defense Orchestrator/ H—E A& &+
92aAVTHMIE>TVWBR ZEE2EELET,



Cmrii e Sy
Cloud Serncas

ﬂhﬂw

Youu e rege B Seevion weEs T Uit it b oeme cidSora cioed ) Bl weeeioea. B opoe vt 0
wrie s Capliproi Gy Farplo gl (0K | P mpeagpreped or meped | apmpess = peplmplae reaslp, e
regan wvich: T cloaad ualng e CDD or ooher sEOuriny SCooaine Fepi e EDy Yo e STy
s - ]l A O] (0 b Sainlnee Forirmill il juprupetd] et sptas'n) Db vl i il rag=da B gl
'l 1 ol T il F i el PRl [ P SVl Sl i Vibdahy O vl Dk (M, ETab

corifoure Srat Likermieg whith pulcergfi iy rpiniers B devicg with Pa Onoo giias] 8Fpe yu
reyeile sl ey Clhoaed gy G gl O (npilbde Inabeen ol repcind

[ o Pupsl Tiviink

[ S L el . S Lisorairsg

R
'S Regicr: v 0

Bt g Koy
B0 b e PO T T TR T D A

.__'E‘lihwlrm

Cor Defenss OncFecs i b

e [hrbial CHA0 MUY H 3§ ]~ D] i I ek b Pl M
desc o Solpct P cptos # you s o spgiier Ba dewien in your Ciaco Deforae Cecbentrados
]

B frstin Cotin Dopuretar G rorparatin

Cinco Success Network

ol S il Mt el frnae i i e B SLETAR b Do O mPal
amer or G o provice feotrical supcort. Fhis informmaiion: shes- alicers Caes- o improwes B
ot e b o epn oF prened viEiaitn Iesturra w1 PR e e rmameise B epig
ol th proeiiar = yAE remaeTi

_ ol b Cagl DPap SolpTtod Do L OPct) vl i Bl M0 o Sl Pl
b B oot Cico Soccemn Matwery

L

AT Y T 15: (# 7> 3> ) Cisco Success Network Enrollment® 52 R L £, SmL AV
B& &, Enroll Cisco Success NetworkF I v JRY U ADBIREMEBRL £,



AT Y7 16 : RegisterZiBIRL, ALK BEHRETREZITANE T, Secure Firewall
Device Manager(SDM) &, &#&ZCDOIZIEEL £,

8 :.aﬂ ..:_.—:r.. f"l"'?'.

ﬂ Fecei Brgiufnred

Fimg cn regeri Shen devion with T Clecs: o] ooune sfid®orsl cload - bawed wee-vicen. B yow wand @
i Dt Daefesvien D Fenrsdoe (U | Por maragersed o sl Io opuie Irs it mode. B
B it T o uing s T oF oo RDUFDY SCDounl QRO IoDE by Fos oa. sinseraiemly
o R L I, L= o R e e Ll T aiytl | il ey Tl i il fagSilnEd T leg
deasl [0 piar Saelate § el e A N PRSI T ] e FEEDT b Dl e O Tl
olippary Tt Licorsieg wwhich seaicemgiic iy oginbees B deevicas with P Ginoc chicas]. &l o
ripgiibi wAlE Fap dimal gl D piadin OF Gl b i el Peinidaid

o] G P |-||.-

A ] Liderains]
R
L5 Bugion LiEco LHsClosurs
Mgt . T R SRR TR I R ST B T 1D RS R e TR O ket
F DR s i o e o rgn BomyvDas e B @ oL BDDEET
ES aebd T Foledd Sipd T 7T A A Cliee] Bk '] b POt g e el W' Cieehled pll SERADET ]
T I O D O T B TP PR T R T e O I
Frewy [y cflnpililecm G o . Toam e S Faer i [LE L Pl resgoe ay pes] L
v | el I 2k TR ol o L] el O Lol Mo ol el il Ol b Sl Bl el

. sl e O Lol T Okl Ml lArDn T el Dalet wd B T il el bl el Tl
Cisco Dedense Drchesimboe

T e LT e Arl] Pl e B R T D LR O el B Tk
- mon Delprse THosomr 5 i & 2 2 S | i) ey o il g, ] By bn Vowed eed] Coeliemap B Opee by xrady
£, Tl LHT = e HE R i
Pl il T ] TP Qe § (s meeie] bl Sy’ B

ﬂ [imaadds Ol Dafgarstal Dwncraliior s CECLPE E

CHes Succoid Metvwaik

Lo Tiaccdnl Nirae T DT PITssahi Ukis o e B BENriesk . il W
LT o ol e T N Lol | Fell g el Tl vl gl s 0
P im0 PGkl e S 'l O el el Db i i ] TP
=1 e produc] i o repwer

ey Py
=i P T sl

CEpch oo oha S iy Mpca chasr vl (e BN B0 = B

& Lol ool et . Pl

ATY 717 . CDOILRY) ., BFEX—ERHEIT TNextZiBIRLET,

ATV ATV ) TFNAARBDT AV AZR/EL TERL ., NextZBIRL THITLE
EE

ATY719: CDOA RV NIDTFTINA AARAT—R AN, Unprovisioned?' 5 Locating.
Syncing, H&ZICSyncedlCBITLTVWB I ZHFELET,



FDA-.-L_()nmaraing © Synced @ Onling

EE'L‘,\

ST, RENERICHELTVINESHERELET,

g

CDOR—ZIICBEL., FNAAAT—RAZERELE T, Online&SyncedHFRRENTVET
o T, AT—RANOMHRIEFDM GUIZN L TERITTEET, System > Cloud ServicesD JE(C

i#IR L. Cisco Defense Orchestrator& Cisco Success Network DIEZEH AT —X A Z BB L £ T,

422 —7 T4 AICConnected AT —RANKRTREN, Y—EAELEDRENEEICETLEZE
FEREIET,

=5 il
Frepowerkbtem.. N e G N\D) D iminirsene T SRS
System Settings +
Managemant Accoss
@ t Envsliment Typo: Securny/CD0 Account  TORSNCY: CSC0-Mex-ngtw-1ae o
Logging Settings Reglon: US Reglon
G D O t DISAR Cisco 5 Network oA
=]

Remote Managemeant

Cloud Senvices

Central Maragoment

Traffic Settings

NZ7LZ1—h
ZCTRR, REORS TN 1 —F A4 I I ERATEDBERERLET,
« U7 RY—EAFQDNI S — DR

927 RY—EAFQDNZBRTERZWVWEDIZT/NA ABRN KM 25EE. XY ND—D#%
HRIZIEDNSRREZTHFEL . TFNAADF U R—FT 12 JZ2BHEITLET,

- BUWREGF-—I15—

TT7ATIA=INTFNAAIZ =DV ICEMNBERF—DPADEhEENRRTTF/NAADE
BHATT LIEWESAE. Cisco Defense OrchestratorA* SIEL WEZRF—0 IO —ICiE &K, BE&RS
OtREBRITLET, FTNA AN FTTICAI—RNSAEAEZRBLTVREEE. 7747
DA—=ITFNAAIZ—D Y TERF—EANTDHIC, AN—RNFAEAEHIBRLET,

« T4 AT EDERE
TNAADERAT—RAN "ZAEVATRE ZRLTVRBERE,. ROFIEZEITLET,



1. Cisco Smart Software Manager Tl T /N1 RAICHL WIS A A2 EA T O ICHBEA %
BEILBBBEENHDIO, FNAANTAEVAZRMEBIBZETAHLEFEAZHEET,

2.TFNAADAT—RANEEETNBEWVWHEE, CODOR—RIILEZEFHIDLHIC, Y127
TRULTASBEYA2A42L, FA4EVAY—N—EETFNAABOZRY N —VBEDRE
BZEBALTLSEZL,

BAR—ZBINEZEHLTEFNAARADAT—RANEHENBWVEERE, ROBEZERTLET

o

- Cisco Smart Software Manager 5L WEBERF—Z4 KL TIE—L T, FIEIC
DWTIk, TGenerate Smart Licensings ETFFA&ZSBL TS EE L,

« CDOFES—2 3> /N\—TInventoryR— &BIRL E T,

« Insufficient LicenseREETIU A RENEF/NA AZBRLE T,

o FINA ADOFEHMNR A>T, Insufficient Licenses 7 T — ~ O T & % Manage
LicensesZ 7)Y O LET, [FAEVAZEEB| VA RINRRENET,

« Activate7 1 — )L RICHTL WERF—&ER—AKNL T, Register DeviceZiBIRL £

o

FLLERF—AERCEREhD L, F/NA AOEFIRER "Onlines ICEDYXT,

Z2BF—(CBI0AE%E R L TFirepower Device Manager(FDM)Z &R T30 SIFEMN R HA X
VAILOVWTE., "TEDMEBRKTNAADRS TN a—FT420, VU TRHEEE DM
BRFIXNZSRBLUTLSEZL,

)Y —ATl&, FDMZ%ZCisco Defense Orchestrator(CDO)ICIEEICHA > R—FT 12T T 1o
ICEATEREETTETREREMOFIBENZ TN 1—FT 12D NERLET,

BYIE 5 2

- FDMEEBRKTFNAARADRNS TN a1 —F14290

« Cisco Defense OrchestratorTOFDMT /N1 AN EE

« DRAQT IV ANBR=—pEHXTO—R



https://software.cisco.com/#SmartLicensing-Inventory
https://www.youtube.com/watch?v=8nSyUDEAJEE
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/troubleshooting.html#Firepower_Threat_DefenseFTD_Devices
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html#Onboarding_an_FTD_to_CDO
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html#Onboarding_an_FTD_to_CDO
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html#Onboarding_an_FTD_to_CDO
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html#Onboarding_an_FTD_to_CDO
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html#Onboarding_an_FTD_to_CDO
https://www.cisco.com/c/ja_jp/td/docs/security/cdo/managing-ftd-with-cdo/managing-ftd-with-cisco-defense-orchestrator/onboard-devices-and-services.html#Onboarding_an_FTD_to_CDO
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



