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Overview Interfaces Logical Devices Security Engine JgGlatlanl-1oaaltE
wre ww [T o

S5H
SHMP Froperties

HTTPS

FOAAA
Syslog Retries:= 1
DNS RADIUS Providers
FIPS and Common Criteria

Access List
Hostname ‘Order Service Auth Port

AFYT 3BMLAEVWERSE RADIUS 7ONAAICELTE (16 AXTOZONAE ),
3.1.RADIUS 7ONA X ITUTFT, FAdds #2UY %Y LTTFEL,
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Edit 10.88.244.50 ? /(%

Hostname/FQDN(or IP Address):*

Order:* 1
Key: cssssses Set-Yes
| confirm Key: cesennnsl i
Authorization Port:* 1812
Timeout: * 5 Secs
Retries: = 1

QK Cancel

ATY7 4 FSAVEs Z0UY D LTTEL,

Overview Interfaces Logical Devices Security Engine JZETsfitay T4, T-E

= P ooms B
SSH
SNMP Properties
HTTPS Timeout:* 5 Secs
 AAA
Syslog Retriga:™ 1
oS RADIUS Providers
FIPS and Cornman Criteria
nnnnnnn @ Add
Acess List
Hostname Order Service Auth Port
10.88.294.50 1 authorization 1812 &
Save | | Cancel
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AT Y7 1. RADIUSRREIZ BRI B LHIC, ROOYY RERTLTTE W,
fpra120-TAC-A# AJ—7 &*1)F 41
fpr4120-TAC-A /security # A 1—7 57 # )L hauth
fpr4120-TAC-A /security/default-auth Z#L L A EEZRELEL
FOHLET. BREXRTIDEAR detall AX REFEALTTE L,
fpr4120-TAC-A /security/default-auth (F#FFHZERLE T
77 7 )L N DFER

Admin L )l Ai: Radius

B4ELL L LA: Radius

Webtv>3a> U7LvyZ18E (¥T):600

Web D=0 EY> 32 RLALTIK (®T), ssh, Telnetzy > 32:600

Web Q1= Dty >3 BALALTIN (¥T) ., ssh, Telnetzy = 32:3600

SDFTILAVY=II Ev>a>y RALATIM (BT):600
YTV =gty ary R4ALT TN (BT): 3600

Admin FREEH—/N JIIL—7"

BELFEY—N T -7

E277U0RDER: ZL
ATY 7 3. RADIUSH—NNTA—RZFRETRLEHIZROOAN Y REZEFTLTTEL,
ford120-TAC-A# A1—7 &*1UF 4
fpr4120-TAC-A /security # A —7 ¥
fpr4120-TAC-A /security/radius (&#H—/\ 10.88.244.50 ZA LWL E T
fpr4120-TAC-A /security/radius/server (F#EXEL E L = descr TISE H—/\, %
fpr4120-TAC-A /security/radius/server * # Set #&
F—Z AT U TR v
F—ZHERRL TRE ) v
ATV ABRERTT DA detail AV RZEAL TTFEL,

fpr4120-TAC-A /security/radius/server * #5f#lZ RLTF& L



RADIUSH—/\:
RAN#E., FQDN &zI& IP 7 RL A:10.88.244.50
descr
3E
Auth R— ~: 1812
FG - e
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AT Y 7 1. Administration > XY RD—9 DY —A > XY ND—=IOFNAL ANDFTET— K,

ATY72 TAddys 22y LTTF&EW

~ Administration

» Sysiem  » |dentity Management  ~Network Resources  » Device Porial Management  pxGrid Services  » Fead Service  » Threat Ceniric NAG

= Matwork Devicas  MNebtwork Device Groups  Metwork Device Profiles  External RADIUS Sarvers RADIUS Server Sequences  MNAC Managers  Exlernal MOM  » Location Services
——

<]
Network devices Network Devices
Default Device
fEdit <badd [fyDuphicate @uimport @ Export @) Generatz PAC | ) Delete
Device Security Settings ’

Name - IP[Mask Profile Name Lacation Type Description

No data available

ATY T 3MERERE (BRI, PT7RLA, FNA1AOEBES LU (1 Xx—7 )L RADIUS I KEY
ZEMLET ) AHBL, TSUBMITa ZOUY DU LTTEL,



stlils | dentity Services Engine

~ Administration

* System  » ldentity Management = - Metwork Resources b Device Portal Management  pxGrid Services ¢ Feed Service  + Threat Cenfric NAC

~Network Devices  Metwork Device Groups  Network Device Profiles  Extemnal RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
(<]
Network devicas Network Devices List > New Network Device
Network Devices
Default Device
o Securiy Sets "Name [pos |
Device Security Settings.

e —

IP Address: | 10.83.180.6 NIEE

* Dewica Profile % Cisco » &

) —
] —

* Network Device Group

DeviceType [xos (o | [ SetTo Defaut |

IPSEC (15 [PSEC Device

© | [ Set To Default |

Location [ul Locations © | [ Set To Default |

¥+ RADIUS Authentication Seftings

RADIUS UDP Settings

Prolocol  RADIUS
* Shared Secrel | spassess | Show
CoA Port [ 1700 | ["setTo Defautt |
RADIUS DTLS Settings (i
DTLS Required []
Shared Secret |radiusidiis i
Coa Pont | 2083 | | set Ta Defautt |

Issuer CA of ISE Centificates for CoA [ Salect if required (optional)

v]

RETN—7THBLTFI—TDER

AT Y 7 1. Administration > 74 7> 7 1 7 1 EE > Groups > I—HRBEIJTIL—FCFES— K
LTTFE L,

ATY7 2 TAdds 27UY T LTTFEL,

bl |dentity Services Engine

Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» Systemn |~ Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
b ldentities  Groups  External Identity Sources  |dentity Source Sequences b Settings
I
Identity Groups User Identity Groups
& L)
GO ow |l v Gk, J Edit =bAdd M Delete v @almport s Export v

» | Endpoint Identity Groups Name a | Description
» | User Identity Groups &1 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
£ Employee Default Employee User Group

ODOoOooooag

5 GROUP_ACCOUNTS (default)
£ GuesiType_Coniractor (default)
& GuesiType_Daily (default)

&1 GuestType_Weekly (default)
&% OWN_ACCOUNTS (default)

Default GROUP_ACCOUNTS (default) User Group
Identity group mirroring the guest type

Identity group mirroring the guest type

Identity group mirroring the guest type

Default OWN_ACCOUNTS (default) User Group



ATY 7T 3.BEDOEZANL., FSUBMIT: ZOUY T LTTEL,

‘hitke  Identity Services Engine Home  » ConlextVisbiity  » Operations b Policy [RIRLIIRCTLM » Work Conters
» System |~ |dentity Management * Maetwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings

—
Identity Groups Usar Idantity Groups > Mew User Identity Group
[' re) ] Identity Group

e . &, *Name [ FXOS ADMIN |
* || Endpoint Identity Groups Description [

3 ‘;I‘lmlﬁanllyﬁ-lmps

EZ3 | concel |

ATYTAIRNTOBEI—HFOREDIZHDATY T 3 Z#VIELTTE L,

«lali.  |dentity Services Engine Home  » ContextVisbility  » Operations  » Policy [RRd el C -l * Work Centers
» System |~ ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b ldentiies  Groups  External Identity Sources  Identity Source Sequences b Settings

I
Identity Groups User Identity Groups
& L)
Sow |l fro J Edit <jeAdd M Delete v @almport P Export v

» : Endpoint Identity Groups MName Description

» | User ldentity Groups 51 ALL_ACCOUMTS drafauiry Default ALL_ACCOUNTS (default) User Group
- Name: Currently Sorted -
&R Employee Default Employee User Group
51 FXOS AAA

43 FXOS ADMIN
f_'} FX0S OPER
&2 FXOS Read Only

A A IR ASO U IR ITE Cdefe it S e s G & T L B e e
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AT Y 7 5. Administration > PL 7714 T4 B8 > 8Bl >Users ICFES—K LTTE L,

ATV 6. TAddy Z2U)Y 2 LTTEW,

ulile Identity Sarvices Engine Home  » Context Visibilty  » Operations ~ Administration

» System = |dentity Management = » Metwork Resources  » Device Portal Management  poGrid Services  » Feed Service  » Threat Centric NAC

=ldentiies  Groups  External ldentity Sources  |dentity Source Sequences  » Saettings
—
o

Users Network Access Users

Latest Manual Netwaork Scan Results =
J Edt <= add B thange Status Solmport Gk Eport 3 Delete [y Duplicate

Status MName & Description First Mame Last Name Email Address User Identity Groups Admin
No data avallable

ATY T T RHERE (B, I—YJIL—7. NAD—R)ZAHBLTTEL,



‘thuilis  Identity Services Engine Home  » ContetVisbilty  » Operations ~ Administration

» System = ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~Identities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
(<]

MNetwork Access Users List > New Network Access User
* Network Access User

Users

Latest Manual Network Scan Results

*Name [ fxosadmin

Status Enabled

Email |

» Passwords

Password Type:  Intemal Users -

Password Re-Enter Password
* Login Passworg | ssessess [ smensene [ Generate Password | i
Enable Password | | [ Generate Password | (i

w User Information

First Name | |

Last Name | |

 Account Options

Change password on next login [

= Account Disable Policy

) bisable account if date exceeds | 2018-03-01 (yyyy-mm-dd)

« User Groups

* [0S AoMiN ol
ey ((Concal |

ATY T BHBEBRINTOI—HEITORATY T 6 Z#VIELTTFEL,

“dstlss \dentity Services Engine Home  + Context\Visibilty  » Operations Pl + Work Conters

» Systern | - lgeniity Manggement  » Network Rescurces  » Device Ponal Management  pxGnd Services  » Feed Service  » Threat Centnic NAC
=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings

Usars Network Access Users

Latest Manual Network Scan Results Jedt dhndd E Status »  @eImport Gk Export v 3 Delete v LyDupheate

Status Name + | Description First Name Last Name Email Address User [dentity Groups Admin
[0 gEnabled g Mxosasa FXOS AR

[ mEnabled g Fxosadmin FXO5 ADMIN

[} g Enabled ¢ fxosoper FX05 OPER

[J mEnabled § Mosro FXOS Read Only

F1-YORBOHOFTTO7 7 A IILOER
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‘G Identity Services Engina Home  » ContextVisbilly  » Operations [EESCTSWN + Administraion  + Work Centers
Authenticaion  Authorizaion  Profiing  Posture  Client Provisioning  ~ Policy Elements

Dictionaries » Condiions  ~Resulls

o
SN Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Reslone > Policy Export Page
» Authorization
# Edit add  [PyDuplicate | 3¢ Dalate
Authorizaticn Profiles " + -
[ name Profile
Downloadable ACLE i
[0 Blacknole_Wirelass_Accass sty Cisco &8
+ Profiling O cisco_IP_Phones b Cisco (0
e O Cisco_webAuth &% Cisco &
O NSP_Onboard & Cisco 5
+ Clisnt Provisioning [0 Men_Cisco_IP_Phaones & Cisco &
O DenyAccess
O Permitaccess

AFYT2HA7O77ANDOEHOIRNTOEMEE—FHICLTTZV,
2.1. Profile Name Z5%EL TT&E L\,

Authentication  Authorization  Profiing Posture  Client Provisioning =~ Policy Elements

Dictionaries » Conditions = Results

.  Description
Default profile used to blacklist wireless devices, Ensu
Default profile used for Cisco Phones.
Default Profile usad to redirect users to the OWA port
Onboard the device with Native Supplicant Provisionir
Default Profile used for Non Clsco Phones.

Default Profile with access type as Access-Reject
Default Profiie with acoess type as Access-Accept

<]
Authorization Profiles > FXOS-ADMIN-PROFILE
» Authentication L
Authorization Profile
* Authorization *Name | FXOS-ADMIN-PROFILE
Authorization Profiles Description |
Downloadable ACLS " Access Type | ACCESS ACCEPT -

+ Profiling Netwnrk Devics Profils 2% Cison w6

22 BERMEBETXAD CISCO-AV-PAIR ZB/EL TTE L

cisco-av-pair=shell: roles=" admin

v Advanced Attributes Settings

Cisco:cisco-av-pair v shell:roles="admin"

2.3.[Save] 20 UYOLET,

| Reset |

ATY T 3.RMD Cisco AVR 7 2 FERLTHEYOI—HDREIOEODDATY T 2 %EV)IRL T



TzWw
cisco-av-pair=shell: roles=" AAA
cisco-av-pair=shell: roles="ARL —> 3>

cisco-av-pair=shell: 1 FiAHH ') EH roles="

v Advanced Attributes Settings

Cisco:cisco-av-pair 2| = [shell:roles="aaa" )
v Advanced Attributes Settings

 [cisco:cisco-av-pair @| = [sheli:roles="operations" Q|

v Advanced Attributes Settings

Cisco:cisco-av-pair L2 = |shell:roles="read-only" v

‘thuth:  Identity Services Engine Home  » ContextVisbilty  » Operations (R4 "Bl * Administation  » Work Centers

Authentication  Authorization  Profiing  Posture  Client Provisioning | ~ Policy Elements

Dictionaries + Conditions ~ Results

b Authentication Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

» Authorization

# Edit Add [FvDuplicate = 3¢ Delete
Authorization Profiles / + G

] Name Profile
Downloadable ACLs .
[ Blackhole_Wireless_Access kb Clsco £
» Profiling [ cisco_IP_Phones dels Cisco €5
» Posture [ cisco_WebAuth dsis Cisco &
O FXOS-AAA-PROFILE i Cisco
Sl [0 FXOS-ADMIN-PROFILE &5 Cisco &
[0 FXOS-OPER-PROFILE s Cisco &8
O Fx0S-ReadOnly-PROFILE s Cisco &
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ATFYTAR)S—>BIRENDFTET—RNE>BLRPINL—NLEBEZICERLEVWEERES AR %
DEETHRELEIIUYILET,

[ -] DCoefauit Rub (T 0 mranch} Ao Prospocs | Dastauit Network ACORSS and s © DenmyAcoess T e

HOHLET, REFHETY,; ThRIENELHWRTHIFEEHY KT, COFDOLEHICT
NAADBE=ZERALEXTY:

[Name] : FXOS 8R&EIL—IL

IFZEHE/MEZ "Newa ZBIR LET: FNAA: FNAAOEERFIIXTOERAR 17 #FX0S
CEERULEY

2ETZ7ORIN: F7AINRYNDT—O TOEA

R AL
i FXOS AUTHENTICATION RULE :If DEVICE:Device Type EQUALS All Device Types#FXOSAllow Protocols : Default Network Access  and
Default ‘use Intemal Users

BEBERVS—0ER

ATYTAR)S—>HFITNDFES—RNE>BREIN—IILEZEZICERLEVE RS A RET
BDEDICKHNZYNEOUYDOLET,

Raniy
| Irmert Mew Rule Above |

ATY T 2HEANTA—ZOEBRAUDEZAILTTFE L,

2.1. [Rule Name] : Fxos <USER ROLE> JL—JL.

Status Rule Name

ra v+ | Fxos Admin Rule

22. &M A—9#EBIJIIN—7 > BEE iz <USER ROLE>,



Conditions (identity groups and other conditions) Permissions

FX.. < |and | Condition(s) & then | AWthZPr..  &»

if no ma

FXOS ADMIN o .

User Identity Grou

L]
_ 5.,
FXOS AAA

GuestType_Weekly (default)
OWN_ACCOUNTS (default)
GROUP_ACCOUNTS (default)

FXOS ADMIN

FXOS OPER

Employee

GuestType_Daily (default)
GuestType_Contractor (default)
FXOS Read Only

ALL_ACCOUNTS (default)

4
Il

l[..ﬁ.l.l[..ﬁﬂs'—’

23. BRT:FLVWRE > FNA RAZERL TTFE WV PN ANBREIIXNTORRBR (T
#FXOS ICE#L £ 7,

Conditions (identity groups and other conditions) Permissions
| FX... op |8nd | DEVICE:Device Type EQUALS All ... ‘—’| hen | Selectan item <p
[fno maiches, ihen  DenyAd [ add All Conditions Below to Library
~ Condition Name Description
O [DEVICE:Device Ty... ©] [Eauals  ~|  [AllDevice Types#... @ &,

[_ 2]

-

I

=
2 All Device Types

o All Device Types#FX0S
£ Ao

Airespace
Alcatel-Lucent
Aruba
Brocade
CERTIFICATE
| Cisco
Cisco-BB5M
£ Cisco-vPN3000
£ cwa

PDDERDD D

2.4. [Permissions] : ##&lE >7O774) 1—FOREIDBIRLFT



Permissions

on | FXOS-ALL —

FXOS-ADMIN-PROFILE ()|

i
1l

- EE}'
@ Blackhole_Wireless_fccess

(4 Cisco_IP_Phones

G Cisco_WebAuth

@ DenyAccess

(G4 FXOS-AAA-PROFILE

(i FXOS-ADMIN-PROFILE
(G4 FXOS-OPER-PROFILE
(&4 FXOS-ReadOnly-PROFILE
(&4 NSP_Onboard

@ Mon_Cisco_IP_Phones
@ PermitAccess

Status Rule Name Conditions (identity groups and other conditions) Permissions

E Fxos Admin Rule " FXOS ADMIN - DEVICE:Device Type EQUALS All Device en FXOS-ADMIN-PROFILE
H

ATY 7T 3INTOA—HOREDIZODODATY T 2 2 )IBELTTEL,

Status  Rule Name Conditions (identity greups and other conditions) Permissions

Fxos Admin Rule 1 FXOS ADMIN ~ND DEVICE:Device Type EQUALS All Device then  FXOS-ADMIN-PROFILE
Types#FX0S

Fxos AAA Rule It FXOS AAA AND DEVICE:Device Type EQUALS All Device then  FXOS-AAA-PROFILE
Types#FX0S

Fxos Oper Rule i1 FXOS OPER AMND DEVICE:Device Type EQUALS All Device then FXOS-OPER-PROFILE
Types#FXOS

Fxos Read only Rule i1 FXOS Read Only AND DEVICE: Device Type EQUALS All Device then  FX0S5-ReadOnly-FROFILE
Types#FXOS

Default if no maiches, then  DenyAccess

ATYTAR—DO—FBTIC TSAVEL 20UV LTTFEL,
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FXOS Chasis 52

1.FXOS ¥ —2 A M Telnet »* SSH 8 KV ISE DERE 1 —HDAnsrzERTHOY
T2
J—%% : fxosadmin
INAD—R
fpra120-TAC-A# AJ—7" &*1)F 4
fpr4120-TAC-A /security [E#J)E—RN1—H HllEZRLET
') E— b 11— fxosaaa:
T
I1—H 0%
[Name] : AAA
[Name] : BidkELY) B
') E— ~I1—% fxosadmin:
S
I—H D&
[Name] : admin
[Name] : BEAEY) B
|)E— k11— fxosoper:
T

A—H0®’E:



[Name] : #R4E
[Name] : BidkELY) EH
') E— b1 —% fxosro:
S
d—HDO&E:
[Name] : BidkELY) EH

FXOS 2 ¥ =2 cli ANENEA—HRBICL>TREITSNEI - ORIDLDHICHERE
EORVREGZRRLET,

EEEI-Y O,
fpra120-TAC-A /security #5'o
BRALEIWELTTEL

Z7 1Y v a@I1-—HYEvIavEMRLET
ERLERTEERNRA T I UM ZERLTTEV
HIREERRA 7TV M ZHIBRLTTE W
TFAE—T I EWT—ER

AZ—7 LB —ER
ADLETEERKA TSI VRZAALTTEL
AA—T7TRREOE—REZZEELET

Y hOT7ONTAEZREL TTEL

Show system information Z/RL TT& L
TOT47 cimctEy>area®&T7LTTREL
for4120-TAC-A# (& fxos KL £7
for4d120-TAC-A ( fxos ) #7°/YY ¥ AAA AAA ER
fpr4120-TAC-A ( fxos ) #

BB EAI—Y0KRE,

fpr4120-TAC-A /security #5'o

AA—T7RREOE—REZZEELET



Y hOZTONTAEZERELTTE W

Show system information Z;RL T T &
fpra120-TAC-A# (& fxos 2L ET
fpra120-TAC-A ( fxos ) #7°/YY ¥ AAA AAA ER

ERYOO-ILDLEDICEEE NS

2.ISE DfERE NI —FOANAZFEALTFEXOS 2 ¥ —2 IP 7 RLASLOTF I
ZRLTTE,
EEEI-Y O,

W
st
kP
WTTRS.
- Aan Add RADIUS Provider il
St S -
onE RADIUS Previders | HosmmameiFoEar 1P Asdras)i |
FIPE snd Comaman Criberis Cvcior:® lowest guaiatie W ke
hcossa Lt
e e er
JrE_ETRTY 1 Contrm Kay Ja
Authoriration Peres 1812
s [] Secs
Retrign:= 1
o Cancel

FEE peg Camman Eriara
Acoess Ust

EYTEET ¥ prmerran i

F:AAd REAHFBIRATAREICAED CEITEELTTEL,

ISE 2.0 OREE

1. ARL—232 >RADIUS \OFTES—K >547 OY, UL ESITRATERBZRS
hEIRFTTY,

=RADIUS | Threat-Ceniric NAC Live Loge  » TACACS  » Troubhsshool b Adaptive Network Contrdl  Reparts
Click hrs 10 90 wireiess Satup and visibiity setup Do not show this agan,
LieLogs  Live Sessicrs
—

Misconfigured Supplicants O Migconfigured Natwark Devices @ RADIUS Drops © Client Stopped Responding O Repeat Coumnter ¥
Refresh  Mever j Show — Latasl 20 recors j Within | Last 3 rours -
O Relresh @ Fess Repesi Coumis 2 Expon Tow Tries O
T Status Details Repeat C...  kentity Authentication Policy Authorization Policy Authorization Profiles Network Dev...  ldentity Groug

: 4

Jan 20, 2018 10:14:09. [ -] a * FXOS AUTHENTICATION RULE »» D Diefailt > Fxios Adein Rule FXOS-ADMIN-PROFILE FROS Wher |darity Groups FXOS
Jan 20, 2018 10:13:88.... -] o » FX0S AUTHENTICATION RULE »» ult FXOS User Idensity Groups:FXDS
Jan 20, 2018 10:08:01 o frosm »> FXOS AUTHENTICATION RULE == Defoull  Default =» Fxos Read orly Rule  FXOS-ReacOnly-PROFILE  FXOS User Idendty Groups FXOS
Jan 20, 2018 10:08:50.... [ Py toasn »» FXOS AUTHENTICATION RULE »» Default FXOS User idendty Groups FXOS
Jan 20, 2018 10:08:17 [ & freosm »» FXOS AUTHENTICATION RULE =» Dafault FXOS Usar idendity Groups FXOS
Jdan 20, 2018 100816 [ o feaso Dutault == FXOS AUTHENTICATION RULE => Dataull FROS Usar Ideniity Groups-FXOS
Jan 20, 2018 10:04:23. [ ] 'y Dataull >> FXOS AUTHENTICATION RULE =» Dataull Diefault >» Fxos Ademin Rule FXOS-ADMIN-PROFILE FROS Uner |dendty Groups FXOS
Jan 20, 2018 10:02:59. [ -] a * 4 Default »» FXOS AUTHENTICATION RULE »» Dataull Diefault >» Fxos Adenin Rule FXOS-ADMIN-PROFILE FXOS User |dersdty Groups FXOS




NSTN>a—F42T
debug aaa authentication & KT EF A Ik FXOS cli ®MXND AN REETLET,
fprd120-TAC-A# |& fxos Z ML £
fpr4120-TAC-A ( fxos ) #7°/YY ¥ AAA AAA ER
fpr4120-TAC-A (fxos ) #7/INY T AAA AR N
ford120-TAC-A (fxos ) #5/%¥ 4 AAA IS5—
fpr4d120-TAC-A ( fxos ) # term mon
LD TIE AN, ROE L ZE R I-%&,
20 £ 1 A 2018 H 17:18:02.410275 AAA: F2RED 7= & M aaa_req_process, Y3 > 0 &L

20 £ 1 A 2018 B 17:18:02.410297 AAA: aaa_req_process: appln /' 5 O —fi% AAA ER: OJ' 7
> appln_subtype: 77 # )L k

20 £ 1 A 2018 H 17:18:02.410310 AAA: try_next_aaa_method

20 £ 1 A 2018 B 17:18:02.410330 AAA: RREE NBWARK 1. BASNBINERENA VT
YUATEOTY

20 £ 1 A 2018 H 17:18:02.410344 AAA: handle_req_using_method

20 1 A 2018 B 17:18:02.410356 AAA: AAA_METHOD_SERVER_GROUP

20 £ 1 A 2018 H 17:18:02.410367 AAA: aaa_sg_method_handler 7' )L —7" = ¥ &

20 £ 1 A 2018 H 17:18:02.410379 AAA: Z DBEEEIZE L % sg_protocol D fEFH

20 £ 1 A 2018 H 17:18:02.410393 AAA: RADIUSH —EANERZEE 5 &

20 £ 1 B 2018 H 17:18:02.412944 AAA: mts_send_msg_to_prot_daemon: R4 O— R = 374
20 £ 1 A 2018 A 17:18:02.412973 AAA: v > 3> vy 23k 1 ICIEBME 5 0x8dfd68c
20 £ 1 A 2018 H 17:18:02.412987 AAA: RII T B REE NI AR T IL—7

20 £ 1 B 2018 H 17:18:02.656425 AAA: aaa_process_fd_set

20 £ 1 A 2018 H 17:18:02.656447 AAA: aaa_process_fd_set: aaa_q ® mtscallback

20 £ 1 A 2018 H 17:18:02.656470 AAA: mts_message_response_handler: mts J&2&F

20 £ 1 A 2018 H 17:18:02.656483 AAA: prot_daemon_reponse_handler

20 £ 1 A 2018 H 17:18:02.656497 AAA: v 23> v 232K 0 A SHBRH B 0x8dfd68c



20 £ 1 A 2018 H 17:18:02.656512 AAA:
20 £ 1 A 2018 H 17:18:02.656525 AAA:

20 £ 1 B 2018 H 17:18:02.656538 AAA:
>flags=21. aaa_resp->flags=0.

20 £ 1 A 2018 H 17:18:02.656550 AAA:
20 £ 1 A 2018 H 17:18:02.656577 AAA:
20 £ 1 A 2018 B 17:18:02.700520 AAA:

20 £ 1 B 2018 H 17:18:02.700688 AAA:
accounting_interim_update

20 £ 1 A 2018 H 17:18:02.700702 AAA:
log=added 1—* fxosro

20 £ 1 A 2018 H 17:18:02.700725 AAA:
20 £ 1 A 2018 H 17:18:02.700738 AAA:
20 £ 1 B 2018 H 17:18:02.700749 AAA:

20 £ 1 B 2018 B 17:18:02.700762 AAA:
JL I~ appln_subtype: 7 # )L k

20 £ 1 A 2018 H 17:18:02.700774 AAA:
20 £ 1 A 2018 H 17:18:02.700798 AAA:
20 £ 1 A 2018 H 17:18:02.700810 AAA:

20 £ 1 A 2018 H 17:18:02.700997 AAA:
>flags=254. aaa_resp->flags=0.

20 £ 1 A 2018 H 17:18:02.701010 AAA:
BREhEXT

20 £ 1 A 2018 H 17:18:02.701021 AAA:
20 £ 1 A 2018 H 17:18:02.701033 AAA:
20 £ 1 A 2018 H 17:18:02.701044 AAA:
20 £ 1 A 2018 H 17:18:02.701055 AAA:
20 £ 1 A 2018 H 17:18:02.701067 AAA:
20 £ 1 A 2018 H 17:18:02.706922 AAA:

20 £ 1 A 2018 H 17:18:02.706937 AAA:

is_aaa_resp_status_success AT —X A =1
is_aaa_resp_status_success & TRUE TT

FoaL O 7= & M aaa_send_client_response, session-

AAA_REQ_FLAG_NORMAL
IE# 7% mts_send_response

aaa_process_fd_set: aaa_accounting_q ® mtscallback

aWARL -3 J—R:

aaa_create_local_acct_req: user=, session_id=,

B 7= 8 M aaa_req_process, Y a2 0 &L

MTS ERS B NULL T©F, O—HILER

AAA_REQ_RESPONSE_NOT_NEEDED DO&&E

aaa_req_process: appin 7' 5 O —fix AAA BER: 77 #

try_next_aaa_method
F7AINNTFT7AILRNDEDHICHREENDFREL

ChOEHICRIATRESREEL BX

REA O 7= & () aaa_send_client_response, session-

FWSATSVOHRBEROEOORBFERIELT

COERDEDIZBEBEEENBZVISE
AAA_REQ_FLAG_LOCAL_RESP
aaa_cleanup_session

aaa_req EBHITDIHLEN HVET,
K74 —)L Ny oARO—-H)
aaa_process_fd_set

aaa_process_fd_set: aaa_accounting_q ® mtscallback



20 £ 1 B 2018 H 17:18:02.706959 AAA: T V\WARL —2 3> J—R:
accounting_interim_update

20 £ 1 A 2018 H 17:18:02.706972 AAA: aaa_create_local_acct_req: user=, session_id=,

log=added 1—1":

REL
20 %1 A 2018 H
20 1 A 2018 H
20 %1 A 2018 H
20 1 A 2018 H
20 %1 A 2018 H
20 1 A 2018 H
20 %1 A 2018 H
20 1 A 2018 H
20 %1 A 2018 H
20 1 A 2018 H

20 1 A 2018 H

O— )L\ ® fxosro:

CRRRLA A A, RDH N %ZE R I-&,

17:15:18.102130 AAA:

17:15:18.102149 AAA:

17:15:18.102267 AAA:

17:15:18.102281 AAA:

17:15:18.102363 AAA:

17:15:18.102377 AAA:

17:15:18.102456 AAA:

17:15:18.102468 AAA:

17:15:18.102489 AAA:

17:15:18.102503 AAA:

17:15:18.102526 AAA:

> appin_subtype: 77 # )L k

201 A 2018 H

20 % 1 A 2018 B
YOATTOTY

201 A 2018 H
20 1 A 2018 H
201 A 2018 H
20 1 A 2018 H
201 A 2018 H
20 1 A 2018 H
201 A 2018 H
20 1 A 2018 H

201 A 2018 H

17:15:18.102540 AAA:

17:15:18.102562 AAA:

17:15:18.102575 AAA:

17:15:18.102586 AAA:

17:15:18.102598 AAA:

17:15:18.102610 AAA:

17:15:18.102625 AAA:

17:15:18.102658 AAA:

17:15:18.102684 AAA:

17:15:18.102698 AAA:

17:15:18.273682 AAA:

Ak HLY) B A

aaa_process_fd_set

aaa_process_fd_set: aaa_q ® mtscallback
aaa_process_fd_set

aaa_process_fd_set: aaa_q ® mtscallback
aaa_process_fd_set

aaa_process_fd_set: aaa_q @ mtscallback
aaa_process_fd_set

aaa_process_fd_set: aaa_q ® mtscallback
mts_aaa_req_process

SR 7= & O aaa_req_process, Y a2 0 &L

aaa_req_process: appln 7' 5 O —fix AAA ER: O F

try_next_aaa_method

RESNZHBAREFE 1, AASNBINEREDA VT

handle_req_using_method
AAA_METHOD_SERVER_GROUP
aaa_sg_method_handler J' )L —7" = ¥#&

C DBEEIZ B LU B sg_protocol DA
RADIUSH—EAANERZEE 952 &
mts_send_msg_to_prot_daemon: R4 O— K& = 371
tyv>ar:ev>ark1IZEME NS 0x8dfd68c
BB BREENLARTIN—T

aaa_process_fd_set



20 £ 1 A 2018 H 17:15:18.273724 AAA: aaa_process_fd_set: aaa_q ® mtscallback

20 £ 1 A 2018 H 17:15:18.273753 AAA: mts_message_response_handler: mts J&2&F

20 £ 1 A 2018 H 17:15:18.273768 AAA: prot_daemon_reponse_handler

20 £ 1 A 2018 H 17:15:18.273783 AAA: v 23> v 2 3> &k 0 H SEIBRH 11 D 0x8dfd68c
20 £ 1 B 2018 H 17:15:18.273801 AAA: is_aaa_resp_status_success AT —3X A =2

20 £ 1 A 2018 H 17:15:18.273815 AAA: is_aaa_resp_status_success l& TRUE TT

20 £ 1 B 2018 H 17:15:18.273829 AAA: FZ2RE D /= 8 0 aaa_send_client_response, session-
>flags=21. aaa_resp->flags=0.

20 £ 1 A 2018 H 17:15:18.273843 AAA: AAA_REQ_FLAG_NORMAL

20 £ 1 A 2018 H 17:15:18.273877 AAA: IE & 7% mts_send_response

20 £ 1 A 2018 H 17:15:18.273902 AAA: aaa_cleanup_session

20 £ 1 A 2018 B 17:15:18.273916 AAA: ER X ¥ £—2 O mts_drop

20 £ 1 A 2018 A 17:15:18.273935 AAA: aaa_req X R T D RBEN BV ET,

20 £ 1 A 2018 H 17:15:18.280416 AAA: aaa_process_fd_set

20 £ 1 A 2018 H 17:15:18.280443 AAA: aaa_process_fd_set: aaa_q ® mtscallback

20 £ 1 A 2018 H 17:15:18.280454 AAA: aaa_enable_info_config: AAA Login TZ—XvY t&—2
Di=H D GET_REQ

20 £ 1 A 2018 B 17:15:18.280460 AAA: iRE ANRL — 3 ORVWEZIREE hd: RALF
1T 4I15H

BOE1E

FX-OS cli @ Ethanalyzer X2 RIE/NAT— RO/NAT— RO 128 (C TACACS/RADIUS FREEA"
AZ—7TNCBI2TVREETAVTRRRLET, COBERNTICL>TEIERIENET

o
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg87518/?reffering_site=dumpcr
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